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Introduction

The financial services industry continues to feel the pressure. Sustained 
regulatory attention, a sharper focus on shareholder value and customer 
service, coupled with an ever more competitive and closely scrutinised 
market are paving the way for much needed transformational change. 
Information technology has emerged as a key enabler to deliver this change, 
yet the resulting risks posed to organisations are on the rise. 

Our previous survey, ‘Heads of IT Risk: Directing a new function’, showed how IT Risk functions originally emerged 
following improvements in risk management practices across the organisation. 

Two years on, the IT Risk function has evolved, growing in size, responsibility and with higher executive visibility. These 
factors, combined with heightened regulatory focus, constrained budgets, and a struggle to find people with the right 
skills, have created a challenging environment.

This survey brings together insights from IT Risk functions from twenty of the largest global financial services institutions. 
Undertaking face-to-face interviews with those responsible for setting the IT Risk agenda allowed us to get an inside view 
into the challenges facing IT Risk in the financial services industry as it navigates its way through testing times.
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Heightened regulatory focus
In the UK, the Financial Conduct Authority (FCA) has cited technology as one of its five priority  
risks for 2013/141. Other recent regulatory stipulations, such as the FSA’s ‘Dear Chairman’ 
letter requesting businesses consider resilience when changing or designing IT systems and 
processes, has added to the pressure put on IT Risk functions. Our survey indicates that the 
majority of IT Risk functions feel this increased regulatory scrutiny has, and will continue to, 
significantly impact their business as usual activities.

When asked where the greatest challenges lie over the next twelve months, unsurprisingly, 
regulation was the most common response from survey participants, with forty-five per 
cent citing it as a key challenge in achieving their IT Risk objectives (figure 1). The shared 
sentiment is that regulators are more visible and are playing a key role in shaping the 
direction of travel as they are becoming more prescriptive in their requirements. 

Nearly half of survey respondents believe that interfacing with regulators is a key area 
of responsibility for IT Risk functions (figure 2). The more mature functions are building 
relationships with the regulators directly to get an early view of upcoming regulatory 
change and to help shape the direction through the consultation process.

Despite seeing the benefit in working more closely with the regulators, many of our survey 
respondents felt that there was still a need to overcome ‘a lack of pragmatism’, ‘unrealistic 
expectations’ and the ‘sheer volume of requirements from multiple regulators’.

Engaging in active dialogue 
with the regulator will enable 
IT Risk functions to better align 
themselves to the behaviours and 
actions regulators are demanding. 
Over time, this will lead to a 
situation where regulator focus 
becomes the norm.

1 �Financial Conduct Authority. (2013). Business Plan 2013/14. 
London: Financial Conduct Authority
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“�A significant proportion of our budget has to be 
allocated to address new regulatory requirements.”

 
Head of IT Risk, Global Investment Bank

Figure 1. Top challenges in achieving IT Risk objectives

Regulators

Managing IT risk in a decentralised environment

Skilled resources

Executive support
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45%
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(percentages based on top answers given)

Figure 2. IT Risk function areas of responsibility
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Figure 3. Changing risk appetite over the last 12 months*
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*1 January 2012 to January 2013
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Increased executive attention
Informed opinion is unequivocal; IT Risk has never been higher on the executive 
agenda. Our survey tells us that organisational risk appetite is decreasing year-on-year, 
with seventy per cent of our respondents citing a reduction in the last twelve months, 
increasing the executive pressure and focus on IT Risk (figure 3). 

C-suite focus on IT Risk is at an all time high and this attention has resulted in a significant 
increase in the number of IT Risk functions that are engaged directly by the Board to report, 
update or provide direction on IT Risk matters. Retaining and developing this executive 
support will be seen as a key opportunity for IT Risk functions over the next two years.

Whilst an increased profile brings 
increased strength to the IT Risk 
function, it is key that setting  
the IT Risk agenda remains in  
its control.
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Eighty-five per cent of organisations identified challenges in producing 
comprehensive data-driven Management Information (MI) to enable timely,  
accurate and relevant decisions.

Catering for the executive
Where IT Risk is reported to a senior level, considerable effort is required to present this 
information in an executive-friendly format.

Our survey respondents highlighted challenges across the financial services industry 
in producing consistent, transparent data in line with business requirements and on 
a timely basis. 

Lacking the right tools for the job
The majority of respondents indicated that there was a large degree of manual effort 
required to generate regular reports. Organisations spend a considerable amount of time 
working around the data they have, rather than designing data, reporting and tools to suit 
their needs.

Looking ahead
Effective MI allows organisations to identify and escalate issues either as they arise, 
or before they are realised. Yet many respondents indicated a low level of maturity in 
their ability to identify risks proactively, with only fifteen per cent believing their IT Risk 
reporting was proactive and dynamic (figure 4). 

Those on the front foot are harnessing their MI to build emergent capabilities in proactive 
education, awareness and forward-looking risk assessments.

“�Putting IT risks into the context of 
business risks and opportunities has 
not been a strength of the technology 
risk function historically.” 

Head of IT Risk, UK Retail Bank

Figure 4. Is it a challenge to produce data-driven
Management Information?

Yes No

85%

15%

8



To start a new section, hold down the apple+shift keys and click  

to release this object and type the section title in the box below.

A shifting role



To start a new section, hold down the apple+shift keys and click  

to release this object and type the section title in the box below.

Heightened executive attention has led to an increased set of roles and responsibilities and 
IT Risk functions are positioning themselves more and more in the second line of defence, 
forcing the front line to take responsibility for control operation. 

A structural change
An increase in roles and responsibilities has led to a structural shift for many IT Risk 
functions. Sixty per cent now adopt a ‘hub and spoke’ model, where a central function 
sets strategic direction and policy, and geographically dispersed IT Risk teams bring local 
insight and experience to delivery. Typically, this approach is seen in the larger retail banks 
and global insurance groups.

Twenty per cent still rely on a more traditional model of having a light central function 
setting strategic direction and having limited day-to-day interaction with front line control 
and operational functions. This is typically where the organisational risk culture is more 
focussed on credit, financial and market risks rather than technology, and our survey 
suggests this is more common across the investment management and insurance sectors. 

“�I was previously seen as the security person perhaps 
with responsibility for some other related areas, I am 
now the IT Risk person with security being just one 
of these areas.”

Head of IT Risk, Multinational Investment Bank

Figure 5. IT Risk function structure
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Lines of defence
The majority of respondents have a clear ambition to 
operate in their organisation’s second line of defence, 
giving accountability for control design and operation to 
the front line. Our survey results show a marked increase 
in IT Risk functions moving from the first line to the second 
line of defence (almost two-thirds now operate in the 
second line compared to just thirty per cent in 2011).

Despite this seemingly rapid transition, it has not been 
without challenges. All functions that saw themselves as 
purely second line highlighted the on-going challenge 
to interact with the front line in an effective manner – 
citing issues ranging from the inability to gain traction, to 
overreliance on the IT Risk function. Nearly all respondents 
mentioned the continued challenges around extricating 
themselves from legacy arrangements, such as control 
operation and providing detailed Subject Matter Expertise 
(SME) input to control design.

This was compounded in organisations going through a 
restructure or global expansion, where control ownership 
and responsibility were in a state of flux.
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Figure 6. Position of the IT Risk function in the lines of defence model2 (2011 to 2013)**
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2 �As quoted by the Institute of Internal Auditors (IIA), the first line of defence is management control, the second line of defence is 
supported by various risk control and compliance oversight functions, and the third line of defence is internal audit. Source: IIA (2013). 
Position Paper: The three lines of defense in effective risk management and control. Florida: IIA Global
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Senior stakeholders’ expectations of an organisation’s risk management capability 
continue to grow, yet the challenge to effectively resource departments with the 
right balance of people and skills is proving a significant challenge. 

We’ve got skills, just not the right skills
As the IT Risk function expands its remit, influence and exposure, there is a need to 
develop its skillset from traditional technical capabilities to a broader base, incorporating 
strategic decision making, programme management and senior stakeholder engagement. 
Nearly a third of survey participants identified a lack of skilled resources in the market as 
a top challenge in achieving their objectives. Interestingly, this number increases for larger 
functions (more than 10 employees) where nearly two-thirds noted the skills shortage as 
a key limiting factor. 

The larger the function, the tighter the squeeze
Whilst seventy-five per cent of small functions thought their headcount was sufficient, only 
a third of larger functions agreed (figure 7). This may be because larger risk functions have 
a broader risk management remit where roles and responsibilities are rapidly changing, 
whereas smaller functions commonly have more limited objectives, often restricted to 
policy setting and remote oversight.

Plugging the gap
With a shortage of skills, organisations are looking to secure the right resources by 
alternative means. A high proportion of functions outsource IT Risk activities, providing 
faster access to the right skills and increasing flexibility compared with sourcing from 
within the organisation, as is the more conventional approach.

Figure 7. Headcount sufficiency in relation to IT Risk function size

Large
> 10

Small/Medium
< 10

35%

75%

Respondents who indicated that their IT Risk function was
adequately staffed
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Recent high profile and material failures in IT control 
have centred on ‘traditional’ IT risks such as business 
continuity, data loss, change management and third 
party suppliers. Despite the hype around certain 
risks, such as social media and bring your own device 
(BYOD), it is the more traditional risks that are still 
making the headlines.  

This may explain why our 2013 survey shows no change 
in the top five IT risks since 2011. In fact, with the on-
going and rapid developments in technological capability, 
usage and penetration, our respondents were even more 
concentrated in their view of the top risks than in 2011, 
when there was a wider spread.	

If the IT Risk function is to add value to the business, it 
needs to keep executive awareness focused on the right 
risks for their organisation, rather than primarily those that 
are in the public domain.

“If you throw me in the snake pit, the first thing I want to know is which ones are poisonous.” 
Head of IT Risk, Global Investment Bank

25%

Figure 8. Comparison of top IT Risks faced by Heads of IT Risk in 2011 and 2013**
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1. Third Party/Outsourcing 
Seventy per cent of respondents identified third parties and 
outsourcing as a top risk, a significant increase from 2011. 
Yet despite all organisations engaging with third parties, 
only half of IT Risk functions play an active role in supplier 
selection and on-going supplier assurance, reducing the 
function’s ability to control and influence the associated 
third party risks.

2. Data Loss/Leakage/Breach
High profile data leakages continue to cause significant 
adverse publicity and regulatory sanction to those 
organisations affected. Although the industry invests 
significantly in data leakage prevention and detection 
technologies, over half of our respondents still see this as a 
key risk to their organisation.

3. External Technical Threats
Technical threats, such as cyber attacks, are becoming 
increasingly sophisticated and there is a growing trend for 
hackers to use ‘collectives’ to pool knowledge and resource 
to mount targeted and sustained attacks. The number 
of respondents indicating that this was a key risk to their 
organisation has nearly doubled since 2011.

A consolidated view of IT Risk can only be gained if 
the risk exposure posed by the extended enterprise is 
fully understood.
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“�…based on our analysis of existing 
attacks, [cyber criminals] are just 
trying to make a point – this is 
about disruption for visibility. 
If they really wanted to take us 
out, they could.”

Head of IT Risk, Multinational Bank

4. Business Continuity/Disaster Recovery
Recent technology failures across the industry have brought 
business continuity to the fore. As a subject of significant 
regulator interest, it is unsurprising that half of our survey 
respondents have named it as one of their top IT risks 
for 2013. Despite the investment in disaster recovery, its 
usage often remains a decision of the last resort, leading 
to regulators and senior executives starting to ask the 
question ‘why?’

On top of this, the risk of a major cyber event is sharpening 
focus on resiliency and the interface between technology 
incident management and business crisis management.

5. Asset Management
Insufficient control around corporate assets can have a 
direct impact on the bottom line. Focus on the protection 
of these assets, such as laptops, mobile devices and IT 
infrastructure, has ensured that IT Risk functions still see 
this as a core area of focus, despite other risks being of a 
‘higher profile’ and in the public domain.
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This year’s survey results have demonstrated how the 
pressures on IT Risk functions have increased. Having a wider 
remit means a Head of IT Risk must wear multiple hats, whilst 
heightened executive attention also means delivering under 
intense scrutiny from the Board. The external challenges are 
also adding to the heat, with increased regulatory visibility 
and a shortage of skills in the market to deliver on the 
demands of their organisations. 

So what does the future look like for the IT Risk function 
within financial services organisations? Gauging from the 
survey responses, we have drawn out the following key 
points that we believe will be instrumental in shaping the 
future direction of the function.

Getting on the front foot with the regulator is key to helping shape, 
 plan and prepare for upcoming regulatory change.

As roles and responsibilities mature, it is key that IT Risk functions  
remain agile to changes in demand for skills, headcount and organisational 

structure to tackle new focus areas and potential hazards.

01

03

02
Now that the executive spotlight is on IT Risk, developing and fostering that 
executive engagement will be critical to ensuring IT Risk remains high on the 

agenda going forward.  Focusing on forward-looking MI will be a key driver in 
developing this relationship, allowing for real risks to be positioned in  

a business context and understood by the executive.

Whilst emerging risks often grab the headlines, maintaining organisational 
focus on areas of highest risk (such as supplier selection, assurance 

and traditional IT controls) is vital if organisations are to overcome the 
fundamental and material IT failures experienced by the financial  

services industry in recent years.04
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