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The Companies Act, 2013 (the “Act”), is perhaps the first legislation of its kind in India 
to place explicit emphasis on the need for robust Internal Financial Controls (“IFCs”) 1 to 
address the risk of fraud. However, there is limited guidance in the Act on aligning IFCs 
towards better fraud risk management, leaving companies to come up with their own 
practices to measure and address the risk of fraud. In our view, this can be a challenge for 
companies whose ability to deal with fraud can be limited by resources, awareness and 
skilled personnel.2

We observe that several leading companies are adopting well known frameworks, such 
as the Committee of Sponsoring Organizations of the Treadway Commission 2013 – 
Internal Control Integrated Framework 3 (“COSO 2013 Framework”), to develop their 
IFCs. Originally developed for the U.S. market to enable compliance with the Sarbanes 
Oxley Act, the COSO 2013 Framework covers internal controls from a 360 degree 
view, emphasizing on the need for organizations to perform ongoing and/or separate 
evaluations to ascertain whether the internal controls exist  and are operating. Specifically 
on fraud risk management, the COSO 2013 Framework (under Principle 8) suggests that 
companies ‘Asses Fraud Risk,’ including the risk of bribery and corruption, separate from 
the general risk assessment that is otherwise undertaken. 

1  Source: http://thefirm.
moneycontrol.com/story_
page.php?autono=1392421

2  Source: The Deloitte India 
Fraud Survey 2014, indicates 
that over 80 percent 
of survey respondents 
experienced fraud. A large 
number of respondents 
also mentioned facing 
challenges with clarity around 
internal controls specific to 
issues such as bribery and 
corruption and availability of 
skilled resources to manage 
forensic technology.

3  Source: http://www.coso.org/
IC.htm

2



Deloitte  A4 Brochure Template   |   Proof  no. :  XX  |   Job code:  DEOXXXXX  |   Colours :  CMYK  |   
Trim: 210x297MM  |  Bleed: 3MM  |  Designer: XXXXXXXXXXX  |  Date: XX.XX.XX

Our observation is that this is easier said than done, given the challenges that companies 
face while building a fraud risk management program.  Some of the common challenges 
observed by us include:

The challenges listed above indicate the need for a pragmatic fraud risk management 
program that organizations can implement backed by robust internal controls.

Organizations’ focus on risk assessment usually tends to be more on general 
operational risks, regulatory risks and financial reporting risks, rather than fraud risks. 
This can make it difficult to view fraud in isolation and consider industry specific risks 
and potential fraud schemes as part of the fraud risk assessment. 

Failure to segregate duties appropriately across multiple systems/ manual processes 
can inadvertently allow employees to commit fraud or conceal fraudulent activity. For 
instance, there could be cases where password sharing (for gaining access to system/ 
financial transactions) amongst a group of people has diluted internal controls, leading 
to fraud. 

Most companies do not communicate their organization’s expectations of integrity 
and ethical values to third parties. Further, despite the fraud risks posed by third party 
actions (such bribery/ corruption), there is limited monitoring of their activities. Contract 
clauses are often not stringently enforced and due diligence practices undertaken are 
not comprehensive.

Although organizations have established ethics programs, they may not always evaluate 
the effectiveness or tangible impact created through such programs. Also, many times, 
the pressure to meet targets and actions of senior management may tacitly encourage 
employees to overpower/ violate the organization’s message on integrity and ethical 
values. Such instances fail to demonstrate compliance with the ethics program.

Inability to perform an effective fraud risk assessment

Ineffective segregation of duties

Limited monitoring of third parties

Limited ability to demonstrate ethical behavior or 
compliance with an ethics program

Building effective internal financial controls for better fraud risk management    3
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Building a pragmatic fraud risk management program  

The Deloitte India model for building IFCs to mitigate fraud

A pragmatic fraud risk management program can benefit companies by identifying potential fraud in advance and 
help plug the necessary gaps in their endeavor to build an effective internal financial controls environment. 
Deloitte India’s recommended model for building IFCs targeted to mitigate fraud risks focuses on four key 
components – 
1. Building a social control environment, through fraud awareness/ ethics surveys, trainings, etc.
2. Enhanced focus on consideration of fraud risks
3. Use of forensic technology and data analytics
4. Forensic due diligence on third parties/ Outsourced Service Providers (OSPs)

Each of these aspects is discussed in detail in the following pages.

Building a Social 
Control Environment

Enhanced focus 
on assessing  of 
Fraud  Risks

Use Forensic 
Technology 
and Data 
Analytics Forensic Due Diligence 

on Third Parties/ 
Outsourced Service 
Providers
(OSPs)

Enhanced focus on Assessing Fraud Risks 
Entities must  consider the potential for fraud 

in performing risk assessments.
The assessment of fraud must consider 

fraudulent financial reporting, possible loss of 
assets, and corruption  resulting from the 

various ways  that fraud and misconduct can 
occur. The board  of directors must oversee 

management’s assessment of fraud risks.

Third Party/ Vendor Due Diligence 
As entities increase their  reliance on 

OSPs, greater attention and oversight of 
Third-party Vendor Risk Management is 

required to manage the integrity and 
reputation risks arising due to fraudulent 

activities by the third party.

Fraud and Ethics Survey or Ethical 
Dilemma Workshops
Culture is a good barometer for measuring 
an organization's susceptibility to fraud. 
Understanding an organization's culture is 
fundamental to designing effective 
antifraud controls, as there is a strong 
correlation between an organization's 
ethics and culture and its vulnerability to 
fraud.
Fraud and ethics survey help directors and 
management accurately assess, under-
stand and strengthen the ethics and 
culture of an organization (and in doing so 
help manage their fraud risk). 

Forensic Technology and Data 
Analytics
Entities with multiple lines of businesses, 
often operate fragmented IT systems. The 
Board of directors need to understand an 
organization's data integrity and its 
preparedness towards cyber threat and 
vulnerability.

4



Deloitte  A4 Brochure Template   |   Proof  no. :  XX  |   Job code:  DEOXXXXX  |   Colours :  CMYK  |   
Trim: 210x297MM  |  Bleed: 3MM  |  Designer: XXXXXXXXXXX  |  Date: XX.XX.XX

Diminishing ethical values and lack of a robust code of conduct within the organization have been identified as key 
reasons for fraud, according to respondents of the Deloitte India Fraud Survey, released in 2014. Further, senior 
management was considered the most susceptible to commit fraud, as per the survey respondents. These factors 
highlight the need for a strong ethical culture and social control environment within the organization to tackle fraud. 
Some of the following measures can, over time, help develop an ethical enterprise.

Areas of focus Specific measures to consider

Code of conduct • Ensure that new employees acknowledge the code of conduct and 
accept to abide by it. 

• Seek employee acknowledgment and acceptance every time the code 
is revised.

• Ensure that third parties acknowledge the code of conduct propor-
tionate to the scope of their operations.

• Undertake review of the code of conduct periodically (the leading 
practice is to review it annually). 

• Ensure that policies are worded in simple language without ambiguity.
• Include specific clauses pertaining to fraud.
• Form an internal team that researches on new frauds and communi-

cates that to the organization.
• Revise the policy in line with the changing fraud risk landscape. eg. 

fraud risks from social media use by employees can be specifically 
stated.

Establish a whistleblowing system • Provide multichannel / multi-lingual access to the system for all 
employees and third parties, encouraging them to report unethical 
behavior, fraud or misconduct. 

• Maintain records of all the disclosures made by employees and external 
parties. 

• Periodically evaluate the system for its effectiveness in terms of industry 
bench-marking analysis, awareness amongst employees, other stake-
holder communication, and integration with other ethics program.

Develop an anti-fraud policy • Clearly list various protocols for reporting unethical behavior related to 
fraud, misconduct or fraudulent financial reporting.

• Evaluate and investigate unethical behavior and violations of the code 
of conduct on time.

• Avoid censoring information received by the board on whistleblowing 
incidents.

Building a social control environment

Building effective internal financial controls for better fraud risk management    5
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Areas of focus Specific measures to consider

Align rewards system with core values • Include ethical behavior as a key component of employee performance 
appraisal.

• Recognize, celebrate and incentivize (if necessary) ethical behavior.
• Allow discussion of difficult, controversial or sensitive matters with 

senior management.

Undertake ethical internal reviews to 
monitor compliance with the Code of 
Conduct

• Management can evaluate trends in the volume or nature of unethical 
behavior reported and determine whether to take steps to improve 
actions regarding the ethics program.

• Management can perform periodic ethics assessments, including third-
party ethics internal reviews.

Training/ awareness programs, 
workshops and surveys

• Conduct fraud and ethics survey to understand disconnects between 
the leadership’s tone at the top versus the activities at the ground level.

• Build awareness on fraud trends, damage due to fraud and practical 
scenarios that fraud can manifest itself in.

• Conduct ethical dilemma workshops for employees for identifying 
emerging issues.

• Use a range of media – video, events, online chat, blogs etc. – to 
communicate with employees on anti-fraud measures.
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Enhanced focus on the consideration of fraud risks

A recent Deloitte – BCCI whitepaper titled De-mystifying fraud risk management for the Board, released in March 
2015, highlights the challenges faced by senior management and the Board in understanding fraud. The whitepaper 
highlights the following aspects:

• Fraud risk is not considered top of the Board’s agenda due to the perceived low cost of losses due to fraud;
• Inordinate reliance on internal audit teams to tackle fraud risks;
• Limited understanding of what constitutes an effective fraud risk management program.

These challenges can impact the manner in which the fraud risk management program and its corresponding IFCs are 
developed. Companies therefore need to re-look at their fraud risk assessment processes. The table below highlights 
some of the key aspects which we have observed companies overlook while undertaking a fraud risk assessment. 
Addressing these areas can help build a strong foundation of IFCs better aligned to the fraud risk management 
program. 

Areas of focus Specific measures to consider

Assess the types of frauds that can 
impact business

Consider relevant types of fraud, such as fraudulent financial reporting, 
possible loss of assets, and corruption schemes through which fraud 
and misconduct can occur.

Consider ways that fraud can occur Some of the factors to be considered, include:
• Management bias (e.g., in the selection of accounting principles)
• Degree of estimates and judgments in external reporting
• Vulnerability to management override and potential schemes to

circumvent existing control activities
• Understanding bribery and corruption risks
• Geographic regions, where the entity does business, and prevalent

fraud risks in that region
• Incentives that may motivate fraudulent behavior (e.g., identifying

the entity’s fraud risks, particularly when earnings pressures and
aggressive incentive compensation programs exist)

• Nature of technology and management’s ability to manipulate
information

• Unusual or complex transactions subject to significant management
influence

Address fraud risks in light of changes in 
the operating environment

Re-evaluate fraud risks as and when there are changes in the entity 
or external environment, such as regulatory changes or business 
environment.

Understand fraud risks through business 
partners

Assess the manner in which work is performed by vendors, outsourced 
agencies and other third parties doing business for and on behalf of 
the company.

Review results of the fraud risk assess-
ment undertaken

Periodically review the results of the fraud risk assessment with the 
audit committee, and challenge the findings of the assessment for 
aspects, such as management override of controls.

Building effective internal financial controls for better fraud risk management    7
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Forensic technology and data analytics used for fraud risk management can significantly improve fraud identification 

and detection outcomes. Respondents to the Deloitte India Fraud Survey, released in 2014, have identified at least 11 
types of frauds that can be detected using forensic technology and data analytics. 

Use of forensic technology and data analytics

Asset misappropriation

Bribery and corruption

Capital market frauds like insider trading

Counterfeiting

Cyber crime

eCommerce fraud

Financial misstatement

Mergers and acquisitions fraud

Money laundering

Supply chain fraud

Theft of inventory 56

49

12

5

37

18

24

9

8

51

54

Source: Deloitte India Fraud Survey, Edition I, 2014
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Despite the rise in awareness about the use of technology in fraud mitigation, a majority of respondents to the 
Deloitte India Fraud Survey, released in 2014, indicated facing multiple challenges in using forensic technology and 
data analytics: 
• Lack of skilled resources to manage data analytics roles on a daily basis;
• Lack of awareness around using forensic data analytics proactively in fraud monitoring;
• Perceived high cost of software installation and management;
• General lack of knowledge among decision makers on the use of data analytics;
• Poor data quality which may render forensic data analysis ineffective.

Rather than invest heavily in forensic technology, it is recommend that companies start their efforts in leveraging 
technology by re-aligning their existing technology controls to detect and prevent fraud 4. The below table highlights 
six key aspects that companies can consider to kick start their technology efforts .5

Areas of focus Specific measures to consider

Proactively monitoring key processes Run data analytics modules on internal/ external 
communication, payroll and reimbursements, receiv-
ables and collections, sales and distribution, time and 
physical access controls, vendor payments.

Logging and maintaining an audit trail of activities • Develop a robust log maintenance policy
• Determine retention period of logs in line with fraud

risk management requirements
• Run analytics routinely on logs

Automated notifications in case of process over rides Designated stakeholders can receive automated 
messages in case of any incidents.

Active threat monitoring and management Enable cross departmental integration of data from 
systems such as HR, Finance, payroll and administration 
to get a holistic view of fraud risk management.

Audio visual monitoring Integrate video feed with ERP data to cross check details 
pertaining to transactions.

Data leakage prevention software • Periodically relook at key words and refresh them
• Tweak policy on emails that restrict certain types of

emails going to/from a specific ID

Adequate control on devices containing confidential 
data

• Encrypt devices
• Use software tools with remote data wiping capabili-

ties to safeguard against device theft or intrusions

4  In case, some of the basic 
technology infrastructure is 
not already in place within 
an organization, then 
it is recommended that 
companies start investing 
in technology controls in 
those areas identified as 
‘high risk’ to reduce fraud 
vulnerabilities.

5  Source: The Deloitte India 
Fraud Survey, released in 
2014

Building effective internal financial controls for better fraud risk management    9
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Working with third parties can significantly increase the risk of fraud 6. It is observed that, Indian companies are able to 
extend limited control over their third party ecosystems and unlike some of the other countries, incorporating right to 
audit clauses in vendor contracts may be perceived as a breach of trust, damaging the business relationship. In these 
circumstances a forensic due diligence can be a useful tool to understand one’s vendors and other business partners. 
The following table, based on our observation of the Indian market, lists the areas of focus to be covered by a  
forensic due diligence on Third Parties/ Outsourced Service Providers (OSPs) in order to address related fraud risks.

Areas of focus Specific measures to consider

Knowledge of third party background information, 
including ultimate beneficial ownership (UBO)
and affiliates

• Experience and competence/track record
• Are these fronts/shell companies for money

laundering?
• Collusion with employees
• Clients and other business relationships

Business interests/ affiliations Conflict of interest

Adverse media • Evidence of past or current corruption
• Unethical business practices
• Involvement in tax evasion
• Involvement in terrorist financing
• Links to organized crime
• Involvement in money laundering
• Other reputational issues

Litigation history Involvement in legal proceedings/ convictions for 
malpractice/ crime etc

Political affiliations Inappropriate political support and links to politically 
exposed persons / entities.

Sanctions/ high risk entities • Business operations in Office of Foreign Assets
Control (OFAC) sanctioned countries

• Other reputational concerns

Regulatory screening Action by competent authority for lapses or defaults

Financial position screening • Financial position snapshot
• Historic analysis of Financial position
• Financial capacity to execute commitments

Credit history Credit defaults and bankruptcies

Forensic due diligence on third parties and outsourced service providers (OSPs)

 6  Source: The Deloitte India 
Fraud Survey, released in 
2014
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nThe Companies Act, 2013, provisions have prompted organizations to re-look at their fraud 

risk management efforts. While organizations have taken some steps towards mitigating 
the risk of fraud, more can be done to develop internal financial controls that can 
effectively address the risk of fraud, in light of the fast changing regulatory and business 
environment. 

The Deloitte India model for developing financial controls is pragmatic and provides 
some leading practices that can help organizations to manage fraud risks, through the 
development of a holistic and a structured fraud risk management framework.

Companies that can build the right social control environment, enhance focus on assessing 
fraud risks, proactively use forensic technology and data analytics tools, and implement 
third party due diligence procedures can accelerate their efforts in implementing a holistic 
fraud risk management framework in line with the expectations of the Companies Act, 
2013.     

Building effective internal financial controls for better fraud risk management    11
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