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Cyber threats are pervasive and increasingly sophisticated. When successful, they can
compromise data, disrupt operations, and damage an organization’s reputation.
Today’s security and business leaders face an exponential growth in threats in parallel
with the challenges of evaluating the best solutions to counter these threats, all while

compliance requirements continue to evolve. The complexities don’t stop there.

As per the results of our 2023 Global Future of Cyber Survey, these challenges appear to
differ by country and region (Americas, EMEA and APAC). Each region has a varying
cyber maturity and risk profile, alongside disparate regulatory requirements. Given
this variability, how can global organizations best assess their cybersecurity
investments and the value gained from them? In addition, how can they assess and
prioritize the top threat actors in a specific region and identify cyber incident patterns

to help mitigate their impact?
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This analysis, based on 1,110 anonymous respondents to a survey covering 20
countries (see, “Methodology”), assesses global cybersecurity threat trends that equip
leaders with data to help them tailor cyber strategies based on regional and/or country
benchmarks. The analysis highlights the regions and countries that are reporting the
greatest cyber incidents, threats that are most prevalent, what impacts are experienced
most by each region, and where organizations are seeing the most cyber investment
value. We combined this information to help organizations better inform a global
cyber strategy as well as provide recommended steps companies can take (by region)

to help shore up cybersecurity weaknesses.

EMEA noted the most cyher incidents, while
APAC saw the fewest

Despite some of the most stringent security and privacy requirements, our survey
showed that organizations within EMEA experienced the highest number of cyber

incidents.
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Figure 1
Germany and the UK saw the highest number of cyber incidents on average

In the last year, bow many significant eybersecurity incidents bas your organization experienced?
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Mote: i) The total number of respendents is 1,110, surveyed across 20 countries, however, this figure depicts only 10 key countries that had a
statistically significant sample size and a reasonably representative industry sample; ii) Percentages in the figure reflact only those respondents
who selected the responses, *11-15 events” and “16 or above” in the survey; iii) Percentages are calculated based on the individual country totals and
not the overall total. For country totals, refer to; Australia {n=81), Canada {n=100), China {n=40), France (n=51}, Germany (n=61), Japan (n=40),
Metherlands (n=50), Singapare (n=50), the UK {n=100), the US (n=202}. For more details, see methodaology.

Source: Deloitte Center for Integrated Research.
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In the last year, our survey indicated that organizations in EMEA experienced the
highest number of cyber incidents, with 20% of respondents experiencing 11 or more
incidents in a year. Germany and the United Kingdom topped the list (both at 25%)
with Germany reporting the highest number of malware incidents in 2021 -
Germany's Federal Office for Information Security (BSI) detected 553,000 malware
variants in a single day in February 2021. At the time, BSI' raised the threat level from
“tense” to “tense-to-critical,” indicating the need for organizations to be on high
alert. An outlier within EMEA was France; they reported fewer significant incidents

than the EMEA region and global overall respondents.
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APAC trended better than the average, in part driven by Singapore, which had the
least number of significant cyber incidents (8 %) in the APAC region. Australia (15%),
Japan (13%) and China (13%), had a higher number of significant cyber incidents.
Importantly, fewer known incidents does not necessarily mean an organization
experiences fewer incidents overall. Organizations may be experiencing cyber
incidents that they are unaware of given the maturity of their threat detection

capabilities.

Respondents from the Americas reported cyber incidents at par with the global
average, with the US slightly more likely to report a high number of incidents than

Canadian organizations by six percentage points.

Criminal threats are of deepest concern

When given six potential threat actors to choose from, nearly 40% of respondents
across all three regions reported that cybercrime (cyber criminals and organized crime)
was the greatest concern. This data illustrates the all-pervasive nature of cybercrime,

which was reported as having an especially high level of concern in the Netherlands
(56%) and China (50%).

The second leading threat actor concerning organizations were cyber terrorists and
hacktivists (34%), led by the UK (41%) and China (40%). China seems especially
vulnerable potentially due to a proliferating digital and e-commerce ecosystem in the

2
country.
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Figure 2
Cyber criminals, cyber terrorists, and hacktivists dominate global concerns

Whar bad actor or threar source is the single biggest eybersecurity threat facing your organization?

@ Cybercriminals and organized crime @ Cyberterrorists and hacktivists @ Malicious employees @ Natlonstates
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Mote: i) The total number of respondents is 1,110, surveyed across 20 countries, however, this figure depicts only 10 key countries that had a
statistically significant sample size and a reazonably reprasentative industry sample; i) Percentages are calculated based on the individual country
totals and not the overall total. For country totals, refer ta: Australia (n=81), Canada (n=100), China (n=40), France (n=51), Germany (n=61), Japan
(n=40), Metherlands (n=50), Singapore (n=50}, the UK {n=100}, the LS (n=202). For more details, see methodology.

Source: Deloitte Center for Integrated Research.
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Overall, APAC organizations were most concerned with nation-state and trusted
third-party threats, led by Singapore at 12% for nation states (5% above the global
average) and Australia at 9% for trusted third parties (3% higher than the average).
As organizations look to combat these threat actors, a multifaceted third-party risk

program can help remediate security concerns before they develop into breaches.

With regard to France specifically, our data indicates an above-average concern with
malicious employees (8% higher than the global average). This may be due to the

study’s high representation of respondents from the financial services industry in
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France (24% in France vs. 17% globally), a sector recorded as susceptible to insider

3
attacks.

Conversely, the concerns related to malicious employees in the Americas, led by
Canada at 9%, may have different causes. We see that disgruntled employees seeking
to compromise sensitive company data is one of the key drivers of insider attacks. In
2020, Canada witnessed a high number of layof‘fs4 that could have incited agitated

: : 5
employees to act out against their former employers.

All three regions are concerned with
‘phishing, malware, and ransomware’

‘Phishing, malware, and ransomware’ incidents were the most prevalent
threats/tools/techniques (TTT) across every region, with China at 50%, leading by
8%, followed by Germany at 48%. These countries’ high concern here relates directly
to the high number of incidents mentioned earlier (figure 1) and a 60% spike in
ransomware incidents reported as of March 2023.° Organizations in China and
Germany, more than others, should focus on educational programs related to social
engineering, as well as malware detection software and capabilities that would

minimize the risk of ransomware attacks.
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Figure 3

Concern for phishing, malware, and ransomware is the highest globally

What threats, tools, or technigues refrresent the single biggest cybersecurity threat to your organization?

() Phishing/malware/ransomware ) Denial-of-service attacks @) Data-loss-related threats ) Advanced persistent threats (APTs)
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Mote: i) The total number of respondents is 1,110, surveyed across 20 countries, however, this figure depicts only 10 key countries that had a
statistically significant sample size and a reasonably representative industry sample; i) Percentages are calculated based on the individual country
totals and not the overall total. For country totals, refer to: Australia (n=81), Canada (n=100), China (n=40), France {n=51), Germany (n=61), Japan
(n=40}, Netherlands (n=50), Singapore (n=50], tha UK (n=100}, the US (n=207). For more details, see methodology.

Source: Deloitte Center for Integrated Reszarch.
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Denial of Service (DDoS) attacks—which prevent users from accessing systems,
networks, or platforms—were reported as the next most prevalent across all
geographies. Singapore (36%) and Australia (33%) showed the most concern,
reporting record-breaking incidents in 2023 Organizations should minimize
potential points of entry to reduce the attack surface area, plan for scaling up their
network to handle large volumes of traffic, and deploy experienced support to

differentiate between legitimate and illegitimate traffic patterns.

Advanced persistent threats (APTs)—where a well-resourced adversary engages in
sophisticated malicious cyber activity—were an above average concern in France at

24% (six percentage points higher than average).
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Similarly, Japan saw APTs as a greater concern than other countries at 23% (five

percentage points higher than other countries).

Operational impacts affected all regions.

While cyber incidents can lead to a number of potential impacts, our data suggests
that financial loss, operational disruption, and brand damage were most concerning

for survey respondents (figure 4).

Of note, all three regions reported they are impacted most by operational disruption
(56% overall). Brand damage ranked second, driven most by “loss of customer trust
or negative brand impact.” Financial impacts, while not insignificant, were reportedly
suffered the least across all regions (54%), with the exception being the US, Australia,
and the UK.
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Figure 4
Operational consequences caused the most severe impact

Howr much has your organization suffered negative consequences 1o a “moderate” or “large” extent in each of these areas due
to cybersecurity incidents?

Operational | Financial | Brand
Global average 56% ‘
Canada 53%
Americas
us BE%
Australia 56%
China 51%
APAC
Japan 53%
Singapore 57%
France 52%
Germany 51%
EMEA
Metherlands | GE2
UK 565
Includes intellectual property theft, Includes loss of revenue, regulatory Includes loss of customer trust or
operational disruption (including fines, drop in share price, or negative brand impact,
supply chain or partner ecosystem defunding of a strategic initiative reputational loss, or loss of
disruptions), negative talent confidence in tech integrity

recruitment, or retention impact

Mote: 1) The total number of respondents is 1,110, surveyed across 20 countries, howeaver, this figure depicts only 10 key countries that had a
statistically significant sample size and a reasonably representative industry sample; ii} Percentages in the figure reflect only those respondents
who selected the responses, 'to a moderate extent’ and 'to a large extent’ in the survey ;i) Percentages are calculated based on the individual
country totals and not the averall total. For cauntry totals, refer to: Australia (n=81), Canada (n=100), China {n=40), France (n=51), Germany {n=61),
Japan (n=40), Netherlands (n=50), Singapore (n=50), the UK {n=100), the US (n=202). For more details, see methodology.

Source: Deloitte Canter for Integrated Research.
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The Americas reported the highest negative impact across all three categories—
operational disruption, brand damage, and financial impact—Ied by the US (66%).
EMEA, on the other hand, suffered a lower-than-average impact from financial
consequences, almost at par with the overall average for operational and brand

consequences, led by the Netherlands (63%) and Germany (60%).
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Given that our earlier analysis (figure 1) found that the US and EMEA had an
average-to-high number of cyber incidents, it is possible that respondents are not fully
accounting for all three categories of negative consequences. We conducted additional
analysis to examine the negative consequences experienced by the organizations with
the highest number of cyber incidents (16+) and found that these organizations (74 %)

ranked “loss of revenue” and “IP theft” equally as their top negative consequence.

4 )

Big incidents have multi-dimensional,
negative impacts that can be bigger
than organizations know

In October 2022, a ransomware incident’ in Anhalt-Bitterfeld, Germany, forced the regional
authority to declare a state of disaster, shut citizen-related services for 200+ days, and declare
it the country's first “cyber catastrophe.”

- J

Translating insights to action: Driving more
value from cyber investments

The findings above can help organizations better target cybersecurity investments.
Greater threat intelligence” is the cornerstone of a robust cybersecurity process.
However, global organizations have difficulty assessing the right "spend vs. value"
ratio. Keeping regional observations in mind, organizations can assess and recalibrate
their cyber strategies, spend, and capabilities to drive greater resilience and trust, and

protect and preserve long-term value.

Guide your threat response based on unique regional
pain points

Organizations with a high number of cyber incidents and the pervasive threat of these

incidents aren’t exactly ahead of the game, but heightened awareness is a solid
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foundation on which to create strategic, innovative, and fargeted cyber strategies that

improve resilience and enable digital trust.

Below we discuss some tailored strategies that can help guide your cybersecurity
efforts. While ideally a holistic cyber incident and response program would encompass
all these strategies, given each region’s most pervasive challenges, these actions line up

with their incident profile, based on our data (figure 5).

Figure 5
Create targeted cyber strategies to guide threat response

Priority actions to guide your regional cyber strategy

Focus on threat detection, risk management and cyberincident response planning

1 Countries which are highly concerned about hidden malware threats and APT incidents, can pursue
network detection and intrusion monitoering that spots unknown IP addresses, surges in netwark

traffic, and other signs of sophisticated incidents to minimize and isolate potential damage.

Sharpen focus on emerging technologies

Countries which lag in gaining value from emerging technologies, can focus on automation,
2 [ ] artificial intelligence and machine learning that can monitor large swathes of data for
vulnerabilities, thus powering intelligent decision making and proactively preventing cyber
incidents,

Secure the less obvious entry points

Focus on securing entry points to infrastructure and networks that are less obvious, such as

& ] routers and other internet-facing infrastructure that haven't been maintained orreplaced, and can
be easy targets for perpetrators. For multiple vulnerable entry paints, cross-functional capability
development across the enterprise may be necessary.

Focus on security by design principles

Cloud technology adoption could be another key step in building resilience against cyber incidents,
4 irrespective of your cloud adoption maturity level. Facus on building security inta technelogy and
processes (security by design) with cloud migration to enhance security, ‘containerize” data, and
enable tighter feedback loops.

Devise and implement response playbooks and scenario planning techniques
/ y Given social engineering is a major technique used to perpetrate phishing incidents, engage
5 | employees in cybersecurity trainings and response programs to identify potential threats and
prevent them. The extent and frequency to which an organization focuses time and money in this
area may depend on the perceived threat level,

Source: Deloitte Center for Integrated Research,

mn“@!"m““' ‘ deloitte.com/insights

Organizations with more strategic cyber investments
emerged as clear winners.
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Our data tells us that when it comes to cybersecurity, you get what you pay for.
Regional spend leaders, such as APAC, with “large spend” (US$750M+) saw more

. . . . . b
value from eight out of nine cyber services asked about in our analysis™ (figure 6).

Figure 6
China and Singapore lead in cyher defense spending and attributed higher value gains from
cyber cloud, data protection, and strategy investments than others

What was your company's annual eybersecnrity spending for this fiscal year? (organizations spending USS750M+)
To what extent does your organization gain value from the following cyber services?

Spending Value gained from cyber services
Large spend (US$750M+) Cyber cloud Data protection and privacy | Cyberstrategy
Global average 13% 77% 3 76% 75%
Americas
China o 29% |
APAC
Singapore M%
France
Germany 16%
EMEA i
Netherlands I % ‘
UK 15%

Mote: i) The total number of respondents is 1110, surveyed across 20 countries, however, this figure depicts only 10 key countries that had a
statistically significant sample size and a reasonably representative industry sample; ii) The spending chart reflects a base size of only 1,038
respandents since we remaoved any anomalies in the spend to revenue data to make the analysis more accuraie; iii) Percentages are calculated
based on individual country totals and not the overall total. For country totals of the spending chart, refer to: Australia {n=74), Canada (n=30), China
(n=38), France {n=48), Germany (n=57}, Japan (n=40), Netherlands (n=44), Singapore {n=50), the UK {n=93}, the IS (n=186). For country totals of the
value chart, refer to: Australia (n=81), Canada (n=100), China (n=40), France (n=51), Germany (n=61}, Japan (n=40), Netherlands (n=50}, Singapore
(n=50), the UK {(n=100), the U3 {n=202), For more details, see methodaology.

Source: Deloitte Center for Integrated Research.
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Conversely, our additional analysis (see, "Methodology") uncovered that based on
the number of cyber incidents, a firm has different spending patterns.12 Organizations
most impacted by cyber incidents (cluster 4) tended to spend less than other
organizations in almost every budget range except the US$5B+ spend range where

they were second to last (figure 7).

Figure 7
A highnumber of incidents does not guarantee a high spend in cyber defense

Cyber spend across four breach profile clusters (global average)

1: Low cyber incidents, 2 Medium cyber incidents, 3: Lowest cyberincidents 4: Highest cyberincidents,
high spend highest spend medium spend lowest spend
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Mote: i) The total number of respondents is 1,110, surveyed across 20 countries; i) We conducted an additional cluster analysis for validating our
spend analysis, thus generating four cyber incident profiles or clusters that are based on the same four survey quastions on the number of threats,
bad actors, tools and techniques, and negative consequences in the survey. For more details on the cluster analysis, see methodology.

Source: Deloitte Center for Integrated Research,
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Your spending should be based on top threat trends and priorities where a particular

country may be more at risk than others, creating better, more targeted strategies.

Prioritize strategy, cyber cloud, and data protection
and privacy for the most impact

Globally, organizations are gaining high to very high value from all the cybersecurity
services in which they’re investing, but which capabilities drive the most value?
Cybersecurity strategy, cyber cloud, and data protection and privacy seem to be the
top value-driving capabilities across all three regions, according to nearly 75% of the

respondents.
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Figure 8

Cybersecurity strategy, cyber cloud, and data protection and privacy showed the most
value globally

Howr ntch has your arganization seen value to a “high” or “very high™ extent from its cybersecurity services?
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Note: i) The total number of respondents is 1,110, surveyed acrass 20 countries, however, this figure depicts only 10 key countries that had a
statistically significant sample size and a reasonably representative industry sample; ii) Percentages in the figure reflect only those respondents
who selected the responses, ‘high value' and ‘very high value'in the survey ; iii} Percentages are calculated basis individual region totals and nat the
overall total. For region totals, refer to: Americas {n=390), EMEA {n=440), APAC {n=280). For more details, see methodology.

Source: Deloitte Center for Integrated Research.
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APAC and the Americas are value leaders (77-80% for the top three technologies), led
by Singapore and China.

It’s unclear why, but EMEA underperformed as value laggards in gaining value from

these services, with major economies like Germany lagging by 11 percentage points
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vs. the overall average. This could be because their implementation of these
capabilities has not been able to keep pace with the breadth and scale of the incidents
organizations have been experiencing as of late. Detect and respond capabilities are
particularly low in EMEA (by four percentage points vs. the global average), and a

foundational place to start.

Organizations are facing an increasingly challenging threat landscape. Regional
intelligence can inform more focused cyber strategies and should minimize the
potential operational and financial damage from cyber incidents. Strong programs
look at where the threats are and adjust strategies accordingly. This takes the power

out of their hands and keeps it in yours.

Survey methodology

Our research aims to provide an understanding of the cybersecurity threat trends and
differences among the three regions—Americas, EMEA, and APAC—when it comes to

today’s global cyber threat landscape.

We analyzed 1,110 responses to the 2023 Global Future of Cyber Survey conducted

from September to October in 2022 and grouped them into the three regions.

We also examined statistically significant differences across 10 selected countries
including Australia, Canada, China, France, Germany, Japan, the Netherlands,
Singapore, the UK, and the US, based on a total number of respondents in each
country (40+) and an equitable distribution of responses across industries to be

considered reasonably representative.

The four cyber incident profiles or clusters appearing in this analysis were based on
the same four survey questions on the number of threats, actors, tools and techniques,
and negative consequences in the survey. These questions were the input to a
hierarchical cluster analysis with clusters validated via a factor analysis. The resulting
clusters were then examined across the full survey to provide additional insights on

cyber spend profiles in relation to incidents.
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Methodology

@ 1:Lowcyberincidents, highspend @ 2: Medium cyberincidents, highestspend (0 3:Lowest cyberincidents, medium spend
) 4:Highest cyber incidents, lowest spend

Number of cyberincidents in the last year How the four breach groups
across four breach profile clusters break out by region
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30%
6-10
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N e I~ 20%
N - 10%
-\'\; 4 60%
e 0%
et Americas APAC EMEA
16 orabove 11-15incidents
Source: Deloitte Center for Integrated Research
m' deloitte.com/finsights
K
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