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Bu savaş...
Organizasyonunuz siber saldırıları yönetmekte ne kadar başarılı? Saldırılara en açık dijital varlıklarınız neler ve 
bunlar organizasyonunuz için ne kadar değerli? Kurumunuzun karşı karşıya olduğu siber tehditler konusunda 
bir plana ve bu planı harekete geçirecek yetkinliğe sahip misiniz?

Siber suçlar artık devlet destekli casusluk veya yalnızlığı seven bir bilgisayar korsanının yaptıkları ile sınırlı değil. 
Bugün iyi organize olmuş siber suçlular karmaşık saldırılar yoluyla suç işlemekte ve çoğunlukla önemli finansal 
kazançlar elde etmektedirler. Son dönemde yaşanan olaylar finansal etkinin yanı sıra siber ortamın kurumlara/
yapılan işe ciddi etkileri olabileceğini göstermiştir. Bu etkiler hisse senedi fiyatlarının düşmesi ve hissedar 
değerinin gerilemesinden, rekabet avantajının yitirilmesi, tüketici ve kamuoyu güveninin azalmasına kadar 
uzanmaktadır. İşiniz ne olursa olsun siber saldırılara karşı korunmak artık ekonomik ve stratejik bir zorunluluk 
haline gelmiştir.  

Siber Güvenlik
Hazırlan. Farkında ol. Müdahale et.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Cyber
Prepare. Aware. Respond.
It’s war...
How capable is your organisation in managing the impacts of a cyber attack? What are your most vulnerable
digital assets and how valuable are they to your organisation? Do you have an understanding of the cyber
threats your organisation faces and are you able to act on this intelligence?

The digital revolution underpins so much innovation and growth, yet as business models rely increasingly on the
Internet, it also is exposing us to new and emerging threats. Consumerisation, the expansion of mobile
technology and the pervasive use of social networking in business and day to day life have further blurred the
borders between the corporate network and public domain. As more and more services become available
online, the opportunity has never been greater nor the barriers to entry lower. Cyber crime and the growing cyber
threat is now a priority for government and businesses alike. Attackers are increasingly motivated and using
more sophisticated ways to target digital assets due to their increasing value and the perceived lower risk of
detection and capture. Cyber is a risk that transcends the organisation and traditional ways of defending the
enterprise will no longer suffice: how can you ensure your businesses is appropriately securing its operations in
such a fluid and rapidly evolving environment?

Report by The Cabinet Office & Detica (2011): The cost of Cybercrime (Published 17.2.2011)

How could cyber affect your organisation?
Cyber is no longer limited to state-sponsored
espionage or the lone wolf hacker. Today, well-
organised cybercriminals perpetrate highly
sophisticated attacks, often for financial gain. The
cost of cybercrime to the UK economy is currently
estimated at £27bn with IP theft, industrial
espionage and extortion contributing a large part
of this activity. As well as financial impact, recent
incidents have highlighted the serious business
implications of cyber, from plummeting share
prices and a decline in shareholder value to
reduced commercial advantage and a loss of
consumer and market confidence.

Whatever your business, there is now, more than
ever, an economic and strategic imperative to
guarding against cyber attacks.

There are many ways in which a successful cyber
attack could have a negative impact on an
organisation. To the right are just four possible
cyber threats, the assets they threaten, and the
impact and consequences of a successful attack.

Servis Kesintisi

Siber Tehdit Varlık Etki Sonuç

Çevrimiçi 
Servisler

Satış Kaybı Gelir Kaybı

Operasyonel 
Karlılık Kaybı

Varlık Değer Kaybı 
/ Gelir Kaybı

Paydaş 
Güven Kaybı

Paydaş Değeri

Kurumsal 
Avantaj Kaybı

Müşteri 
Güven Kaybı

Pazarda
Güven Kaybı

Kurumsal IP

Müşteri Bilgisi

Başarılı 
Kurumsal 
Geçmiş

Kurumsal 
Casusluk

Elektronik 
Hırsızlık

Siber Karalama



3

Çözüm nedir?
Farklı tehditler farklı müdahaleler gerektirmektedir. Sadece güvenlik kontrollerine odaklanan geleneksel 
savunma mekanizmaları, tehditleri tam olarak tespit edemeyip, karşılaşılan problemi de yönetemeyecektir. 
Hangi sektörde olursa olsun kurumların yaygın ve karmaşık sorunlarını çözümlemesinde odaklanılacak üç temel 
alan bulunmaktadır:

Hazırlan: Hedefli siber saldırılara karşı kurumun korunması ve atağın gerçekleşmesi durumunda meydana 
gelecek etkinin anlaşılması için hazırlık yapılmasını sağlayacak kaynakların tahsis edilmesi. 

Farkında ol: Siber saldırıların hedeflerini ve mekanizmalarını tanımlamak ve tahminlemek için sektörünüze ve 
kurumunuza özel, gelişen tehdit alanlarını kapsayan bir haberalma mekanizmasının oluşturulması.

Müdahale et: Haberalma sadece üzerinde aksiyon alabiliyorsan faydalıdır. Kurumlar tehdit zekasına ve 
saldırılara cevap verebilmek için hem organizasyonel hem de teknik seviyede hazırlıklı olmalıdırlar. Bu şekilde 
başarılı saldırılara karşı daha iyi savunma sağlanabildiği gibi atağın başarılı olması durumunda etkinin azaltılması 
da mümkün olabilir. 

©2012 Deloitte Turkey, Member of Deloitte Touche Tohmatsu Limited
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Siber tehdide karşı hazırlıklı olmak, kurumunuzun saldırılara etkin bir şekilde yanıt vermesini sağlayan en 
önemli araçlardan birisidir. Hazırlıklı olmak, işinizde karşılaştığınız zorlukların aşılmasında ve yaptığınız işin 
değerinin korunmasında destekleyici bir yöntemdir. Etkili hazırlık ve planlama üç ana konuyu kapsamalıdır:

• Tanımlı roller, sorumluluklar ve karar verme prosedürleri
• Müdahale etmek için yetki devirlerinin gerçekleştirilmesi ve iş liderlerine eskalasyon süreçlerinin açık bir 

şekilde tanımlanması
• Masa başı testler ve simülasyonlar yoluyla deneyim kazanmış kadrolar ve etkinliği kanıtlanmış planlar

Siber konuların iş birimleri tarafından ele alınması ve müdahale için eskalasyon süreçlerinin oluşturulması ile 
kurumun yanıt verebilme becerilerinin geliştirilmesi sağlanır. Bu durum kurumun tehditleri önceden görerek 
bu tehditlerle en az iş kesintisine neden olacak şekilde baş etmesine yardımcı olur.

Siber Hazırlık yetkinliklerimiz ile müşterilerimize siber kriz yönetimi prosedürlerinin oluşturulması, kontrollü 
şekilde test edilmesi, kuramsal planlara dayalı testler yerine daha gerçekçi senaryolar oluşturulmasına yönelik 
hizmetler sunmaktayız. 

•	Siber	hazırlık	çalışma	grupları; uyarlanmış masa başı testleri yönetimi ile siber tehditlerin doğası hakkında 
bilgilendirme, etkisi hakkında düşündürme ve mevcut yanıt/müdahale prosedürleri konusunda anlayış 
kazandırmayı amaçlar.

•	Siber	hazırlık	simülasyonları; müşterilerimizin teknik ve stratejik anlamda müdahale/yanıt becerilerini 
test eder, iş birimlerinden ve yöneticilerden oluşan katılımcılar, rollerini ve süreçlerini uygulamalı olarak test 
ederek planların ve prosedürlerin güvenilirliğini gözden geçirirler.

Neden Deloitte?
Yetkin profesyonel kadromuz, askeri savaş tatbikatlarından uyarlanmış metodolojileri baz alan 
stratejik siber simülasyonlar ve kriz yönetimi çalışmaları konusunda deneyim sahibidir. Takım baskı 
testleri, siber olay yönetim stratejileri ve planlama yöntemleri ile yapılabilecek hataları, yanlış 
varsayımları ve gerçekçi olmayan beklentileri ortaya çıkarmakta, gerçek hayatta etkin uygulama 
sağlayacak yönlendirmeyi yapmaktadırlar.

1. Hazırlan
Plan ve test

©2012 Deloitte Turkey, Member of Deloitte Touche Tohmatsu Limited

Si
be

r D
ön

üş
üm

 
 

Siber D
önüşü  

         Siber Dönüşüm 

Hazırlan  

             Farkında ol    Müdah

al
e 

et

Deloitte 
Siber 

Güvenlik



5

Neden Deloitte?
Bir çok önemli güvenlik teknoloji sağlayıcısı ile sahip olduğumuz benzersiz iletişim, teknik yetkinliğimiz 
ve patentli “Siber Tehdit İstihbaratı” portalimizle birleştiğinde, kurumlara özel tehdit potansiyalinin 
sunulması ve aksiyon alınabilir, güncel ve entegre siber tehdit zekası oluşturulması için gelişmiş 
yaklaşımlar uygulanması mümkün olmaktadır. 

©2012 Deloitte Turkey, Member of Deloitte Touche Tohmatsu Limited
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Etkin siber güvenlik farkındalığı üç temel unsura dayanmaktadır:

• Aksiyon alınabilir ve gerçek zamanlı tehdit zekası oluşturulması
• Siber atak vektörlerini sınırlandırmak için bilinen açıklıkların tanımlanması ve testlerinin gerçekleştirilmesi
• Yüksek riskli alanlara ilişkin sürekli izleme mekanizmalarının kurulması

Siber farkındalık konusundaki bilgi birikimimiz müşterilerimize onlar için özelleştirilen hizmetler sunmamızı ve bu 
sayede, dış siber tehdit zekası ve açıklık değerlendirmelerinden dışarıdan yönetilen güvenlik servislerine kadar 
geniş yelpazade yetkinliklerimizi bir araya getirebilmemizi sağlamaktadır.

• Siber	tehdit	haber	alma	servisi; değişik kaynaklardan toplanan verilerin merkezi bir portalde konsolide 
edilerek müşterilerimizin kendi kurumları, endüstrileri ve bölgelerine ilişkin tehdit bilgilerine ulaşmalarına olanak 
sağlar.

• Açıklık	yönetimi; altyapı, uygulama ve mobil ortamlara ilişkin değerlendirmeler ve testler ile müşterilerimize 
bu ortamlarda bulunan teknik açıklıklar konusunda derinlemesine bir görüş verilmesini sağlar. Böylece açıklıkları 
iyileştirme çalışmalarına odaklanılması ve siber atak vektörlerinin dışında kalanların kapatılması sağlanır.

• Yönetilen	güvenlik	servisleri; yüksek risk alanlarının belirlenmesi ve önceliklendirilmesi için tehdit modelleme, 
seçenekleri yönlendirmek için tehdit bazlı tasarım ve eş-kaynak kullanımı ile gerçekleştirilen güvenlik servislerinin 
birleştirilmesini sağlar.

2. Farkında ol
Siber farkındalığın ölçülmesi
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Siber ihlallerin gerçekleşmesi kaçınılmazdır, bu nedenle riski ve potansiyel etkiyi minimize etmek için kurumlar 
tanımlama, planlama, test ve siber müdahale stratejilerinin oluşturulmasında proaktif yaklaşım ortaya 
koymalıdırlar. Bu yaklaşım aşağıdakileri içermelidir:

• BT operasyonlarına ek olarak kapsamlı iş sürekliliği, ve halkla ilişkiler düşünülerek etkin bir şekilde olaya 
müdahalenin ve olayın etkisini azaltmak için gerekli olan süreçlerin ve ilgili planların tanımlanması

• İhlallerin kök nedeninin değerlendirilmesi için gerekli araçların ve teknik becerilerin tahsisi, adli soruşturmaların 
yönetilmesi ve teknik iyileştirmelerin hayata geçirilmesi

• Sürekli gözden geçirmenin, iyileştirme faaliyetlerinin gerçekleştirilmesi ve değişen organizasyonel risk profilleri 
ve müdahale becerilerinin siber tehditlerle uyumlu olarak uyarlanması

Siber Müdahale hizmetlerimiz ile, müşterilerimizin kriz zamanları boyunca ihtiyaç duyduğu beceri, deneyim
ve uzmanlığa erişmelerini sağlıyoruz. 

•	Siber	olay	yönetimi; deneyimli kriz yönetim uygulayıcılarının, uzun dönemli ihlal değerlendirmesi, olay 
sonrası öğrenilen derslerin ortaya çıkarılması ve gelecek siber süreklilik planlamasının yapılması konularında 
olduğu gibi olaya anında müdahale ve olay yönetim aktivitelerinde de destek olması.

•	Siber	adli	soruşturma; teknik kök neden değerlendirmesi, ihlal analizi ve adli soruşturmanın yönetilmesi için 
uzman ekiplerin tahsisi. 

3. Müdahale et
Hızlı, eksiksiz ve kesin

©2012 Deloitte Turkey, Member of Deloitte Touche Tohmatsu Limited
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Neden Deloitte?
Etkin siber olay yönetimi, esneklik ve limitli bilgi ile proaktif kararlar alma kabiliyeti gerektirir. Geniş 
kapsamlı uzmanlığımız ile; soruşturma ve iyileştirme süreçlerinde olay yönetimi ve müdahale hizmetleri 
sunmakta ve bu sayede kurumların siber atakları ve sonuçlarını yönetmelerini sağlamaktayız.
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Bu	yayın	ile	içeriğindeki	bilgiler,	belirli	bir	konunun	çok	geniş	kapsamlı	bir	şekilde	ele	alınmasından	ziyade	genel	çerçevede	bilgi	vermek	amacını	taşımaktadır	
ve	aralarında	Deloitte	Türkiye’nin	de	bulunduğu	hiçbir	Deloitte	Touche	Tohmatsu	Limited	üye	firması,	bunlarla	ilgili	sarih	veya	zımni	bir	beyan	ve	garantide	
bulunmamaktadır.	Yukarıdakileri	sınırlamaksızın,	hiçbir	Deloitte	üye	firması,	söz	konusu	materyaller	ve	içeriğindeki	bilgilerin	hata	içermediğine	veya	belirli	perfor-
mans	ve	kalite	kriterini	karşıladığına	dair	bir	güvence	vermemektedir.	Buna	uygun	şekilde,	bu	materyallerdeki	bilgilerin	amacı,	muhasebe,	vergi,	yatırım,	danışmanlık	
alanlarında	veya	diğer	türlü	profesyonel	bağlamda	tavsiye	veya	hizmet	sunmak	değildir.	Bilgileri	kişisel	finansal	veya	ticari	kararlarınızda	yegane	temel	olarak	kullan-
maktan	ziyade,	konusuna	hakim	profesyonel	bir	danışmana	başvurmanız	tavsiye	edilir.	Materyalleri	ve	içeriğindeki	bilgileri	kullanımınız	sonucunda	ortaya	çıkabilecek	
her	türlü	risk	tarafınıza	aittir	ve	bu	kullanımdan	kaynaklanan	her	türlü	zarara	dair	risk	ve	sorumluluğu	tamamen	tarafınızca	üstlenilmektedir.	Deloitte	Türkiye	ve	diğer	
Deloitte	üye	firmaları,	söz	konusu	kullanımdan	dolayı,	(ihmalkarlık	kaynaklı	olanlar	da	dahil	olmak	üzere)	sözleşmeyle	ilgili	bir	dava,	kanunlar	veya	haksız	fiilden	
doğan	her	türlü	özel,	dolaylı	veya	arızi	zararlardan	ve	cezai	tazminattan	dolayı	sorumlu	tutulamaz.
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