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Beyond bitcoin

Blockchain is coming to disrupt your industry

By David Schatsky and Craig Muraskin

LOCKCHAIN, the “distributed ledger” across industries and business functions
technology that underpins bitcoin, has should pay heed now and begin to investigate
emerged as an object of intense interest in applications of the technology.
the financial services industry and beyond.
Blockchain technology offers a way of record- Si gna Is
ing transactions or any digital interaction in
a way that is designed to be secure, transpar- « A billion dollars in venture capital has
ent, highly resistant to outages, auditable, and flowed to more than 120 blockchain-related
efficient; as such, it carries the possibility of startups, with half that amount invested in
disrupting industries such as financial services, the last 12 months.!
remaking business practices such as account-
ing and auditing, and enabling new business o Thirty of the world’s largest banks have
models. The technology is young and changing joined a consortium to design and build
very rapidly; widespread commercialization blockchain solutions.?

is still a few years off. Nonetheless, to avoid
disruptive surprises or missed opportunities,  Nasdagq is piloting a blockchain-powered
strategists, planners, and decision makers private market exchange.’



o Microsoft has launched cloud-based
blockchain-as-a-service.*

o Blockchain concepts, prototypes, and
investments are emerging in every
major industry.

What is blockchain?

Consider this classic computer-science
problem: A group of generals of the Byzantine
army is camped with their troops around an
enemy city. Communicating only by messen-
ger, the generals must agree upon a common
battle plan. However, one
or more of them may be
traitors who will try to
confuse the others. How
can the loyal generals
reach agreement, secure
in the knowledge that
traitors have not misled
them?® The “Byzantine
Generals Problem” has
broad implications in a
world of globally distrib-
uted digital commerce,
which lacks the trust
inherent in a face-to-
face transaction between
two parties who know
each other.

Blockchain technol-
ogy is a new solution
to a more challenging
version of the Byzantine
Generals Problem
that includes the ability to add participants
over time. A blockchain is a digital, distrib-
uted transaction ledger, with identical copies
maintained on multiple computer systems
controlled by different entities. Anyone partici-
pating in a blockchain can review the entries
in it; users can update the blockchain only by
consensus of a majority of participants. Once
entered into a blockchain, information can
never be erased; ideally, a blockchain contains

A blockchain is a
digital, distributed
transaction ledger,
with identical
copies maintained

on multiple

controlled by
different entities.
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an accurate and verifiable record of every
transaction ever made.® It would have made for
a very reliable way for Byzantine generals to
exchange information.

If you're familiar with the term blockchain,
it's probably because it is the technology that
underlies bitcoin, the digital cryptocurrency
that has been in the news in recent years,
unfortunately often in connection with wildly
fluctuating valuations and sometimes illegal
activities.” Despite the sometimes unsavory
uses to which bitcoin has been put—a charac-
teristic it shares with old-fashioned currency—
the technology that makes it possible has a
growing number of tech-
nologists, strategists, and
business leaders increas-
ingly excited about a
wide range of compelling
applications for it. The
public blockchain used by
bitcoin, which anyone can
join, is only one of several
blockchain variants. An
important variant that is
rapidly evolving is private
(or permissioned) block-
chains, which limit partic-
ipation to select entities.

computer systems

The benefits
of blockchain
technology

Blockchain owes its
potential to its many
valuable characteristics:

Reliable and available. Because a wide
circle of participants share a blockchain, it has
no single point of failure and is designed to be
resilient in the face of outages or attacks. If any
node in a network of participants fails, the oth-
ers will continue to operate, maintaining the
information’s availability and reliability.

Transparent. Transactions on the block-
chain are visible to its participants, increasing
auditability and trust.



Immutable. It is nearly impossible to make
changes to a blockchain without detection,
increasing confidence in the information it car-
ries and reducing the opportunities for fraud.

Irrevocable. It is possible to make trans-
actions irrevocable, which can increase
the accuracy of records and simplify back-
office processes.

Digital. Almost any document or asset
can be expressed in code and encapsulated
or referenced by a ledger entry, meaning
that blockchain technology has very broad
applications, most as yet unimagined, much
less implemented.

These key characteristics of blockchain
technology open the door to disintermediat-
ing third parties from myriad transaction
types, lowering transaction costs, and increas-
ing the potential for innovation in every
major industry.

Blockchain across industries
There are dozens of potential applications
for blockchain. Most attention has focused on
applications in financial services, but as we
show below, concepts, prototypes, and invest-
ments are emerging in every major industry.

Financial services

The financial services industry is generat-
ing some of the greatest interest in and activity
surrounding blockchain, with applications for
both public and permissioned blockchains
being explored. A report co-authored by
Santander InnoVentures, the venture arm of
Banco Santander, points to a key reason why:
“In contrast to today’s transaction networks,
distributed ledgers eliminate the need for
central authorities to certify ownership and
clear transactions”® A world in which parties
can effect transactions securely without banks,
stock exchanges, or payment processors is a
very different one.

Santander InnoVentures has “identified
20 to 25 use cases where this technology
can be applied” Among these is securities
trading, where the blockchain could enable

Beyond bitcoin: Blockchain is coming to disrupt your industry

near-instantaneous settlement. This could
dramatically simplify middle and back-office
processes and reduce settlement risk. The
InnoVentures analysis “suggests that distrib-
uted ledger technology could reduce banks’
infrastructure costs attributable to cross-bor-
der payments, securities trading, and regula-
tory compliance by between $15-20 billion
per annum by 20227'° Already, some 30 of the
world’s largest banking institutions have joined
a growing initiative to develop blockchain
technology for the financial industry."

One high-profile project in this industry
is under way at Nasdaq Inc., which is testing
the use of blockchain for settling and clearing
trades in the Nasdaq Private Market, a market-
place for pre-IPO trading of shares in private
companies.'? The Nasdaq team is particularly
interested in the security, integrity, stabil-
ity, and distributed-consensus features that a
blockchain-based solution could bring to the
private market."”

Technology, media, and
telecommunications

Applications discussed for the media sector
include support for low-cost micropayments,
processed without fees imposed by exist-
ing payment networks, which would enable,
for instance, a newspaper website to charge
readers per article or per page rather than
per month." Some are looking at blockchain
as a way of securing intellectual property
and digital creative works such as images or
music."” The blockchain ledger is intended to
be a secure and reliable way of proving a work’s
attribution and provenance. And the program-
mable nature of the digital block makes it pos-
sible to enforce sophisticated usage rights.

In the technology sector, IBM and Samsung
have produced a proof of concept—built in
part using Ethereum, a blockchain-based
framework distinct from the bitcoin block-
chain—to illustrate how blockchain could
support Internet of Things (IoT) applications
by facilitating transaction processing and
coordination among interacting devices. The



distributed nature of the shared ledger may be
particularly well suited for fostering coordina-
tion among large numbers of devices. And the
cryptographic security on which blockchains
rely can help mitigate the security challenges
facing IoT deployments.'®

At least one startup, which has so far
raised $5 million, is pursuing the concept
of blockchain-enabled IoT applications."”
Verizon Ventures, the venture arm of Verizon
Communication, is an investor."® Orange,
another telecom company;, is an investor in at
least one blockchain startup’® and is seeking to
bring together big companies and startups to
jointly explore applications.*

Consumer and industrial products

In the consumer and industrial products
industry, blockchain’s most obvious applica-
tion—if not the most compelling because of
entrenched competition from cash and credit
and debit cards—is as an alternative payment
platform in retail.

Other applications are more futuristic. For
instance, DocuSign, a provider of electronic-
signature and digital transaction-management
technology, created an app for Visa’s “con-
nected car” proof of concept; the app integrates
with the bitcoin blockchain and can record
contracts. It is intended to simplify the car
buying and leasing processes and enable auto-
based secure payments.”!

In travel and hospitality as well as retail,
blockchain may offer a superior means of pow-
ering loyalty-points programs, including more
advantageous accounting treatment of the
liabilities created by the accrual of points, real-
time updating of points balances, and better
management of points across franchised opera-
tions due to the fact that a shared distributed
ledger can simplify the settlement process.?

Life sciences and health care

The health care sector is starting to show
interest in blockchain technology as a means
of securing digital assets. Blockchain-based
record-keeping service Factom, for instance,
has struck a partnership with a provider of
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medical-procedure ordering and billing ser-
vices. The companies intend to use blockchain
to store health care records such as medical
bills and client-physician communications

to claims and disputes. The cryptographic
security is likely to enhance the security of
such records, while the immutable, irrevocable
nature of transactions is intended to make
claims processing more efficient and simplify
dispute resolution.” Health records secured via
a blockchain could make it easier, in theory, for
patients to share records with multiple provid-
ers while retaining control over those records.
Philips Healthcare has confirmed it is currently
exploring potential applications for blockchain
technology as well, though it has not disclosed
what applications it is evaluating.*

Public sector

The public sector will likely find compel-
ling applications for blockchain, particularly
where existing record-keeping methods are
inadequate. For instance, Factom has report-
edly partnered with the Honduras government
to pilot a blockchain-based program to record
land ownership in the country. The intent is
to reduce the corruption and fraud associated
with a centralized registry under the control of
government officials by substituting a distrib-
uted, transparent ledger instead.”

Other use cases include creating tamper-
proof voting records, vehicle registries,
fraud-proof government benefits disburse-
ments,* and digital identities for individuals,
such as refugees, who lack government-issued
identity documents.”

Energy and resources

Though industry participants have posited
several ideas for applying blockchain in the
energy and resources industry,® thus far there
is little concrete happening. One exception is a
South African company that integrated bitcoin
payments into smart utility metering systems
to allow customers to prepay for utilities digi-
tally. This is a boon for unbanked customers
and, the developer insists, is easier to adminis-
ter than cash payments.”



Horizontal applications

A number of horizontal applications for
blockchain relevant to almost every industry
are on the horizon. Among these applica-
tions: smart contracts, automated audit, and
improved cyber security.

Many see significant promise in smart
contracts—agreements represented as software
that can automatically trigger actions under
certain conditions, such as when payments are
made—or missed.*® A smart contract could
cut administrative costs by being “self-enforc-
ing”—for example, making it possible for a
driver to start her leased car only if she is cur-
rent on her lease payments. Longtime block-
chain watchers predict that smart contracts are
on the way, albeit not to a significant degree in
the very near term.*

Some see potential for blockchain to dra-
matically change the role of corporate auditors
as well as the conduct of audits. Our colleagues
from the Rubix by Deloitte team envision a
blockchain solution that would “allow for an
automated third-party verification by a distrib-
uted network to ensure that transactions are
complete and accurate and unalterable”*

Blockchain technology may play a role in
cyber security as well by enabling the imme-
diate detection of data manipulation and the
verification of the integrity of IT systems,
thanks to the cryptographic signing used in
blockchain systems. At least one firm, Estonia-
based Guardtime, is looking to introduce
blockchain-based solutions for this purpose.”

Vendor landscape and
investment trends

Venture investors, including corporations’
venture arms, have invested a billion dollars
in more than 120 blockchain-related startup
companies so far, about half of this investment
in the last year alone.* Most of the startups
are based in the United States, but blockchain-
related ventures are operating on every con-
tinent but Antarctica. Some large companies
such as Amazon, Bank of America, IBM, and
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MasterCard are staking a claim to the block-
chain opportunity by filing their own patents
related to blockchain.*

The vendor ecosystem can be segmented
into three broad categories:*

o Applications and solutions: This segment
includes operators of bitcoin wallets and
payment providers. Examples include Circle
and Coinbase (wallets), Ribbit.me (loyalty
points), ShoCard (identity), and Ripple
(cross-currency bank-to-bank payments).
This segment has attracted nearly $600 mil-
lion in venture capital funding to date.”

o Middleware and services: Companies in
this segment provide software platforms
on which enterprises can build blockchain
applications; examples of companies in this
segment are BlockCypher, Chain Inc., Colu,
and Factom. Venture funders have placed
about $80 million with this segment.

o Infrastructure and protocols: This seg-
ment looks to use blockchain technology to
develop cryptographically secure, distrib-
uted consensus mechanisms. Ethereum,

a crowdfunded, open-source project, has
emerged as an alternative to the bitcoin
blockchain. Ripple, mentioned above as

a solutions company, also offers its own
distributed ledger technology. This segment
has taken in just under $300 million in
venture funding, two-thirds of that in 2015.
In contrast to the other segments, 2015
investment in infrastructure and protocols
is up sharply compared to 2014.

Prior to 2015, this market focused more on
bitcoin itself than on blockchain; the majority
of venture investments during this period went
to applications and solutions providers, many
of which have bitcoin-focused solutions.*
Starting in 2014 and continuing through 2015,
we are seeing funding shift toward middleware
and infrastructure providers. Analysts at one
investment bank commented on this trend in
a recent report, writing, “We expect venture



capital flows to accelerate in 2016 and lead to
further development of the foundational and
infrastructure services necessary to create a
fertile ‘plug and play’ ecosystem for entrepre-
neurs and innovation that will ultimately esca-
late enterprise adoption from a trickle in 2016

to a multi-year boom starting in 2017

\What to watch

Blockchain is an extraordinarily fast-mov-
ing phenomenon.* While it is impossible to
know with certainty how this technology will
be adopted across industries, the current areas
of interest outlined above give a good indica-
tion of where innovation is likely to emerge
in the near future. The innovation group at
Deloitte LLP will continue to track the emer-
gence of new use cases and adoption by major
companies and innovative upstarts.

Where else can we look to sense the direc-
tion of blockchain? Venture capital investment
is one type of signal, and recent patterns indi-
cate shifting focus in the blockchain ecosystem.
As noted above, the focus for investment has
moved from currency applications (example:
payment processing) in 2014 to non-currency
applications (example: smart contracts, securi-
ties settlement) by the end of Q3 2015.*

Another type of signal is innovation that
addresses technical challenges that blockchain
faces, such as its scalability and transaction
processing speed. Researchers at Cornell
University, for instance, have proposed
enhancements in blockchain design intended
to reduce latency, increase throughput, and
enhance security. Progress in this domain is
likely to expand the technology’s adoption.**

We will be tracking industry alliances, such
as the 30 banks participating in the R3 consor-
tium, and adoption by major companies, which
will likely result in new applications emerging.
We will also track regulatory developments,
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such as how the legal profession and courts
view smart contracts, and whether techni-

cal solutions, such as those offered by startup
Chainalysis, can smooth the way to regulatory
compliance for blockchain-related activities.*®

Exploring possibilities

Many leaders in the financial services
industry are taking blockchain seriously, and
this industry is likely to feel the technology’s
impacts first. Industry participants who are
not closely following blockchain and exploring
applications may want to consider increasing
their engagement with the technology and the
ecosystem of companies involved in it.

Businesses that deal with costly, slow, or
unreliable transactions, or that serve markets
with underdeveloped payments systems or
large numbers of unbanked customers, have
good reason to look closely at blockchain as a
useful underlying technology.

As with many new technologies, there is the
potential to apply distributed-ledger technol-
ogy to improve efficiency and effectiveness and
cut costs or to increase revenues by creating
new products, services, and business models.
Given blockchain technology’s broad applica-
bility and transformative potential, corporate
strategists may find it worthwhile to explore
the range of possibilities available to their busi-
ness and their sector.

Companies looking at digital technolo-
gies as enablers of competitive advantage and
disruption innovation—technologies such as
social, mobile, analytics, cloud, and cognitive
technologies—should not overlook blockchain.
It may be a year or more before we begin to
see significant commercial applications of the
technology taking hold, but it is increasingly
likely that over time many industries will feel
its impact.
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