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Early one Saturday morning, the IT security
manager for a midsized law firm received
the worst news of his career: His firm had
fallen victim to a devastating ransomware
attack. More than 80% of the systems
under his management were affected.
Over the next two weeks, he and his team
of four engineers tried to figure out how it
happened, what data was affected, and if
data was stolen. At the same time, they were
trying to restore services and applications
and rebuild user workstations.

Faced with too many business-critical
issues to address at once, the team called
in Deloitte to assist with investigating and
repairing the damage from the attack.
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After a quick briefing call, Deloitte deployed
a team of subject-matter specialists within
just a few hours (on a weekend, no less).

* The team swiftly triaged the event,
contained the malware, and eradicated
threat actors from the environment

Incident responders performed data
forensic procedures to understand how
the attack was perpetrated

 Simultaneously, recovery specialists
worked with business stakeholders to
develop an action plan to restore services
and applications in order of priority

This same team spearheaded a
workstation rebuild process to get the
firm's attorneys and support staff back
to work

The incident responders determined the
threat actors had been in the environment
for a few weeks prior to the attack and were
able to deconstruct their methods. With the
knowledge of how the attack happened, the
IT security manager and his team worked
with Deloitte cybersecurity specialists

to formulate a road map to make the
environment more secure, implement better
detection mechanisms, and build a plan to
follow so they'll be better prepared in case it
happens again.
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About Deloitte

As used in this document, “Deloitte Risk & Financial Advisory” means Deloitte & Touche LLP, which provides audit, assurance, and risk and financial advisory services; Deloitte Financial Advisory
Services LLP, which provides forensic, dispute, and other consulting services; and its affiliate, Deloitte Transactions and Business Analytics LLP, which provides a wide range of advisory and
analytics services. These entities are separate subsidiaries of Deloitte LLP. Please see www.deloitte.com/about for a detailed description of our legal structure. Certain services may not be
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