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Here, there, and everywhere

Introduction

RESH from lopsided victories off the coasts of

China and North Africa, the early 19th century

British Navy sailed into a new era of naval dom-
inance. Its newly commissioned steam-powered
ships provided decisive military advantages, and
the nation was giddy with possibility. The Observer,
a British weekly newspaper, could barely contain it-
self when it declared in 1842 that, “Steam, even now,
almost realizes the idea of military omnipotence
and military omnipresence; it is everywhere, and

”q

there is no withstanding it.

One hundred years later, Werhner von Braun, a
German engineer, suggested a different approach
during a 1950 US Air Force-sponsored conference
in Chicago. Von Braun had been secretly whisked
away to the United States as part of an initiative
to outpace the Soviet Union’s rocket propulsion
and space programs. He described for the rapt at-
tendees the details of a rotating space station that
would orbit the earth in less than two hours and
cover the entire planet in about a day. Knowing his
audience, he quickly launched into its military uses:
“Our space station could be utilized as a very effec-
tive bomb carrier, and the nation who owns such a
bomb-dropping space station . . . will have military
omnipresence.”

Today, the US Department of Defense (DoD) is look-
ing for the next set of technological breakthroughs
that can increase its military advantage over those
of competing nations. Its goal is to prevent future
wars by maintaining a military that can exercise its
will anywhere in the world at any hour.3 Or, as past

presidents and defense leaders have put it, a mili-
tary that can engage “at the time and place of our
choosing.” In other words, the DoD is looking to
make military omnipresence a reality.

This strategy to regain our fighting edge has been
called the Third Offset. But whether given this or
some other name, one of its primary shortfalls is
that it lacks a unifying concept. Many believe the
present strategy is too focused on futurist technolo-
gies.5 And some scholars have argued that it seems
to have “no clear purpose or urgency.”® While the
First Offset was the strategic deployment of minia-
turized nuclear weapons and the Second Offset was
the enabling network for precision strikes, the Third
Offset seems to lack the same clarity and focus.

Military, or operational, omnipresence is the an-
swer to this dilemma. And unlike steam engines or
rotating space stations, today’s advances in tech-
nology make the supporting architectures for the
concept possible. This is the orienting principle the
Department of Defense needs in order to organize
its current strategic efforts and regain its competi-
tive advantage.

This study will make the case that operational omni-
presence, considered by many to be the holy grail of
military objectives, can today be achieved through
the coordinated use of existing and imminent tech-
nologies and is the unifying concept that can usher
the US military into another era of preeminence.
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Making your presence felt

OR centuries, military planners have battled

to overcome the obstacles presented by geog-

raphy and information. Whether 19th-century
muskets or 21st-century cyber weapons, the goal
is the same: to be better positioned to take action
against an adversarial nation quicker than it can re-
spond. This not only requires the ability to gain a
time-distance advantage, but also to collect, analyze,
and integrate pertinent information in less time.
The piecing together of this puzzle is the source of
competitive military advantage.

The key to it all is forward presence, a concept
that’s been a US military preoccupation since at
least World War II. Forward presence is the deploy-
ing or stationing of forces overseas to demonstrate
national resolve, strengthen alliances, dissuade
potential adversaries, and enhance the ability to
respond quickly to contingencies.” Ultimately, pres-
ence is the crux of US military strategy.

Recognizing this, in 1995 the US Air Force secretary
and chief of staff co-authored a white paper calling

for global presence, which they defined as “the full
range of potential activities from the physical inter-
action of military forces to the virtual interaction
achieved with America’s information-based capa-
bilities.”® They envisioned that the combination of
rapid deployment, precision munitions, and surveil-
lance would make the military “more mobile, more
lethal, and more omnipresent than ever before.”

These Air Force leaders were on to something.
Though their formulation was limited by the tech-
nology of the day, the primary insight still holds:
increased presence is fundamentally a matter of
networked interdependence. That is, omnipres-
ence requires that not only must military forces and
information-gathering systems rely on one another,
but that each ship, plane, unit, weapon, and satellite
must be capable of direct, intelligent interactions
with one another. This is exceptionally difficult,
which is why the supporting architecture that en-
ables these connections is the basis of an enduring
competitive advantage over other militaries.
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How to be everywhere at once

MNIPRESENCE suggests being everywhere

at once, and, of course, this is physically

infeasible. Even attempts to establish more
presence—by increasing the number of ships and
planes, drones and unmanned vehicles, global de-
ployments, and overseas bases—can fall far short.
Moreover, pervasive physical presence is often pre-
cluded by its excessively high financial and political
costs. But technological advances make other forms
of presence possible. For example, cyberspace en-
ables virtual presence in places where physical
access isn’t feasible. And satellite surveillance af-
fords awareness of events occurring in inaccessible
physical and virtual spaces, giving the perception of
presence. Together, it’s possible to reach some sem-
blance of ubiquity.

Thus, operational omnipresence has three primary
interconnected components: physical assets, virtual
capabilities, and information. It is the culmination
of where you are, where you can be quickly, and
awareness of what is occurring everywhere else.
Because the United States has global responsibili-
ties, the sheer amount of national security interests
it has around the world can make omnipresence dif-
ficult to achieve. But the model of interconnected
presence, though difficult to establish, is proven.

Consider the omnipresence of the US banking in-
dustry. Its physical presence is substantial; there
are nearly 100,000 brick-and-mortar banking of-
fices and more than 500,000 ATMs.* This means
there is a bank or ATM for every 500 people in the
United States. Virtually, banking services can be
accessed at any time and from nearly any location

via telephone and software applications, including
some banks that are based entirely in cyberspace.
And banking information, from commercials and
digital ad space to financial transaction data, is
abundant and easily accessible. The combination
of these different forms of presence make banking
inescapable, but the architecture that facilitates the
interactions between each of these elements makes
banking omnipresent.

To make operational omnipresence a reality, physi-
cal, virtual, and perceived presence must first be es-
tablished. And this requires surmounting the formi-
dable challenges of time, distance, and information.

The tyranny of time,
distance, and information

In international armed conflict, geography has long
been a central consideration. The time and cost as-
sociated with moving large armies across vast ex-
panses makes it one of the most complex challenges
a nation can undertake. Sun Tzu, the 5th century
BC Chinese military strategist, observed, “If you are
situated at a great distance from the enemy, and the
strength of the two armies is equal . . . the fighting
will be to your disadvantage.”* Even more, “Geogra-
phy attenuates a stronger military’s advantages over
a weaker regional foe fighting on its own ground.”

This reality may be considered both a blessing and
a curse for the United States. Fortunately, being
sandwiched between two oceans means other na-
tions must travel great distances to reach its lands.




But it also means US forces must travel great dis-
tances to engage adversaries. To address this, the
Department of Defense built a military that could
overcome the disadvantage of distance and fight
wars away from home—an approach that hinges on
being present in places far away from its own shores.

This strategy is costly. Consequently, immense
amounts of information about the opposing forces,
their capabilities, and their inten-
tions are required to justify our
military costs. Further, informa-
tion about the environment and
the conditions in which conflict
may occur also shape military
plans. Nations can’t risk losing
large chunks of their forces by
sending their military into harm’s
way unprepared for the awaiting
fight. Whereas militaries of the
past had to operate with a relative
lack of information, today’s mili-
taries must operate in an abun-
dance of it. In the end, all other
things being equal, the side with
the information advantage has a
distinct upper-hand; it is central
to success.

Information, however, must not
only be available, it must be ac-
curate. Because information is
exponentially more available and
accessible today, it can be par-
ticularly difficult to ascertain what
is most important and accurate,
how best to integrate it, and the
most efficient way to protect its in-
tegrity and continued availability.

To further complicate things, na-

tions have long employed de-

ception to hinder the information-gathering and
verification process. For example, military lore
from World War II references a German airfield
specifically constructed to deceive Allied forces; the
planes, hangars, trucks, and oil tanks were all fake
and made of wood. It was intended to provide false
information to surveillance planes. But because of a
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multifaceted information-gathering campaign and
intelligence analysis, the Allied forces knew the air-
field was a decoy. In a bit of gamesmanship, once
construction of the fake airfield was complete, an
Allied plane circled it a couple of times before drop-
ping one large wooden “bomb” on it.

The tyranny of time, distance, and information—the

significant difficulties associated with operating
across great distances and
needing to be quick and
sure-footed in doing so—is
a major problem that opera-
tional omnipresence must
solve. It can do so via its
three components of pres-
ence: physical, virtual, and
perceived.

Greater than
the sum of
its parts

For decades, whenever a cri-
sis emerges, one of the first
questions presidents have
asked is, “Where are the
carriers?” Aircraft carriers
provide a mobile and po-
tent physical presence, and
no other nation even comes
close to matching the quan-
tity and quality of the US
military’s fleet. This is just
one example of how impor-
tant physical presence is to
US military strategy.

Physical presence is the

strategic positioning of mili-
tary forces around the world so that they are always
in relative close proximity to contingencies. In ad-
dition to deploying ships and planes that provide
physical presence, the US military maintains more
than 150,000 servicemen and women on 800 bases
in 70 different countries.* This is the most expan-
sive military footprint of any nation, holding more
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than 95 percent of the world’s foreign bases at a cost
of more than $150 billion annually.’> And the cur-
rent presidential administration has articulated its
goal to increase physical presence in a recent execu-
tive order that seeks more ships, planes, and per-
sonnel.®® Meanwhile, unmanned and autonomous
vehicles and drones can greatly increase physical
presence at a reduced cost.

But even with the incredible coverage provided by
this level of forward presence, it can still fall short.
Competitors fashion their militaries specifically to
prevent or complicate the US military’s physical
presence—an evolving strategy often called “anti-
access, area denial.” These nations’ surveillance sys-
tems and weapons are programmed to identify and
locate US forces and engage

them at far-off distances. For

example, the Chinese military

has developed a long-range

missile that is specifically de-

signed to hit US aircraft car-

riers long before they can get

close enough to launch air-

craft.” The world is simply too

large, other nations’ militaries

too advanced, and costs too

high for physical presence to

provide operational omnipres-

ence on its own.

Virtual presence can fill the

gaps. Previous conceptions of

virtual presence have limited it

to physically “being nearby,”® or passive presence
via technology.? In fact, admirals and generals have
lamented that in the eyes of US allies, such “[v]ir-
tual presence is actual absence.”?° But technological
advances allow an expansion of the concept, trans-
forming virtual presence into a proactive and conse-
quential form of presence.

Virtual presence is where force can be applied quick-
ly from a distance, from nanoseconds to hours, and
includes cyber and electronic warfare, directed en-
ergy, and even hypersonic weapons. The expansion
of the military’s cyber force has improved its ability
to take action against adversary nations by digital

means. Moving at the speed of light from thousands

of miles away, cyber weapons can establish forward

presence virtually without the cost and risk associ-
ated with physical presence. And it can have effects

beyond the virtual space, impacting physical targets

by modifying the software that controls them.

Similarly, directed-energy weapons focus high
quantities of energy on a target to disable or destroy
it and can reach their destination in nanoseconds.
The US Navy and Air Force are currently testing
new weapons that use microwave pulses or laser
technology, and they’re expected to be ready for
operational use in the next few years. Also in devel-
opment are hypersonic missiles that fly the equiva-
lent of three marathons in one minute, making it
exceptionally difficult for a tar-
geted nation to respond quickly
enough. Other emerging capa-
bilities, such as the electromag-
netic rail gun that can launch
nonexplosive projectiles at hy-
personic speeds, are additional
arrows in the virtual presence
quiver. Together, gaps in phys-
ical presence can be filled virtu-
ally and done so faster than at
any point in history.

In a networked world, the

ubiquity of digital connections

means that virtual presence

is absolutely essential to any

notions of operational omni-
presence. It can complement physical presence by
reaching into areas where physical access isn’t pos-
sible or practical, such as deep into heavily fortified
territories or networks where software, not hard-
ware, is the target. Further, virtual presence lever-
ages technical advances that make weapons moving
at light and hypersonic speeds possible, resulting in
approximate physical presence.

Yet, a large physical presence in all corners of the
globe supplemented by virtual presence in digital
networks and the fastest weapons on earth are still
insufficient for operational omnipresence. Gaps
will still exist. And competitor nations will likely




attempt to identify these gaps and develop an abil-
ity to operate there, out of reach from physical and
virtual military forces. Russia, for example, is em-
ploying tactics that attempt to disrupt US virtual
advantages through advanced electronic and cyber
warfare.? For operational omnipresence to be a re-
ality, awareness of what’s happening in these dead
zones is paramount.

Perceived presence is the use of technology to col-
lect information and monitor events occurring in
places where physical and virtual presence aren’t
possible. Though it doesn’t permit the application
of force, the perception of being watched influences
behavior.

Consider the panopticon, a conceptual structure de-
vised by 17th century English social reformer and
philosopher Jeremy Bentham.?? The building was
designed so that prisoners could be observed from a
single room without being able to tell whether they
were actually being watched. It was a circular struc-
ture with a watchtower in the center and prison-
ers placed in cells around it. The windows into the
watchtower were obscured by iron mesh or some
other scheme to ensure guards could see out, but
prisoners could not see in. In this way, prisoners
knew they could be seen, but could never be sure
if they were being observed. This uncertainty, Ben-

tham posited, would cause prisoners to govern their
own behavior, even when the watchtower was emp-
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ty. Today, cyber and satellite constellation-enabled
surveillance, coupled with traditional forms of intel-
ligence gathering and the ubiquity of the press and
personal devices, means that a global electronic ver-
sion of the panopticon is possible. This is perceived
presence.

Moreover, if you can be surveilled, you can be locat-
ed. This is particularly important because if, for ex-
ample, prisoners under the eye of a prison panopti-
con are never caught or punished when they violate
rules, the scheme loses its effectiveness. So not only
should behavior be observable, but there should be
consequences when behavior violates norms. Today,
for example, using perceived presence, the DoD
could observe a nation’s covert and illicit occupa-
tion of disputed islands in the open ocean. It would
confirm it through satellite imagery and the collec-
tion of radar or infrared emanations. Revealing this
information would expose the offending nation’s
actions and influence its future decisions. What was
done in the dark is now under a spotlight. From that
point forward, it would assume it’s being watched—
this is a form of presence.

For perceived presence, consequences can come by
means of public exposure of the norm-violating be-
havior or the threat of force by physical or virtual
means. In this way, the perception of presence can
begin to approximate the effects of actual presence.
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Toward a unifying concept

ITH physical, virtual, and perceived pres-

ence established, operational omnipres-

ence is possible. But for it to become real,
previous offset strategies show that each element
in each strategy should be networked and interde-
pendent. Their clear and concise unifying concepts
should be focused on the nation’s efforts, bundling
together several initiatives and pointing them to-
ward the same goal. The establishment of such a
concept is critical to the success of any offset strategy.

First offset

The First Offset was President Eisenhower’s New
Look national security policy during the 1950s. Its
goal was clear: Use nuclear weapons to counter the
size of adversaries’ larger militaries. Eisenhower
believed that trying to match Soviet and Chinese
armies’ man-for-man was an exercise in futility.2
Moreover, he deemed the large loss of human life
and the economic costs of waging traditional war to
be an unacceptable burden to the nation.?* To deter
other countries, specifically the Soviet Union, he ad-
vocated for the widespread deployment of nuclear
weapons and the ability to launch them deep into
enemy territory.

Nuclear weapons, however, were large, cumber-
some, and hard to deliver. And determining where
to place them to ensure the best military advantage
required intelligence about Soviet forces and capa-
bilities. Technological advances were aimed at solv-
ing the associated time, distance, and information
(tempo-geo-info) challenges. Nuclear weapons were

miniaturized and were placed on submarines co-
vertly positioned around the world. Long-range jets
that could carry these weapons thousands of miles
were mass produced. Land-based ballistic missiles
were built and were ready to launch at a moment’s
notice. New military and intelligence organizations
were formed, and spy planes were designed to fly at
extremely high altitudes and collect information on
enemy forces.

With strategic nuclear weapon positioning as its
unifying concept, the First Offset oriented techno-
logical advances to overcome the tempo-geo-info
problem. Not coincidentally, it also took an incre-
mental step toward operational omnipresence. The
strategic positioning of nuclear-capable planes,
ships, and missiles established forward presence
and provided a global competitive advantage. The
inexorable tie between increased presence and off-
set strategies became clear.

Second offset

The Second Offset stayed true to form. By the 1970s,
the Soviet Union’s advances in nuclear and propul-
sion technologies were eroding the United States’
military edge. Further, the Soviets still maintained
a larger military and a geographic advantage in its
proximity to US allies in Europe. To combat this,
US defense leaders devised a strategy that centered
on near-zero-miss munitions. That is, they bet a
military that could be extremely precise with a few
missiles would be more lethal than one with lots of
bombs that often miss. One good smart bomb is
worth dozens of dumb ones.




The unifying concept of the Second Offset, then,
was precision-guided munitions. Many of the in-
novations and technological advances occurring
in government and in the commercial sector were
then oriented to support this strategy. For this tech-
nology to work, a missile must know exactly where
in the world it is and exactly where the target is. A
global positioning system was developed to pro-
vide this capability, and weapons were built that
could talk directly to it for locational data. A robust
constellation of intelligence-gathering satellites
were launched that provided detailed information
on where targets were situated. Improvements in
stealth technology allowed planes and ships to get
closer to adversary territory and put their firepower
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to use. The incredible amount of technology re-
quired to enable each of these elements worked only
because they were working toward the same clear
objective: precision strike.

Yet again, this offset strategy tackled the tempo-
geo-info challenge head-on. Stealth and precision
munitions permitted closer approaches to adversar-
ies and scoring direct hits on targets. More capable
ships, planes, and other weapons made presence
more efficient, accomplishing more with less of a
physical footprint. And a vast information-gather-
ing apparatus allowed military plans and operations
to be more targeted and tailored. This was made
possible by the information networks that support-

ed every step of the process.
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(Off)setting the agenda

FFSETTING the gains of other nations’ mili-

taries, then, is not just about more ships and

planes. It’s not just improved cyber, hyper-
sonic, and directed-energy weapons. It’s neither a
vast surveillance network nor artificial intelligence.
It is all these things in an interconnected, interde-
pendent system that requires fundamental transfor-
mations of the interactions between technologies,
organizations, and personnel. This structure is not
easily replicable, even if other nations acquire some
of its technological components. As such, it creates
a viable and enduring offset to competitor nations.

Operational omnipresence is only realized when
physical, virtual, and perceived presence are
stitched together in an evolved architecture that
fully leverages the advantages of each of its com-
ponents. It requires technological advances to fully
achieve each form of presence, but it also requires
refashioned connections between them. Architec-
tural innovation, defined as “the reconfiguration of
an established system to link together existing com-
ponents in new ways,” requires a fresh evaluation of
information streams and processes, unbound by an
organization’s tendency to do things as they always
have.?s Put simply, operational omnipresence is a
herculean task that requires advanced technologies
and new ways of doing business.

As political strategist and Army officer Thomas Ad-
ams wrote over a decade ago:

“The effective use of such technologies will
require rapid, effective, and close interac-
tion between many different systems. This
kind of new and subtle interaction will re-

quire radical changes in the architecture
and integration of these interconnected
and widespread [data collection and pro-
cessing] systems. The actual achievement
of solutions for the integration of such large,
complex systems will be a long process in-
volving extensive experimentation."?

The heaviest lift is the necessity for near-real-time
analysis of massive amounts of information. Tech-
nological advances mean that conflict can occur at
machine-speed, and the information generated and
gathered by the multitude of weapons, unmanned
and autonomous systems, digital communications,
and sensors can quickly overwhelm any ability to
process and be responsive to it. The networked in-
terdependence of every element of presence and the
information required to support it “produce a data
overload that will make it difficult or impossible” for
humans to direct in a timely fashion.?”

General David Goldfein, the current chief of staff of
the US Air Force, believes competitive advantage
depends on “harnessing vast amounts of informa-
tion, fusing it quickly into decision-quality infor-
mation, and taking action by any available means
anywhere in the world.”?® This means that informa-
tion systems will need to bear more of the burden to
review information, learn from it, and make imme-
diate recommendations to decision makers—and, in
some cases where the risk to life or the mission is at
stake, take an action itself.

To enable this, operational omnipresence requires
a common operating system, an architecture that
supports real-time information exchanges between
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every component in the system of systems.?® Super-
computing power is necessary. Artificial intelligence
across the system is critically important. Human-
machine pairing is vital. They are the means by
which all of the data can be reviewed and analyzed,
transforming presence from three sectored capa-
bilities into a synthetic organism that can sense and
respond to the environment around it with human
direction.

Here is how it could work: When an aircraft car-
rier attempts to sail into waters within the range of
a ballistic missile, satellite and spy plane collection
would detect the launcher’s

radars and communicate

directly with the carrier. Vir-

tual presence in the nation’s

command systems or launch

software could delay the

missile’s ability to target the

carrier. Should launch occur,

collection of the missile’s

flight would be collected,

analyzed in near-real-time,

and communicated to all

ships, planes, and defensive

weapons in the area. Cog-

nitive technologies would

provide information to di-

rected-energy platforms, rail

guns, hypersonic missiles,

and other countermeasures.

At every point of the missile

launch and flight, presence

would be established and

the interactive capabilities

would provide a range of

options to ensure the carrier is never in danger of
being hit. The systems to carry this out either exist
or will imminently. But developing the architecture
to support the required real-time, multiplatform
information exchange is how operational omnipres-
ence becomes possible.

Concurrently, organizational structures within the
Department of Defense should change to accommo-
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date the evolving role and salience of information
processing. Experimentation toward this end has
begun with the Joint Interagency Combined Space
Operations Center (recently renamed the National
Space Defense Center), a new organization designed
to facilitate information sharing and fusion, experi-
ment with new tactics in space-based surveillance
and operations, and battle management across the
different areas of presence.® Other efforts, such as
the Army’s “multi-domain battle” and the Navy’s
electromagnetic maneuver warfare, are further evi-
dence of the architectural changes occurring to fa-
cilitate increased presence.>* With these initiatives,

the hierarchy of disparate

systems elements—satel-
lites, sensors, weapons,
ships, planes, personnel,

and cyber and other digi-
tal capabilities—is replaced
by a flat, interactive system
where direct interaction is
possible between any two el-
ements. This makes subma-
rines launching cyberattacks,
planes disabling satellites
with directed energy, and
portable networks taking
autonomous actions to heal
themselves and counterat-
tack all within the art of the
possible.

This is operational omni-
presence. It
warfighting that can only
be accomplished by organi-
zations that are willing and
able to evolve and create the capabilities necessary
to make the conceptual, reality. It requires tailored
innovations and a fundamental rethinking of pro-
cesses. And because it is so difficult to do and re-
quires systemic change, it cannot be easily copied.
If mastered, the US armed forces’ margin of advan-

is advanced

tage over competing nations will grow.

1"
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Crossing the Rubicon

N 49 BC, Julius Caesar led his army across the

Rubicon River and invaded Italy, an action that

could not be undone given the laws of the day.
It’s memorialized in the idiom “crossing the Rubi-
con,” which has come to mean a revolutionary ac-
tion from which one cannot successfully turn back.
One of the US Navy’s first modern electronic war-
fare weapons was given the prescient name RUBI-
CON.32 Tt was capable of jamming communications,
degrading data links, and even intercepting and
spoofing older forms of cellular communication. In
a single platform, there was physical, virtual, and
perceived presence.

We have crossed the Rubicon. Technological ad-
vances and their military applications cannot be

undone. Operational omnipresence seems to be the

logical next step in the progression of the chang-
ing character of warfare. The strategy to recover
lost ground in our fighting edge over other nations
needs this sort of unifying concept to ensure tech-
nological and architectural innovations are working
toward the same goal. Without the vision of opera-
tional omnipresence to bind disparate efforts into a
cohesive strategy, the US military runs the risk of a
further eroding advantage.

The future of conflict, like its past, requires domin-
ion over the time, distance, and information associ-
ated with operations. The Department of Defense is
making progress in this regard, but it should con-
tinue adapting, innovating, and evolving until op-
erational omnipresence is achieved.
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