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The competent authority on personal data protection, with 
the purpose of further regulating the processing of personal data 
and ensuring the correct implementation of the Law’s provi-
sions, has issued several instructions, guidelines and orders.

1.4 What authority(ies) are responsible for data 
protection? 

The competent authority is the Information and Data Protection 
Commissioner (“the Commissioner”).

2 Definitions

2.1 Please provide the key definitions used in the 
relevant legislation:

■	 “Personal Data”
 “Personal Data” refers to any information relating to an 

identified or identifiable natural person, directly or indi-
rectly; in particular, by reference to an identification number 
or to one or more factors specific to his physical, physiolog-
ical, mental, economic, cultural or social identity.

■	 “Processing”
 “Processing” of personal data means any operation or set of 

operations which is performed upon personal data, whether 
or not by automatic means, such as collection, recording, 
organisation, storage, adaptation or alteration, retrieval, 
consultation, use, transmission, dissemination or other-
wise making available, alignment or combination, photo-
graphing, reflection, entering, filling in, selection, blocking, 
erasure or destruction, even though they are not recorded in 
a database.

■	 “Controller”
 “Controller” means the natural or legal person, public 

authority, agency or any other body which, alone or 
jointly with others, determines the purposes and means of 
processing of personal data, in compliance with the laws and 
applicable secondary legislation, and is responsible for the 
fulfilment of obligations defined by the Law’s provisions.

■	 “Processor”
 “Processor” means a natural or legal person, public 

authority agency or other body, which processes personal 
data on behalf of the controller.

■	 “Data Subject”
 “Data Subject” means any natural person whose personal 

data are being processed.

1 Relevant Legislation and Competent 
Authorities

1.1 What is the principal data protection legislation?

The principal legislation is as follows:
■	 Constitution	of	the	Republic	of	Albania.
■	 Law	no.	9887,	dated	10.03.2008	“On	personal	data	protec-

tion” (“the Law”) as amended.
■	 Decision	of	the	Parliament	no.	211,	dated	11.09.2008	“On	

the appointment of the Commissioner for the protection 
of personal data”.

■	 Decision	of	the	Parliament	no.	225,	dated	13.11.2008	“On	
approving of the structure, staff and classification of the 
working positions in the office of the Commissioner for 
the protection of personal data”.

■	 Decision	of	the	Commissioner	for	the	protection	of	personal	
data no. 8, dated 31.10.2016 “On the countries with an 
adequate level of protection for personal data” as amended.

■	 Decision	 of	 the	 Commissioner	 for	 the	 protection	 of	
personal data no. 4, dated 27.12.2012 “On exceptions to 
the obligation to notify the processing of personal data”.

■	 Decision	 of	 the	 Commissioner	 for	 the	 protection	 of	
personal data no. 2, dated 10.03.2010 “On determination 
of procedures for registration administration of data and 
their recording, procession and extraction” as amended.

1.2 Is there any other general legislation that impacts 
data protection?

The Republic of Albania has also ratified the following inter-
national acts:
■	 Convention	on	the	Protection	of	Individuals	regarding	the	

automatic processing of personal data (Law no. 9288/2004 
as amended) (“the Convention”).

■	 Additional	 Protocol	 to	 the	Convention	 regarding	 super-
visory authorities and trans-border flows of personal data 
(Law no. 9287/2004).

1.3 Is there any sector-specific legislation that impacts 
data protection?

Current sector-specific legislation that has a direct or indi-
rect impact on data protection includes the telecommunication 
sector, health sector, employment sector, public security sector 
and the financial services sector.
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■	 Proportionality
 Personal data must be proportionate and correlated with 

the scope of processing, and not excessive in relation to the 
purposes for which they are collected and processed.

■	 Retention
 Personal data cannot be kept for longer than is necessary 

for the purpose for which they were collected or further 
processed.

Other key principles – please specify
■	 Data accuracy
 Personal data must be accurate and, where necessary, 

updated.  For such purpose, the Law provides that every 
reasonable step must be taken to ensure that personal data 
which are inaccurate or incomplete, having regard to the 
purposes for which they were collected or for which they 
are further processed, are erased or rectified.

5 Individual Rights

5.1 What are the key rights that individuals have in 
relation to the processing of their personal data?

■	 Right	of	access	to	data/copies	of	data
 The data subject has the right to obtain, free of charge, 

from the controller upon written request: (i) confirma-
tion as to whether or not personal data concerning him or 
her are being processed, information on the purposes of 
processing, the categories of processed data concerned and 
the recipients or categories of recipients to whom personal 
data are disclosed; (ii) communication to him/her, in a 
comprehensible form, of the data undergoing processing 
and of any available information as to their source; and 
(iii) in the case of automated decision-making, information 
about the logic applied in the process.

■	 Right	to	rectification	of	errors
 The data subject has the right to request blocking, rectifi-

cation or deletion of his/her data, free of charge, whenever 
he/she becomes aware that data relating to him/her are 
irregular, false, and incomplete, or have been processed in 
violation of the Law provisions.

■	 Right	to	deletion/right	to	be	forgotten
 Please refer to the above answer regarding the right to 

rectification of errors.
■	 Right	to	object	to	processing
 The data subject has the right to object, at any time, free of 

charge, to the processing of data related to him/her carried 
out by the controller: i) in the ambit of the performance 
of a legal task of public interest or in exercise of powers 
of the controller or of a third party to whom the data are 
disclosed; or ii) in cases where the processing is necessary 
for the protection of the legitimate rights and interests of 
the controller, the recipient or any other interested party 
unless otherwise provided by the Law.

 Similarly, with specific regard to personal data processing 
for the purpose of offering business opportunities or 
services (provided that the data are taken from a public list 
of data), the controller or processor cannot further process 
these data if the data subject has expressed his disagree-
ment or has objected to their further processing.

■	 Right	to	restrict	processing
 The Law does not specifically address this matter.  

However, controllers are bound to address any request of 
the data subject regarding the processing of their personal 
data, especially with regard to data accuracy, lawfulness of 
processing, further processing, processing purpose, etc.

■	 “Sensitive Personal Data”
 “Sensitive Personal Data” means any information related 

to the natural person with reference to his racial or ethnic 
origin, political opinions, trade union membership, reli-
gious or philosophical beliefs, criminal record, as well as 
data concerning his health and sexual life.

■	 “Data Breach”
 The definition of “Data Breach” is not expressly provided 

for under the Law.  However, in accordance with the 
other provisions thereof, it refers to any breach of secu-
rity leading to the accidental or unlawful destruction, loss, 
unauthorised disclosure of, or unauthorised access to, 
personal data stored or otherwise processed.

Other key definitions – please specify (e.g., “Pseudonymous Data”, “Direct 
Personal Data”, “Indirect Personal Data”)
■	 “Anonymous Data” means any data, which, in its origin 

or during its processing, may not be associated with any 
identified or identifiable individual.

3 Territorial Scope

3.1 Do the data protection laws apply to businesses 
established in other jurisdictions? If so, in what 
circumstances would a business established in another 
jurisdiction be subject to those laws?

The Law applies, inter alia, to controllers who are not established 
in the Republic of Albania, but exercise their activity using any 
means situated in such territory.  In this case, the controller should 
designate a representative situated in the Republic of Albania.

4 Key Principles

4.1 What are the key principles that apply to the 
processing of personal data?

■	 Transparency
 The principle of transparency is not expressly provided in 

the applicable legislation, although the same can be carved 
out by reading the other Law provisions, such as the 
duty to inform the data subject, processing for a specific 
purpose and limited in time, etc.

■	 Lawful	basis	for	processing
 The lawful processing of personal data is a guiding prin-

ciple of the data protection legal framework in Albania.  
The Law provides for an exhaustive list of legal bases 
on which personal data may be processed, including: 
(i) consent of the data subject; (ii) contractual necessity 
(i.e. the processing is necessary for the performance of 
a contract to which the data subject is a party); (iii) vital 
interest of the data subject; (iv) compliance with legal obli-
gations of the controller; (v) public interest; and (vi) legit-
imate interest of the controller or by other third parties, 
except where such interests are overridden by the interests 
or fundamental rights and freedoms of the data subject.

■	 Purpose	limitation
 Personal data are collected for specific, clearly defined and 

legitimate purposes and shall be processed in a way that is 
compatible with these purposes.

■	 Data	minimisation
 The principle of data minimisation is not addressed sepa-

rately in the Law but is applied as a combination of the 
principles of proportionality and data retention.
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■	 recipients	or	categories	of	recipients	of	personal	data;
■	 proposal	for	any	international	transfer	that	the	controller	

intends to do; and
■	 general	description	of	measures	adopted	to	secure	personal	

data.

6.3 On what basis are registrations/notifications made 
(e.g., per legal entity, per processing purpose, per data 
category, per system or database)?

Notifications are made based on the processing purpose, data 
categories and per legal entity.

6.4 Who must register with/notify the data protection 
authority (e.g., local legal entities, foreign legal entities 
subject to the relevant data protection legislation, 
representative or branch offices of foreign legal entities 
subject to the relevant data protection legislation)?

The obligation to notify the Commissioner applies to all data 
controllers and processors situated in Albania, as well as those 
situated outside Albania that exercise their activity using any 
means situated in such territory.

6.5 What information must be included in the 
registration/notification (e.g., details of the notifying 
entity, affected categories of individuals, affected 
categories of personal data, processing purposes)?

Please refer to our answer to question 6.2.

6.6 What are the sanctions for failure to register/notify 
where required?

The administrative sanctions provided by the Law are appli-
cable by the Commissioner and consist of fines that vary from 
a minimum of ALL 10,000 up to a maximum of ALL 500,000.

The aforementioned fines applying to natural persons double 
in cases where the violations are attributed to legal persons.  The 
maximum fine also doubles in the case of processing of personal 
data without the prior authorisation of the Commissioner.

6.7 What is the fee per registration/notification (if 
applicable)?

Notification to the Commissioner is free of charge.

6.8 How frequently must registrations/notifications be 
renewed (if applicable)?

The notification needs to be renewed should changes occur to 
the information provided to the Commissioner.

6.9 Is any prior approval required from the data 
protection regulator?

Authorisation by the Commissioner is required for the 
processing of sensitive data for an important public interest 
and under adequate safeguards.  Additionally, prior approval is 
required for international data transfers to countries without an 
adequate level of protection for personal data.  However, in the 
latter case, prior approval is not required when:

■	 Right	to	data	portability
 The Law does not address this matter.  However, this 

might apply based on the abovementioned entitlements of 
the data subject.

■	 Right	to	withdraw	consent
 The data subject has the right to withdraw his/her consent, 

at any time.
■	 Right	to	object	to	marketing
 The data subject has the right to demand the controller 

not to start processing, or if processing has started, to 
stop processing of personal data related to him/her for 
the purposes of direct marketing, and to be informed in 
advance before personal data are disclosed for the first 
time and for such a purpose.

■	 Right	 to	 complain	 to	 the	 relevant	 data	 protection	
authority(ies)

 Any person who claims that the rights, freedoms and 
legal interests concerning his/her personal data have 
been violated has the right to complain or to notify the 
Commissioner and to request his intervention to remedy 
the infringed right.

Other key rights – please specify
■	 Data subjects can address the court and seek damage relief 

in cases of unlawful processing of personal data.

6 Registration Formalities and Prior 
Approval

6.1 Is there a legal obligation on businesses to register 
with or notify the data protection authority (or any 
other governmental body) in respect of its processing 
activities?

Controllers should notify the Commissioner in advance of any 
processing of personal data.  To this end, the Law provides 
that controllers, prior to the first processing, should notify 
the Commissioner of the intended activity and categories of 
personal data which they intend to process, and of any changes 
to the status of notification.

The notification to the Commissioner should also contain 
the intention of the controller to undertake the transferring 
of personal data to third countries.  Deviation from the rule is 
made where personal data are processed by non-profit organi-
sations of political, religious, or philosophical character, trade 
unions, etc., for the purpose of their legitimate activity, and the 
process refers to their members, sponsors, etc.

Decision of the Commissioner no. 4, dated 27.12.2012, provides 
for another exemption to the notification rule relating to personal 
data used for employment purposes.  The exemption applying 
to both the public and private sectors refers to activities such as 
employment, dismissal, qualifications of employees and other 
work-related matters.  Sensitive data processed in the context of 
this exemption remain subject to the notification obligations.

6.2 If such registration/notification is needed, must 
it be specific (e.g., listing all processing activities, 
categories of data, etc.) or can it be general (e.g., 
providing a broad description of the relevant processing 
activities)?

The notification should contain the following information:
■	 name	and	address	of	the	controller;
■	 purpose	of	the	processing;
■	 data	subject	and	personal	data	categories;
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7.3 Is the Data Protection Officer protected 
from disciplinary measures, or other employment 
consequences, in respect of his or her role as a Data 
Protection Officer?

The Law is silent on the matter.  However, some regulation is 
provided under Instruction 47, which provides that notifica-
tions of non-compliance or requests by the DPO to comply with 
the obligations, addressed to the processing entity, should not 
constitute grounds or reasons for any action against the same.

7.4 Can a business appoint a single Data Protection 
Officer to cover multiple entities? 

The Law does not specifically address this matter.  However, 
our understanding is that a DPO might be appointed for the 
purpose of covering multiple entities.

7.5 Please describe any specific qualifications for the 
Data Protection Officer required by law. 

Based on the above-indicated Instruction 47, the DPO should:
a) have full legal capacity to act;
b) have integrity;
c) possess a Bachelor’s degree in law or computer science;
d) have professional skills and ethics;
e) have at least five years of work experience as a legal counsel 

or IT expert, or more than three years of work experi-
ence at the Commissioner’s office in the capacity of legal 
counsel or IT expert; and 

f ) not have been convicted of any criminal offence.

7.6 What are the responsibilities of the Data Protection 
Officer as required by law or best practice?

The DPO:
a) is responsible for the internal surveillance of fulfilment by 

the processing entity of the obligations for the protection 
of personal data;

b) advises the responsible persons on personal data protection;
c) is responsible for the implementation of technical and 

organisational measures in relation to the personnel and 
oversees their practical implementation;

d) in the case of engagement of a processor, is responsible 
for the internal surveillance of its activity, the content and 
preparation of the contract with the processor.  During the 
implementation period of the contract or authorisation, 
the DPO will verify the fulfilment of the agreed terms 
and conditions, including the engagement or changes of 
processors, if any;

e) is responsible for the internal surveillance of international 
personal data transfer;

f ) is responsible for the handover of the documentation 
on the archiving systems for special registration, for 
announcing changes and de-registration from the special 
register in the archiving systems, and for keeping data on 
the archiving systems which are not subject to registration 
and making them available to any person who, by law, has 
the right to access them;

g) is responsible for collaboration with the Commissioner as 
necessary; and

a) it is authorised by international acts ratified by the Republic 
of Albania, which are directly applicable;

b) the data subject has given his/her consent for the interna-
tional transfer;

c) the transfer is necessary for the performance of a contract 
between the data subject and the controller or for the 
implementation of pre-contractual measures addressing 
the data subject’s request, or the transfer is necessary for 
the conclusion or performance of a contract between the 
controller and a third party, in the interest of the data 
subject;

d) it is necessary for protecting vital interests of the data 
subject;

e) it is necessary or constitutes a legal requirement over an 
important public interest or for exercising and protecting a 
legal right; and

f) the transfer is done from a register that is open for consul-
tation and provides information to the general public.

6.10 Can the registration/notification be completed 
online?

It may be done online or delivered in hard copy, which is the 
practice in Albania.

6.11 Is there a publicly available list of completed 
registrations/notifications?

On the website of the Commissioner, any interested party might 
access the electronic registry of the controllers/processors, by 
inserting their name and business identification number.

6.12 How long does a typical registration/notification 
process take?

The Law does not set a maximum or a minimum term for the 
process of notification.

7 Appointment of a Data Protection Officer

7.1 Is the appointment of a Data Protection Officer 
mandatory or optional? If the appointment of a 
Data Protection Officer is only mandatory in some 
circumstances, please identify those circumstances.

Based on the Instruction of the Commissioner no. 47, dated 
14.09.2018 “On determination of rules on the safety of personal 
data processed by large data controllers”, large data-processing 
entities, which are considered those controllers or processors 
which process data by automatic or manual means, by employing 
six or more persons, directly or by virtue of the processors, are 
required to appoint a Data Protection Officer (“DPO”).

7.2 What are the sanctions for failing to appoint a Data 
Protection Officer where required?

Failure to appoint a DPO is sanctioned by fines ranging from a 
minimum of ALL 10,000 up to a maximum of ALL 1,000,000.  
The aforementioned fines, applying to natural persons, double 
in cases where the violations are attributed to legal persons.
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and rules applicable to direct marketing are further developed by 
the Commissioner in: Instruction no. 16, dated 26.12.2011 “On 
protection of personal data in the direct marketing and the safety 
measures” as amended; Instruction no. 6, dated 28.05.2010 “On 
correct use of SMS for promotional, advertising, information, 
direct sales, by means of mobile telephony”; and Instruction no. 
14, dated 22.12.2011 “On processing, protection and safety of 
personal data in the public electronic communication sector”.

Accordingly, for marketing by email or SMS, Instruction no. 6 
requires prior specific, informed and explicit consent (“opt-in”) 
of the data subject.  Similarly, Instruction no. 14 provides for an 
opt-in mechanism for consent to direct marketing. 

However, in the latter case, as an exception, where a data 
controller obtains from its existing customers their electronic 
contact details, in the context of the sale of a product or service, 
the controller may use these data for direct marketing of similar 
products and services, provided that data subjects are clearly and 
distinctively given the opportunity to object to such processing ( 
“opt-out”) free of charge.

Law no. 10128, dated 11.05.2009 “On electronic commerce” 
as amended provides that unsolicited electronic direct marketing 
by email or SMS is allowed only upon prior consent of the 
recipient.

9.2 Are these restrictions only applicable to business-
to-consumer marketing, or do they also apply in a 
business-to-business context? 

Based on the Law (and the abovementioned Instructions in our 
answer to question 9.1), as well as Law no. 10128, these restric-
tions apply to all recipients, regardless of their professional 
capacity.

9.3 Please describe any legislative restrictions on 
the sending of marketing via other means (e.g., for 
marketing by telephone, a national opt-out register must 
be checked in advance; for marketing by post, there are 
no consent or opt-out requirements, etc.). 

Please refer to our answer to question 9.1.

9.4 Do the restrictions noted above apply to marketing 
sent from other jurisdictions?

The provisions of the Law apply also to those organisations 
which are not situated in the Republic of Albania but exercise 
their activity using any means situated in such territory.  In this 
case, the controller should designate a representative situated in 
the Republic of Albania.

9.5 Is/are the relevant data protection authority(ies) 
active in enforcement of breaches of marketing 
restrictions?

The Commissioner is active in promoting and raising awareness 
of the obligations and rights attached to both controllers and 
data subjects.  Based on information publicly available on the 
website of the Commissioner, different controllers have received 
recommendations and/or been subject to decisions (administra-
tive sanctions) of the Commissioner.

h) upon request of the Commissioner, is obliged to submit 
the written authorisation by means of which he or she 
operates, as well as proof of the skills gained during the 
professional training.

In addition, the DPO conducts the risk assessment, which is 
an integral part of the Personal Data Impact Assessment, and, 
in the case of a breach of data security, the DPO should imme-
diately report such breach to the Commissioner.

7.7 Must the appointment of a Data Protection Officer 
be registered/notified to the relevant data protection 
authority(ies)?

The appointment of a DPO should be notified to the 
Commissioner.  In the case of the replacement of the DPO, the 
Commissioner should be notified within 14 days from the date 
of the replacement.

7.8 Must the Data Protection Officer be named in a 
public-facing privacy notice or equivalent document? 

The Law is silent on this matter.

8 Appointment of Processors

8.1 If a business appoints a processor to process 
personal data on its behalf, must the business enter into 
any form of agreement with that processor?

Pursuant to Instruction no. 19, dated 03.08.2012 “On regula-
tion of the relationship between the controller and processors 
in case of delegation of processing personal data and the use of 
a standard contract in cases of such delegation” as amended, the 
business that appoints a processor to process personal data on its 
behalf is required to enter into an outsourcing agreement with 
the processor.  In such case, the said Instruction also provides for 
a standard contract template that might be used by the parties for 
the purpose of delegation of personal data processing.

8.2 If it is necessary to enter into an agreement, what 
are the formalities of that agreement (e.g., in writing, 
signed, etc.) and what issues must it address (e.g., only 
processing personal data in accordance with relevant 
instructions, keeping personal data secure, etc.)?

The outsourcing contract should be concluded in writing 
and signed by both parties.  In addition, the said contract 
should contain, inter alia, provisions on rules for personal data 
processing according to the Albanian legislation, measures to 
be taken by the processor to ensure sufficient data protection, 
including measures to ensure data security, and steps to be taken 
in case of data breaches.

9 Marketing

9.1 Please describe any legislative restrictions on 
the sending of electronic direct marketing (e.g., for 
marketing by email or SMS, is there a requirement to 
obtain prior opt-in consent of the recipient?).

The collection of personal data for direct marketing purposes 
requires the explicit consent of the data subject.  The concept 
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international transfer of personal data to a third country lacking 
in adequate levels of protection, a set of proper safety meas-
ures shall be implemented.  The Commissioner might exempt 
controllers from requiring authorisation for special categories 
of personal data.  The categories of data falling under the said 
exemption shall be determined by the Commissioner.

11.2  Please describe the mechanisms businesses 
typically utilise to transfer personal data abroad in 
compliance with applicable transfer restrictions (e.g., 
consent of the data subject, performance of a contract 
with the data subject, approved contractual clauses, 
compliance with legal obligations, etc.).

When transferring personal data to a country lacking an 
adequate level of data protection, organisations are required to 
obtain prior authorisation of the Commissioner for carrying out 
such transfer.

However, the Law provides for exceptions to the obtaining of 
such prior authorisation in cases when:
a) the international transfer is based on international treaties 

ratified by the Republic of Albania;
b) prior consent has been obtained by the data subject;
c) the international transfer is necessary for the performance 

of a contract between the data subject and controller;
d) it is a legal obligation of the controller; 
e) it is necessary for the vital interest of the data subject;
f ) the transfer is done from a register that is open for consul-

tation and provides information to the general public; and
g) it is necessary or legally required by an important public 

interest or for exercise/defence of a legal right.

11.3  Do transfers of personal data to other 
jurisdictions require registration/notification or 
prior approval from the relevant data protection 
authority(ies)? Please describe which types of transfers 
require approval or notification, what those steps 
involve, and how long they typically take.

Based on the applicable legislation, international transfers of 
personal data in countries deemed to have an adequate level of 
protection are not restricted if the Commissioner has been duly 
notified.  Decision of the Commissioner no. 8, dated 31.10.2016 
“On the countries with adequate level of protection for personal 
data”, provides that countries with an adequate level of protec-
tion include EU Member States and countries that are part of the 
European Economic Area, members of the Convention for the 
Protection of Individuals with regard to Automatic Processing 
of Personal Data and the related Protocol, as well as countries 
designated by a decision of the EU Commission.

As for the international transfer of data to countries deemed 
not to have adequate protection, the prior authorisation of the 
Commissioner is required, provided that none of the require-
ments indicated in question 11.1 are met.

12 Whistle-blower Hotlines 

12.1  What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of issues 
that may be reported, the persons who may submit a 
report, the persons whom a report may concern, etc.)?

The rules on whistle-blowing are laid down under the provi-
sions of Law no. 60, dated 01.10.2016 “On whistleblowing and 

9.6 Is it lawful to purchase marketing lists from 
third parties? If so, are there any best practice 
recommendations on using such lists? 

According to Instruction no. 6, dated 28.05.2010 “On correct use 
of SMS for promotional, advertising, information, direct sales, 
by means of mobile telephony”, the provision of marketing lists 
to third parties requires the prior consent of the data subject.

9.7 What are the maximum penalties for sending 
marketing communications in breach of applicable 
restrictions?

Generally, the applicable fines range from a minimum of ALL 
10,000 up to a maximum of ALL 500,000.

10 Cookies 

10.1  Please describe any legislative restrictions on 
the use of cookies (or similar technologies). 

While there is no legislative restriction that specifically addresses 
the use of cookies, to the extent that cookies are used to store and 
collect personal data, the Law on Data Protection should apply.

This interpretation is strongly supported by the Opinion 
of the Commissioner “On the protection of personal data on 
websites of public and private controllers”.  The Commissioner 
has stressed the importance of adopting and disclosing a privacy 
policy on websites, which should also contain information on 
cookie policy on how data is collected and used.

10.2  Do the applicable restrictions (if any) distinguish 
between different types of cookies? If so, what are the 
relevant factors?

Please see our answer to question 10.1 above.

10.3  To date, has/have the relevant data protection 
authority(ies) taken any enforcement action in relation 
to cookies?

There is no information in this regard.

10.4  What are the maximum penalties for breaches of 
applicable cookie restrictions?

There are no explicit provisions of the Law on this subject 
matter.  However, fines for general violations of the data protec-
tion law provisions range from a minimum of ALL 10,000 up to 
a maximum of ALL 50,000.

11 Restrictions on International Data 
Transfers 

11.1  Please describe any restrictions on the transfer 
of personal data to other jurisdictions.

International transfer of personal data to third countries not 
having an adequate level of protection might be undertaken 
upon prior authorisation of the Commissioner.  In cases where 
the Commissioner, after assessing the situation, authorises the 
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3. without the consent of the data subject, but always respecting 
the criteria of lawful processing set out in article 6 of the Law.

In addition, the CCTV can be used only when the purposes 
of processing the data cannot be accomplished using another 
system.  Moreover, the purposes of the recording should be 
clearly defined and not exceed the maximum term allowed.

14 Employee Monitoring

14.1  What types of employee monitoring are permitted 
(if any), and in what circumstances?

The applicable legislation stipulates that the use of video surveil-
lance is allowed only for security reasons.  Under no circum-
stances should video surveillance be used to monitor private 
areas such as lavatories, changing rooms, etc.

14.2  Is consent or notice required? Describe how 
employers typically obtain consent or provide notice.

Video surveillance should be carried out in accordance with 
the requirements set by the applicable legislation.  Additionally, 
the video surveillance process should be duly notified by the 
employer by affixing notices in the workplace.

14.3  To what extent do works councils/trade unions/
employee representatives need to be notified or 
consulted?

The Commissioner’s Instruction no. 11 dated 08.09.2011 “On 
processing personal data in the private sector” as amended, 
provides that in cases where, due to the size and organisational 
structure of the enterprise, it is not possible for employees to 
exercise personally their rights as stipulated by the Law, the latter 
can appoint a representative vested with the respective powers.

15 Data Security and Data Breach

15.1  Is there a general obligation to ensure the 
security of personal data? If so, which entities are 
responsible for ensuring that data are kept secure (e.g., 
controllers, processors, etc.)?

Pursuant to article 27 of the Law, the controller or the processor 
is obliged to take appropriate organisational and technical meas-
ures for protecting personal data from accidental or unlawful 
destruction, loss, or unauthorised disclosure/access to personal 
data transmitted, especially when the processing of data takes 
place in a network, as well as from any other unlawful form of 
processing.

15.2  Is there a legal requirement to report data 
breaches to the relevant data protection authority(ies)? 
If so, describe what details must be reported, to whom, 
and within what timeframe. If no legal requirement 
exists, describe under what circumstances the relevant 
data protection authority(ies) expect(s) voluntary breach 
reporting.

Although there is no specific duty to report data breaches 
contained in the Law, Instruction no. 47 (mentioned in question 
7.1) provides for a specific duty to report to the Commissioner 
any serious data security breach. 

protection of whistle-blowers”.  This law applies to the reporting 
of alleged corruption practices in both the public and private 
sector.  A responsible whistle-blowing report unit is set up for 
this purpose.

Any individual who becomes aware of alleged acts or prac-
tices of corruption, during or in connection with his/her work 
activity in the organisation, has the right to report this to the 
responsible unit within the organisation.  The persons entitled to 
submit whistle-blowing reports are individuals who apply for a 
job position at, or are current or former employees of, the private 
organisation. 

There is no specific restriction with regard to the person whom 
a report may concern, being any person against whom the report 
has been made in connection to the alleged corruption practices.

For this purpose, any organisation having a responsible 
whistle-blowing report unit is considered a data controller and 
subjects involved in a whistle-blowing report are protected 
under data protection rules.

12.2  Is anonymous reporting prohibited, strongly 
discouraged, or generally permitted? If it is prohibited or 
discouraged, how do businesses typically address this 
issue?

The whistle-blower might choose to file anonymous reporting, 
provided that he/she has clearly and reasonably presented the 
reasons of anonymity and the reported data are sufficient for 
the purpose of administrative investigation of the reported case.

13 CCTV 

13.1  Does the use of CCTV require separate 
registration/notification or prior approval from the 
relevant data protection authority(ies), and/or any 
specific form of public notice (e.g., a high-visibility sign)? 

The use of CCTV is subject to notification with the 
Commissioner, with exceptions in cases of processing of 
personal data which, based on the applicable legislation, has the 
sole purpose of keeping records for the provision of informa-
tion to the public in general.  Also exempted from the notifi-
cation are personal data processed for the purpose of protec-
tion of the constitutional institutions, national security interests, 
foreign policy, economic or financial interests of the state, or for 
prevention or prosecution of criminal offences. 

Pursuant to Instruction of the Commissioner no. 3, dated 
05.03.2010 “On processing personal data with video surveil-
lance in buildings and other environments” as amended, data 
controllers which have installed a CCTV system have the obli-
gation to clearly inform data subjects, by placing high-visibility 
signs in prominent positions, in order for the public to be aware 
of the processing of personal data by means of a surveillance 
camera.

13.2  Are there limits on the purposes for which CCTV 
data may be used?

The use of CCTV shall be considered lawful and in accordance 
with the applicable legislation when it is used:
1. in the fulfilment of a task defined by a special law;
2. with the consent of the data subject; this is considered 

possible, in practice, only in restricted cases when identifi-
cation of a group of persons inside the camera zone can be 
clearly made; or
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16.3  Describe the data protection authority’s approach 
to exercising those powers, with examples of recent 
cases.

During the investigation process, the Commissioner issues 
recommendations, orders that must be complied with, and 
administrative sanctions, should controllers and processors 
fail to meet/comply with the Law’s provisions.  According to 
the Annual Report of the Information and Data Protection 
Commissioner, during 2019 the Commissioner issued 39 recom-
mendations, two orders and 56 administrative sanctions.

16.4  Does the data protection authority ever exercise 
its powers against businesses established in other 
jurisdictions? If so, how is this enforced?

We do not have any information in this regard.

17 E-discovery / Disclosure to Foreign Law 
Enforcement Agencies 

17.1  How do businesses typically respond to foreign 
e-discovery requests, or requests for disclosure from 
foreign law enforcement agencies?

This is not applicable.

17.2  What guidance has/have the data protection 
authority(ies) issued?

This is not applicable.

18 Trends and Developments 

18.1  What enforcement trends have emerged during 
the previous 12 months? Describe any relevant case law.

As indicated above, during the last year, the Commissioner has 
been very proactive in issuing various recommendations and 
administrative sanctions to controllers and processors.

18.2  What “hot topics” are currently a focus for the 
data protection regulator?

One upcoming development which is worthy of note is the 
transposition of the EU General Data Protection Regulation 
(“GDPR”), which is expected to take place by 2020, or in the 
first quarter of 2021.

There is no further guidance on the requirements for the noti-
fication of such data breach.

15.3  Is there a legal requirement to report data 
breaches to affected data subjects? If so, describe what 
details must be reported, to whom, and within what 
timeframe. If no legal requirement exists, describe 
under what circumstances the relevant data protection 
authority(ies) expect(s) voluntary breach reporting.

The Law does not provide any specific requirement to report 
data breaches to the affected data subject.

15.4  What are the maximum penalties for data 
security breaches? 

Data security breaches as a result of failure to adopt appropriate 
measures for the protection of personal data are sanctioned by 
fines ranging from a minimum of ALL 10,000 up to a maximum 
of ALL 1,500,000.  The fine amounts are doubled in the case of 
a breach concerning a legal person.

16 Enforcement and Sanctions 

16.1  Describe the enforcement powers of the data 
protection authority(ies).

Investigatory/	
Enforcement 
Power

Civil/
Administrative
Sanction

Criminal
Sanction

The Commissioner 
may start inves-
tigations ex officio 
or ex parte in order 
to verify compli-
ance with the Law’s 
provisions.

Pecuniary sanc-
tions vary from a 
minimum of ALL 
10,000 up to a 
maximum of ALL 
1,000,000.

Not applicable.

The Commissioner 
is entitled to order 
the blocking, 
erasure, destruction 
or suspension of the 
unlawful processing 
of personal data.

Not applicable. Not applicable.

16.2  Does the data protection authority have the 
power to issue a ban on a particular processing activity? 
If so, does such a ban require a court order?

The Commissioner is entitled to order the blocking, erasure, 
destruction or suspension of the unlawful processing of personal 
data.  A court order is not required.
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