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Introduction
In this edition of Deloitte’s Risk and Regulatory Review we herald some
of the pressure points ahead for financial services organisations and
highlight emerging opportunities.
To continue to meet the constant pressure for efficiency, and remain
competitive in an increasingly open global market, we detail four global
regulatory themes and deep dive into various aspects of them.
We begin with governance and outline both ASIC’s and APRA’s plans
to ensure an increased focus on culture and conduct. We then consider
conduct in more detail, and outline a five point framework to undertake
conduct remediation, as well as the industry review of life
insurance claims
Still with the governance theme, we discuss how to anticipate, protect
and respond to the impact of cyber security, money laundering and
financial crime.
Under the resilience theme we cover the Net Stable Funding Ratio on
banks and their customers, and undertake a fundamental review of the
trading book.
Under the technology theme we draw your attention to two areas.
The first, ways to make better decisions using data. The second, on digital
advice. In our fast paced world we believe it is critical that we understand
how best to consider the emerging use of robo-advice.
As always we trust you will find this Review useful and our experts in each
area look forward to meeting up with you to discuss the areas that are of
specific interest to you.
Please don’t hesitate to reach out to your personal Deloitte contact to
facilitate this along with our subject matter experts listed on page 31.
Kevin Nixon

Timothy Oldham

Sarah Woodhouse
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Global themes
In the current environment of unprecedented economic
headwinds, exponential advances in technology, and
increasingly demanding global regulatory frameworks,
Deloitte Global Lead for Regulatory Strategy Kevin
Nixon outlines the four broad regulatory themes that
will continue to impact financial services organisations
worldwide in 2017.

Resilience

Supervision

Governance

Technology

Resilience
Following the financial crisis regulatory
authorities and governments have been
determined to increase minimum levels
of resilience for individual financial firms
and the system as a whole. To meet this
objective, there has been a raft of policy
reforms from Basel III to living wills. Even
though much policy has been set, some
significant uncertainty remains more than
eight years after the depths of the crisis.
Final calibrations to the Basel III rules
for banks (commonly referred to by the
industry as “Basel IV”) are expected to be
published in 2017, with the key point of
focus the as yet unresolved issue of the
nexus between capital levels of banks
using internal models versus those using
the standardised approach. The IAIS
is progressing capital requirements for
internationally active and systemically
important insurers, and resilience
measures for the asset management
industry will be investigated.
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Capital, liquidity, and solvency levels
however are only one part of the
resilience framework.
Stress testing is taking on an everincreasing importance, and while Australia
and other countries in our region have
not advanced there requirements as for
as authorities in Europe and the United
States, there is no doubt that in 2017
regulators will be paying more attention
to uplifting stress testing capabilities
and expectations, with a focus on both
qualitative and quantitative outcomes.
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Even with greater resilience measures
such as these in place, firms may still fail,
and in order to protect the resilience of
the overall system recovery and resolution
planning frameworks (“living wills”) have
been established. This process, like
stress-testing, has not been progressed
to date to the same extent here in Australia
as elsewhere in the world. 2017 will be a
year of increased focus locally on further
developing recovery plans and initiating
the preparation of resolution plans, as well
as implementing reforms to legislation to
ensure crisis powers are consistent with
international standards.
Governance
The focus on culture, conduct, and overall
governance is expected to continue to
increase in 2017.
Regulators around the world and locally
expect boards and executives to embark
on a consistent and sustained effort to
strengthen their organisation’s risk culture,
including ethical conduct and remuneration
practices. These practices are seen as
having a significant effect on outcomes for
customers and on the broader
market’s integrity.
Organisations will need to assess
and evolve their current governance
frameworks, whether that is their three
lines of defence approach or their risk
appetite settings, and ensure that they
have enterprise wide reach and that
management supervision is effective.

Supervision
Supervisory activities will increase
in intensity and frequency in 2017.
Regulators are wanting to look beyond
an organisation's formal compliance with
specific rules. A more dynamic, iterative
and forward looking approach is being
adopted, involving continual engagement
of organisations, questioning
and challenge.
We anticipate organisations will be
subject to more frequent ad hoc requests
for data with greater levels of precision.
In order to be ready to respond to these
regulatory requests, organisations will likely
need to invest in enhancements to data
capabilities, platforms and analytics.
Technology
Technology will continue to be at the top
of the agenda in 2017, and not just to meet
increasing regulatory demands for data.
Incumbent financial services organisations
are facing disruption and competition from
FinTech start-ups that are being actively
supported by regulators and governments
around the world.
Innovative new technologies are also being
applied to relieve pain points associated
with regulatory compliance requirements,
RegTech. These requirements are absorbing
vast resources for both regulators and the
regulated, and improving efficiency in this
area is seen as a critical path to relieving
pressures on margins.
In some global organisations more
than 10% of the workforce is allocated
to regulatory compliance roles and
RegTech is being hailed as a way
to streamline operations, improve
effectiveness of regulatory compliance
and enhance interactions with regulators.

Finally, customers demand protection,
security and service and at the same
time the sophisticated onslaught of cyber
risks continue to grow. This poses risks
not just to customers, but to the broader
financial system and economy as a whole.
Regulators are expecting firms to invest
in building their cyber-resilience and to
implement enterprise wide cyber security
frameworks, predict and prepare for
potential threat scenarios, and to regularly
test and update security measures.

In conclusion
The regulatory pressure will
remain on financial services firms
for the foreseeable future. While
rules are still being finalised, and
there is a significant agenda of
implementation remaining from
the post-crisis reform agenda, the
focus is already turning from
regulation to supervision. Building
a trusted sustainable financial
system is much more than rules,
and requires a commitment to
appropriate culture, robust
governance, and continual testing
and evolution of compliance and
business frameworks. Regulators
around the globe feel that there is
much work to be done in this
space, and so pressure through
intrusive supervision will continue
to be applied at an increasing rate.
In addition, as financial services
organisations are operating in a
volatile and uncertain
environment, a dynamic approach
will need to be adopted, where
business as usual is a continual
process of planning, testing,
challenging, iterating, updating
and innovating.
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ASIC’s Corporate Plan
ASIC has outlined its focus on culture and conduct
over the next few years. In this article Prashanti
Ravindra, Governance, Regulation and Conduct
Advisory Director, explores the new and existing
activities that are likely to come under the
microscope and what they will mean for financial
services organisations.

ASIC’s Corporate Plan 2016/17 to 2019/20
sets out how its strategy and responses
are being shaped by its long-term strategic
priorities to:
• Promote investor and consumer
trust and confidence
• Ensure fair and efficient markets, and
• Provide efficient registration services.
The plan focuses on gatekeeper culture
and conduct in all areas that ASIC
regulates, with the three drivers of conduct
being culture, incentives and deterrence.
Its surveillance, enforcement activities
and capabilities will be boosted by the
extra $127 million in funding the Federal
Government announced earlier in
2016. ASIC has indicated that it plans to
undertake more proactive surveillances at
the industry and firm level in the financial
advice, superannuation, managed funds,
credit, and insurance sectors.

06

ASIC is also intending to expand its data
management and analytics capability.
This includes creating a data analytics
team, appointing a chief data officer and
establishing a Data Governance Council.
Enhanced capabilities in this area are
likely to mean that ASIC will be able to
detect misconduct at a greater speed and
improve its ability to identify connections
and themes from multiple data sets.
Surveillance and enforcement focus
ASIC’s focus on gatekeeper culture
and conduct means that if ASIC believes
an organisation’s culture, governance,
processes and systems do not drive
desired behaviours, it will be likely to
more closely examine an organisation for
any breaches of its obligations. ASIC has
also specifically set out its expectations
that organisations remediate customers,
including paying compensation where
necessary, in cases where systemic
misconduct has occurred.1

ASIC’s increasing
use of behavioural insights
ASIC is increasingly using its understanding
of behavioural biases in consumers and
financial services professionals to inform
its regulatory activities.
In particular, we expect ASIC to increasingly
use behavioural insights to understand
if product design, or sales and advice
models, are taking unfair advantage of
consumer biases. This is reflected in
ASIC’s focus on add-on insurance sold
through car dealers. In superannuation,
ASIC has undertaken a project on
member experience of disengaged
members provided by superannuation
funds, including whether member
passivity or inertia is exploited.
Organisations may like to consider
proactively applying a behavioural
insight lens to their own product design
and distribution frameworks. This will help
identify opportunities to improve customer
value and engagement, and any potential
areas of conduct risk.
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Some of the new surveillance projects ASIC will be commencing in FY17 are listed below:
Industry

New surveillance project

Financial advice

• Quality of financial advice re Future of
Financial Advice (FoFA) reforms
• Insurance churn by life insurance advisers
• Unlicensed activity by accountants and
accountants using a limited financial
services licence
• Professional indemnity insurance held by
smaller licensees, including policy coverage.

Consumer credit

• Credit card issuers – marketing practices
and compliance with issuer obligations
• Loan fraud, particularly in the home
loan market
• Breach reporting practices within the
big 4 banks
• Sale of consumer leases and sale of goods
by instalment to indigenous communities.

Superannuation and
managed funds

• Insurance in superannuation – disclosure
practices, premiums charged and
complaints handling
• Disclosure – Industry compliance with
the revised fee disclosure requirements
and accuracy and consistency of fund
performance calculations
• Employers and super – reviewing the advice,
disclosure and inducements provided to
employers.

Insurance

• Direct sale of life insurance – sale and
distribution practices.

Insolvency practitioners

• Independence and remuneration of
registered liquidators.

Corporations

• Processes for IPOs, including consideration
of whether intervention mechanisms are
effective

What good conduct looks like
For the first time ASIC has
articulated what it expects
good conduct to look like across
the range of industries it regulates
– including, financial advice,
superannuation and managed
funds, authorised deposit-takers,
credit providers, insurers and
market intermediaries.
Expectations across these
industries that consistently
appear are to:
• Treat customers fairly
• Act professionally, including
when managing conflicts
of interest
• Ensure that consumers
are fully compensated
when losses result from
poor conduct.
Organisations should consider
the extent to which these qualities
are embedded into their own
operations and whether they
are reflected in the outcomes
delivered to customers.

• Improving the quality of financial
information in prospectuses.
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Risk Culture –
APRA’s Plan
APRA has released its much anticipated information
paper on Risk Culture.2 Against the recent backdrop
of intense international focus, the tone of this paper
is being keenly scrutinised by industry, regulatory and
political stakeholders. Grant MacKinnon, Deloitte Risk
Culture Specialist Leader, considers practical next steps.

Under the microscope
The GFC exposed shortcomings in
attitudes to risk and risk-taking that
created significant prudential risk. From
APRA’s paper it is evident that promoting
sound risk culture is seen as essential to
ensuring financial system stability.
While recognising that the Australian
financial industry has a commitment
to good culture, and that work has
commenced across institutions, APRA
notes that all such work, including their
own, is at a very early stage of maturity.
While the majority of industry participants
rate their own risk cultures as generally
‘good’ or ‘strong’, APRA questions this
self-assessment given many institutions
also believe risk culture is an issue in the
industry and many are struggling to
measure and evaluate their own cultures.
APRA warns Australian institutions against
being complacent on culture. There is
certainly no complacency on APRA’s part.
The regulator has initiated a concerted,
consistent and sustained effort to
strengthen risk culture within Australia’s
financial intuitions.
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The complacency paradox
Through industry consultation APRA found
the ‘level and sophistication of assessment
tools varies considerably’.
Given these findings and APRA’s focus it
is worth reflecting and considering the
extent to which your organisation’s risk
culture is a function of the prevailing
culture? Organisations employing relatively
sophisticated risk culture approaches
tend to reap considerable value and key
stakeholders are generously rewarded
with new insights from this
focused investment.
Conversely, and of concern, firms that
have a rudimentary approach to rate or
measure risk culture lack the ability to
surface culture-related vulnerabilities and
their drivers. The drivers of culture are
multifaceted. While there will be common
characteristics that an industry must pay
attention to – remuneration for example –
drivers across and within organisations
will vary immensely.
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Organisations that do not understand
the underlying drivers of culture-related
vulnerabilities are more likely to have a
false sense of security as to the soundness
of their risk management environment.
Reliance on culture or engagement surveys
is not enough to understand the role
culture plays with respect to risk, conduct
and compliance. This is particularly so
where these surveys are tied to leader
scorecards, performance and incentives.
Understanding and Influencing
Sophisticated risk culture approaches
are not necessarily expensive. Relative
to the scale of an organisation there are
many ways that in-house capabilities
can be re-tuned to affect a positive and
sustained impact. Such an approach
requires strong CEO-led coordination and
and collaboration across each of the three
lines of defence, with Risk and HR taking
lead roles in their capacity to support
the first line.
APRA’s paper makes clear reference
to the equal importance of both the
formal and informal elements of an
organisations culture.
Culture as a Preventative Control
To borrow internal controls terminology:
the formal elements of purpose, values,
risk appetite statement, governance,
performance, incentives, processes, and IT
systems are critical preventative controls
for risk culture. They set and reinforce
expectations of behaviour, conduct, and
decisioning. Organisations should take care
to define and consistently embed their
desired risk culture throughout all of these
artefacts and avoid defining new elements
that only serve to compete with the limited
capacity for attention from a
productive workforce

Culture as a Detective Control
Detective controls address the
challenge of understanding the informal,
or intangible aspects of culture.
In particular they surface the situations
where staff members deviate from the
expected or ‘norm’, and to explore the
underlying drivers of these situations.
The greater the clarity of these underlying
drivers, the greater the specificityof of
resulting actions to redress. Internal audit
through its third line assurance mandate
is logically suited to independently
surfacesuch vulnerabilities at local
granularand organisation
wide levels.

Immediate practical steps
While the risk culture conversation
continues to mature, there is
an array of techniques and
approaches that organisations
can consider, evaluate, or further
embed. Boards and executives
should remain professionally
sceptical of existing approaches.
Given thatregulators are
increasingly leveraging psychology
andbehavioural science specialist
expertise, organisations should
considerdoing the same.

Unconscious Risk-Taking
However, not all risk culture
vulnerabilitiesmanifest locally.
There are many documented examples
of unconscious risk-taking across multiple
parts of an organisation that result in
an accumulation of unacceptable risk
exposure or detrimental outcomes.
Organisations should pay particular
attention to the cumulative risk
exposure and subsequent impact of
ongoing transformation or productivity
programs where there is an absence of
corresponding internal control and IT
simplification. APRA will adopt a more
intrusive supervisory role in forming a
view of risk culture within financial
institutions, insights of their work will
directly influence the supervisory stance
for each regulated entity.
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Wholesale conduct
The reputation of wholesale financial services has
been tarnished by a series of global misconduct
scandals that question the ethics, motives, and practices
of market players. Risk Advisory Partner Tim Oldham
and Director Nick Syme consider a new equilibrium
for firms.

“For all the weaknesses
in regulation, supervision
and market discipline, we
know there were internal
failings within firms that
were at the heart of the
financial crisis. Standards
of collective governance,
and individual behaviour,
fell a long way short of
expectations... It is, to
a large degree, the final
frontier in the post-crisis
response“
Wayne Byres
Chairman APRA, November 2015
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To find a new equilibrium in client service,
agility, and commerciality, firms should
analyse, research and benchmark their
strategic operating model choices. They
need to do so in the context of their
business scale and complexity, and take
account of regulatory requirements
and expectations.
Wholesale banking is increasingly
converging towards global standards
of conduct, with robust conduct risk
and compliance obligations, such as
those being developed by the Bank for
International Settlements FX Working
Group to produce a global FX Code of
Conduct. We expect that the requirements
of that code will eventually be incorporated
into regulatory expectations in most
developed markets and will be mirrored
into other asset classes.

In Deloitte’s view, these co-ordinated
regulatory initiatives can be distilled to
some generic expectations for managing
wholesale conduct risk, including assumed
expectation and standards for:
• Clear articulation of governance
and risk management frameworks
• Documentation of practice
and process
• Training and competency
• Monitoring, reporting,
and evidencing controls
• Escalation protocols
• Consequence management.
Moving beyond generic expectations
to specifics, regulators are increasingly
expecting mature and comprehensive
solutions which target wholesale
misconduct on a proactive and
preventative basis. From our FX Code
of Conduct work with various firms we
have observed a number of trends that
transform controls to becoming
forward looking.
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Conflicts of Interest
Conflicts of interest are recognised and
overseen at increasingly senior levels of
management. Larger wholesale businesses
are having to make difficult choices about
business operating models and offerings
in order to prevent inherent conflicts.
These include re-organising benchmark
submission processes, outsourcing fixing
transactions, and significantly increasing
transparency around pricing and order
handling practices. Committed and
preventative conflict management is
emerging as a sell-side differentiator
in some markets and asset classes.
Segregation of duties
As a wholesale business matures, greater
segregation of different functions can
enhance control effectiveness and enable
higher efficiency through specialisation
and automation. The ability to segregate
of course varies according to business
size and product complexity. Many
firms are comfortable that they have
embedded segregation in their front to
back trade lifecycle (e.g. trade capture
and settlements are segregated), and IT
access is increasingly timely, intelligent and
efficiently controlled. The same level of
maturity needs to be developed between
front office functions which have not been
segregated historically, such as FX options
and FX spot desks. These functions should
consider the risks of co-operation, and
whether it has the potential of producing
poor customer outcomes under
certain circumstances.

The extent to which preventative data
models and masking, book segregation
etc can be used to prohibit inappropriate
data sharing will mitigate the need for a
significant investment in communications
surveillance and monitoring. The BIS Code
requirements on communication standards
will present a substantial challenge to
current cultural norms that are embedded
in wholesale market practices. For change
to be successful, it will be necessary for
buy-side demand to involve all participants.
Monitoring and surveillance
Organisations are adopting more
sophisticated monitoring and surveillance
tools. Numerous vendors are developing
intelligent analytics which ‘join the dots’
across numerous controls to flag unusual
behaviour and potential misconduct.
No clear leader has emerged yet, and
the data baseline needed, presents a
significant implementation challenge.
However there is significant potential
for enhanced technology solutions.
Hiring practices
If organisations do not explore the
conduct and compliance histories of
new hires, or transferring staff members,
so-called ‘bad apples’ could possibly be
recycled throughout the firm, perpetuating
unsatisfactory behaviour. The Australian
Bankers Association recently brokered
an agreement to address this within the
investment and wealth advisory sector,
by allowing greater sharing of individual
employment performance. This trend is
likely to spread to wholesale banking.

Remuneration
Performance based remuneration
structures which peg compensation to
revenue generation or profit targets, tend
to focus on short term profit maximising
and crowd out other important concerns
including longer term sustainability,
customer needs, broader market integrity,
and ethical codes. Trading strategies that
ignore market integrity rules and client
outcomes because an individual’s bonus
is based on the next six months trading
profits is an example. Longer term variable
pay schemes are increasingly the norm,
along with performance pay clawbacks
and long vesting periods for
non-cash remuneration.

Conclusion
With the scale of regulatory
change targeting wholesale
banking conduct, firms are
well advised to invest substantial
time up-front to ensure their
response strategy is appropriate.
Taking account of a firm’s size, its
business mix and complexity, in
order to implement a coherent,
holistic, and appropriately
prioritised response, will optimise
return on regulatory investment,
maximise control effectiveness,
and deliver the right post-crisis
response for managing wholesale
conduct risk.

Handling confidential information
Embedding ‘Need to Know’ principles
throughout the workflow and lifecycle of
wholesale businesses is likely to be costly
and time consuming. This will challenge
data models, risk management, and
execution practices, and will flow
through to books and records.
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Seeing Life through
your conduct lens
Profits and trust are down; stakeholder scrutiny,
disruption, and the search for sustainable business
models are up. There’s no doubt about it, life insurance
wasn’t meant to be easy. However, as the late Malcolm
Fraser would say: “Take courage: it can be delightful”.
Deloitte Governance, Regulation & Conduct partner
Karen Den-Toll and Manager Tina Lin consider the
‘new normal’ for life insurance.

Surveying the landscape
Given the pressure life insurers are
feeling from digital disruption, stress on
profits and return on equity3, as well as
the intensifying scrutiny from regulators,
the media, customers, and government,
the industry needs strategies for more
sustainable business models, and better
outcomes for shareholders.

• Act professionally and treat
consumers fairly;

However the many benefits provided
by the life insurance industry are often
overshadowed by concerns about claims
handling practices, poor product value, and
the suitability of financial advice and policy
terms and definitions.

What’s next on the
regulatory and reform agenda?
The life insurance industry, through the
Financial Services Council, has proactively
implemented the Life Insurance Code of
Practice5, with compliance due by
1 July 2017.

APRA remains focused on risk culture, and
specifically for life insurance, governance
and risk management of claims systems
and processes, while ASIC has intensified
its scrutiny of insurers’ conduct, the
treatment of customers, and whether
they receive fair and suitable outcomes.
To this end ASIC has indicated ‘what good
looks like’ for the insurance sector4:
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• Provide good quality products and
services that are developed, marketed,
and managed to serve customers well;
• Ensure that consumers are fully
compensated when losses result
from poor conduct.

Apart from the Code of Practice, there are
broad-based reforms on the agenda, as
well as targeted responses to both ASIC’s
first stage industry-wide review of life
claims handling6, and APRA’s recent
review of life insurance claims oversight
and governance7.
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The regulatory reform
agenda includes the following:
• During 2017, ASIC and APRA will
work with the industry and other
stakeholders to establish a new public
claims reporting regime to provide
greater transparency and accessibility
to the insurance industry and individual
insurer claims data and outcomes;
• Strengthening the legal framework
for claims handling, including bringing
claims handling within the licensing and
conduct regime of the Corporations Act,
reviewing penalties for misconduct,
and considering issues of fairness to
deliver better remedies;
• Reviewing whether unfair contract
terms in the ASIC Act should continue
to be excluded from applying to
insurance contracts;
• The ongoing Government review of the
External Dispute Resolution (EDR)
and complaints framework.
ASIC is also focused on a number of
other initiatives that are relevant to the
life insurance industry including:

Now
A new major thematic industry review
of life insurance sales practices, with
a focus on life insurance sold directly to
customers without personal advice.
Targeted surveillance of particular
insurers with higher than average
rates of declined claims, withdrawn
claims, and disputes (including better
understanding of ‘withdrawn’ claims, and
whether they indicate systemic problems).
Ongoing work on insurance in
superannuation, including member
experience, effective disclosure, complaints
handling, culture, incentives and conflicts.
Inappropriate sale of funeral and life
insurance products to indigenous
communities.
The collection of policy replacement data
from insurers to inform further surveillance
work, following on from ASIC’s review of
retail life insurance advice.
From mid-2017		
Cross-industry review of Total &
Permanent Disability claim files and
systems, with a focus on claims procedural
issues, such as evidence and timeframes.

How does your business
look through the conduct lens?
With this substantial scrutiny on the
conduct of insurers by many key
stakeholders, life insurers need to
consider how their systems and processes,
as well as their culture, matches up to
these new demands.
As challenging as the current
environment is, investing now to ensure
that the business delivers sustainable
outcomes for stakeholders in the longterm, can deliver a competitive edge. For
example, delivery of the right customer
outcomes and product innovation, and
ensuring accurate, high quality claims data,
may well pay off when the claims data for
insurers is available to key stakeholders
such as potential customers and advisers.

“Life insurance
executives should
take this opportunity
to consider how their
business can best deliver
fair and suitable outcomes
for their customers. To
assist we provide a high
level roadmap of some
of the key considerations
below that can form part
of your broader
conduct review.“

13

Deloitte
Risk
& Regulatory
Risk and Regulatory
Review 2017
Outlook 

Reporting, processes & systems
How do you know you are paying
the right claims, in the right way?
•

Remuneration
and performance measurement
How are your staff and management
incentivized? What behavior does
this drive?
•

Do these promote and deliver
on fair and suitable outcomes
for consumers before, at and
post point of sale?

Do marketing messages
accurately reflect the way the
product works in practice?

•

Are products promoted in a
way that facilitates consumer
understanding?

Claims handling
What is your Claims Philosophy?
Is your claims handling process
efficient, fair, reasonable
and transparent?
•

•
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–– Regular data that accurately,
consistently and transparently
shows them whether claims
are being managed in the
right way?

Marketing & distribution
Do marketing and sales practices
ensure policies are appropriate
for the customer’s needs?
•

•

Have you demystified your
claims process for claimants,
including communicating
expected timeframes?

•

Do you proactively identify
and provide additional focus
on vulnerable claimants?

•

How do you make sure your
processes continue to refine and
improve, including by conducting
periodic independent reviews?

–– Regular reporting that enables
them to know and demonstrate
that products and processes
are delivering fair and
suitable outcomes
•

Do you need to invest now
in systems and data quality in
order to meet future needs?

Dispute resolution
Do you have an
effective feedback loop?
•

Have you developed
and implemented a clear
and effective Claims Philosophy
that aligns with the need to
put policyholders first?
Is there regular interaction on
your claims philosophy and its
effectiveness, and information
sharing, with key stakeholders
such as trustees, and reinsurers?

Does your Board and Senior
Management receive:

•

Establish, and be able to
demonstrate, your use of
complaints trends and
lessons learned to inform
claims handling, product
design, promotion, distribution,
and other internal processes.

Product design
Are policies designed to be fair
and suitable for consumers, at
an appropriate level of cost?
•

Regularly monitor products
including review of policy terms
and definitions to ensure:
–– Product remains fair and
suitable for customers
and continues to meet
customer needs

Can and do you identify,
and understand, trends in
root causes of complaints?

–– Definitions are up to
date and appropriate
•

Are products suitable and
sustainable, with modern
benefit design and structures?
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Strengthening
the framework for
a better future
ASIC recently released Regulatory Guide 256 - Client
review and remediation conducted by advice licensees (RG
256). RG 256 substantially reaffirms ASIC’s position put
forward in Consultation Paper 247 (CP 247) on how
Australian Financial Services Licensees should conduct
review and remediation exercises, however as Deloitte
Governance, Regulation and Conduct Partner Aneliese
Algie and Director William Emerton point out there are
a number of important differences to consider.

Deloitte responded to ASIC’s CP 247, which outlined how licensees could harness review
and remediation programs to build ‘a framework for a better future’, with a five
pillars approach.8

1

2
Procedures
& policies

Principles

5
Client
focused culture

4

3
Governance
framework

Processes,
tools, people
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1. Revised guidance on a ‘systemic issue’
RG 256 provides a much broader and more
prescriptive definition of a ‘systemic issue’.
ASIC’s revised definition of what constitutes
a 'systemic issue' is not confined to
instances of ‘inappropriate advice’ or
financial loss. ASIC also draws attention
to ‘non-monetary detriment’ as being a
potential impact of non-compliant advice.
And it highlights that failures in relation
to the ‘process of giving advice’, such as
inadequate disclosure or failing to act
on customer instructions, are potential
indicators of detriment, and therefore may
be a ‘systemic issue’. ASIC also states in RG
256 that for future remediation programs,
a ‘systemic issue’ is one which causes
‘actual or potential loss or detriment to a
number of clients’. The exact number of
issues or clients which determines whether
something is ‘systemic’ will depend on
the nature and frequency of the issues
identified, the number of clients impacted,
and how significant the impact on
clients was.
2. ASIC’s expectations on timeframes
Most remediation will be subject to the ‘seven
year rule’. Less complex remediation cases
should be expedited.
RG 256 indicates that ASIC does not
expect remediation prior to the time
required to retain records. However
licensees should be aware that such an
expectation may exist for legacy products
with long standing clients. For individual
cases, ASIC has moved away from the
’90 day’ resolution timeframe of CP 247,
however, there is an increased onus on
licensees to expedite less complex cases
within their usual IDR timeframes which are
much shorter. This means licensees need
to ensure they have well defined triage
processes for determining a complex case
and the rationale for the resolution period.
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3. How to harness the learnings of a
remediation program to continuously
improve your business
Remediation programs offer an opportunity
to strengthen your business through good
‘conduct’ practices.
Remediation programs provide an
opportunity to leverage the data you have
gathered and analyse the nature of the
misconduct. From this, you can understand
where in the product and sales lifecycle the
misconduct occurred and then implement
measures to address the issues identified.
Applying a conduct lens to your product
and sales lifecycle will assist in identifying
areas where you can redesign processes
to enhance customer outcomes.
4. Ensuring a consistent approach to
remediation across business units.
ASIC may expect financial institutions to apply
a consistent approach across business units.
ASIC intends to apply the lessons learned
in financial advice to other sectors it
regulates. As a result, organisations
operating across multiple sectors may
need to consider the potential implications
of RG256 for other business units. The
following is based on ASIC’s focus areas
and recent industry developments:
• Risk Advisers
–– ASIC has announced it intends to
examine potential life insurance
'churn' the coming year.9
• Mortgage broking
–– Building on the work of ASIC Reports
445 and 493 into the sector, the ASIC
2016/2017 Corporate Plan states that
ASIC intends to examine ‘the effect
of mortgage broker remuneration on
the quality of consumer outcomes’10
during FY16 –17.

• Motor industry
related insurance & credit
–– ASIC’s recently released Report
492 into ‘add-on insurance through
car dealers’ (REP 492) found that
consumers are ‘being sold expensive,
poor value products; products that
provide consumers very little to no
benefit; and a sales environment
with pressure selling, very high
commissions and conflicts
of interest.’11
–– Separately, there has also been a
recent focus on the lending and
leasing practices within the motor
industry which may be leading to
unsuitable customer outcomes.
• Superannuation and managed funds
–– The ASIC 2016/2017 Corporate Plan
also indicates that ASIC intends to
focus on practices in superannuation
which relate to disengaged members
and may ‘exploit consumer passivity
and inertia’.12
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Financial crime 'Threat Context'
The financial crime ‘threat context’ is escalating for
Australian organisations. In this article Risk Advisory
Principal Terri Clementson offers some proactive,
practical steps to lighten the load in financial crime
operations and build match-fitness for the
increasing challenges ahead.

The last six months represent a high water
mark in terms of financial crime activity in
Australia, bringing with it increasing public
concern, executive vigilance and overall
higher levels of risk angst from customers,
third parties and regulators around the
nature of threats and the increasing
involvement of organised crime onshore.
As our threat context heats up, financial
crime risk and compliance teams are
being stretched.
Threat Context – 2016 Update
The perfect storm fuelling the C-suite
concern regarding financial crime
risk mitigation and regulatory
compliance includes:
• Incident trends and remediation
efforts around a series of very public
incidents such as cyber-security
breaches, misconduct in the financial
planning industry, and public
funding fraud
• The current Parliamentary enquiry
into the risk culture of our largest
financial institutions, resulting in
significant efforts behind the scenes
to represent a defensible position
on risk management

• Recent money laundering and terrorist
financing sectoral risk assessment in
the superannuation sector reporting
a shift from historically ‘low risk’ to
medium risk. This will drive a potential
rethink and rerating of enterprise risk
assessments for super funds across all
risk vectors (product, customer, channel
and jurisdiction) and associated flow-on
effects to risk management programs
• More macro changes to the local risk
profile in financial services with the
Australian Crime Commission rating
Australia’s banking channel as having
the highest risk profile for terrorist
financing when compared to our S.E
Asian neighbours. This is largely driven
by Australia’s relatively stable economic
environment, digital innovation
appetite, early adopter profile and the
commensurate cybercrime exposure
• Increasing globalisation of risk, with the
long arm of regulation reaching across
borders and prosecuting companies
for bribery and corruption breaches
against the UK Bribery Act and U.S
Foreign Corrupt Practices Act
• A global trend towards increasing
transfer of accountability to compliance
leaders, in some cases offshore leading
to the threat of civil and criminal
prosecutions of compliance leaders.
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In the land of seemingly finite resources
and increasing financial crime threats and
demands, it is time to get strategic about
managing the workload and get fit now.
It is no exaggeration to expect terrorist
incidents to rise globally, and regulatory
AML vigilance to increase commensurately
next year.
Expectations of investments in
intelligence assets, increased cross-agency
collaboration and sharpening front-line
incident identification and reporting is
going to add load to your risk management
programs. Organised crime, cyber channel
expansion, new product demand and the
race to target customers that may have
previously been assessed as too high risk
will push your procedures, risk assessment
and due diligence models.

Deloitte releases its Financial Crime Radar several times a year
Three recommended
responses to liberate capacity
to meet increased demand
The net effect of this storm is increased
work volumes, work complexity and
incident velocity for risk and compliance
teams. Against this background, there
continues to be pressure to take cost
out, and teams are being asked to do
more with less - rationalise operations;
pare back plans and delay technology
upgrades. These three responses seem
to be yielding results:
1. Start a dedicated communications
campaign: To make understanding
the threat context shift more palpable.
Collect data about work throughput
including: alert volumes; suspicious
matter report traffic being generated; time
spent by financial crime teams responding
to escalated issues, assisting in product
development and other advisory activities;
financial crime workload conferred by
regulatory change and transformation
projects; time spent on remediation or
assisting audit or regulator visits. Getting
granular about demand will help build the
resourcing case over the coming months.
The de-mand is only going to increase.
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2. Help triage the business’s
attention: Executives and boards
are being overwhelmed by the span of
emerging issues requiring a response from
the organisation. Deloitte has a Financial
Crime Radar that can help triage attention
with senior stakeholders and committees.
Shift the priorities around according to
your organisation’s context and then seek
agreement about the relative priority focus
of time and expert effort required to be
expended on these. Again map that time
and give ex-ecutive stakeholders feedback
if matters perceived as urgent are hijacking
critical business as usual routines that
‘must go right’.
3. Strip out controls that are not adding
to defensibility: Mapping all your
Financial Crime controls across your value
chain may surprise you. Controls clutter
and large volumes of manual controls will
be overloading your operations. Weight
lift where you can. Visualising where the
controls lie and trying to consolidate or
rationalise these may help strip nonvalue-adding effort across all your
lines of defence.

In conclusion
Without any latent capacity in
your model, or without the data
needed and stakeholder support
for your team facing the demand,
morale will suffer and it is possible
you may see a flight of SME talent
from your business. Given the
case for financial crime building
into a storm, it is critical to watch
the horizon, and give forecasts.
Organisations need to
communicate the changing
conditions and in the stormy
weather metaphor - buckle down
where you can, as the context
is going to get even
more challenging.
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Combating Money
Laundering in the
superannuation sector
Financial Crime Partner Lisa Dobbin and Risk Advisory
Manager Jason Lovelock outline some new insights and
intelligence from AUSTRAC to refresh your perceptions
of risk

AUSTRAC’s Money Laundering and
Terrorism Financing Risk Assessment
for the superannuation sector ("SSRA")
represents the first in a series of
sector-specific deep dives by Australia’s
anti-money laundering ("AML") and counterterrorism financing ("CTF") regulator
and financial intelligence unit; providing
valuable insights into contemporary
criminal threats and vulnerabilities
impacting the superannuation sector.
These wide-ranging insights and
information are drawn from intelligence
collected by AUSTRAC through suspicious
matter reports (SMRs), as well as expertise
and experiences contributed by regulated
superannuation funds, professional bodies
and other criminal intelligence and law
enforcement agencies.

Historically, superannuation funds have
generally considered their exposure
to ("ML/TF") risks to be low due to a
perception that products, customers,
jurisdictions and channels represent a less
attractive channel for criminal activities.
However, in recognition of contemporary
threats, the sector has been rated a
‘medium’ risk in the ("SSRA"). This rating is
based on a shared view by the industry that
superannuation funds are being targeted
by organised crime groups and cyber
fraud attacks.
In order to best act on the intelligence
within the ("SSRA"), superannuation funds
should consider three key activities to
ensure the threats and risks identified
are assessed and mitigated effectively
through sound ("ML/TF") risk-management
practices. We set these out below.
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Call to action: The need to consider enhanced due diligence and controls
Increased due diligence
applied upon rollover
applications

Monitoring and increased
front line vigilance. Use of
member call-back controls

Expects increased focus
on controls that mitigate
heightened threats
and risks

Access restrictions and
screening of employees
and fund administrators

Minimal or low degree of
customisation of controls
within the ("AML/CTF")
program

1. Enhance your understanding of ("ML/TF") risks
A comprehensive and robust risk assessment remains an
important asset for Australian reporting entities to effectively
identify and manage their ("ML/TF") risks to comply with their
regulatory obligations for mitigating ("ML/TF") risk. The risk profile
of a reporting entity should always be informed by a carefully
rationalised and well-documented methodology that is
robust and comprehensive.
The ("SSRA") arms superannuation funds with real examples,
industry insights and expertise to strengthen coverage and
mitigation of the risks and threats identified using their own
assessments of the four vectors of risk – customer (including
politically exposed persons), product, channel and jurisdiction.
The ("SSRA") specifically calls on superannuation funds to revisit
their risk assessments and consider the strength of their ("AML/
CTF") programs in combatting the threats that are faced by the
industry.

This is especially true where risk is assessed to be low and may
not have fully considered the relevance and weight of threats and
factors that have led to a medium risk rating for the industry in the
("SSRA"). ("ML/TF") risk scales are relative and a generic medium
risk ranking can, in some environments such as product/channel
combinations, represent a higher relative risk which
requires mitigation.
2. Tailoring and strengthening of the ("AML/CTF") program
The enduring expectation on reporting entities is to adopt a
risk-based approach maintains that each reporting entity is best
placed to understand its ("ML/TF") risk and develop policies,
processes, systems and controls within the various components
of an ("AML/CTF") program that are commensurate and
proportionate to that risk. Changes in ("ML/TF") risk profile can
impact numerous risk-based systems and controls, such as
employee due diligence, training and ongoing due diligence,
including transaction monitoring and enhanced due diligence,
and reporting.

Risks

Impacted areas of the ("AML/CTF") program

Unverified customers

Revised risk assesment of customer,
product, channel and jurisdiction as a
result of changing threats

Rollover to SMSF

Revised risk based systems and controls
to reflect shift in cyber crime towards
super industry

Transfer out
Increased use of online
channels to access super
accounts fraudulently
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Early release on
financial hardship

Enhanced monitoring of transactions
Down channel consideration of new
customers due diligence and enhanced
due diligence protocols
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As part of a risk-based approach, changes
to the assessment of risk, trigger a need
to assess the strength of existing controls
within an ("AML/CTF") program. These
changes mitigate risk to determine whether
controls need to be improved or whether
new controls are required. Superannuation
funds will therefore be expected to
undertake activities to refresh and update
their ("AML/CTF") programs by acting
on changes stemming from the ("SSRA")
including:
• Changes expected to resources,
system and technology requirements,
and business processes and procedures
to facilitate operationalisation of the
("AML/CTF") program.
• Communication and management of
expectations on administrators or third
parties that have responsibilities under
the ("AML/CTF") program.
• Governance involved with a review of
the ("AML/CTF") program, particularly
oversight by senior management
and the governing board.

3. Reporting of
Suspicious Matter Reports
The ("SSRA") raised direct concerns of
under-reporting of SMRs in the industry
based on statistics on the volume and
types of SMRs received by AUSTRAC.
AUSTRAC has indicated that it will monitor
levels of SMR reporting in the sector
and it expects reporting to increase.

The ("SSRA") hypothesises that low
reporting may be an indication
of ineffective detection
and reporting controls.
Superannuation funds that
have continuously reported
a low number of suspicious matter
reports should closely examine
whether transaction monitoring,
ongoing due diligence and training
and awareness around detection
of suspicious matters and
reporting are effective. As part
of expected enhancements to
governance arising from the
("SSRA"), reporting volumes
should be regularly reported
and closely monitored by
senior management.
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The impact of the Net Stable Funding
Ratio on banks and customers
As part of the Basel III reforms, regulators are
introducing new regulatory rules to improve bank
liquidity. Deloitte Audit Advisory Partner Steven Cunico
looks closely at the Net Stable Funding Ratio – cited by
the Reserve Bank of Australia as the most significant
liquidity and capital change rule for Australian banks.

APRA currently proposes that fifteen
Authorised Deposit-taking Institutions
("ADIs") be subject to the Net Stable
Funding Ratio ("NSFR") when it comes
into effect 1 January 2018. They are
AMP Bank, Arab Bank, the ANZ Banking
Group, Bendigo & Adelaide Bank, Bank
of China, Bank of Queensland, Citigroup,
Commonwealth Bank of Australia, HSBC
Bank, ING Bank, Macquarie Bank, National
Australia Bank, Rabobank Australia,
Suncorp-Metway, and Westpac
Banking Corporation.
It is likely that more banks will be
added to this list.
A problematic aspect of the ("NSFR")
proposed rules, is that the Committed
Liquidity Facility ("CLF") from the Reserve
Bank of Australia ("RBA"), that is required by
some banks to pass the Liquidity Coverage
Ratio ("LCR") requirements in lieu of holding
government bonds, cannot count towards
stable funding for ("NSFR").
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Therefore this rule will have a significant
impact on the Australian banking industry.
It has in fact been cited by the ("RBA") as
the regulatory change that is likely to have
the biggest impact on the industry above
all other liquidity and capital changes. The
shortfall of stable funding for the banking
sector in Australia is estimated to be in
the hundreds of billions of dollars.
In short, banks must maintain a
("NSFR") of at least 100%. That is, these
rules force banks to favour more “stable”
funding (e.g. retail and SME deposits, tier
1 capital or other liabilities with maturities
of at least 1 year), and forces banks to fund
illiquid banking activities with more
stable funding.
The NSFR = Available Stable Funding
("ASF")/Required Stable Funding ("RSF")
and this must be at least 100% or greater
at all times. The following table shows
some specific areas which would have most
impact on banks and their customers.
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Component of ASF Category

ASF factor

Impact on customers

Funding (secured and unsecured)
with a residual maturity of less than
one year provided by non-financial
corporate customers.

50%

The liquidity value of corporate deposits either as non-operational
term deposits or transactional banking accounts is severely limited as
only 50% is considered stable funding for the bank to use for its lending
activities. The other 50% must be supported by low yielding ("HQLA")
(e.g. government bonds)

Corporate Operational deposits.

It should be noted for term deposits, that banks will now be reluctant
to or will charge heavily for early breaks as the regulator needs to be
satisfied that long term stable deposits will not be called upon before
their contractual maturity. This will have an impact on customers’
short term liquidity management practices.
("NSFR") derivative liabilities net of ("NSFR")
derivative assets, if ("NSFR") derivative
liabilities are greater than ("NSFR")
derivative assets

0%

Derivative liabilities provide no stable funding value whatsoever,
so no doubt will heap more cost on the banks derivatives business,
which will be passed on to corporate end-users.

Components of RSF category

RSF factor

Impact on customers

Other unencumbered loans not
included in the above categories,
excluding loans to financial institutions,
with a residual maturity of one year or
more that would qualify for a 35% or
lower risk weight under APS 112.

65%

This applies for standard mortgages with an LVR of 80% or lower, or where
they have lender’s mortgage insurance and has an LVR of 90% or less.

Other unencumbered performing loans
that do not qualify for the 35% or lower
risk weight under APS 112 and have
residual maturities of one year or more,
excluding loans to financial institutions.

85%

Physical traded commodities,
including gold.

85%

Banks that trade commodities for corporate clients, and recognise
the commodity on the banks’ balance sheet will need to fund these
activities with 85% stable funding, increasing the cost of this activity.

("NSFR") derivative assets net of ("NSFR")
derivative liabilities, if ("NSFR") derivative
assets are greater than ("NSFR")
derivative liabilities.

100%

As derivative assets must be backed 100% with stable funding,
this will increase costs for banks’ derivative businesses, and it’s
most likely this cost will be passed on through the derivative trade
to the corporate client. Note this treatment is asymmetrical when
compared to derivative liabilities.

20% of derivative liabilities (i.e. negative
replacement cost amounts) as calculated
according to APS 210 (before deducting
any variation margin posted).

100%

Even if net derivatives are in a liability position, 20% of the balance
must be supported with stable funding. In summary, ("NSFR")
increases the funding cost of derivatives businesses.

Irrevocable and conditionally revocable
credit and liquidity facilities to any client

5%

Off-balance sheet exposures such as committed and even uncommitted
facilities will now require a small amount of more costly stable funding.

Unconditionally revocable credit
and liquidity facilities

1%

According to APS112, in order for a loan to a corporate to qualify for
a risk weight of 35% or lower, the corporate must have an S&P
equivalent rating of AA- or better. Banks are unlikely to have loans
to corporates of such a high credit rating.
This would apply to standard mortgages with greater than 80% LVR,
where there is no mortgage insurance.
Most corporate loan exposures would have a risk weight of greater than
35% (as this equates to A+ or worse). Therefore 85% of these corporate
exposures would need to be supported by “stable” funding at all times
(e.g. retail or SME deposits, or liabilities with a maturity of 1 year or more).
This will increase costs for banks.
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Fundamental review of the
trading book
The fundamental review of the trading book, ("FRTB"),
is a Basel Committee on banking supervision ("BCBS")
proposal to change the method used to capitalise
traded market risk. Deloitte Audit Advisory Partner
Steve Cunico considers its implications and the
BCBS’ expectations.

Under Basel II regulations, advanced banks
with accreditation for the internal models
approach calculate traded market risk
capital use a historical simulation
10-day value at risk known as VaR.
However, this buffer was not large enough
during the 2008 financial crisis when many
banks found that their trading books were
undercapitalised. Risk factors including
unexpected market illiquidity, substantial
rate movements and changing correlations
caused large losses. These extreme
events had not been included in historical
simulation models.
In response to these problems, the BCBS
introduced the Basel 2.5 reforms as a
short-term fix. This increased the traded
market risk capital buffer by adding
stressed VaR to the existing Basel 2 internal
model capital. The 2008 period - or an
even more stressed period should it
occur - would always be included in the
traded market risk capital to balance the
cyclical effect of continuously updating
the observation period. Basel 2.5 was
implemented in Australia in APS 116 on
1 January 2012.

At the same time, the BCBS launched the
("FRTB"). This was a total revision to correct
known deficiencies in Basel 2.5, like the
recognition of high levels of diversification,
the use of short liquidity horizons, and the
high variability of internal models between
banks. It also revised the trading and
banking book boundary to prevent risk
being moved between books to reduce
capital. An ("FRTB") consultation document,
including the proposed reform text, was
published in October 2013.
Quantitative impact studies testing the
reforms were carried out voluntarily
by banks over 2014-15. The BCBS used
this data and comments from industry
consultation to publish the minimum
capital requirements for market risk
standard in January 2016. BCBS wants the
new standard to be included in national
regulations by January 2019, with banks
reporting under it by the end of 2019.
The ("FRTB") standard makes changes that:
1. Introduce scaling to account for
different risk factor liquidity periods
2. Retain historical simulation methods,
but expected shortfall replaces
VaR to better capture tail risks
3. Reduce internal model diversification
benefits, include scaling for missing risk
factors, and add capital for risk factors
that are not able to be modelled
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4. Include new ongoing testing of internal
model eligibility for each trading desk
5. Introduce a new sensitivity-based
standard to be computed and
reported by all banks
6. Increase internal model capital and
reduce standardised approach capital
to better align the methods.
Most banks will require investment in
their market risk engine and reporting
systems to successfully implement
("FRTB"). This could mean major market
risk system upgrade projects for
advanced banks to be able to handle more
calculations and data. Standardised banks
will need to implement the sensitivitybased method by adapting their existing
system or using a vendor solution.

While these rules are a few years
away, and APRA are yet to finalise
local rules, most banks globally
and locally have formed project
teams to conduct impact
assessment and determine the
resources needed to comply with
the new rules, as well as
reconsider business models,
strategy and operations to deal
with the new requirements.
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Make better
decisions with data
As organisations respond to the growing focus on
conduct, those with a clearer understanding of the
vulnerabilities and opportunities latent in their business
will be at an advantage when tackling this complex issue.
Risk Advisory’s Director Sweta Shivdas looks at how
data will make the difference.

When a business transacts with millions
of customers on a daily basis, a solution
is required which effectively provides
streamlined access to data for effective
decision making.
Analytics is the science of examining
data to discover, interpret and
communicate meaningful patterns.
With its capability to extract deep insights
from significant volumes of structured
and unstructured data, analytics can
play a pivotal role in developing conduct
management solutions. It can assist an
organisation to make better decisions in
three key ways:

Equip to
look forward

Detect
and control

Equip to look forward
What lies ahead?
As an organisation seeks to be more
proactive about understanding the
conduct opportunities and potential for
vulnerabilities within its business, a datadriven approach can help provide insight
into the interacting factors between the
different dimensions such as customer,
product and channel. By bringing together
relevant datasets, advanced analytic
techniques can be applied to better
understand customer behaviour and
identify potential misalignments between
offers, expectations and needs. Based
on this information, an organisation can
decide on what action it needs to take
and by when to minimize future risk,
or to leverage opportunity to enhance
customer outcomes in the future.

Remediate
and accelerate

25

Risk & Regulatory Review 2017

Detect and control
Where is the greatest risk?
For an organisation looking to better
detect vulnerabilities or opportunities
for control improvement, data analytics
can help focus where to begin tackling
conduct related issues and target control
improvements. By defining broad risk
areas and associated Key Risk Indicators
(KRIs), internal and external datasets may
be used to identify pockets of high risk
across the organisation.
A data-driven approach allows
thresholds to be iteratively refined in
line with risk appetite, and helps identify
outliers for further investigation. Armed
with this information, an organisation
can best decide how to allocate scarce
resources appropriately based on priority
risk areas and build a more effective and
efficient control environment. Furthermore,
it enables an organisation to enhance
existing Management Information to
effectively manage conduct risks on
an ongoing basis.
Remediate or accelerate
How to rectify issues and accelerate strategy?
When a potential area of vulnerability is
identified, an organisation needs a way
to efficiently define the size and extent
of the issue, with a view to resolving it in
an effective and sustainable way. A datadriven approach can help to accurately
quantify the nature and extent of the
issue, and the customers impacted,
if any.
Not only does this enable a robust riskbased triage of potentially impacted
customers, applying consolidated
customer-centric data also allows the
rapid and precise determination of
the potential financial impact on a percustomer basis. Ultimately, this can lead
to compensating the right customer,
for the right amount, more quickly. The
lessons learnt in a remediation exercise
are useful for enhancing the ongoing
monitoring and supervision framework,
or as feedback into product re-design,
so accelerating the move towards a
stronger and more robust conduct
management strategy.
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Case Studies
Looking to proactively
strengthen its existing conduct
monitoring and response
framework, an organisation
undertook a targeted review of its
product and customer portfolio,
to understand how customers
behaved in specific segments and
if products aligned to customers’
needs and expectations.
By taking a data-driven approach,
product information was analysed
through the lenses of customer,
staff and distribution, to highlight
several areas of potential risk
for further analysis. Drawing on a
variety of data sets, it was possible
to test hypotheses regarding a
range of potential risk indicators.
Through the use of data
visualisation tools, outliers to
risk thresholds and vulnerable
customer groups were more
easily identified and assessed.
In looking to better equip itself
for the future, an organisation
analysed the behaviour of
certain customer profiles to
identify specific attributes that
were contributing to customer
behaviour. Armed with this
information, it was able to
proactively communicate with
certain customers to determine
if they required active support.
It also allowed the organisation
to consider changes to future
product design to safeguard
against future risks and provide
a better customer experience.

“Whether a financial
institution is seeking
to proactively equip
itself to better identify
and manage conduct
vulnerabilities or needs
to react to a crisis,
harnessing the power of
data allows effective and
efficient management of
conduct risk. By having
a consolidated and
informed understanding
of the vulnerabilities and
opportunities across the
business, an organisation
can make better decisions
on how to provide fair
and suitable outcomes
to their customers.“
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Digital advice
Robo advice is commonly used in the fintech lexicon,
yet exactly what robo advice means is open to
conjecture. In this article Financial Advice Partner
Andy Abeya and Director William Emerton define it
as a service where recommendations are entrusted
to computer algorithms.

Robo advice, or ‘digital financial product
advice’, is in its infancy in Australia. Some
of the big unknowns about robo advice
include: How will robo advice transform the
financial services market? Where will robo
advice succeed and fail as a market offering
across financial services? How will the
incumbent players in the financial advice
industry harness robo advice? How will
robo advice be regulated?
ASIC answers at least one of these
question relating to robo advice in its
Regulatory Guide 255 – Providing digital
financial product advice (RG255). Here we
highlight some of its key implications for
Australian financial services licensee either
intending to or already using robo advice.
The major implications of RG255 are:
• Organisational: operating model
design, competence and resources
• Cyber security: the increased risk
of cyber attacks in a digital world
• Model design: ensuring that the 		
settings, filters and outcomes of the
digital advice model being used
are customer centric and compliant
• Monitoring and supervision:
how digital advice will be
monitored and supervised.

Organisational Implications
Start-ups and single purpose robo advice
players can build their organisations
around their robo advice model. For
traditional financial advice providers,
however, it is possible their current
organisational model may not be ‘fit for
purpose’ for their robo advice vision and
that substantial transformation is required.
This may then need parallel operating
models which could reallocate resources
away from traditional advice related tasks
to support the new robo advice offering.
Any transformation must balance the
needs and priorities of both the traditional
and robo sides of the business.
There is also the issue of whether
the organisation builds their robo advice
offering from within or by acquired external
expertise. Many organisations will adopt
a mix of the two. However, licensees
should be aware of RG255’s reminder that
licensees may be able to outsource certain
activities, but they cannot outsource
their obligation to provide their services
‘efficiently, honestly and fairly’.13 This
includes ensuring that any outsourced
service providers have to be selected
with ‘due skill and care’14 and that the
licensee ‘can and will monitor’15 the
outsourced provider.

A related issue is that organisations
must demonstrate adequate human and
technological resources. ASIC expects
robo advice providers to have at least one
person who understands the ‘rationale,
risks and rules behind the algorithms
underpinning’16 the robo advice model.
On the technology side, robo advice puts
an added emphasis on licensees to ensure
they have sufficient resources to maintain
their clients’ data integrity, to protect
confidential information, and meet the
current and anticipated operational needs
of the robo advice offering.
Key considerations:
• What is the extent of organisational
transformation required to support
our robo advice offering?
• Are your outsourced functions
appropriate and how are they
being monitored?
• Are you able to demonstrate the
required organisational competence
and resources required under RG255?
Cyber implications
Digital data is the fundamental element
which underpins the robo advice model.
Robo advice requires relevant data to
be captured and stored to enable its
algorithms to generate the appropriate
recommendations and advice. This reliance
on digital data raises the risk that:
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1. Sensitive and confidential personal
data may be compromised; and
2. The integrity of the robo advice model
may be impacted by a cyber attack.
As with any digital system, the integrity of
the system is critical in ensuring public and
customer trust; particularly important in an
emerging technology such as robo advice.
Recently cyber attacks have become
increasingly coordinated and sophisticated,
with cyber criminals targeting specific
organisations, regions and customer
profiles. For example, in early 2016 the
Central Bank of Bangladesh was attacked
by cyber criminals who allegedly stole
around US$81m using the bank’s New York
Federal Reserve account SWIFT details.17
ASIC expects licensees to assess their
cyber security against recognised national
standards and to maintain adequate
arrangements to prevent cyber attacks.
Key Considerations:
• Is your cyber security strategy
appropriate to address the risks of
the organisation’s robo advice model?
• What capabilities do you have right now
and how confident are you that they
are working as intended?
• What procedures would you follow if
your organisation were under attack?
Model Design Implications
Robo advice fundamentally changes the
way customers experience the financial
advice process.
A well designed robo advice model will
harness digital technology to alleviate
the traditional pain points for customers
involved in obtaining financial advice.
From a regulatory stand point, the success
or failure of a robo advice model rests
on its ability to generate appropriate
outcomes for customers which are in their
best interests. In this way, robo advice is
no different from traditional advice. And
so it is under the law where ASIC reminds
us that, ‘the law is technology neutral, and
the obligations applying to the provision
of traditional financial product advice and
digital advice are the same.’18
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This means that robo advice models
must consider two important issues
– the model must:
1. Provide advice which complies with
the ‘best interests’ duty and other
relevant sections of the Corporations
Act. This includes being able to correctly
identify what advice is being sought
by the customer, their needs and
objectives. It must also identify an
appropriate strategy or strategies.
2. Recognise circumstances where the
model generates circumstances that
do not adequately meet the needs or
objectives of the customer. This has
implications for scaled advice models,
where appropriate scoping is crucial,
and comprehensive/holistic advice
providers, that will need to determine
any practical and risk appetite
limitations of their robo
advice model.
ASIC expects robo advice providers to have
a strategy in place to test and validate robo
advice outcomes before they are initially
and subsequently used to provide advice
to clients.
Key Considerations:
• Does the model produce reliable
outcomes which are fair, appropriate
and meet the ‘best interests’ duty?
• Does your organisation have filters
in its robo advice model which
appropriately identify where the
model is unable to meet the
customer’s needs or objectives?
Monitoring and
supervision Implications
Monitoring and supervision of financial
advice has evolved. Gone are the days
of ‘one-size-fits-all’ with a set number
of file reviews and a backward looking
‘audit’ rating. Risk based approaches
to monitoring and supervision that use
combinations of predictive and lagging
key risk indicators are taking over.

Digital advice creates a new monitoring
and supervision challenge. Not least of
which is the potential scale of advice.
This needs to be monitored and
supervised. If the expectations of robo
advice are realised, the volume of
financial advice being provided is set to
dramatically increase. As robo advice
models develop and mature, their
features and characteristics will evolve.
Therefore organisations need to ensure
their monitoring and supervision capacity
is scalable and adaptable to the evolving
nature of robo advice.
ASIC expects licensees to have
a monitoring and supervision
approach which:
• Clearly documents the purpose,
scope and design of the robo
advice model.
• Has a defined and documented
testing strategy.
• Has appropriate controls and records
relating to changes with the model.
• Regularly reviews factors that may
require model updates, such as
changes to tax rates or legislation.
• Detects errors in the model, and
suspends the model from providing
additional advice.
Key considerations:
• Is your testing strategy clearly
documented, defined, and tailored to
the design of your robo advice model?
• Does your monitoring and supervision
approach recognise the need for,
implement and test changes to the
model as a result of regulatory or
parameter change?
• Can you adequately detect errors and
prevent the robo advice model from
providing additional advice?
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Conclusion
Robo advice is likely to become integral to the global financial services market place. ASIC has offered some regulatory
certainty around the topic in its aim to support fintech innovation. RG255 gives AFS licensees a roadmap to determine
whether they have the right organisational infrastructure, sound cyber security measures, a well calibrated digital advice
model, and appropriate monitoring in order to meet regulatory and community expectations in a robo advice world.

Implication

Organisational

Cyber

Model Design

Monitoring & Supervision

Key Risks

The organisational
model may not be ‘fit
for pur-pose’ in the
context of robo advice.

That cyber attacks
may compromise digital
data or corrupt the
robo advice model.

The robo advice
model may not deliver
fair and appropriate
outcomes for
customers.

Systems may not be
adequate to monitor
and detect instances
of non-compliant
advice.

Key Considera-tions

• What is the extent
• What is your
of organisational
cybersecurity
transformation required
strategy?
to support our robo
• What capabilities do
advice offering?
you have right now
• Are our outsourced
and how confident are
functions appropriate
you that it’s working?
and how are we
• What procedures
monitoring them?
would you follow if

• Does the model
produce reliable
outcomes which are
fair, appropriate and
meet the best
interests duty?

• Is your testing strategy
clearly documented,
defined, and tailored
to the design of your
robo advice model?

• Are we comfortable
that we can
demonstrate the
required organisational
competence and
resources required
under RG255?

Deloitte Capabilities

• Business case

you were under attack?

• Cyber
Intelligence Centre
• Operating model design
• Cybersecurity strategy
• Vendor selection
• Cybersecurity
• Integration analysis.
protocols &
response mechanisms.

• Does your
organisation have
filters in its robo
advice model which
appropriately identify
where the model is
not able to meet the
customer’s needs
or objectives?

• Does your monitoring
and supervision
approach recognise
the need for, implement
and test changes to the
model as a result of
regulatory or
parameter change?
• Can you adequately
detect errors and
prevent your robo advice
model from providing
additional advice?

• Customer strategy

• Regulatory strategy

• Market positioning
• Digital experience

• Risk & compliance
management

• Conduct analysis.

• Testing & review
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Footnotes
1.

'For more information on ASIC’s expectations on review and remediation programs as set out
in Regulatory Guide 256 Client review and remediation conducted by advice licensees see article
‘Strengthening the framework for a better future.’

2.

APRA Information Paper Risk Culture (October 2016), available at: http://www.apra.gov.au/
CrossIndustry/Documents/161018-Information-Paper-Risk-Culture.pdf

3.

Refer to APRA’s Quarterly Life Insurance Performance Statistics September 2016 (issued 15 November
2016), available at: http://www.apra.gov.au/lifs/Publications/Documents/1611_QLIPS-20160930.pdf

4.

ASIC’s “Our view of ‘what good looks like’ for the sectors we regulate”, available at
http://download.asic.gov.au/media/3996705/what-good-looks-like.pdf

5.

Financial Services Council, Life Insurance Code of Practice (2016), available at: http://www.fsc.org.au/
downloads/file/policy/LifeInsuranceCodeofPractice_FINAL.pdf

6.

ASIC Report 498 “Life Insurance Claims: An industry review” (October 2016), available at: http://asic.gov.au/
regulatory-resources/find-a-document/reports/rep-498-life-insurance-claims-an-industry-review/

7.

Refer to APRA’s letter to life insurers, “Life insurance claims oversight and governance: APRA review
of responses to information request” (12 October 2016), available at: http://www.apra.gov.au/lifs/
Documents/APRA_LI_Assessment_Feedback_letter_with_signature_002.pdf

8.

Please see “A framework for a better future”, Deloitte, 2016 http://www2.deloitte.com/au/en/pages/audit/
articles/framework-for-better-future.html

9.

ASIC Corporate Plan 2016 – 17 to 2019-20, page 20; available at http://asic.gov.au/about-asic
/what-we-do/our-role/asics-corporate-plan-2016-2017-to-2019-2020/

10.

ASIC Corporate Plan 2016 – 17 to 2019-20, page 21

11.

ASIC Media Release 16-301MR, available at http://asic.gov.au/about-asic/media-centre/find-a-mediarelease/2016-releases/16-301mr-asic-puts-insurers-on-notice-to-address-serious-failures-in-the-saleof-add-on-insurance-through-car-dealers/

12.

ASIC Corporate Plan 2016 – 17 to 2019-20, page 21

13.

s912A(1)(a) of the Corporations Act, 2001

14.

ASIC Regulatory Guide 255.68 (a) Providing Digital Financial Product Advice to Retail Clients
(30 August 2016)

15.

ASIC Regulatory Guide 255.68 (b) Providing Digital Financial Product Advice to Retail Clients
(30 August 2016)

16.

ASIC Regulatory Guide 255.62 Providing Digital Financial Product Advice to Retail Clients
(30 August 2016)

17.

http://www.reuters.com/article/us-cyber-heist-philippines-idUSKCN0YA0CH

18.

ASIC Regulatory Guide 255.6 Providing Digital Financial Product Advice to Retail Clients (30 August 2016)
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