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FRAUD AND CORRUPTION IN
TA S M A N I A

In today's business environment with increased
legislative and regulatory requirements, there is a
greater need for organisations to understand and
address fraud risks. The likelihood of fraud
occurring can be reduced by implementing
effective anti-fraud programs and controls that can
identify fraud in a timely manner and minimise the
resulting damage. Fraud prevention and detection
also makes good business sense by protecting an
organisation’s reputation and minimising leakage,
while potentially providing cost savings to
organisations. It is the responsibility of those
charged with corporate governance to ensure that
appropriate systems and processes are
implemented to reduce the risk of financial crimes
being committed by or against their organisation.

Here in Tasmania we are not immune to fraud;
recent statistics released by Tasmania Police
show that reported incidences of fraud in
Tasmania increased by over 18% from 2011/12 to
2013/14. The type of fraud experienced is also
changing, with computer related fraud accounting
for 15% of incidents of fraud reported in Tasmania
last year, up from 10% in 2012/13.
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In light of this, Deloitte has undertaken a
confidential survey of 160 individuals
representing organisations across Tasmania to
gain an understanding of the types of fraud and
corruption risks that organisations within
Tasmania are exposed to, and the measures
organisations are taking to reduce these risks.
The survey will be undertaken biennially to
enable ongoing reporting and monitoring of
fraud and corruption risks across Tasmania.
The survey was broken into two components
with responses sought from senior management
as well as chairs of the Boards and Audit
Committees from organisations across
Tasmania. The response rate for the surveys
combined was over 35%.

‘Every business, every organisation, has an obligation
to look at its operations through both professional and
ethical lenses. Community expectations are justifiably
high, and we must see ourselves as guardians of the
right behaviour. It is critical that organisations explore
their fraud and corruption risks, understand where they
are susceptible to weakness and take a proactive
approach to managing vulnerabilities.’
Elizabeth Lovett, Partner, Risk Advisory

The estimated cost of fraud to Australia is $8.5 billion a year, which
represents almost a third of the total cost of crime in Australia.
Australian Institute of Criminology
http://www.aic.gov.au/crime_community/communitycrime/costs.html
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KEY FINDINGS
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More than 1 in 4 organisations
surveyed had identified that they were
the victims of fraud in the last 2 years

1 in 3 incidents of fraud or corruption reported went
unpunished by the organisation and 1 in 5 incidents was
not reported to the police

Over half of the incidents of fraud were
perpetrated by persons from within the
organisation itself

Traditional measures such as a code of conduct are in
place in the vast majority of organisations surveyed and are
considered to be regularly communicated to staff across
most industry sectors
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Survey Analysis

DEMOGRAPHICS

Figure 1: Number of employees in respondent organisations
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Figure 2: Annual turnover of respondent organisations
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We surveyed individuals representing organisations from different
industries across Tasmania, including public sector, not-for profits and
private companies.
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•

•

•

The top three industries represented in the
survey sample are Public Sector and Education
(44%), Consumer and Industrial Products (25%)
and Financial Services (12%).
The majority of respondents are employed by
organisations with between 50 and 500
employees (65%). 21% are employed by an
organisation with less than 50 employees, and
large organisations with more than 500
employees represented 13% of respondents.
Survey participants came from organisations
with very different levels of annual turnover.
While the majority of organisations had an
annual turnover of between $10 and $100 million
(58%), 19% had a turnover of less than $10
million, and a further 23% had an annual
turnover of more than $100 million.

Figure 3: Respondent demographics
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Not for
Profits
Public Sector
& Education

Consumer &
Industrial
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Financial
Services

Energy &
Resources
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R AT E O F F R A U D A N D C O R R U P T I O N

Percentage of organisations within each industry that reported
experiencing one or more incidents of fraud or corruption in the
past two years

27%

Public Sector & Education

Organisations that have
experienced one or more
known incidents of fraud or
corruption in the past two
years

Financial Services

Energy & Resources

Top industries to report fraud
and corruption

Consumer & Industrial Products

Charities and Not for Profits
0%

20%

40%

FINANCIAL
SERVICES

60%

Fraud risk in different industries

PUBLIC SECTOR
AND EDUCATION

Fraud was most prevalent in the Financial Services industry, with 50%
of organisations surveyed reporting an incident of fraud within the last
two years. This may be partly attributable to the fact that they present
an attractive target for external fraud. Of the instances reported, 67%
had suffered from fraud perpetrated from outside the organisation, and
33% had suffered fraud perpetrated from both within and outside the
organisation. Similarly, organisations in the Consumer & Industrial
Products sector experienced fraudulent activity of an external nature.
The overall breakdown of fraud is consistent with national and global
trends.
In contrast, organisations operating in the Public Sector & Education
and Charities & Not for Profit industries reported primarily internal
fraud.

Organisations with more than 500 employees were overrepresented
as victims of fraud; despite making up only 13% of survey
respondents, they accounted for 29% of reported incidents of fraud.

CHARITIES AND
NOT FOR PROFITS

Source of fraudulent incidents

14%
36%

“It is estimated approximately 30% of
incidents of fraud go undetected.”
Source: Association of Certified Fraud Examiners
2014 Report to the Nations

50%

External

Internal
Both

10

Tasmanian Fraud & Corruption Survey | Bringing fraud into focus

TYPES OF FRAUD AND CORRUPTION

If fraud was perpetrated against the organisation, what type of
fraud was it?

Theft of cash
18%

18%

Misappropriation of assets
Cyber attack

4%

Procurement fraud
14%

23%
Fraudulent expense or
claims for benefits
Theft of customer data

9%
14%

Other

What was the main reason that enabled fraud to occur?
Poor internal controls
13%

Poor physical security
25%

4%

Collusion between employees
and third parties
Lack of accountability

13%

Deloitte’s survey
highlights that fraud and
corruption is a risk for all
organisations operating in
Tasmania. More than a
quarter of respondents
experienced an incident
of fraud within the past
two years, and although
the financial loss involved
in most instances is low
(57% of instances
resulted in a loss of less
than $5,000 however the
largest reported instance
of fraud was $200,000+)
there can be other
significant costs for the
organisation, including
remediation costs,
reputational damage,
reduced staff morale, and
regulatory and legal
breaches. These costs
often far exceed the value
of the fraudulent act.

Risks specific to the industry
12%
Override of internal controls

13%
8%

Unsure

12%
Other
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I D E N T I F I C AT I O N A N D D E T E C T I O N

How were incidents of fraud identified?

The top three ways in which
instances of fraud were identified
Anonymous whistleblowing hotline

10%

3%

INTERNAL CONTROLS

Organisation's internal controls

3%

Data analytics

6%

Internal Audit/compliance testing
32%

EXTERNAL SOURCES

Other external sources e.g.
bank/supplier
Referral via escalation to HR

10%

Referral via escalation to line
manager
Tip-off from public

3%
13%

10%

INTERNAL REFERRALS AND
ESCALATION

Notification from police

10%
Other

The top three ways in which instances of fraud were detected were through
internal controls, external sources such as a bank or supplier, and internal
referrals via escalation to HR or line manager.

Organisations using data
analysis or data mining to detect
and prevent fraud

69%

Although only 29% of organisations used data analysis as a means of
detecting and preventing fraud, it helped to identify 10% of all fraud cases.
One in every five organisations using data analysis found an incident of
fraud as a result. Technology and analytics are powerful tools for preventing
and identifying fraud.
Only 48% of organisations have a Protected Disclosures Policy (e.g.
whistle-blower policy) however over 15% of reported incidents of fraud were
identified by an internal employee making a disclosure. Organisations need
to ensure they have appropriate reporting mechanisms in-place to ensure
staff are protected and feel comfortable coming forward.

29%

2%
Yes

No

Unsure

The top three types of fraud identified by Tasmanian organisations

48%
MISAPPROPRIATION OF
ASSETS

12

THEFT OF CASH

CYBER ATTACKS
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Only 48% of respondents reported
that their organisation had a
Protected Disclosures Policy (e.g.
whistle-blowers policy)
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REPORTING

Our results suggest that incidents of fraud are
underreported in Tasmania.

Average loss from a single incident

More than one in three respondents (36%)
reported that they were aware of an incident of
fraud within their organisation during the previous
two years where the perpetrator had not been
punished by the organisation. 79% of respondents
whose organisation had been a victim of fraud
said that the fraud was reported to police. This
means that more than one in five were not
reported to law enforcement.

Less than $5,000
7%

$5,001-$10,000
$10,001-$20,000

22%

$20,001-$50,000
57%
14%

There may be a number of reasons why an
organisation would not take action against the
perpetrator of fraud. They may not know the
identity of the culprit (especially in the case of
external fraud such as cyber attacks), the
evidence may be insufficient , or they may not
believe the outcome will be worth the effort of
prosecution.

$50,001-$100,000

$100,001-$200,000
$200,000+

However, when fraudulent behaviour is not
reported, it can ultimately lead to negative
outcomes for the organisation. The perpetrator
may be free to re-offend again, either at the same
organisation or against a new employer ignorant
of their history, and the organisation’s ethical
standards are undermined when ‘unacceptable’
behaviour is seemingly accepted by management.
Where an organisation is not able to freely
discuss fraud and learn from the incident, it will be
vulnerable to repeat victimisation in the future.

35.7%
of respondents said
they were aware of
fraud incidents that had
gone unpunished by
their organisation
14

21.4%

57.1%

of instances of
fraud were not
reported to the
police

reported that they
were able to recover
some funds/property
once the fraud was
discovered
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Board and audit committee involvement
Board and audit committee members reported a
generally high level of engagement with
investigations into suspected or alleged fraud.
79% of respondents receive information on
allegations and incidents of internal and external
fraud and 86% receive information on the progress
of fraud investigations. A majority of respondents
also receive reporting on the volume and
frequency of fraud allegations and cases (71%).
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MANAGING THE RISK OF FRAUD
AND CORRUPTION

Board and Audit Committee involvement
It is important for senior leaders to establish a strong
“tone at the top” culture regarding ethical and unethical
behaviour as this can have a positive impact and flowon effect throughout the organisation.
A robust anti-fraud culture is being promoted by board
and audit committee members across Tasmania with
93% of respondents stating there is some, to
extensive encouragement of a strong approach to
fraud risk management. Similarly, there is some to
extensive encouragement of an ethical culture within
all organisations.
A majority of board and audit committee members are
involved in the evaluation and oversight of
management’s approach to fraud, for example by
formal review and approval of the organisation’s Fraud
and Corruption Risk Assessment (79%); evaluating
management’s commitment to fraud and corruption
control (64%); and overseeing the implementation of
management actions to improve organisational
resilience to fraud (79%).
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86%

93%

93%

Believe members of
the board/audit
committee have a
good understanding
of the fraud risks
and vulnerabilities of
the organisation.

Believe their
organisation takes
a proactive
approach to
preventing fraud
and corruption.

Agreed that managers
in their organisation
understood their
responsibilities for
preventing and
detecting fraud and
corruption.
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The role of management
While organisations on the whole showed a
positive cultural attitude towards fraud, there was
some disparity between the senior management
survey and board/audit committee results.
Although 93% of board and audit committee
members believed that their organisation takes a
proactive approach to preventing fraud and
corruption, only 73% of senior management
shared that belief.

Similarly, while 93% of board and audit committee
members agreed that managers in their
organisation understand their responsibilities for
preventing and detecting fraud and corruption,
responses from senior management indicated that
only 69% of managers agreed with the statement.
This suggests a potential disconnect between
board members and managers.

73%

Believe their
organisation takes a
proactive approach to
preventing fraud and
corruption.

69%

Agreed that managers
in their organisation
understood their
responsibilities for
preventing and
detecting fraud and
corruption.

Personnel at all levels of the organization – including every level of management,
and staff – have a responsibility for dealing with fraud risks.
Tasmanian Fraud & Corruption Survey | Bringing fraud into focus
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A W A R E N E S S A N D C U LT U R E

73% of respondents
indicated that their organisation
takes a proactive approach to
preventing fraud and corruption.

92% of senior
management respondents
indicated that their
organisation encourages
staff to come forward if they
see or suspect, fraud
corruption or serious
misconduct.

87% of senior
management respondents
also indicated that the
culture at their
organisation is such that
staff would be willing to
raise any concerns they
may have regarding fraud,
corruption or serious
misconduct knowing they
would be taken seriously
and they would not face
repercussions.

Most participants reported that their
organisation is serious about promoting
ethical behaviour and encouraging
employees to come forward if they
observe or suspect fraudulent acts.
However, fraud training and awareness
efforts appear to be under resourced in
most organisations. The majority of
organisations do not offer any fraud and
corruption training to staff, and only 19%
provided training to all staff. This means
there may be a training and capability
gap when employees are confronted
with an occurrence of fraud.

94% of survey participants agreed that
their organisation takes proactive steps to
address fraud and corruption risks when they
are raised.

18

Tasmanian Fraud & Corruption Survey | Bringing fraud into focus

ADDRESSING FRAUD AND
CORRUPTION RISK
What motivates someone to
commit fraud?

Does the organisation provide fraud awareness training to
staff?

19%

Yes (all staff)

15%

Opportunity

Only for staff in certain
positions
Unsure

64%
2%

No

Motivation

64% of organisations do not provide fraud and corruption
awareness training to any staff, and only one in four (25%) had
received any training within the last 12 months.

Fraud and corruption are generally
considered to be the product of three key
factors:

Does the organisation conduct ongoing reviews of the
effectiveness of fraud detection and prevention activities?
2%

48%

•

Opportunity

•

Motivation and

•

Rationalisation.

The element which is easiest for any
organisation to address is opportunity. By
introducing controls and other preventative
measures, an organisation can actively
reduce their vulnerability to fraud and
address fraud and corruption risk.

Yes
No

50%

Rationalisation

Unsure

The vast majority of respondents believe that their organisation
takes proactive steps to reduce fraud and corruption risks as
they arise (94%). However it is concerning that less than half of
organisations conduct ongoing reviews of the effectiveness of
fraud detection and prevention activities. It was also concerning
that only 46% of organisations had a Fraud and Corruption
Control Officer or similar assigned role.

Fraud follows opportunity and
attacks weakness. Know where you
are vulnerable and how to take
control.

15%

10%

4%

10%

62%

Within the last
6 months

Within the last
12 months

Within the
last 2 years

Over 2
years ago

Never received
training

When did the
respondent last
receive fraud
awareness training?
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POLICY AND PROCEDURE

Promotion of a robust anti-fraud and ethical
culture would typically be evidenced by having
both a defined fraud policy and clear codes of
conduct that are regularly communicated to
employees across an organisation. Our results
show only 60% of Tasmanian organisations have
a documented fraud policy, while only 37%
regularly communicated their fraud policy to staff.

A similar proportion of respondents had defined
policies regarding the acceptance by employees
of gifts, benefits and services (60%) and declaring
and managing conflicts of interest (64%).
However, when the responses are grouped by
industry the difference is startling. The Financial
Services industry clearly has a strong emphasis
on policies promoting ethical behaviour; 100% of
organisations in the Financial Services industry
had both a fraud policy and a conflicts of interest
policy.
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However, only 15% of respondents in the
Consumer & Industrial Products sector had a
fraud policy in place and just 23% had policies
regarding gifts and conflicts of interest. This is
well below the Tasmanian average.
Only 65% of managers agreed that their
employees understood their responsibilities for
managing actual, perceived and potential conflicts
of interest.
87% of organisations reported that they have a
Code of Conduct. 72% of those organisations (or
64% of all respondents) regularly communicated
their Code of Conduct to employees across the
organisation.
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Policies regarding gifts and conflicts of interest (by industry)

Organisations with a clear
policy regarding the
acceptance of gifts, benefits
and services

Charities & Not for Profits
Consumer & Industrial
Products

Energy & Resources

Organisations with a clear
policy on declaring and
managing actual, perceived
and potential conflicts of
interest

Financial Services
Public Sector & Education
0%

20%

40%

60%

80%

100%

Fraud policies and Fraud Policy awareness (by industry)

Charities & Not for Profits
Organisations which
have a Fraud Policy

Consumer & Industrial
Products
Energy & Resources

The Fraud Policy is
regularly communicated
to staff (e.g. annually)

Financial Services
Public Sector & Education
0%

50%

100%

65%

Managers who agreed that
employees in their organisation
understand their responsibilities for
declaring and managing actual and
perceived conflicts of interest

87%

64%

Organisations which have
a Code of Conduct

Organisations that regularly
communicate their Code of
Conduct to staff
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PREVENTING FRAUD AND
CORRUPTION

Are regular fraud risk assessments performed?
Yes

54%

No

54% of respondents perform a regular fraud risk assessment to
consider, identify and prioritise risks of fraud faced by their
organisation. This means that there remains a significant number
of organisations which do not conduct risk assessments.

Don't
know

Does the organisation have a Fraud and Corruption Control
Officer (or similar position)?
Only 44% of respondents surveyed reported that their organisation
has a Fraud and Corruption Control Officer (FCCO).
Yes

44%

No
Unsure

However, the industry percentages diverge significantly from the
overall percentage. 83% of organisations in the Financial Services
sector report that they have an FCCO in their organisation, which
is nearly double the rate across all Tasmanian organisations. The
Public Sector & Education (65%) and Energy & Resources (50%)
industries also had a large proportion of organisations with an
FCCO role. In contrast, a mere 8% of organisations in the
Consumer & Industrial Products sector had an FCCO in place.

Is the organisation adequately resourced to perform fraud
investigations?

60%

Yes
No

60% of organisations reported that they consider their organisation
adequately resourced to perform fraud investigations when
required. However, 40% of organisations do not believe they are
equipped to investigate incidents of fraud within their organisation.
In the current economic environment, organisations need to be
able to react quickly when a suspicion of fraudulent activity arises,
and they can only do this if they are adequately resourced in this
key area.

Yes (all staff)

69%

Yes (only for
certain positions)
No

Unsure
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Does the organisation conduct pre-employment screening for
new employees (including criminal background checks)?

The majority of organisations surveyed (69%) conducted some
form of pre-employment screening for new employees, however
only half of these organisations do background checks on all
employees, while the other half (18% of all respondents) screen
employees coming into certain positions which are considered
higher risk.
This means that a surprising 25% of organisations – one in four –
do not conduct any pre-employment screening for new employees.
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LOOKING AHEAD

21% of senior management survey respondents and 36%
of board and audit committee members stated that their
organisation’s vulnerability to fraud risk has increased in
the last 12 months.

So what does the future hold?
Managing fraud and corruption risk, and being prepared to
deal with the very real possibility of fraudulent or corrupt
conduct, is no longer optional for organisations. In today's
business environment, with increased legislative and
regulatory requirements, there is a greater need for
organisations to understand and address fraud risks. The
likelihood of fraud occurring can be reduced by
implementing an effective fraud risk management
framework that can identify fraud in a timely manner and
minimise the resulting damage. Fraud prevention and
detection also makes good business sense by protecting
an organisation’s reputation, minimising leakage, and can
provide cost savings to the organisation.

Fraud follows opportunity and attacks
weakness. Know where you are
vulnerable and how to take control.
What needs to change?
Organisations need to ensure they take a proactive
approach to managing fraud and corruption risks. It is the
responsibility of those charged with corporate governance
to ensure that appropriate systems and processes are
implemented to reduce the risk of an incident of fraud or
corruption being committed by or against their
organisation. An efficient and effective fraud risk
management framework including internal controls, fraud
policies, fraud detection programs (including reporting
mechanisms) and fraud risk assessments should be in
place and reviewed on a regular basis to ensure the
controls are working as prescribed. Appointing a fraud
and corruption officer and development of a fraud and
corruption training and awareness program is also
fundamental in assisting organisations to manage their
fraud risks.

Organisations need to ensure they are equipped to
manage and respond to an incident of fraud and or
corruption when it does occur. Too often organisations fail
to adequately respond to a incident of fraud or corruption,
which impacts the organisation’s ability to recover
assets/funds and sees the incident go unpunished.
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“The key to addressing the risks
associated with fraud and corruption is for
an organisation to really understand its
operations and, at the same time, consider
governance and control environments.
Aligning these two key elements is critical
to being able to have confidence that
these risks are under control.”
Frank O’Toole,
Partner, Deloitte Forensic Australia

21%

36%

21% of senior management and 36% of
board and audit committee members said
that their organisation’s vulnerability to
fraud has increased in the last 12 months.

57%
Board and audit committee members who
believe economic uncertainty and austerity
have generated board/audit committee
level discussion on introducing or
enhancing fraud risk monitoring.

FRAUD RISK MANAGEMENT

An effective fraud risk management framework will enable
organisations to have controls that first prevent the fraud from
occurring, detect as soon as a fraud happens and respond
effectively to fraud incidents when they occur. A robust fraud
risk management thus requires more than just ensuring an
effective system of internal controls. It also requires clearly
defined and implemented actions designed to reduce fraud
risk and an ongoing assessment of the effectiveness of the
organisation's approach to managing the business risk of
fraud.

A 360° approach to fraud risk management: The anti-fraud controls roadmap
“Continuous Improvement: Diagnose, Detect and Respond” Steps Generally Include –
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