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Less than three months from now the Lucky Country will chalk up the longest recorded run 
without a recession that the world has ever seen. 

Yet, as the International Monetary Fund points out, Australia is also increasingly suffering 
from the ‘new mediocre’ that has had global growth in its grip for the better part of a decade.

In part that is because our businesses, governments and families are acutely aware of the 
challenging times that have hit the globe over the past decade: not only economic and political 
developments, but also the rise of disruptive new technologies and increasing regulatory reach.

The challenges have increased uncertainty and left the business world worried. Faced 
with uncertainty around what’s in the future, they’re choosing caution. That’s entirely 
understandable, but it also means missed opportunities: we are increasingly over-emphasising 
what could go wrong and underweighting what could go right.

That conservatism is costly. As Franklin D. Roosevelt so beautifully put it, “the only thing we have 
to fear is fear itself”.

There’s a vital challenge here. Businesses, governments and families needn’t be as fearful 
as they are. As a nation and as a globe, we owe it to ourselves to face all the possibilities of 
the future, to think through the plausible ‘what ifs’, and to weigh up what they might mean. 

If we prepare our organisations and ourselves better for what might happen, then we 
can face the future with greater confidence. And, in turn, that greater confidence will bring 
benefits: the less that ‘fear itself’ is what we fear, then the more prosperous the Australia 
of the future will be.

That’s why we’ve turned a spotlight onto three plausible paths for the future:

• What would happen if troubles in China sent Australia lurching into recession?

• What would Australia look like if we successfully slipstream Asia’s new booms?

• What would Australia look like if we get better at being ‘cyber smart’?

There will always be surprises, whether they are the likes of US election results, the Brexit vote, 
technological revolutions, turbulence in exchange and interest rates, or many others. But you 
needn’t be so afraid of the unknown: you can get a thought-through look at what those futures 
might mean, helping you to face the future with greater confidence.

Taking the time to scan the horizon is among the most valuable investments that businesses, 
governments and families can make. I hope these glimpses into Australia’s possible futures 
inspire you to take the time to look ahead at what could come next. 

Cindy Hook
CEO, Deloitte Australia

Foreword
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Australia gets cyber smart – 
and invests with confidence 

“A secure cyberspace provides trust and 
confidence for individuals, business and the 
public sector to share ideas and information 
and to innovate online.”
Malcom Turnbull, Prime Minister of Australia

Fear is costly, it’s catching, and it’s dangerous.

We live in an increasingly digitised world, but the 
enormous benefits generated by that also bring with 
them a mounting range of cyber risks. From banks to 
public utilities and government agencies, the news 
media regularly report on the latest cyber-attack to hit 
a major organisation and inconvenience its customers. 

Because of this, we tend to fixate on the potential 
dangers and think of cyber as a big negative. This 
scenario takes a different approach. Yes, there’s a 
big escalation in cyber threats in our increasingly 
digitised world, but this scenario assumes we take 
action in response to that, rather than deferring 
progress, and compares what happens if businesses 
invest and reap the rewards, versus the alternative 
of exercising greater caution.

We’re all acting more cautiously in the face of so many 
prominent examples of cyber-attacks (many of which 
have had large financial impacts, or have been very 
public and very damaging to the trust of consumers). 

That’s understandable, but caution comes with a 
cost. Digital opportunities and cyber risk go hand 
in hand. A disproportionate focus on cyber risks 
therefore comes at the expense of new digital 
opportunities, meaning that the very technologies 
with the greatest potential to turbocharge our 
future prosperity are those that we are often less 
willing to pursue.

While cyber has been firmly on the business agenda 
for several years already,1 it is likely to leap up the 
priority list soon. Deloitte’s Technology, Media and 
Telecommunications Predictions 2017 predicts that 
cyber-attacks such as Distributed Denial-of-Service 
attacks will become larger in scale, harder to mitigate 
and more frequent in number.2 

1 And isn’t yet seen as a binding constraint: the Deloitte 2016 CFO Survey reported that 90% of CFOs would not delay the adoption of 
new technologies due to cyber risk.

2 See https://www2.deloitte.com/au/en/pages/technology-media-and-telecommunications/articles/tmt-predictions-2017.html.
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That backdrop means advances that are 
otherwise good for the digital economy – such as 
more connected devices, and an increase in upload 
speeds – are also the very same factors causing 
the rise in cyber risk. As the World Economic Forum 
recently noted3, the prevailing environment of 
uncertainty and the accompanying pervasive risk 
aversion surrounding cyber threats are increasingly 
restricting economic development right around 
the world.

That’s entirely understandable. In many ways, that 
makes cyber – and our responses to it – the epitome 
of the point we are making in this report. Uncertainty 
generates corrosive costs.

Those costs are built into Deloitte’s ‘most likely’ 
forecasts for Australia’s economy. But we can and 
should do better than that. If uncertainty can be 
reduced, there will be a growth dividend for 
this nation.

That’s exactly what this scenario considers: what if 
changing the game on cyber enabled organisations 
to seize more digital opportunities? 

To be clear, while this scenario highlights the costs 
of being risk-averse, it’s not a recommendation to be 
complacent either. Indeed, Deloitte’s Technology, Media 
and Telecommunications Predictions 2017 specifically 
warns against this. Businesses can avoid the false 
choice between panic and complacency by sensibly 
investing in cyber (security, education and resilience) 
and hence unlocking a new wave of digital investment.

This cyber scenario sees 
Australian businesses, 
organisations and families 
better address cyber risk, 
thereby freeing themselves 
to act with confidence, invest 
in the future and accelerate 
their growth.

3 See http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf.
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Then That would unlock potentially valuable investments in digital innovation, 
boosting most businesses

Give me the headlines By 2030:

• Lift of 5.5% in business investment

• Wages up 2.0%

• An extra 60,000 people employed

• Housing construction down 1.4%.

But Like Israel today, we’d need to outperform other nations to achieve this

Winners’ circle Sectors that sell cyber smarts

Next in line Sectors with the most value ‘cyber value at risk’, including banking, 
government, health, education and defence

Back of the pack Manufacturing, housing investment

Across the states NSW, VIC, QLD, ACT standout winners, as home of majority of IT specialists. 
But indirect impacts mean all states benefit. 

If Australia does the smart thing – investing in cyber
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Why might it happen?

We’re good at this.

Australians are well known as enthusiastic early 
adopters of new technologies. For example, the 
Productivity Commission’s 2016 report into digital 
disruption4 finds that “Australian consumers are noted 
as fast adopters of new technology”, while Telefonica’s 
digital survey5 ranks Australia third in a list of countries 
that have adopted digitalisation rapidly. Adjusting for 
the size of the economies in the nations surveyed, 
Australians have adopted technology faster than the 
Japanese, the British, and the Germans in how we have 
used new technologies to change the way we work, 
the way we communicate, and the way we use our 
spare time.

Given the focus of the Telefonica report, it is 
interesting that same study found Australians are 
the best (out of all the 34 countries examined) at 
using technology securely and at adopting privacy 
measures. Against that backdrop, it’s clear that 
this is a scenario that could occur – as technology 
enthusiasts and rapid adopters of digitalisation, 
we know the benefits. Yet it won’t be easy, not least 
because this is a moving target. The cyber landscape 
in general, and potential risks around the theft of 
intellectual property by cyber-attack in particular, are 
continuing to change relatively rapidly, driven by three 
important trends:

• The digitisation of everything and constant 
upgrades to newer technology.

• The connection of everyone/everything to 
the Internet.

• Expanding business ecosystems where more 
elements of more value chains are outsourced. 

As a result, stealing IP is becoming 
faster and easier than creating it.6 

Take a moment and read that last line again. It’s why 
44% of executives named the theft of IP or strategic 
proprietary information as one of their top three 
cyber concerns.7 After all, crime follows opportunity 
and, with the relevant opportunities increasing 
exponentially, so too are the related vulnerabilities.

That’s also exactly why cyber risks can have a 
chilling effect on our willingness to invest in what 
could otherwise be our most game-changing forms 
of future capacity.

Cyber costs fall into two categories – those ‘above 
the surface’ and those ‘below the surface ’.8 Above the 
surface liabilities include costs associated with telling 
the customers the bad news, lost customers, as well 
as legal fees/litigation and other costs. Those costs 
accrue fairly quickly and are clear to the organisation.

Below the surface of an attack, however, there 
are less obvious costs. These include losses to a 
company’s reputation, the impact of operational 
disruption, the loss of IP, the potential for an 
increased cost of debt, and the like. Chief among 
this latter group of costs is the lost confidence of 
the firm’s own leadership. Once bitten, twice shy; 
the reduced willingness to take risks gives a free 
ride to an organisation’s competitors.

4 See http://www.pc.gov.au/research/completed/digital-disruption/digital-disruption-research-paper.pdf at page 22.

5 See http://indexdigitallife.telefonica.com/wp-content/uploads/2016/06/TIDL-Report-090616.pdf and http://indexdigitallife.telefonica.
com/australia/.

6 See https://www.rsaconference.com/writable/presentations/file_upload/grc-w04-when_attackers_want_your_ip-valuing_and_
guarding_prized_business_assets.pdf.

7 See https://www.rsaconference.com/writable/presentations/file_upload/grc-w04-when_attackers_want_your_ip-valuing_and_
guarding_prized_business_assets.pdf.

8 See https://www2.deloitte.com/us/en/pages/risk/articles/hidden-business-impact-of-cyberattack.html.
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Multiplied up across a number of companies – both 
those that have actually been affected and those that 
fear it – and these costs are big enough to show up at 
the national level.

A risk for business leaders is believing that cyber 
is something that happens in the ‘digital economy’, 
not in their business, and that worrying about cyber 
can be left to a handful of geeks in ICT departments 
and businesses. Yet Australia’s digital innovations 
and digital workforce are already very integrated 
with the rest of the economy, meaning that all large 
organisations are already digital. Over half (53%) 
of Australia’s ICT workforce doesn’t work in ICT 
businesses – they work elsewhere in professional 
services, financial services, the public sector and 
more. That means all businesses have to take cyber 
risk seriously.9

Let’s be clear here: the current mood of caution 
isn’t because cyber issues aren’t being considered 
by today’s leaders. Rather, we are choosing to act 
cautiously in response to the perceived risks.

But that’s a costly choice. We can equally choose 
to change the way we approach cyber risk. 
Acknowledging that it will always be impossible to 
completely lock down all of our information, adopting 
a secure, vigilant, and resilient approach to cyber can 
continue to drive organisational performance in the 
face of cyber risks.

• Secure: Organisations must continually 
maintain their foundational security 
capabilities to protect against threats and 
to comply with industry cyber standards 
and regulations. 

• Vigilant: Organisations must establish 
capabilities for detecting cyber violations, 
and to scan for and anticipate emerging 
threats so they stay ahead of the game.

• Resilient: Organisations should recognise 
that no cyber defence can be 100% 
effective, and so they must develop the 
ability to respond to inevitable cyber-
attacks and return to normal operations 
as quickly as possible.

When might this happen?

Attitudes and economies are both supertankers – 
they can’t and don’t change course fast.

This scenario envisages a gradual shift in thinking 
around cyber security, leading to additional new 
digital investments being made. The impact on the 
economy would therefore build over time as new 
digital technologies are adopted.

9 See https://www2.deloitte.com/au/en/pages/economics/articles/australias-digital-pulse.html.
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In addition, not all businesses would change their 
behaviour at the same time. If businesses choose 
to invest, then we expect there would be a number 
of distinct investment waves. While we recognise 
individual exceptions, for simplicity, we have chosen 
to think of this as three waves, as some sectors are 
currently further along the cyber-readiness curve 
than others, and also because cyber risks differ 
across sectors:

• Early adopters: Information media and 
telecommunications, financial and insurance 
services, electricity, gas, water and waste services, 
public administration and safety, education 
and training, health care and social assistance, 
professional, scientific and technical services, 
administrative and support services.

• Middle adopters: Transport, postal and 
warehousing, mining, wholesale trade, retail trade.

• Late adopters: Manufacturing, agriculture, 
forestry and fishing, construction, rental, hiring 
and real estate services, accommodation and 
food services, arts and recreation services, 
other services.

So the bottom line is that these impacts wouldn’t 
occur overnight. It would take time before new ways 
of thinking about cyber and new investments paid off.

But the eventual payoff would be large, and it 
would grow over time. How do we know that? 
Because it is future-focused spending that improved 
cyber intelligence particularly unlocks. Accordingly, 
the more successful we are at encouraging and 
increasing cyber-based investment and risk mitigation, 
the greater the payoff they deliver over time.

In turn, that’s why the differences in the economy are 
rather bigger in twenty years’ time than they are in 
just five years, and why they are still building in size 
and impact at the twenty-year mark.

How likely is it? And how might that happen?

This wouldn’t come out of the blue.

Digital disruption is already happening. We have 
predicted that around two-thirds of industries faced a 
‘big bang’ from digital disruption such as a significant 
shift in key measures like revenue channels.10

Innovative organisations are already seizing the digital 
opportunities available to them, aiming to ensure that 
their operations are as cyber smart as they can be.

Deloitte has calculated that the digital economy 
already contributes $79 billion (or 5.1%) to Australia’s 
economy (as at 2013-14) and is forecast to grow to 
$139 billion by 2020 (7.3% of national income).11

Those are big bucks. They imply that the digital 
economy is currently generating one in every ten 
dollars of national income growth in Australia.

Accordingly, our view of the most likely developments 
in the Australian economy already includes digital 
progress to a degree.

What differs in this scenario is that it envisions a 
rather more fundamental shift in thinking around 
cyber, which thereby leads to a more widespread 
adoption of new digital technologies than would 
otherwise occur.

Our scenario assumes the trigger to this shift is a 
series of coordinated cyber-attacks occurring around 
the world in 2018. These are much larger than 
anything anticipated – possibly very public Distributed 
Denial-of-Service attacks that cause significant 
outages, or a huge theft of data or IP that lay sensitive 
information bare – something big enough to capture 
attention and knock us off our business-as-usual 
mindsets. 

10 See https://www2.deloitte.com/content/dam/Deloitte/au/Documents/Building%20Lucky%20Country/deloitte-au-consulting-digital-
disruption-whitepaper-0912.pdf.

11 See https://www2.deloitte.com/content/dam/Deloitte/au/Documents/Economics/deloitte-au-economics-connected-continent-
ii-2015-300315.pdf.
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Globally, those events reignite conversations within 
the business community, governments and the public 
about how to effectively manage cyber, in terms of both 
resilience and security. Confidence in doing business 
online takes a beating, leading to public pressure from 
customers and shareholders for businesses to do 
something to improve their security.

At this point in our scenario, businesses and 
governments in Australia have two real choices in 
response to global developments: sticking with the 
status quo, or stepping up and becoming cyber smart. 
This is a scenario in which stepping up on cyber 
becomes a very real priority for Australian business 
leaders, who are determined to lead the way on 
showing that digital investment and cyber resilience 
are both possible, and in fact, essential. 

That’s a plausible outcome, but it isn’t necessarily an 
easy one. In part that is because ‘success’ here needs 
a very wide domestic base of action, as well as a 
competitive leap over other nations.

Or, to put that differently, this isn’t 
about a few national champions 
standing out from the pack. It 
is about Australia standing out 
from most of the world, and 
thereby unlocking a greater set 
of opportunities from new digital 
technologies than a number of 
other countries succeed in doing.

Such ‘Australian exceptionalism’ has been seen 
before. As a people, we have a well-documented 
enthusiasm for being at the forefront of adopting 
new technologies.12 And Israel (second only to the 
US as the world’s largest exporter of cyber products, 
exporting around US$6billion a year13) shows the 
potential for cyber defence to successfully morph 
into digital innovation.14

We now have the opportunity to do the same once 
more, but with the proviso that we have the courage 
to make the investments that allow us to leap the 
cyber hurdles that lie in the way of some of those 
opportunities.

Impacts on Australia

Rethinking the game on cyber risk would mean 
that organisations change their approach to cyber 
security investment. In some cases this would mean 
an increase in investment in cyber security, but for 
other organisations it may mean reallocating the 
existing cyber budget in a different way. For example, 
for those organisations already relatively comfortable 
with their cyber security measures, resources could 
be directed at establishing resilient cyber practices 
when adopting new technologies.

Across the economy there will be an initial dividend 
from this changed approach to cyber in the form of 
a reduced number of disruptive cyber-attacks, which 
means a reduction in cyber-attack losses and a direct 
increase in productivity.

12 See, for example, http://www.pc.gov.au/research/completed/digital-disruption/digital-disruption-research-paper.pdf, http://www.
skynews.com.au/tech/technews/2016/07/18/australians-fast-adopters-of-digital-tech.html, as well as http://onlinelibrary.wiley.com/
doi/10.1111/1467-8489.12114/abstract.

13 See, for example, https://www.forbes.com/sites/stevemorgan/2015/12/20/cybersecurity%E2%80%8B-%E2%80%8Bmarket-reaches-
75-billion-in-2015%E2%80%8B%E2%80%8B-%E2%80%8Bexpected-to-reach-170-billion-by-2020/#13dde73b10c3.

14 See http://fortune.com/2015/09/01/why-israel-dominates-in-cyber-security/.
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But the bigger pay off will be in 
rethinking the approach to cyber 
risk associated with new projects. 
With the confidence that cyber 
risks will be managed better, there 
will be a reduction in risk aversion 
when evaluating new technology 
and digital projects.

More projects will get the go ahead, and there will 
be a higher rate of adoption of new technologies.

In turn, there will be:

• Higher levels of capital investment in the 
Australian economy.

• Higher productivity growth resulting from 
those investments.

These two channels result in higher output 
across most sectors. The benefits spread across 
the economy as consumers and business generate 
additional income, which is spent across businesses 
other sectors. 

Chart 16: Change in key macro variables in two decades under the cyber scenario
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At the end of the two decade horizon, this scenario 
sees a range of impacts:

• Within the overall impacts on the economy, 
the largest relative gains are in investment 
by businesses in future productive capacity 
(see Chart 16).

• As the lift in wages demonstrates, there are 
also excellent gains in the purchasing power of 
ordinary Australians (albeit not quite as good as 
it initially looks, because the stronger economy 
also raises consumer prices – the CPI – a little).

• There would be a stronger exchange rate, 
because the Australian economy becomes more 
successful (and hence more highly valued) relative 
to other economies. That stronger exchange rate is 
also one of the reasons why purchasing power lifts 
over and above the gains in wages.

• Our greater investment spending as a nation 
also moves us up the value added chain – relatively 
more intellectual property, relatively less ‘rocks 
and crops’. In turn, that switch boosts our terms 
of trade – export prices relative to import prices – 
and is another factor boosting the $A.

• This economic good news shows up not merely 
as higher living standards across the nation as 
a whole, but also – within that – a gain in the 
number of people employed (close to an extra 
60,000 people) plus a related fall in the number 
of unemployed.

• Interestingly, because improved cyber security 
leads to higher returns to a range of business 
opportunities, it also means that the returns to 
an old favourite – spending money on a better 
home – begins to look relatively less attractive in 
this scenario. That’s no surprise: for Australians, 
investing in their homes has been a safe bet. 
However this scenario is all about making 
entrepreneurial flair less risky for corporates 
than it would otherwise be. Hence whereas 
business investment spending is the ‘biggest 
winner’ to be found in the macro outcomes 
shown in Chart 16, housing investment loses 
some shine in this scenario.

For those of you keeping score at home, the potential 
payoff to doing this right is around half of the gains 
on offer from the ‘Asian century’ scenario examined 
previously: the nation produces more, and the lift in 
national income is larger still.

But, whereas the previous scenario saw widely-based 
gains in both foreign and home markets, this scenario 
is much more specific in its levers and impacts.

Impacts on Australia – by industry

So let’s take a look at those in the winners’ circle.

Direct beneficiaries – the ‘cyber sectors’ 
themselves – group one

Chart 17 shows how much bigger revenue is if we 
lift the cyber game.
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Chart 17: Cyber scenario gains in revenue by the mid-2030s versus baseline
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There are upfront winners here because cyber 
resilience involves on particular sectors. Accordingly, 
the IT industry and related sectors will be directly 
affected via increased demand for cyber security 
services, as well as being called upon to facilitate 
the adoption of new digital technologies.

That is why the winners’ circle is headed up by the 
following list of sectors:

• Professional, scientific and technical services 
(and its parent grouping, the wider professional 
services sector)

• Computer system design

• Other media and telecommunications

• IT and communication

• Telecommunications

• Internet services.

No surprises there. This group – which we’ve coloured 
teal in Chart 17 – houses those who’d be front 
and centre in (1) improving the cyber defences of 
Australian organisations and (2) implementing the 
digital innovations whose benefits would suddenly 
outweigh their costs in a more cyber smart 
environment.

Those sectors with a higher ‘cyber value at risk’ 
– group 2

The next group of successful sectors – those 
benefiting relatively more in this scenario – are those 
industries that face relatively higher cyber risks. 
The World Economic Forum identifies sectors with 
a higher cyber value at risk as the tech sector, the 
public sector (including health care and defence), 
banking, business services and the utilities.15 
We’ve also added the education sector to the mix.

Having more cyber value at risk is a mixed blessing 
– it says that building better cyber defences will cost 
these sectors more in the first place, but also that 
the benefits of doing so are bigger as well.

And the results here do show that the benefits 
outweigh the costs. We’ve coloured this grouping 
light grey and, as a generalisation, it is the key 
beneficiary group outside of those sectors that 
directly sell digital transformation and cyber services.

Those sectors on the wrong side of interest rates, 
exchange rates and wages – group 3

Yet to be identified by the World Economic Forum 
as a potential beneficiary – as is true of the utilities – 
doesn’t mean that you’re home and hosed.

That shouldn’t be a surprise. Although better cyber 
security is indeed a direct benefit to the public sector 
(and related industries such as defence, health care 
and education), both the utilities and agriculture 
(black in the chart) are on the wrong side of these 
circumstances.

15 World Economic Forum and Deloitte, 2015, Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats, January.
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The villain in this instance is 
the ‘smarter and more successful’ 
Australia generated off the back of 
increased cyber intelligence and 
increased digital investment.

A more successful Australia has higher interest and 
exchange rates, as well as higher wages.16 And that 
combination is a triple hit to the cost structures facing 
the likes of both farmers and manufacturers. The 
products that those sectors generate – everything 
from wheat to tapware for bathrooms – are widely 
and openly traded on world markets, meaning that 
it doesn’t take much of a cost impact to throw them 
off their stride.

In turn, that hit to farmers is why the Australia-wide 
success of the nation in this scenario comes with 
a sting in its tail that leaves agriculture (and its 
component parts) worse off.

Ditto the utilities, though the chain of unfortunate 
events there is longer. This is a scenario in which 
manufacturers operating in Australia get hit by 
the same troubles facing farmers. That is, both 
interest rates and exchange rates move higher, 
and wages do too, and that’s a particularly toxic 
cocktail for manufacturing. And it is manufacturers 
who generate much of the additional demand for the 
utilities – power and water and gas and the like. So 
the negatives generated for manufacturers in this 
scenario bite the utilities as well, more than blunting 
the direct benefits that the manufacturing sector 
would gain from greater cyber security. 

Similarly, different sectors are positioned to benefit in 
different ways from the adoption of new technologies.

Those sectors benefiting from higher incomes 
Would you spend more at the shops if Australia was 
successful in improving the way it deals with cyber 
risks? Or perhaps buy a car more regularly? Or what 
about the likelihood – or otherwise – that you’d be 
talking more to real estate agents?

Such possibilities may not be particularly front of 
mind. However, believe it or not, they would indeed 
drive sectoral success in a cyber scenario.

16 That is, success in some areas of an economy can have indirect harm to other areas. For example, the discovery of gas in the North 
Sea led to the same trio of effects – higher exchange and interest rates, and higher wages. The resultant harm to some other sectors 
of the economy of the Netherlands became known as ‘the Dutch disease’.
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The missing connection here is that this 
scenario boosts the prosperity of ordinary 
Australians. And they’d do something with 
that extra cash. That’s why the top end of 
the sectoral listing in Chart 17 is filled with 
industries that are geared to spending by 
consumers – spending in shops, on cars, 
on buying and selling homes and the like:

• Other retailing

• Real estate services

• Retail trade

• Property services

• Road transport

• Motor vehicle wholesaling

• Machinery and equipment wholesaling

• Wholesale trade 

• Other transport and storage.

And the rest – group 4
There is a range of factors in play for the sectors 
listed here. For example:

• All of these sectors have some indirect 
exposure to cyber risk and some degree 
of benefit from the adoption of new 
technologies. Those that have a relatively 
lower cyber value at risk include arts and 
recreation and wholesalers.

• Sectors that have relatively less potential 
benefit from new digital technologies include 
arts and recreation and parts of agriculture. 
However, these sectors will still be affected 
indirectly by the larger changes occurring 
in other industries, which will have impacts 
throughout the economy.

The upshot is that the Australian economy as 
a whole is a net beneficiary of improved cyber 
intelligence.

Impacts on Australia – by state 
and territory

Given the relatively high representation of 
information technology specialists in New 
South Wales, Victoria, Queensland and 
the ACT, those jurisdictions are the standout 
beneficiaries of the extra investment spending 
shaken loose by a better cyber culture.

Public sector benefits are a key part of the story 
in the ACT, where job gains are strong relative to 
the Asian boom scenario.

Yet although those particular regions do 
best, the rather more striking characteristic 
of Chart 18 is how tightly banded the benefits 
are from this scenario. That’s because although 
there is some direct benefit to specific regions – 
thanks to high concentrations of IT professionals 
in their employment base – the dominant driver 
of gains is the indirect impact across a range of 
sectors, leaving all states and territories with 
relatively consistently sized benefits.

For example, South Australia’s benefits 
come via selling into the investment boom, 
rather than through cyber dominance in that 
state, while Western Australia’s relatively 
modest strengths in service sectors acts as 
a relative anchor in this scenario.
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Chart 18: Job gains in the mid-2030s versus baseline – by state

Some things to think about:

Is caution around cyber risk holding you or your sector back?

Are you aware of the opportunities that embracing digital investment 
could bring?

What other information would be helpful for you to know?
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About the series 

Our Voice of Asia series brings to life the challenges and 
opportunities facing the Asia Pacific region today and tomorrow. 
Beneath the surface of a cyber attack takes a deeper look at all 
the business implications of a cyber attack.

Other series you may be interested in 
Shaping Future Cities

Australia’s future is immensely bright as cities are built, continue to flourish and 
spread. The future of Australian cities will provide opportunities and challenges 
for the economy. This series explores how business, government and industry 
can come together to ensure we continue to create innovative and vibrant cities.

Business imperatives for a prosperous Australia

The Building the Lucky Country series has been generating conversations
across business, government and media since the first publication in 2011.
The series explores challenges and opportunities that will impact the Australian
economy and national prosperity and prompts Australia to think about:

• How we can move beyond riding our amazing luck to creating it?

• What are the long term economic trends that Australia needs to think about?

• What are the opportunities for the economy that we are leaving on the table? 

View the complete series at www.deloitte.com/au/luckycountry.
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