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Azarbaycanin bir sira dovlat gqurumlarinda informasiya
sistemlarinin inkisafi ila bagh siyasat movcud deyil

Azarbaycanin bir sira dévlat qurumlarinda aksar hallarda informasiya sistemlarinin inkisafi ila alagali
sarmaya istigamatlarini miayyanlasdiran va onlara asaslandirma bazasi ola bilacak ortamtddatli
strateji sanadlar va ya siyasatlor movcud deyil. Bu barads “Hesablama Palatasinin 2020-ci ilds
faaliyyati hagqginda” hesabatda bildirilir. Qeyd olunur ki, qurumlarda yaradilan informasiya
sistemlarinin idara olunmasi yalniz operativ saviyyads taskil edilib va daha cox texniki dastak

funksiyasini yerina yetirir.
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Manba: xeberler.az, 5 aprel 2021

Azarbaycanda biometrik imzalar tatbiq olunacaq

Azarbaycanda biometrik imzalarin tatbigi istigamatinda islar aparilir. Sohbat galecakda e-imza
kartlarini va tokenlari avaz edacak yeni taninma texnologiyasindan gedir. Onun vasitasila
istifadacilar zaruri olan sanadlari fardi biometrik gostaricilarle (barmaq izi, iz, gbz va s.) tasdiglaya
bilacaklar. Hazirda ragamli imzanin tahlikasizliyini tamin edan SHA-1 kriptografik algoritmi daha
tahlikasiz hesab olunan SHA-2 ils avaz edilir.

Manba: xeberler.az, 19 aprel 2021

Elektron Tahlikasizlik Xidmati novbati dafa “fising” hticumlari
barada xabardarliq edib

Nagliyyat, Rabita va Yiksak Texnologiyalar Nazirliyi yaninda Elektron Tahlikasizlik Xidmati
vatandaslari son glnlards banklari hadaf alan “fising” hicumlari barads xabardar edir.
Kiberdaladuzlar Azarbaycan banklarinin texniki dastak xidmatinin adindan sui-istifade edarak
vatandaslarin bank malumatlarini va digar fardi malumatlarini ala kecirmaya calisirlar. Bela ki,
hayata kegirilan kiberhlicumlarda bank amakdaslarinin adindan vatandaslarin mobil némralarina
zanglar edilarak, onlarin adina har hansi kdcliirmanin hayata kegcirildiyi bildirilir va tasdiglama Ugln
kart hesab noémrasi, sifri, tasdiglama kodu va sair fardi malumatlarin tagdim edilmasi talab olunur.

Manba: cert.az, 20 aprel 2021

Azarbaycanin daha bir banki e-imza xidmatini aktivlesdiracak

Yaxin goalacakda "Rabitabank" tarafinden mdstarilara elektron imzanin (e-imza) alda edilmasi
xidmatini aktivlasdiracayi gdzlanilir. Bununla bagl bank tarafindan Dévlst Vergi Xidmatina miracist
olunub: "Umumilikda, cari il srzinda bank tarafindan 10-a yaxin ragamsal hall va mahsul taklif
olunacagi gozlanilir ki, onlarin Gzarinds hazirda aktiv islar aparilir".

Manba: xeberler.az, 21 aprel 2021

Daha bir elektron daladuzlug fakti ifsa edildi

“Diggat! Daladuzlarin alis-veris sahifalarindan vatandaslarin alags vasitalarini ala kecirarak onlari
aldadan va kart malumatlarini ala kegirmak UGgln istifada etdiklari névbati sahifs ifsa olundu”. Bu
barads Xisusi Rabita va informasiya Tahliikasizliyi Dévlat Xidmati - Kompiiter insidentlarina Qarsi
Muibariza Markazindan malumat verilib. Malumata gora, daladuzlar asagidaki tipli veb sayt
yaradaraq vatandaslari aldatmaga calisir: https://azerdostavka.shop/. Veb sayt hazirda aktiv deyil.

Manba: xeberler.az, 23 aprel 2021

Dovlat Xidmati: “WhatsApp”in yeni versiyasi soxsi
malumatlarinizi ogurlayir

Bu glnlards “WhatsApp Pink” adli “WhatsApp”in yeni bir versiyasi ortaya cixib va populyarliq
gazanmaga baslayib. Bu barads Xisusi Rabita ve informasiya Tahliikssizliyi Dévlst Xidmatinin
Kompiter insidentlarina Qarsl Miibarize Markazinin aciglamasinda bildirilir. Malumatda hamginin
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deyilir ki, “WhatsApp Pink” tam zararli bir tatbiqgdir: “Bu zararverici APK link saklinda “Whatsapp”
gruplar vasitasila yayllmagdadir. “WhatsApp Pink” avvalca geydiyyat malumatlarinizi sorusur va
bundan sonra saxsi malumatlarinizi ogurlayir”.

Manba: xeberler.az, 28 aprel 2021

Kiberdaladuzlar “Azarpoct”un rasmi saytina oxsar saxta
sahifalar yaradir

Nagliyyat, Rabits va Yiksak Texnologiyalar Nazirliyi yaninda Elektron Tshllkasizlik Xidmsati
vatandaslari “Azarpoc¢t” MMC adina acllan saxta saytlar barada xabardar edir. MMC-dan bildirilib
ki, bir grup kiberdaladuz geyri-qanuni yolla maddi vasait alda etmak magsadils “Azarpoct”un rasmi
saytina oxsar saxta saytlar yaradir. Onlarin hadafi onlayn algi-satql sahifsalarindes muxtalif
mahsullarin satisini hayata keciran vatandaslardir. Kiberdaladuzlar alici gisminda saxta “WhatsApp”
ndmralarindan bu vatandaslara yazarag mahsulu almagq istadiyini bildirir va 6danisin hayata
kecirilmasi Gcln saticidan “Azarpoct” MMC-nin adina acilan saxta sayta daxil olarag kart hesabi
malumatlarini daxil etmasini istayirlar. Vatandas bu kegida daxil olarag kart hesabinin malumatlarini
tagdim etdikda hesabin balansinda olan vasait kiberdaladuzlarin alins kegir.

Manba: xeberler.az, 28 aprel 2021

Azarbaycanin ilk antivirus programi tagdim edilib

Uzun zamandir Gzarinda isladiyimiz zararvericilarin analizi Gg¢ln hazirlanmis olan tatbigin ilkin
“beta” test versiyasi artiq hazirdir. Bu barads Xususi Rabits va informasiya Tahliikasizliyi Dévlst
Xidmatinin Komputer insidentlarina Qarsi Miibarize Markazinin agiglamasinda bildirilir.

Manba: xeberler.az, 30 aprel 2021

“Elektron prokurorlug” informasiya sistemi yaradilacaq

Azarbaycan prokurorlug organlarinin = faaliyyatinds  muasir  informasiya-kommunikasiya
texnologiyalarinin tatbigini tamin edan “Elektron prokurorlug” informasiya sistemi yaradilacag.

Manba: xeberler.az, 8 may 2021

Azarbaycanda kibertahlikasizlik Gzra besillik strategiya
hazirlanib

Azarbaycanda 2021-2025-ci illeri shate edan informasiya va kibertahlikasizlik Gzra milli
strategiyanin tasdiq edilmasi gbzlanilir. Bu barada Naqliyyat, Rabita va Yiksak Texnologiyalar
Nazirliyindan bildirilib. Malumata gors, geyd olunan strategiyanin hayata kecirilmasi tizra tadbirlar
planinda saha Uzra ganunvericiliyin takmillasdiriimasi ile bagh middaalar da 6z aksini tapib.

Manba: xeberler.az, 14 may 2021

Azarbaycandaki kompyuterlarin 42 faizinda hala do Windows 7
istifada olunur
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Kaspersky-nin statistik malumatina gérs, Azarbaycanda komputerlarin 42%-da hals da baza dastayi
2020-ci ilin yanvarinda basa catmis Windows 7 amsaliyyat sistemina qurasdirilib. omaliyyat
sisteminin kéhnalmis bir versiyasi yaxsi islaya bilar, lakin agar o, artiq dastaklanmirsa, ona hiicum
etmak daha asandir. Sistemin 6mri bitdikda, zasifliklar oldugu kimi galir, onlar {clin yamaglar
(patch) buraxilmir, bu da tacavizkarlarin malumat alds etmasini asanlasdirir. Ev istifadacilari
arasinda Windows 7 istifade edanlarin payl 48%, kicik va orta sahibkarlar arasinda - 14%,
mikrobiznes nUmayandalarinda isa 30%-dir. Kicik muassisalarin amaliyyat sistemini mdasir
saviyyada saxlamasi xUsusila vacibdir, ¢lnki onlar kiber tahllkssizlikle mubarize Uclin ayrica
resurslara sahib deyillar.

Manba: xeberler.az, 17 may 2021

Onlayn daladuzluqg va kibertahdidlara garsi mubarizs
guclondirilir

XUsusi Rabits va informasiya Tahlikasizliyi Dévlat Xidmati tarafindsn yaradilan "Blacklist.gov.az"
layihasinin yeni takmillasdirilmis va daha funksional versiyasi istifadaya verilib. Komputer
insidentlarina garsi Mibarize Markazindan verilan malumata géra, layihanin magsadi 6lkada son
zamanlar artan onlayn daladuzlug ve kibertahdidlara qarsi mdibarizani glclandirmak,
kiberdaladuzlug va kibertahticumlarda istifads olunan domen adlarini toplamagla ifsa etmak, elaca
da sistema inteqgrasiya edilmis veb-baladcilar Gclin goruyucu genislanma ("extension"), API
inteqrasiya imkanlari vasitasi ila internet istifadacilarini gorumaqdir.

Manba: xeberler.az, 24 may 2021

MDB
Rusiya

Firlldaqggilar rusiyalilari aldatmagq Ggtin “Yandex.Money”-dan
istifada edir

Rusiyada zararli e-poctlar vasitasila bank karti detallarina sahib olmagin klassik mexanizmi yenidan
giindsmdadir. RiA News xabar verir ki, 6ziinii Yandex.Money e-clizdan operatoru kimi tagdim edan
firlldageilar, kompromat videolarin yayimlanmasi tahdidi altinda vasaitlarin bitcoin clizdanina
koclrilmasini talab edirlar.

Manba: banki.ru, 5 aprel 2021

Mutaxassislar, ilin avvalindan bari Runetda 1,5 mindan ¢ox
yalanci bank saydilar

BI.ZONE kiber tahlikasizlik sirkatina gdra Rusiyada yalan banklarin sayr 2021-ci ilin | ribinda% 20
artaraq 1.529-a catib. Firmanin ekspert xidmatlari blokunun direktoru Evgeniy Volosin izah etdi ki,
fising saytlarinin sayi artmaqgdadir, ¢ctinki camiyyatin mimkin gadar cox Gzvina ¢atmagin an ucuz
va an tasirli yoludur. Saxta manbalarin garsisini almaq Gcln lazim olan orta middat 10 ila 70 saat
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arasindadir, lakin haddindan artiq hallarda girisi mahdudlasdirmagq Gciin lazim olan vaxt bir neca
haftaya gadar ola bilar.

Manba: banki.ru, 6 aprel 2021

Mutaxassislar: firlldaqgilar fisingi avtomatlasdirmagq tgtn
Telegram botlarindan ve Google formalarindan istifads edirlar

Fising hiicumlari naticasinda ogurlanan istifadaci malumatlari getdikca e-poct vasitasila deyil, ham
da Google formalari va Telegram messenceri kimi ganuni xidmatlara yiklanir, Group-IB-in apardig|
arasdirmaya gora. Avtomatlasdirilmis fising, hazirlanan platformalarda Telegram botlarindan
istifada edir, ¢lnki fising hiicumu prosesini tam idars eda va ogurlanmis har hansi bir vasaitin
geydini apara bilir.

Manba: banki.ru, 7 aprel 2021

Markazi Bank: sosial miuhandislik maliyya kiber tahltkasizlik
Uglin asas tahllika olaraq qalir

Sosial muhandislik maliyys kiber tahlikasizlik Ggln asas tahlika olaraqg galir, lakin Rusiya Markazi
Bankinin “Maliyya taskilati mustarilarinin raziligi olmadan hayata kecirilan amaliyyatlarin 2020-ci il
icmall” hesabatina asasan, mumilikda ogurlugdaki payi azalmaqdadir.

Sosial mthandisliyin butln icazasiz amaliyyatlardaki payi, Rusiya Banki, maliyya taskilatlari va hiiquq
muhafize organlarinin ictimai kiber savadliligi artirmaqg Ggln birga saylari sayasinda 2020-ci ilin
sonunda 61.8% -2 (2019-cu ilda 68.6% -dan) disdd.

Manba: banki.ru, 12 aprel 2021

Biometriyadan kutlavi istifada kiber cinayatlarin sayinin
artmasina sabab ola bilar

Biometrik identifikasiyadan genis istifada saxtakarligin artmasina sabab ola bilar. Fikri TASS matbuat
konfransinda InfoWatch sirkatler grupunun prezidenti, “Otechestvenny soft” program taminati
istehsalcilari assosiasiyasinin idara heyatinin sadri Natalya Kasperskaya soyladi.

Manba: banki.ru,14 aprel 2021

Moody's: Rusiyadaki kicik banklar daha c¢ox kiber firildagciliq
risklarine maruz galir

TASS xabar verir ki, Rusiyadaki kicik banklar daha ¢ox Moody's agentliyina gora kiber firildaqgciliga
maruz qgalirlar.

Manba: banki.ru, 20 aprel 2021

Yuzlarla Rusiya sirkatinin malumatlari ictimaiyyata sizmisdir

Kommersant, yizlarla iri va minlarla kicik rus sirkatinin korporativ malumatlarinin, infosecurity
softline sirkatinin malumatlarina istinad edarak ictimai makanda ortaya ¢ixdigini bildirir. Taskilatlar
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pulsuz onlayn layiha meneceri Trello-nun Iévhalarinde malumat yerlasdirdilar. Analitiklar, hazirda
axtaris sistemlari tarafindan bir milyona yaxin ictimai Trello |6vhasinin indekslasdirildiyini, bunlarin
daxilinde maxfi malumatlarin oldugunu soyladilar. Rusiyada Trello l6vhalari asasan kicik ve orta
sahibkarlar, banklar da daxil olmagla bdyUk taskilatlarin nimayandalari tarafindan istifads olunur.

Manba: banki.ru, 20 aprel 2021

Bank firildagcilari mustarilara zang etmak Ggilin robotlar
istifada etmaya basladilar

Rus firildaqeilar, bank sektoru mitaxassislerine istinad edarak, fardi takliflarle mistarilara zang
edarak maliyya taskilatlarinin istifade etdiyi robotlara banzer robotlardan istifade etmayi
oyrandilar. SAS Rusiya / MDB-da firildaqggiliga ve maliyys cinayatlerina qarsi analitik hallarin rahbari
Aleksey Konyaeva gora, robotlar saxtakarlig séhbatlarinin ilkin marhalalarinda populyarlasaraq
finlldager tarafindan gabul edilmayan har kasi lagv edarkan zaman gazanir. Dolandiricilarin asas
vasitasi psixoloji tazyiqdir. Potensial qurban zangdan imtina etmirsa vae maraqg gostarirss, zang
sOhbati davam etdiracak bir “bank iscisina” koctrilir. Conab Konayev alava etdi ki, bu mexanizmi
xatirlasaq, tacaviizkarla hagigi maliyya taskilati arasinda farg qoyulmasi asan olmaldir.

Manba: iz.ru, 6 may, 2021

"Sosial sabakalardan malumat toplamaq bank malumatlarinin
sizmasindan daha asandir"

Markazi Bankin informasiya Tahliikssizliyi Departamentinin rais miavini Artem Sychev, sosial
sabakalardan alinan malumatlar, bir firlldaqgi Gglin potensial bir gurban hagginda malumatlari bank
sizmalarindan alda etmakdan daha asan oldugunu bildirdi.

Manba: iz.ru, 12 may, 2021

Rusiya dovlat gqurumlarina edilan bir sira kiber hlicumlar tasbit
edildi

Rostelecom-un térama sirkati va kiber tahlikasizlik texnologiyasinin taminatgisi olan Rostelecom-
Solar, Kompiter insidentlari Gzra Milli Koordinasiya Markazi ila birlikds Rusiya hakimiyyat
organlarina garsi bir sira kiber grup hticumlarini mtayyanlasdirdi. Tachizatglya gora, hakerlarin asas
magqsadi daxili IT infrastrukturuna giris slds etmak va tacrid olunmus seqgmentlardan sanadlar va
iscilarin elektron poct yazismalari daxil olmagla maxfi malumatlari ogurlamaqdir.

Manba: banki.ru, 12 may, 2021

Qazaxistan

Qazaxistanda 3 milyondan ¢ox vatandasin malumatlari
interneta sizdi

Malumat tahlikasizliyi hadisasi ile bagh aparilan arasdirma zamani, KZ-CERT KompuUter
insidentlarine Mudaxila Xidmati Qazaxistandaki 3 milyondan ¢ox Facebook istifadacisinin
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malumatlarinin pozuldugunu tasbit etdi - bir haker forum istifadacisi 106 6lkadan 533 milyondan
cox Facebook istifadagisinin malumat bazasini yayimladi.

Manba: profit.kz, 5 aprel 2021

Qazaxistanda fardi malumatlari goruyan ganunlara dayisikliklar
hazirlandi

Zakon.kz xabar verir ki, Qazaxistanda fardi malumatlari goruyan ganunvericilik aktlarina dayisiklik
layihasi taklif edildi. Dayisikliklar 145 sayl “Tasvir htiquglarl” maddasina yonaldilib, taklif olunan
yeni versiyada basga bir saxsin saklinin (saxsin tasvir olundugu fotosakillar, video geydlar va ya
sanat asarlari daxil olmagla) yalniz onlarin va ya onlarin raziligi ils istifads edils va ya paylana
bilacayi bildirilir.

Manba: profit.kz, 14 aprel 2021

Foardi malumatlarin ganunsuz yayilmasi artiq cazalandirilir

Ragamsal inkisaf Nazirliyinin Malumat Tahlikasizliyi Komitasi kecan yay Qazaxistanda fordi
malumatlarin gorunmasi organi kimi yaradildi va hal-hazirda ayri-ayri saxslarin sikayatlari va digar
dovlat qurumlarindan alinan materiallar asasinda planlasdirilmamis yoxlamalar aparir. Komita
Gzvleri ayrica fardi malumatlarin toplanilmasi va isleanmasinin ganuniliyi, habels goruma
tadbirlarina riayat olunmasi barada inzibati islar qaldirirlar. informasiya Tahlikasizliyi Komitasinin
sadri Ruslan Abdikalikov CCS brifingi zamani tahlilin naticalarindan danisdi.

Manba: profit.kz, 15 aprel 2021

Dovlat Texniki xidmati dovlat qurumlarina edilon
kiberhcumun qarsisini alir

GTS KZ-CERT Komputer insidentlarina cavab xidmati "First Heartland Jisan" Bankinin adindan zararli
fising maktublar barada malumat verib, bunun yegana hal olmadigini geyd edib va populyar
brendlarin tez-tez saxta e-poct siyahilarinin obyektina cevrildiklarini geyd ediblar. Bu halda maktub
Bankin uydurma amakdasindan gondarilmisdir, hansi ki, xidmatlar Ggln takliflar istayib va texniki
spesifikasiyani qosmalara alave etmisdir.

Manba: profit.kz, 6 may 2021

Qirgizistan

Qirgizistan ragamsallasmadan razi deyil

Quirgizistan  Respublikasi Ragamsal Cevrilma Departamentinin  rahbari Taalay Baiterekov
Qurgizistanda ragamsallasdirma prosesinin ¢ox yavas oldugunu soyladi, lakin is dinyasinin
ndmayandalarini ahats edan bu saylarin inkisaf etdirilmasi Ucln har clr say gostarilacayini
tasdigladi. Sputnik xabar verir ki, 0, “bes muassisa rahbarinin isdan c¢ixariimasindan sonra dovlatin
iT planlar” ni miizakirs edan brifingda danisdi.

Manba: profit.kz, 28 aprel 2021
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Qirgizistan IT ddvlat miiassisalarini yenidan taskil etmak istayir

Hokimatin ragamsal cevrilma sobasinin mudiri Taalay Baiterekovun sozlarina gors, plan, "bes
muassise rahbarinin isdan cixarilmasindan sonra dévlstin IT planlan" carcivesinda dévlst iT
muassisalarini bir markazlasdirilmis taskilata birlasdirarak dizaltmakdir. Tadbir, inzibati heyat
sayini azaltmaga va daha ¢ox programgi calb etmaya komak etmali va bazarda praktiki istifads tapa
bilacak keyfiyyatli mahsullar yaratmaga kdmak etmalidir. Sputnik xabar verir ki, mivafig hokumat

gerari hazirda tasdiglanmakdadir, lakin yeni taskilatin hansi milkiyyat formasini alacagi hale malum
deyil.

Deloitte Cyber & Technology News digest

Issue #13

A number of Azerbaijani government agencies do not have
data system development policies

According to a report on audit chamber activities for 2020, many government agencies in
Azerbaijan do not have medium-term strategic documents or policies outlining investment
directions associated with data system development. The report also notes that data system
management covers operational levels and is more technical support focused.

Biometric signatures will be used in Azerbaijan

Work is underway in Azerbaijan to introduce biometric signatures, which is a new recognition
technology that will replace e-signature cards and tokens in the future. It will allow users to
authorise documents using individual biometric data such as fingerprints, eyes and so forth. The

SHA-1 cryptographic algorithm, which currently provides digital signature security, is being replaced
by the more secure SHA-2.

The Electronic Security Service once again warns of "phishing"
attacks
The Electronic Security Service is warning the public about “phishing” attacks targeting banks in

recent days. Cybercriminals are attempting to seize bank and other personal details by abusing
technical support services in Azerbaijani banks. The scheme involves mobile numbers being called


https://profit.kz/news/61424/V-Kirgizstane-hotyat-reorganizovat-IT-gospredpriyatiya/
https://xeberler.az/new/details/azerbaycanin-bir-sira-dovlet-qurumunda-informasiya-sisteminin-inkisafi-ile-bagli-siyaset-movcud-deyil--26479.htm
https://xeberler.az/new/details/azerbaycanin-bir-sira-dovlet-qurumunda-informasiya-sisteminin-inkisafi-ile-bagli-siyaset-movcud-deyil--26479.htm
https://xeberler.az/new/details/azerbaycanda-biometrik-imzalar-tetbiq-olunacaq--26526.htm
https://cert.az/news/2021/diqqet-banklari-hedefe-alan-fisinq-hucumlari-barede-xeberdarliq
https://cert.az/news/2021/diqqet-banklari-hedefe-alan-fisinq-hucumlari-barede-xeberdarliq

on behalf of bank employees, and any transfer is made in their name, requiring a card account
number, password, confirmation code and other personal details.

Source: cert.az, April 20, 2021

Another Azerbaijani bank due to activate an e-signature service

Rabitabank is expected to activate an e-signatures service for its customers. The bank has made a
request to the State Tax Service and hopes to be able to “offer about 10 digital solutions and
products this year, which are currently being actively worked on”.

Source: xeberler.az, April 21, 2021

More electronic fraud revealed in Azerbaijan

“Attention! The next page, which was used by fraudsters to seize contact information, deceive them
and seize card information, has been exposed”, the State Service for Special Communications and
Information Security - Centre for Combating Computer Incidents reports. According to the
information, scammers are trying to deceive the public by creating the following type of website:
https://azerdostavka.shop/. The website is not currently active.

Source: xeberler.az, April 23, 2021

State Service: The new version of WhatsApp steals your
personal data

A new version of WhatsApp called WhatsApp Pink has appeared and is gaining popularity according
to the Centre for Combating Computer Incidents of the State Service for Special Communications
and Information Security. The report also says that WhatsApp Pink is a completely malicious
application: "This malicious APK is spreading through WhatsApp groups in the form of links."
WhatsApp Pink first asks for your registration information and then steals your personal data.

Source: xeberler.az, April 28, 2021

Cybercriminals create fake pages similar to Azerpocht's official
website

The Electronic Security Service is warning the public about fake websites opened in the name of
Azerpocht, claiming a group of cyber-fraudsters has been creating fake websites similar to the
official Azerpocht website to obtain funds illegally. Their target is anyone selling items online. The
cyber-fraudsters, acting as buyers, write to the sellers from fake WhatsApp numbers and ask them
to enter their card details on a fake site made to look like Azerpocht to make payment. Once the
seller logs on and provides his or her card detail, the funds on the account balance fall into the
hands of cyber-fraudsters.

Source: xeberler.az, April 28, 2021

Azerbaijan's first antivirus software presented
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A first "beta" test version of a pest analysis application is ready after a long period of development.
The statement came from the State Service’s Centre for Combating Computer Incidents.

Source: xeberler.az, April 30, 2021

An "Electronic prosecutor's office" information system to be
created in Azerbaijan

An "electronic prosecutor's office" information system will be created to ensure the application of
modern information and communication technologies in the activities of the Azerbaijani
prosecutor's office.

Source: xeberler.az, May 8, 2021

Azerbaijan has developed a five-year cyber security strategy

Azerbaijan is expected to approve a national strategy for information and cyber security covering
2021-2025. The statement came from the Ministry of Transport, Communications and High
Technologies. According to the report, the action plan for the implementation of this strategy also
includes provisions for improving the legislation in this area.

Source: xeberler.az, May 14, 2021

42% of computers in Azerbaijan still use Windows 7

According to Kaspersky statistics, 42% of computers in Azerbaijan still have Windows 7 installed,
which ended in January 2020. An outdated version of the operating system may work well, but it is
easier to attack if it is no longer supported. At the end of the system's life, vulnerabilities remain,
and patches are not released for them, making it easier for attackers to gain access to information.
The share of Windows 7 users among home users is 48%, among small and medium entrepreneurs
- 14%, and among micro-businesses - 30%. It is especially important for small businesses to keep
their operating systems up-to-date, as they do not have separate resources to combat
cybersecurity.

Source: xeberler.az, May 17, 2021

The fight against online fraud and cyber threats is intensifying

A new, improved and more functional version of the Blacklist.gov.az project, created by the State
Service for Special Communications and Information Security, has been launched. According to the
Center for Combating Computer Incidents, the project aims to strengthen the fight against online
fraud and cyber threats in the country, to expose the collection of domain names used in cyber-
fraud and cyberattacks, as well as protective extensions for web browsers, API integration to
protect internet users.

Source: xeberler.az, May 24, 2021
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CIS

Russia

Fraudsters using “Yandex.Money” to deceive Russians

The classic mechanism for getting hold of bank card details in Russia through malicious emails is
experiencing a rebirth. Scammers, posing as Yandex.Money e-wallet operators, demand funds be
transferred to a bitcoin wallet under the threat of publishing compromising videos, RIA News
reports.

Source: banki.ru, April 5, 2021

Experts have counted over 1.5 thousand pseudo-banks in
Runet since the start of the year

In Russia, the number of pseudo-banks grew 20% in Q1 2021 to 1,529, according to the
cybersecurity company BL.ZONE. The number of phishing sites is growing, as it proves to be the
cheapest and most effective to reach as many members of the public as possible, explained Evgeny
Voloshin, director of the company's expert services block. The average time needed to block
fraudulent resources is between 10 and 70 hours, but in extreme cases, the time required to limit
access can be up to several weeks, he stressed.

Source: banki.ru, April 6, 2021

Experts: scammers use Telegram bots and Google forms to
automate phishing

User data stolen as a result of phishing attacks is increasingly being uploaded not only via e-mail,
but also in legitimate services as Google forms and the Telegram messenger, according to a study
by Group-IB. Automated phishing makes use of Telegram bots on ready-made platforms as they are
able to control the entire phishing attack process and keep a record of any funds stolen.

Source: banki.ru, April 7, 2021

Central Bank: social engineering remains the main threat to
financial cybersecurity

Social engineering remains the main threat to financial cybersecurity, but its share in total theft is
falling, according to the Russian Central Bank’s “2020 review of operations performed without the
consent of financial institution clients” report.

The share of social engineering in all unauthorised operations decreased at the end of 2020 to
61.8% (from 68.6% in 2019) thanks to the joint efforts of the Bank of Russia, financial organisations
and law enforcement agencies to increase the public cyber literacy, the regulator said in a
statement.

Source: banki.ru, April 12, 2021
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Mass use of biometrics could lead to an increase in cybercrime
numbers

The widespread use of biometric identification may lead to an increase in fraud using the
technology. The opinion was expressed at a TASS press conference by the president of the
InfoWatch group of companies, chairperson of the board of the association of software developers
“techestvenny soft” Natalya Kasperskaya.

Source: banki.ru, April 14, 2021

Moody's: small banks in Russia are more exposed to cyber
fraud risks

TASS reports that small banks in Russia are more exposed to cyber fraud according to Moody's.

Source: banki.ru, April 20, 2021

The data of hundreds of Russian companies appears in the
public domain

Kommersant reports that the corporate data of hundreds of large and thousands of small Russian
companies has appeared in the public domain, referring to information from the softline company
Infosecurity. The organisations posted information on the boards of the free online project
manager Trello. Aimost a million public Trello boards are currently indexed by search engines, with
thousands of them containing confidential information, analysts have said. In Russia, Trello boards
are mainly used by small and medium-sized businesses; representatives of large organisations,
including banks, according to Infosecurity.

Source: banki.ru, April 20, 2021

Bank fraudsters have started using robots to call customers

Russian scammers have learned to use robots similar to those used by financial organisations,
calling customers with individual offers, referring to banking sector experts. According to Alexey
Konyaev, head of analytical solutions for countering fraud and financial crime at SAS Russia / CIS,
robots are becoming popular in the early stages of fraud conversations, saving time when
eliminating anyone not taken in by the scam. The scammers’ main tool is psychological pressure. If
the potential victim does not drop the call and shows interest, then the call is transferred to a “bank
employee”, who will continue the conversation. Mr Konayev added that if we remember this
mechanism, it should be easy to distinguish between an attacker and a real financial organisation.

Source: iz.ru, May 6, 2021

"Collecting data from social networks is easier than from bank
leaks”

Data from social networks is a more effective way of finding information on a potential victim for a
fraudster than from bank leaks, said Artem Sychev, Central Bank Information Security Department
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Deputy Head, who oversees the Centre for Monitoring and Responding to Financial Sector Cyber
Attacks.

Source: iz.ru, May 12, 2021

A series of cyber attacks on Russian government agencies has
identified

Rostelecom-Solar, a Rostelecom subsidiary and provider of cybersecurity technology, together with
the National Coordination Centre for Computer Incidents, has identified a series of cyber group
attacks on Russian authorities. According to the provider, the hackers” main goal is to compromise
IT infrastructure and steal confidential information, including documentation from isolated
segments and key employee email correspondence.

Source: banki.ru, May 12, 2021

Kazakhstan

Data of over 3 million people in Kazakhstan leaked to the
Internet

During an investigation into a data security incident, the KZ-CERT Computer Incident Response
Service established that the data of over 3 million Facebook users in Kazakhstan had been
compromised - one hacker forum user published a database of over 533 million Facebook users
from 106 countries.

Source: profit.kz, April 5, 2021

Amendments to laws protecting personal data developed in
Kazakhstan

Draft changes have been proposed to legislative acts protecting personal data in Kazakhstan,
Zakon.kz reports. The amendments focus on article 145 “Image Rights”, with the proposed new
version stating that another person’s image (including photographs, video recordings or works of
art in which the person is depicted) can only be used or distributed with their consent or that of
their legal representatives, or heirs after their death.

Source: profit.kz, April 14, 2021

lllegal distribution of personal data already being punished

The Ministry of Digital Development’s Information Security Committee was set up as the personal
data protection authority in Kazakhstan last summer and is currently carrying out unscheduled
inspections based on complaints from individuals and materials received from other government
agencies. Committee members are also initiating administrative cases around the legality of the
collection and processing of personal data, as well as compliance with protection measures. Ruslan
Abdikalikov, Information Security Committee Chairman, spoke about the results of the analysis
during a CCS briefing.
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Source: profit.kz, April 15, 2021

The State Technical service deters a cyberattack on state
agencies

The GTS KZ-CERT computer incident response service has reported malicious mailing on behalf of
First Heartland Jysan Bank, noting that it was not an isolated case, and popular brands were
common targets for fake mailing lists. In this specific case, the mail was received from a fictitious
bank employee requesting bids for services and, allegedly attaching a technical specification.

Source: profit.kz, May 6, 2021

Kyrgyzstan
Kyrgyzstan not satisfied with digitalisation

Taalay Baiterekov, Head of the Kyrgyz Republic Digital Transformation Department, has said that
the digitalisation process in Kyrgyzstan is very slow, but confirmed that every effort will be used to
develop it, involving representatives from the business community. He was speaking at a briefing
discussing “government IT plans after the dismissal of the heads of five enterprises”, Sputnik
reports.

Source: profit.kz, April 28, 2021

Kyrgyzstan wants to reorganise IT state-owned enterprises

The plan, according to the head of the government’s digital transformation department Taalay
Baiterekov, is to streamline state IT-enterprises by combining them into one centralised
organisation within the framework of "government IT plans after the dismissal of the heads of five
enterprises." The measure should help reduce the number of administrative staff and attract more
programmers, helping generate quality products that will find a practical use in the market. The
corresponding government resolution is currently undergoing approval, but it is not yet known
what form of ownership the new organisation will take, Sputnik reports.

Source: profit.kz, April 30, 2021
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