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Privacy at your fingertips 

Privacy is becoming increasingly important to everyday business. Legal 

developments and regulators’ increasing attention to privacy are two of the key 

drivers behind this.  

The aim of the Privacy Flash is to provide monthly updates on global regulatory 

developments, as well as relevant news and information on upcoming events in 

the field of data protection and privacy.  

Previous issues are available on our website, via the 2015 | 2016 | 2017 | 2018 | 

2019 archive 

For additional information, to subscribe, or to suggest improvements to the 

Privacy Flash, please email BEPrivacyFlash@deloitte.com. 

To unsubscribe, please send us an email using this link.  
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News 

EDPS issues opinion on EU regulatory package on consumer 

protection 

On 5 October 2018, the European Data Protection Supervisor (EDPS) published an 

opinion on the new regulatory package on enhanced consumer protection which 

was introduced by the EU Commission earlier last year. The regulatory reform 

introduced by the European Commission on 11 April 2018 (also known as “A New 

Deal for Consumers”) encompasses the following regulatory instruments: 

 Proposal for a Directive amending Council Directive 93/13/EEC, Directive 

98/6/EC, Directive 2005/29/EC and Directive 2011/83/EU as regards better 

enforcement and modernisation of EU consumer protection rules; 

 Proposal for a Directive on representative actions for the protection of the 

collective interests of consumers and repealing Directive 2009/22/EC. 

 

In its opinion, the EDPS supports the scope extension of Directive 2011/83/EC, in 

order to ensure that consumers receiving services not rendered against a 

monetary price, are covered by the protection offered by this Directive. This 

objective reflects today’s economic reality and needs. 

With regard to the proposal for better enforcement and modernisation of 

consumer protection rules, the EDPS expresses its concerns about the 

introduction of the concept of “contracts for the supply of digital content or a digital 

service for which consumers can “pay” with their personal data, instead of paying with 

money”. In particular, this concept is referring to contracts under which the trader 

supplies or undertakes to supply a digital service to the consumer and the 

consumer provides or undertakes to provide personal data in return. 

Subsequently, the concept encompasses the so-called “free services”.  These “free 

services” include for example providing cloud storage facilities, social media 

participation and email accounts hosting/management. According to the EDPS, 

given the increasing economic value of personal data, those services cannot be 

considered “free”. Consumers should therefore have the same right to pre-

contractual information as well as the right to cancel the contract. 

The EDPS proposes to take into consideration the broad definition of a “service” as 

defined in the e-commerce Directive, the provision defining the territorial scope of 

the General Data Protection Regulation (“GDPR”) or article 3(1) of the Council’s 

General Approach on the Digital Content Proposal. 

The EDPS recommends refraining from any reference to personal data in the 

definitions of a “contract for the supply of digital content which is not supplied on 

tangible medium” and a “digital service contract”. Instead, the EDPS suggests to rely 

on a definition of “contract” in which it is made clear that a trader supplies or 

undertakes to supply specific content or a digital service to the consumer 

“irrespective of whether a payment of the consumer is required”. 

 

https://edps.europa.eu/sites/edp/files/publication/18-10-05_opinion_consumer_law_en.pdf
http://europa.eu/rapid/press-release_IP-18-3041_en.htm
https://ec.europa.eu/info/sites/info/files/communication_11.4.2018.pdf
https://ec.europa.eu/info/sites/info/files/communication_11.4.2018.pdf
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Furthermore, the EDPS underlines the potential interference of the 

aforementioned Proposal with the GDPR and provides recommendations on the 

following aspects: 

 The processing of personal data can only be done according to the EU data 

protection framework and in particular in compliance with the GDPR and its 

legal requirements (e.g. legal grounds for processing of personal data); 

 The relationship between the withdrawal from a contract and the right to 

withdraw consent at any time under the GDPR; 

 Making clear that, in case of conflict between the provisions of this new 

regulation and the data protection legal framework, the latter will prevail. 

 

With regard to the proposal on collective redress, the EDPS considers that: 

 This proposal will facilitate a redress for consumers where many of them are 

victim of the same infringement, the so-called mass harm situation, but also 

points out that the “qualified entities”, competent to bring representative 

actions under the proposal, should be subject to the same conditions as set out 

in Article 80 GDPR. 

 The representative actions regarding data protection issues should only be 

brought before the administrative authorities that are considered competent, 

being the data protection supervisory authorities (DPA). 

 A more systematic cooperation between consumer protection and data 

protection authorities is required due to the application of different regulations 

(GDPR, future e-Privacy Regulation), and other substantive points of interaction 

between consumer protection and data protection. 

 

The EDPS concludes its opinion by referring to the new Consumer Protection 

Cooperation Regulation (“the new CPC Regulation”). The latter is being revised with 

the purpose of adapting the enforcement of consumer protection rules to the 

digital age. Similarly to the case of the new regulation on consumers’ collective 

redress, the EDPS has also pointed out the need for a more systematic 

cooperation between consumer protection authorities and data protection 

authorities in case of common interests, and for those cases where consumer 

welfare as well as data protection concerns come into play. 

European Commission adopts adequacy decision on Japan 

On 23 January 2019, the European Commission adopted the adequacy decision1 

on Japan, allowing the flow of personal data between EU and Japan while 

guaranteeing high privacy standards. In parallel, Japan adopted its equivalent 

decision.  

The adoption of this adequacy decision marks the first time in history whereby the 

EU and a third country negotiated reciprocal recognition of data protection. As the 

European Commission pointed out “the reciprocal adequacy decisions will 

                                                                 

 

1 Article 45 of the Regulation 2016/675, “A transfer of personal data to a third country 
or an international organisation may take place where the Commission has decided 
that the third country, a territory or one or more specified sectors within that third 
country, or the international organisation in question ensures an adequate level of 
protection. Such a transfer shall not require any specific authorisation”. 
 

https://edps.europa.eu/sites/edp/files/publication/18-10-05_opinion_consumer_law_en.pdf
https://edps.europa.eu/sites/edp/files/publication/18-10-05_opinion_consumer_law_en.pdf
http://europa.eu/rapid/press-release_IP-18-5433_en.htm
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establish the world’s largest area of safe data flows”. As a result, whenever data 

are transferred from the EU to Japan, the same guarantees as those under GDPR 

will apply. 

The road to adequacy 

Adequacy does not entail a requirement for the third country to have a system 

identical to one of the EU. The equivalence must be essential after the assessment 

of a country’s data protection framework. The European Data Protection 

Authorities have established a catalogue of elements that can identify if a country 

has the adequacy of data protection of another country. 

On 17 July 2018, the European Union and Japan came to an agreement on the 

reciprocal recognition of an adequate level of data protection. The agreement 

however, was only the first step in the process of recognising Japan’s legal regime 

as “adequate” from a personal data protection point of view. On the EU-side, the 

European Data Protection Board (‘EDPB’) had to issue its opinion on the adequacy, 

which they did in their fifth plenary session on  5 December 2018. In this opinion, 

the Board emphasized that the first adequacy decision under the GDPR framework 

should set an example for the ones that are to follow and raised some remaining 

concerns to be addressed by the European Commission.  

In order to obtain this “adequacy” standard, Japan committed to implement a 

number of additional safeguards for processing personal data coming from the 

EU. More specifically, it adopted: 

 A set of rules (Supplementary rules), which will bridge the differences between 

the two data protection systems and strengthen the protection of sensitive 

data and facilitate the exercise of individual rights. These rules will bind 

Japanese companies importing data from the EU and will be enforceable by the 

Japanese independent data protection authority (PPC) and courts. 

 Safeguards regarding the access of Japanese public authorities for criminal law 

enforcement and national security purposes. 

 A complaint-handling mechanism to resolve Europeans’ complaints regarding 

the access to their data by Japanese public authorities. 

 

Benefits of the Adequacy decision 

European companies will benefit from privacy-protected data transfers form and 

to Japan and from a privileged access to a 127 million consumers’ market. Thus, 

the adequacy decision will complement the Economic Partnership Agreement, 

which has come into entry on 1 February 2019. 

What is next? 

The adequacy decision and the equivalent decision on Japan will apply as from 23 

January 2019. After two years, the European Commission will conduct a joint 

review in order to assess the application of the Supplementary rules and the 

functioning of the framework in general. The review will be conducted at least 

every four years. 

http://europa.eu/rapid/press-release_IP-18-5433_en.htm
https://edpb.europa.eu/sites/edpb/files/files/file1/2018-12-05-opinion_2018-28_art.70_japan_adequacy_en.pdf
https://edpb.europa.eu/news/news/2018/european-data-protection-board-fifth-plenary-session-eu-japan-draft-adequacy-decision_en
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EDPB issues opinions on national draft DPIA lists 

In the context of their responsibility under article 35.4 GDPR, twenty-two Data 

Protection Authorities (DPA’s) have provided draft lists to the European Data 

Protection Board (EPDB) defining the data processing operations considered as 

“mandatory” to undergo a data protection impact assessment (DPIA). In those lists, 

the DPA’s have identified the data processing activities that are “likely to result in a 

high risk to the rights and freedoms of natural persons”. 

The EDPB issued an opinion on each of the 22 draft lists. Although the EDPB 

stressed its intention not to have 22 identical lists at the end of the assessment, it 

has nevertheless emphasised the importance of ensuring consistency and 

harmonisation at the end of this process. Moreover, none of the lists as 

communicated by the national DPA’s can be considered exhaustive. With that in 

mind, the EDPB states that DPA have “a margin of discretion with regard to the 

national or regional context and should take into account their local legislation” when 

composing their lists.  

In its opinions, the EDPB digressed on large-scale processing, biometric data, 

genetic data, location data, data collected from third parties, employee monitoring, 

exceptions to the information to be provided to the data subject, processing for 

scientific or historical purposes and processing using new and/or innovative 

technology. A general remark was that DPA need to include a clear reference to 

the Article 29 Working Party Guidelines on DPIAs in their lists.  

The DPA had two weeks to communicate to the EDPB whether they intended to 

amend their draft list or to maintain it in its current form and provide the EDBP 

with an argumentation as to their choice made. 

India’s draft Data Protection Bill under way 

Content and key propositions of the draft Data Protection Bill of 

India  

India is on the cusp of having its very first federal regulation on Privacy and 

Protection of Personal Data. The bill is likely to be discussed in Parliament soon 

and scheduled to be enacted as a Law in 2019. 

The draft Data Protection Bill states that personal data should be processed fairly, 

within a limited period of time and in accordance with a defined purpose, in such a 

way that privacy is ensured. The draft sets forth six grounds to render the 

processing of personal data legitimate. Similarly to GDPR, the Indian Data 

Protection Bill recognises consent, legal obligation, vital interest, the public and 

legitimate interest. However, the draft Bill also introduces a new legal ground for 

processing personal data for purposes related to employment. The principles of 

transparency and accountability are embedded in the Bill as a whole.  

The key provisions of the Data Protection Bill concern the individual rights of the 

data principal (equivalent to the ‘data subject’ under the GDPR), the establishment 

of a Data Protection Authority of India, the localisation of personal data, the 

penalties and the territorial coverage beyond India. The four individual rights are 

similar to the data subject rights that the GDPR provides. One big differentiator is 

the localisation of personal data. The Bill proposes to have at least one serving 

copy of personal data stored in India. 

https://edpb.europa.eu/our-work-tools/consistency-findings/opinions_nl
http://www.mondaq.com/india/x/734422/data+protection/ObservationsRecommendations+on+Personal+Data+Protection+Bill+2018
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Like in the GDPR, the draft bill also foresees in two kinds of penalties: one for the 

severe violation of one or more obligations and one for the violations deemed less 

severe. Examples of severe violations are: not conducting a DPIA as a ‘significant 

data fiduciary’, failing to take prompt action in response to a data security breach 

and failing to appoint a DPO when it is mandatory. An example of a less severe 

violation is the transfer of personal data outside India without respecting the 

predefined conditions.  

Critical voices 

Although the draft Data Protection Bill as a whole is perceived as a strong legal 

instrument to protect the rights of data principals; there has been some criticism 

in the way the bill regulates data subject rights. The right to access and rectify data 

have been diluted and only apply in certain circumstances. The right to object and 

the right to explain are not included and the provisions about prior explicit 

consent when processing sensitive data are largely overruled by the over-board 

criteria of “exercise of functions of the state”. The right to be forgotten – as it is 

called in the draft bill – is actually a right to restrict the disclosure of personal data 

in case the data principal unsubscribes from the service or application. This use of 

terminology might confuse individuals and lead to legal uncertainty. 

The fact that India plans to incorporate restrictions on the cross-border transfer of 

personal data also raises some concerns. For example, the new draft makes it 

mandatory for data fiduciaries (i.e., data controllers) to store at least one copy of 

users’ personal data on a server or a data centre located in India. This provision is 

perceived as a desire of the Indian government to gain more control over the data 

of Indian citizens. 

A third point that may have to be approached with caution is the breach 

prevention and breach notification requirement. Practically, the data fiduciary 

needs to inform the Data Protection Authority (DPA) about any personal data 

breach relating to any personal data where such breach is likely to cause harm to 

any data subject. It is up to the discretion of the DPA to determine whether the 

data breach should be further communicated to the data subject. There are 

concerns that this discretionary power of the DPA may lead to the weakening of 

data prevention and data breach mechanisms. 

The Indian government can only process personal data in the interest of security 

of the state with an authorisation pursuant to a law. This implies that any law from 

any legislative assembly passed by the Parliament qualifies. Leaving such broad 

exceptions in the draft bill opens the gates to hollowing out the provisions of the 

bill.  

Sources 

 Deloitte, Privacy and Data Protection: Draft Personal Data Protection Bill 2018, a 

summary, August 2018.  

 Deloitte, GDPR v. DRAFT DPDB 2018, 2018. 

 

https://privacyinternational.org/state-privacy/1002/state-privacy-india
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Thailand amends its data protection regime following GDPR 

footprint 

On the 22 May 2018, the Thai Cabinet approved a revised draft of Thailand’s first 

Personal Data Protection Bill. After a period of public hearing and consultation, 

Thailand’s Ministry of Digital Economy and Society recently published the latest 

version of the draft Personal Data Protection Bill.  

This new version more or less adopts the terminology of the GDPR. The key 

amendments are about the definition of personal data, extraterritorial 

applicability, data subject notification requirements, consent requirements, 

exemptions regarding the collection of personal data from other sources, explicit 

consent requirements and exemptions for sensitive data. 

The new draft also includes provisions on the right to data portability, the right to 

object, the consent of minors, representatives of controllers or processors who are 

not established in Thailand, Data Protection Officers, exemptions from cross-

border transfer requirements within the same business group, and penalties. 

Although in terms of penalties, the limitations for violating the Bill are not as clear 

as the ones determined in the GDPR, the draft Bill nevertheless empowers the 

court to levy punitive damages of up to twice the actual charges. 

The keen interest of the Thai government to enact a law aligned with the 

international privacy and data protection legal framework in order to facilitate the 

integration with foreign personal data protection systems triggered the adoption 

of the revised Bill. The Thai government aimed high with their ambitions for the 

draft Bill, because it is meant to be compatible with the standards of the APEC 

Cross-border Privacy Rules System (CBPR) in the near future.2  

It is expected that the draft Bill will come into force much faster than the previous 

version: 180 days after the publication in the Royal Gazette, where the previous 

draft was meant to enter into force one year after its publication. 

Critical voices 

Although the draft Bill is a huge step in the direction of a modern and adequate 

privacy and data protection framework in Thaïland, some concerns remain. 

One of those concerns relates to the cost of implementation of this new draft for 

Thai companies. Since the Bill includes rather vigorous and proficient provisions, 

many of organisations will need considerable time to invest and implement the 

appropriate safeguards. Some experts are therefore convinced that a transition 

                                                                 

 

2 The APEC CBPR is a system “developed by APEC economies with input and assistance from 

industry and civil society to build consumer, business and regulator trust in cross border flows of 

personal information. The APEC CBPR System requires participating businesses to implement data 

privacy policies consistent with the APEC Privacy Framework. These policies and practices must be 

assessed as compliant with the program requirements of the APEC CBPR System by an 

Accountability Agent (an independent APEC CBPR system recognized public or private sector entity) 

and be enforceable by law.” Currently, Thailand is not a participatory economy of the APEC 

CBPR, but an effort to change that is precisely what the current draft Bill is about. Therefore, 

the provisions in the Bill are consistent with the principles set out in the APEC Privacy 

Framework and in the OECD privacy guidelines.  

 

http://www.iicom.org/images/iic/events/regional-local/AsiaPacific/Nov_2018/IIC-Thailand-Briefing-Paper---Privacy-as-a-Comparative-Advantage.pdf
http://www.iicom.org/images/iic/events/regional-local/AsiaPacific/Nov_2018/IIC-Thailand-Briefing-Paper---Privacy-as-a-Comparative-Advantage.pdf
http://www.iicom.org/images/iic/events/regional-local/AsiaPacific/Nov_2018/IIC-Thailand-Briefing-Paper---Privacy-as-a-Comparative-Advantage.pdf
http://classic.austlii.edu.au/au/journals/UNSWLRS/2018/55.pdf
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period of 180 days is too short. Instead of or combined with this grace period, they 

suggest that the government provide more concrete support in the form of an 

extension of the transition period, the adoption of a phased approach for certain 

provisions (i.e. extraterritorial application), supporting mechanisms and programs 

to help achieve compliance. 

Concerns have also been expressed with regard to the fair governance model 

established by the draft law. The fact that in principle, the DPA as a government 

body, can participate in the set-up of private entities was criticised as one of the 

weak point in the draft. 

Facebook gets fined £500K by ICO UK for serious breaches of 

the data protection law 

On 25 October 2018, the UK Information Commissioner’s Office “ICO”3 announced 

its final decision regarding sanctions imposed in the Facebook fine. The company 

is fined £500,000 (approx. USD 640K) for serious breaches of data protection law, 

with Information Commissioner Elizabeth Denham saying: "A company of its size 

and expertise should have known better and it should have done better." 

Facts 

In July, the ICO issued a Notice of Intent to fine Facebook over the Cambridge 

Analytica scandal, i.e. the use of data analytics for political purposes. Due to ICO’s 

investigations, it was revealed that between 2007 and 2014, Facebook processed 

personal information of its users unfairly by allowing application developers to 

access their information without sufficiently clear and informed consent of the 

users. Facebook even allowed for access if users had not downloaded the app, but 

were simply ‘friends’ with people who had. In addition, the ICO stated that the 

company also failed to check on third-party apps. 

Because of Facebook’s non-compliance, developer A. Kogan and its company 

Global Science Research (CSR), active in optimising marketing strategies with the 

power of big data and psychological sciences, succeeded in accessing 87 million 

records of Facebook users, which was ultimately weaponised by Cambridge 

Analytica during the 2016 presidential elections in the US. In addition to this, did 

Facebook not pay enough attention either to possible mitigation efforts after the 

breach. 

Legal ground of the fine 

The ICO confirmed that the amount of the fine, issued under the law that was 

applicable at the time the incidents occurred, was the maximum fine allowed 

under the Data Protection Act 1998 which was applicable at that time. The 1998 

law was replaced last May by the new Data Protection Act of 2018, alongside the 

                                                                 

 

3 The Information Commissioner’s Office (ICO) is the UK’s independent regulator for data 

protection and information rights law. The ICO has specific responsibilities set out in the Data 

Protection Act of 2018 (DPA2018) and the General Data Protection Regulation (GDPR). Both 

under past and current data protection law, the ICO can take action to change the behavior 

of organizations and individuals that collect, use and keep personal information. This 

includes criminal prosecution, non-criminal enforcement and audit. The GDPR and the 

DPA2018 gave the ICO new strengthened powers, such as assessment notices, which can be 

used for this investigation. 

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/10/facebook-issued-with-maximum-500-000-fine/
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EU’s General Data Protection Regulation. Facebook thus marginally escaped the 

GDPR fine. With the GDPR imposing sanctions’ thresholds of up to 4% or €20 

million of the worldwide annual revenue of the prior financial year, the amount of 

the fine that could have been imposed on Facebook could have been significantly 

higher. 

Facebook’s opinion and right 

The company lodged an appeal against the record fine of £500,000 levied against it 

by the Information Commissioner’s Office, with the argument that the penalty 

“challenges some of the basic principles of how people should be allowed to share 

information online”. It agrees that it should have done more to investigate the 

claims against Cambridge Analytica and should already have taken action in 2015. 

Facebook seeks from the ICO to have access to CA servers so that it will be able to 

audit the data they received. 

According to the new UK Data Protection Act of 2018, Facebook has the right to 

appeal the decision of ICO. Civil Monetary Penalties under past and current law are 

subject to a right of appeal to the (First-tier Tribunal) General Regulatory Chamber 

against the imposition of the monetary penalty and/or the amount of the penalty 

specified in the monetary penalty notice (Art.162 DPA2018). 

Updates to PIPEDA, Canada’s own GDPR: New mandatory 

breach notification requirements came into force  

On 1 November 2018, amendments to Canada’s federal privacy law, also known as 

the Personal Information Protection and Electronic Documents Act (PIPEDA), came 

into force to include mandatory breach notification rules. The new rules are similar 

to the provisions included in the General Data Protection Regulation (GDPR). 

New provisions 

The new provisions require organisations subject to PIPEDA to give notice of any 

breach of data security that could reasonably create “a real risk of significant harm 

to an individual”. More specifically, PIPEDA includes the following new breach 

report requirements: 

 Report to the Privacy Commissioner’s Office any breach of security safeguards 

where it creates a “real risk of significant harm;” 

 Notify individuals affected by a breach of security safeguards where there is a 

“real risk of significant harm”; 

 Keep records of all breaches of security safeguards that affect the personal 

information under their control; and 

 Keep those records for two years. 

 

These requirements apply to organisations that collect, use or disclose personal 

information in the course of commercial activities in Canada. 

Key differences  

The current PIPEDA does not define the term “significant harm”. It does stipulate 

however that it includes bodily injury, humiliation, damage to reputation or 

relationships, loss of employment, identity theft, negative effects on the credit 

record and damage to or loss of property. The PIPEDA Act, like the GDPR, requires 

https://laws-lois.justice.gc.ca/eng/acts/P-8.6/
https://www.priv.gc.ca/en/privacy-topics/privacy-breaches/respond-to-a-privacy-breach-at-your-business/gd_pb_201810/
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organisations to inform individuals of any breach of security safeguards involving 

the individual’s personal information under the organisation’s control. 

In essence, both pieces of legislation are forcing organisations to apply a duty of 

care towards their consumers. Implementing effective cyber security strategies to 

avoid significant financial devastation will be vital to the success of a business, 

while failure to do so will result in significant legal and financial exposure. 

Another difference is that, according to PIPEDA, an organisation must keep records 

of any breach of security safeguards. If the breach creates a real risk of significant 

harm to an individual, the organisation must report the breach to the individual 

and the national DPA (Privacy Commissioner of Canada) as soon as feasible 

(contrary to the 72 hours set forth in the GDPR). 

And practically? 

Along the same lines as in the GDPR, the new provisions of the Canadian law 

practically oblige organisations to have a data breach response plan in place. They 

are also responsible for ensuring that the personal data they collect and process is 

protected as a result of a strategy that meets the standards of care prescribed by 

the cyber security industry and must maintain detailed records of all security 

safeguards breaches. Failure to comply with these requirements may result in 

significant fines pursuant to the amended PIPEDA and/or the European GDPR. 

ICO issues guidance on passwords in online services and on 

encryption 

Article 32 of the General Data Protection Regulation (GDPR) requires organisations 

to implement appropriate technical and organisational measures in order to 

ensure secure processing of personal data. The UK Information Commissioner’s 

Office (ICO) recently published guidance on the use of two specific technical and 

organisational measures to protect personal data: passwords and encryption.  

The following paragraphs summarise the key takeaways of the guidance published 

by the ICO. 

Passwords in online services 

When using a password system to protect personal data, the organisation should 

ensure that the password system is set up in an “appropriate” manner.   

According to the ICO, organisations should consider the following elements when 

setting up a password system to protect personal data:  

 Organisations should choose the right authentication scheme to authenticate 

users in an online environment. Using passwords to properly authenticate 

users to online services is one option, but organisations should consider the 

alternatives for providing secure access, for example a single sign on (SSO) 

system, before designing and implementing a password system. 
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 If organisations choose to implement a password system, they should ensure 

that attackers cannot access stored passwords in a useable form and that 

there is sufficient protection against “brute force”4 and guessing attacks. 

 Organisations should use a suitable hashing algorithm when storing passwords 

in their systems. The hashing algorithms should be reviewed, as they can 

become outdated over time.5 

 Users should only enter their password on secure login pages with HTTPS. 

 Organisations should consider three password requirements when setting up a 

password system. A suitable minimum password length should be set, the use 

of special characters should be allowed and the use of weak, common 

passwords should be discouraged. Organisations should screen passwords 

against “password blacklists” in order to filter out common passwords and 

passwords that have been subject to a data breach. In addition, organisations 

should discourage users from reusing passwords they have used on other 

websites. 

 Password expirations should only be set up if they are absolutely necessary for 

the organisation’s particular circumstances.  

 Password resets should be carried out in a secure way. New passwords should 

not be sent over email, even if they are temporary. Instead, one time links 

should be used to carry out the password reset. It is also recommended to set 

a time limit to passwords resets. 

 Organisations should ensure limiting the number and frequency of incorrect 

login attempts. 

 Organisations should consider how to respond to attacks via legitimate 

credentials. Advanced techniques for recognising common user behaviour 

could help an organisation to verify whether or not an authentication attempt 

was carried out by a legitimate user. 

More information on the use of passwords in online services can be found here. 

Encryption 

According to the ICO, the following considerations should be taken into account 

when using encryption to protect personal data: 

 Have an encryption policy in place, which explains how and when to use 

encryption. Employees should be trained in order to make them aware of the 

use of encryption. 

 Assess the nature and scope of the processing activities in question and 

implement encryption solutions that match the personal data stored and 

transmitted. Over time, the appropriateness of the encryption method should 

be assessed. 

 Encryption solutions implemented by an organisation should meet current 

standards such as FIPS 140-2 and FIPS 197. These solutions must be reviewed 

                                                                 

 

4 A brute force attack is a trial-and-error method used to obtain information such as a user 

password or personal identification number (PIN). In a brute force attack, automated 

software is used to generate a large number of consecutive guesses as to the value of the 

desired data. Brute force attacks may be used by criminals to crack encrypted data, or by 

security analysts to test an organisation's network security. A brute force attack is also known 

as brute force cracking or simply brute force. Source: 

https://www.techopedia.com/definition/18091/brute-force-attack. 
5 Additional information on hashing algorithms has been issued by multiple organisations, 

such as the National Institute of Standards in Technology (NIST) and the European Union 

Agency for Network and Information Security (ENISA). 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/security/passwords-in-online-services/
https://www.techopedia.com/definition/18091/brute-force-attack
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on a regular basis in order to ensure technological improvements are reflected 

in the use of encryption methods. 

 Encryption can be used both for personal data in storage and in transfer. An 

organisation should not overlook the residual risk that remains after 

encryption of personal data. It is important to note that encrypting the channel 

through which personal data is transferred, does not encrypt the data as such. 

After the transfer, the data will no longer be protected if no additional 

encryption methods are used. 

 When implementing encryption methods, an organisation should choose the 

right algorithm, the right key size and the right software and keep the key 

secure. 

 

More information on the use of encryption can be found here. 

  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/
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