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According to the Inspection Service, the risk 
analysis related to the notification of data 
breaches, systematically indicated a low or 
insignificantly low risk in the assessments 
of data breaches that the company had 
performed during the previous year. 
Moreover, it claimed that the defendant 
failed to provide a clear reasoning about 
how the company arrived at these results 
concretely and this despite the questions 
asked by the DPA on this point. 

The Inspection Report had also underlined 
the fact that the RACI matrix used to 
describe the defendant’s risk evaluation 
process presented the DPO as only 
informed of the assessment results once 
the analysis was completed although the 
DPO should be consulted. 

On those points, the defendant argued 
that the DPA has in general no legal 
obligation to verify in detail the risk 
evaluation process of an organisation. 
But even if it had to, the defendant further 
claimed that it had sufficiently explained, 
through several pieces of evidence, the 
methodology it had put in place to perform 
the risk analysis related to the notification 
of data breaches. 

The Litigation Chamber accepted that the 
defendant had sufficiently responded to 
the questions of the Inspection Service 
through the evidence it furnished and, 
therefore, pronounced that there had been 
no violation of Articles 5.2, 24.1 and 33 of 
the GDPR.

By explaining its reasoning, the DPA put 
forward some key practical points related 
to how accountability ties up to the data 
controllers’ obligations including with 
regard to data breaches. 

 • There is a general obligation of each data 
controller to document any type of 
breach insofar as it affects personal data, 
be it of a high or minimal risk. This in a 
transparent manner, in order, to be able 
to furnish sufficient evidence to the DPA 
whenever asked.

 • Any document describing the data 
breach notification process, be it a 
RACI matrix, a policy or an operating 
procedure, must demonstrate that 
the DPO is effectively involved in the 
process and exercises the consultative 
role he/she has to ensure, according to 
the GDPR. 

 • Accountability is an overarching 
principle that transverses all obligations 
stipulated in the GDPR. It clearly 
surpasses the boundaries of Article 
5.1, being the one laying down the 
foundational principles of personal data 
protection. It subsequently covers GDPR, 
Article 33 obligations related to the 
notification of personal data breaches.

 • The decision precisely adhered to the 
WP’s position expressed in the relevant 
guidelines on the topic; by doing so, the 
DPA underlined in particular the following 
key obligations of the data controller1.: 

 – Document the occurrence of any 
personal data breach, obligation 
that derives from the accountability 
principle articulated in art. 5.2 GDPR. 
While the data controller is free to 
choose in which structure it would 
document a breach, it should however 
not miss to include certain mandatory 
elements in it (being the ones set out in 
art. 33 of the GDPR)2. 

 – Preserve the data breach related 
information as the controlling authority 
could ask to check it as proof of the 
data controller’s compliance with the 
obligations stipulated in art. 33 or, 
more generally, with the accountability 
principle. 

 – Failure to document correctly a breach 
could result in an enforcement action 
by the controlling authority (order, 
fine, etc.)3.

Accountability principle in the context of data breaches

1 WP 250.Rev01, Guidelines on personal data breach notification, adopted on 3 October 2017 and as revised and adopted on 
6 February 2018 by the EDPB, p. 26 and ff. 

2 These elements are in summary: the information concerning the breach, including its cause(s); the related facts and types of personal 
data affected; the results and consequences of the breach, as well as the measures taken by the data controller to mitigate its effects.

3On the basis of art. 58 and 83 GDPR respectively.
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Further, the DPA questioned the level of 
involvement of the DPO in the discussions 
related to the evaluation of data breaches. 
According to the defendant, it was sufficient 
that their data breach procedure was 
keeping the DPO informed and that this 
step of the process was in line with the 
GDPR prerogative to involve the DPO in a 
timely and appropriate manner in all issues 
related to the protection of personal data4. 
On the contrary, the Litigation Chamber 
clearly contested this interpretation stating 
that “The position of the defendant is not 
in accordance with the ratio legis [of the 
GDPR] and is not a meaningful interpretation 
of article 38.1 GDPR. By reducing the 
involvement of the Data Protection Officer to 
merely (retrospectively) informing him of a 
decision, his function is eroded.”5

Taking stock of another WP29 guideline on 
the role of DPOs6, the DPA reiterated the 
importance of involving the DPO as early 
as possible in all data protection related 
matters, including in the discussions 
relevant to the risk assessment at the 
occurrence of an incident or as step of the 
data breach (notification) process. It further 
emphasised that such early and effective 
involvement in an inherent element of 
“good governance” in any organisation 
and, hence, necessary to satisfy with “the 
privacy by design” principle. 

This part of the decision has raised a few 
eyebrows because, in our view, the DPA’s 
reasoning was placed and interpreted 
outside of the context and facts of the 
specific case. In this specific situation, 
it appears that the individual who was 
effectively fulfilling the DPO role also 
held cumulatively the positions of head 
of Compliance, Risk Management and 
Internal Audit.

The Belgian DPA concluded that the 
defendant violated article 38.6 GDPR7 
because of a conflict of interest with 
the other functions that the specific 
“DPO” individual had to fulfill at the same 
time. According to the arguments of the 
Litigation Chamber, the defendant failed to 
prove that the tasks pertaining to his other 
positions were not incompatible with the 
DPO role he assumed in parallel.

We note the nuance of the reasoning 
followed by the DPA on this point.  
While the DPA acknowledged the generally-
common practice of having a DPO engaged 
or involved in other functions that would 
not compromise his ability to advise 
independently8, it took a strict stand in 
this case, confirming the incompatibility of 
the DPO function with the simultaneous 
occupation of 3 (three) other managerial 
roles which, by definition, entail a 
decision-making power. 

The Role of the DPO

4 Art. 38.1 GDPR; notably, the defendant argued that no specific obligation to consult with the DPO derives from this article. 

5 Free translation from the original Dutch text into English.

6 WP243 rev.01, Guidelines on Data Protection Officers (DPOs) adopted on 13 December 2016 and as last revised and adopted on 5 April 2017.

7 Art. 38 §6 GDPR states: The DPO may fulfil other tasks and duties. The controller or processor shall ensure that any such tasks and duties do not 
result in a conflict of interest. 

8 On this point, the Litigation Chamber subscribes to the letter of art. 38.6 GDPR and the interpretation given by WP29 guidelines (see 
footnote above); hence, it confirmed that the DPO may have other functions and be entrusted with other tasks and duties to the extent 
that the latter do not give rise to any conflicts of interest.

The rule of effective Involvement

CCO/DPO conflict of interest
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According to the DPA’s reasoning on this 
point, having the same person in these key 
management positions would practically 
mean that the DPO has “inherited” by 
definition operational responsibilities. 
These, in turn, would unavoidably result 
in taking decisions about the purpose 
and means of the processing activities9. 
The DPA further concluded that the 
combination of head of Compliance, 
Risk Management and Internal Audit  
within the DPO function makes it 
impossible to guarantee independent 
supervision by the DPO in each of these 
three departments. Moreover, the 
accumulation of these functions by the 
same individual may lead to an insufficient 
guarantee of confidentiality and non-
disclosure vis-à-vis staff members, which 
comes clearly in contradiction with GDPR10. 

This reasoning reveals the need of having 
processes or procedures in place that an 
organisation should follow to anticipate 
and document DPO’s conflicts of interest. 
It also implies the importance of reflecting 
on the role of the DPO by, for example, 
designing “decision trees” to facilitate 
and protect the impartial, consultative 
nature of this function while ensuring that 
another function or body, distinct from the 
DPO, will be in charge of making decisions. 
Practically, any organisation is called 
to put in place meaningful governance 
policies. The latter should specify the role 
and responsibilities of the DPO (or at large 
the DPO office) and describe sufficiently 
his/her advisory regulated function.

Although the Litigation Chamber accepted 
that there was no intentional violation 
of art. 38.6 by the defendant, it found it 
impossible to overlook the latter’s serious 
failure to observe compliance with this key 

provision. It has consequently imposed a 
fine of 50,000 EUR while requesting the 
defendant to take corrective action to 
remedy the violation. 

Amongst the arguments that the Authority 
put forward to justify the penalty are 
notably: the expectation that the company 
should have been aware of the conditions 
related to the DPO appointment as the 
DPO institution was already existed 
in the local jurisdiction and culture of 
many organisations, and this prior to 
the adoption of the GDPR; the duration 
of the infringement; the existence of EU 
regulators’ previous guidance (since 2017) 
that tackled the conflicts of interest topic 
too; and the specifics of the organisation 
(deployment of large scale of data 
processing, incl. of data types that can be 
considered as sensitive)

The Role of the DPO (continued) 

9On this point too, the Litigation Chamber aligns with the interpretation of the “conflict of interest” provided in the guidelines above. Those 
literally state that “…the DPO cannot hold a position within the organisation that leads him or her to determine the purposes and means of 
the processing of personal data” (section 3.5).

10On this point, the decision refers explicitly to art. 38.5 GDPR: “the DPO shall be bound by secrecy or confidentiality concerning the 
performance of his or her tasks, in accordance with Union or Member State law”.

CCO/DPO conflict of interest
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 • The accountability point that is strongly 
emphasised in this decision - albeit 
already in the WP29 guidelines - is 
becoming a significant matter of 
attention for regulatory enforcement. 
Practical consequences of the 
accountability, confirmed in this DPA 
decision, are the request on data 
controllers to satisfy effectively their 
obligations including in relation to data 
breach management. As part of the 
larger accountability framework every 
controller should create a methodology 
and implement all appropriate measures 
to document all “DPA reportable and 
non-reportable” breaches, facts, 
consequences and corrective actions in a 
way that is transparent to the supervisory 
authorities. Failure to properly document 
a breach could lead to the authority 
exercising its powers, including 
imposing sanctions. 

 • Reflect clearly the DPO’s involvement 
in the data breach (incident 
management) policies and procedures 
of organisations but also in the 
DPO’s day-to-day relations with the 
company’s management and staff, 
through appropriate training and by 
fostering a culture of compliance.

 • Assess the DPO’s potential conflicts 
of interests on a case-by-case basis. 
This requires to take into account many 
factors, such as the combination of 
several “add-on” responsibility layers 
on the individual appointed as DPO, the 
nature and scale of the organisation’s 
processing activities, as well as the 
size of the company and the sensitivity 
of the data processed, 

 • Aligning with previous guidelines, the 
decision does not reject that a DPO can 
be a department head and even lead a 
large team of privacy professionals, while 

overseeing the work of multiple other 
DPOs in large corporate groups. In the 
same large entities, combining the DPO 
role with that of the head of Compliance 
could be problematic as in many 
circumstances a conflict could arise de 
facto (e.g., when the compliance officer 
needs to seize laptops of employees 
and access data to investigate anti-trust, 
anti-bribery and other law violations). 
Obviously, the assessment would be 
different in the case of an SME, which, 
due to staff and financial resources 
restrictions for example, would combine 
the roles of the DPO and head of 
Compliance within the same individual. 

Our team is here to help you navigate 
successfully through the above issues 
and properly build your privacy program 
complied with the accountability principle 
and best practices relevant to the 
topics above.

The Role of the DPO (continued)

Practical key take-aways
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