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Introduction
The COVID-19 pandemic has forced citizens and 
companies to rethink how they go about their routines in 
order to help contain the spread of the virus and flatten 
the curve. There have been examples of profound 
difficulties for international supply chains, SMEs unable to 
gain access to capital to withstand the pandemic, and 
processes normally dependent on paper documents.  

With no vaccine on the market at the time of writing, 
many of the new practices by organisations continue for 
the time being. This makes the pandemic an unlikely 
accelerator for digital transformation.  

Blockchain and other distributed ledger technologies 
(DLTs) can provide the infrastructure for enabling and 
scaling digital online services through trust and 
transparency. These extraordinary times increase the 
urgency at which businesses need to evolve to adapt to 
the environment we find ourselves in today and into a 
post-COVID-19 future.  

In order to recover and thrive after this 
pandemic there is an urgent need to 
move to end-to-end digital processes 
and remodel global trade networks by 
implementing the lessons we are 
‘forced’ to face.1  

In fact, many companies across the globe are recognising 
blockchain as a strategic priority for their business. The 

2020 Deloitte Blockchain Survey polled senior executives 
to understand how they see blockchain in their 
companies’ digital strategy. A majority of 55 percent 
deemed it critical and positioned it in their top five 
strategic priorities -- a sharp increase from 43 percent in 
2018. 

Based on Deloitte’s experience of working with clients 
and consortia from proofs of concept (POCs) to live 
production settings, we have identified five key building 
blocks and five key challenges we will need to overcome 
in order to create the post-COVID-19 digital infrastructure 
that new businesses and platforms will emerge from as a 
result.  

 

 

 

   

 
1 https://www.weforum.org/agenda/2020/05/why-covid-19-makes-a-
compelling-case-for-wider-integration-of-blockchain/  

https://www.weforum.org/agenda/2020/05/why-covid-19-makes-a-compelling-case-for-wider-integration-of-blockchain/
https://www.weforum.org/agenda/2020/05/why-covid-19-makes-a-compelling-case-for-wider-integration-of-blockchain/
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Five practical building blocks to 
rebuild the future
While it is impossible to change the world to fit a new normal overnight, we put 
forward five essential building blocks to lay the foundations of a truly digital future 
using blockchain.

Legal entity identity 
By reducing interactions involving paper processes, the public 
can feel more secure in doing business with each other.  
Processes which involve identity and identification can be 
digitised completely and support the world in transitioning to a  
post-COVID-19 world. 

A Legal Entity Identifier (LEI) based on DLT would not only 
enable the unique identification of a company over a digital 
space, but could also help address other types of digital identity 
needs. Not every legal entity is a company, but identity needs 
are similar for other types of organisations and even for 
individuals. 

In order to open a company, owners need to prove that they 
have the right qualifications to perform the activities stated in 
the articles of association of the company. Some companies 
need to have certified employees to perform specific activities 
and continuously need to verify the recurring certifications of 
their staff (e.g., financial services, academia, aviation, etc.). 
There is a need for LEIs with a wealth of self-issued or third 
party certified data. This includes financial data or data related 
to obtaining a financial credential/bank account (like company 
structure, list of ultimate beneficiary owners, etc.).  

Having a LEI credential can help cross border trade and 
movement of people to transact on behalf of the legal entity in a 
secure and trusted manner. It can increase the efficiency of 
tracking, verifying and validating the required qualifications of 
the employees linked to the activity of the legal entity. 

A LEI, linked to a natural person ID, is beneficial for the private 
sector (less reconciliation/validation), for citizens (easier to 
evidence their company related credentials), and for 
government institutions (as a trust anchor) or even for 
supranational organisations as the European Commission or 
NATO (access control).  

Product identity 
Supply chain security is of utmost importance during a 
pandemic, especially for medical supplies, as some bad actors 
have capitalised on the confusion caused by COVID-19 to sell 
defective products.  

Regulated, standardised, and interoperable product IDs are data 
structures that should utilise some form of default standards.  
They should support interoperability of platforms and 
information flow across geographies and different solutions. 
This is particularly important as different supply chain platforms 
were created to serve different industries and markets. When 
products move between different parties that are part of 
multiple DLT-enabled supply chain platforms, there should still 
be an audit trail of that product’s journey.  

Beyond Product IDs, other forms of data that would benefit 
from standardisation on DLT supply chain platforms are quality 
assessments, places of origin, usage of pesticides, antibiotics, 
etc. Many of these can use already existing practices as the basis 
for their DLT-enabled representation.  

As the pressure mounts on companies to prove the origin and 
quality of their products before they reach the end customer, 
authorities and consumers will be assessing suppliers they trust. 
DLT can act as the enabler for suppliers who wish to stay ahead 
of the flattened curve through collaboration. 

Investment tokens 
Compared to large businesses, small businesses have suffered 
disproportionately from the COVID-19 pandemic. Due to various 
political and economic reasons, it has been difficult for 
governments across the world to provide the appropriate 
support and liquidity to small businesses affected by lockdown 
orders.  
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One way for these businesses to raise funds and avoid shutting 
down is by opening their company to investment by the public 
through tokenisation or a security token offering (STO). This 
process has similar traits to traditional crowdfunding but the 
rules are more homogenous, bring a higher level of 
transparency, and can be regulated to a higher degree. In order 
to scale investment tokenisation, we need to build a secure and 
trusted DLT infrastructure that can handle the transactional 
volume likely to take place.  

The tokens purchased through a STO would not necessarily 
allow voting rights on the inner-dealings in the company but 
would give investors rights to a share that could give dividends 
and be traded on a local market. To start, the governance model 
would not need to be complex as the investors would not have a 
right on voting but would need to be able to secure the 
tokenised securities.  

A first rendition of regulatory compliant STO tokens would likely 
be created through a permissioned blockchain. This makes data 
storage a much easier challenge to deal with as it can easily be 
made interoperable with existing data repositories. A 
permissioned blockchain would also make it easier to fix the 
issues which may arise that cannot be currently thought of while 
also providing the advantages that blockchain gives, i.e. a shared 
infrastructure which is easy for businesses to plug into. 

Through tokenisation of shares, the process of selling parts of 
company ownership and raising capital for future investment 
becomes easier for the public to take part. This type of security 
infrastructure could also be used as a policy tool to support 
green initiatives, locally hard hit industries, or for funding new 
assets or projects, e.g. building an offshore wind farm, funding 
public works. 

Digital twins 
Given the lack of a vaccine for the moment, it is possible that 
the global supply chain will not be able to handle the same  
levels of trade as efficiently as before. As consumers become 
more locally minded for household purchases and to decrease 
the reliance on international supply chains, food and other 
providers will likely increase their efforts to source locally and 
promote circular economies.  

DLT-enabled supply chain platforms allow the traceability of 
food from farm to table, involving all agents in the supply chain: 
farmers, vets, slaughterhouses, transports, factories, 
wholesalers, retailers, and finally, the consumer. Transparency 
on growing products, their care, transformation, additives, and 

 
2 https://ec.europa.eu/taxation_customs/business/vat/modernising-vat-cross-
border-ecommerce_en 

environmental respect practices will provide a safer food supply 
chain, best practices for producers, more informed citizens, less 
opportunity to fraud, and even the ability to foster a circular 
economy market place. 

In order to represent physical assets in a digital space, a digital 
twin, or a digital representation, can be linked to specific 
properties of the physical asset via existing technologies like QR 
codes, IoT devices, or NFC chips. These technologies can give 
physical goods unique addresses held on a blockchain database 
to take advantage of its benefits. 

Additionally, digital twins, insofar applicable in combination with 
a decentralised Product ID, would help companies adhere to the 
applicable VAT regime even with cross-border considerations. 
For example, a common situation in the European Union is for 
items to be traded across several Member States’ borders, 
making it a heavy administrative burden for tax authorities to 
track the different types of VAT transactions needed. Such a 
solution would help link a product to a company and to a 
specific shipment, crucial to implementing efficient VAT 
tracking2. 

Personal data 
Research on containment strategies for COVID-19 has shown 
that the best way for countries to protect their citizens is 
through mass testing and contact tracing3. Blockchain and DLTs 
built with “privacy by design” are good candidates for providing 
the infrastructure for COVID-19 screening not because it is the 
only technological solution, but because it is the political 
solution for a multitude of actors to opt into the system. 

At the moment, it is difficult for someone to prove that they 
have tested negative for COVID-19 across borders. While 
governments are rightfully focused on the safety of their 
citizens, those who have tested negative for the virus can go 
back to performing essential work. It would also allow countries 
dependent on tourism to let in tourists that have tested 
negative selectively to keep their citizens safe while also 
allowing economic activity to continue. Additionally, health 
records on a blockchain could be used to obtain a lower fee for 
travel and professional insurance without divulging any personal 
data. 

Blockchain-backed platforms can help companies resume 
operations effectively and ensure smooth travel to other 
countries while avoiding overcrowding and allowing contact 
tracing when required.  

3 https://www.weforum.org/agenda/2020/06/covid19-coronavirus-test-track-
trace-data-privacy/ 

https://ec.europa.eu/taxation_customs/business/vat/modernising-vat-cross-border-ecommerce_en
https://ec.europa.eu/taxation_customs/business/vat/modernising-vat-cross-border-ecommerce_en
https://www.weforum.org/agenda/2020/06/covid19-coronavirus-test-track-trace-data-privacy/
https://www.weforum.org/agenda/2020/06/covid19-coronavirus-test-track-trace-data-privacy/
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A blockchain-enabled system for COVID-19 tracing could also be 
thought of as a MVP for a larger effort to build a decentralised 
system for digital health records which patients can bring with 
them no matter where they go. Patient-centred health records 
stored in a smart contract could be available to hospitals or 
laboratories for immediate access in a secure, transparent, and 
confidential way, speeding up research and treatment of new 
diseases so that the world can be better prepared for the next 
pandemic. 

On a broader scale, several types of data, financial, medical, etc. 
can be collected on a blockchain to create a personal data lake.  
As data is the new oil, perhaps it is time to start constructing the 
pipelines allowing people to own their oil and monetise it as 
they see fit.  
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Five key challenges to create the 
building blocks 
The five key challenges to implementing blockchain and DLT for a post-COVID-19 
world we identified based on our experience are identity, privacy, interoperability, 
scalability, and data storage.  

For each key challenge, we asked our Deloitte experts to list the elements that we will need to overcome in the next two to three 
years. Governments, the private sector, and others will need to be aware of how their solution answers these challenges when 
developing use cases with blockchain and DLT to adapt to this new reality.  

 

 

 

Interoperability

Scalability

Data storage

Privacy Identity
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Identity 
Many organisations are experimenting with digital identity as a 
solution to a range of use cases. Examples include verifying 
identity during new customer registration, e.g. within regulated 
financial institutions, verifying that someone is able to purchase 
age-restricted products, and verifying the professional 
credentials of potential employees. 

The three main challenges regarding identity on blockchain are 
(i) common open standards, (ii) embedding infrastructure, and  
(iii) driving adoption. These challenges are sequential in nature, 
interdependent, and are all critical to a proper solution to 
identity on blockchain. 

We believe that an open digital identity ecosystem based on 
open source standards and widely accessible technology 
infrastructure (particularly DLT), can best meet the needs of 
individuals, organisations and government, by enabling a 
consistent user experience, enhancing privacy, enabling 
portable digital identity for multiple settings, and encouraging 
competition. 

It is important to note that in addition to convenient mobile 
applications supporting the management of personal identity 
data, a user’s experience will depend on third-party services and 
interfaces. These services and interfaces must embed new 
digital identity protocols in a manner that exploits their 
potential benefits, and does not simply recreate historically poor 
user experience over a different technology foundation. 

From our conversations with potential users of digital identity, 
there is uncertainty and hesitancy to adopt this model. The 
primary drivers for this are uncertainty around legal acceptance 
and liability, immature digital identity systems, and uncertain 
commercial models. All of these uncertainties make it difficult to 
drive adoption, but there are considerable advantages to the 
organisations that choose to be first movers. 

Failure to consider these external actors and interactions will 
limit the extent to which one can benefit from new digital 
identity models. For this reason, awareness, openness and co-
operation with programmes advancing the use of digital identity 
in any geographical region should be embedded in future 
implementations in different regions. 

Listing two building blocks based on Identity, the Legal Entity 
and the Product ID, clearly shows the added value of blockchain-
based identity on top of an otherwise anonymous internet. 
However, connecting natural person IDs and product IDs to legal 

 
4https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019
-global-blockchain-survey.pdf 

entity IDs, creates additional complexity. The easiest way for 
companies to create digital representations of relationships and 
associations with certifications and other types of data, is for 
the infrastructure to be based on common open standards.  

Once adopted, these standards could help facilitate new 
infrastructure (government institutions, new or existing 
company services, other digital identity solutions, etc.) to be 
embedded within the ecosystem. User adoption will be driven 
by the increase in useful services that adopt the same standards 
and embed themselves within the network. Such an identity 
would enable investment tokens as well, while the digital twins 
would vastly profit from a connection to product IDs. 

Privacy 
In the 2019 Global Blockchain Survey4, 1,386 senior executives 
in a dozen countries at companies with US$500 million or more 
in annual revenue for US respondents and US$100 million for 
those outside of the US were polled about their attitudes and 
investments in blockchain. The respondents all had a basic 
understanding of the technology and were familiar with their 
organisation’s investment plans.  

One question polled for their blockchain-related regulatory 
issues of concern. A breakdown of the percentages per item is 
approximated below: 

• Privacy (50%) 

• Money Transmission (41%) 

• Know Your Customer (KYC) &  
Anti-Money Laundering (AML) (39%) 

• Informational reporting (39%) 

• Securities law (37%) 

• Financial reporting (37%) 

• Tax (37%) 

• Industry-specific regulatory issues (25%) 

• Smart contracts enforceability (30%)  

• Geography-specific regulations (19%) 

Given that privacy was the largest concern for respondents, the 
importance of blockchain's default privacy elements are critical 
to understand in any use case. In addition to the above, we are 
of the opinion that the overall limited pool of properly trained 
professionals with the breadth of knowledge required to 
properly implement privacy techniques—with specialised 
knowhow about cryptography combined with a practical 

https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-global-blockchain-survey.pdf
https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-global-blockchain-survey.pdf
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mindset for implementation in realistic situations across 
distributed systems—are a key concern now and in the future. 

Interoperability 
The primary challenges for interoperability are technical. 
Varying consensus and hashing algorithms among the different 
blockchain platforms make it challenging to determine the most 
recent transactions as well as managing unified identities across 
platforms. Several POCs and hackathons have tried to solve 
these technical challenges, but there is still no established 
method working in a live production environment. 

In order to begin solving these technical challenges, there is a 
need for mutual standards for blockchain interoperability. This 
would speed up innovations and ensure that there is a direction 
for the community to move as a whole. Standard bodies like GS1 
and ISO are working on blockchain standards, but there is still 
time before these are final and globally accepted.  

The last challenge is collaboration among actors. Companies and 
organisations across different industries and technologies must 

 

  

collaborate to avoid that they all develop their own 
interoperability solutions and standards. Those interested in 
interoperability should focus on creating standards for data 
based on prioritised use cases and ensuring collaboration with 
relevant stakeholders such as industry experts, technology 
providers and standards organisations. 

It is sufficient to look at the digital twins use case to understand 
the need for interoperability. If items are tracked on private 
permissioned ledgers, access, connectivity and exchange of data 
across those ledgers are required. If all twins are on a public 
permissionless ledger, scale becomes a challenge. Shifting data 
from ledger to ledger is one task, interpreting and using the data 
further down the chain will remain complex without agreements 
across the globe. 

Scalability 
The challenge for scalability with blockchain is threefold: 
governance, data storage, and consensus mechanism. These 
three themes should be seen as a triangle, where each of the 
corners has an effect on the others if moved. 

 

 

Data storage
Consensus 
mechanism

Governance

Scalability
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Governance circles around the design choice between which 
type of blockchain technology the given use case fits with. Over 
the last years, the industry has agreed on a blockchain 
categorisation into public (read by anyone), private (read by a 
select few), permissioned (accessed by a select few) and 
permissionless (accessed by anyone). The scalability of a given 
blockchain system is not directly tied to the type of governance 
model. However, a great deal of education is needed for 
systems designers to understand the limitations of these 
governance choices, especially as the decision is difficult to 
change from a project life cycle point-of-view.  

Overcoming this challenge requires extensive education in “use 
case to governance model mapping” and an extension of a 
common language to the wider field of practitioners. 

Data storage revolves around the architectural choices of where 
data need to be stored: on-chain vs. off-chain. Today, a common 
pattern for non-crypto currency use cases is to store most of the 
data off-chain and only add e.g. a hash of a document on-chain. 
This allows businesses to maintain total control of their data 
while ensuring not to overload the chain. However, this pattern 
also limits the use of smart contracts, which hinders a full 
benefits realisation of automation of workflows, etc. 
Overcoming this challenge requires heavy research from both 
academia and practice to come up with optimisations of 
consensus mechanisms and sharding.  

A consensus mechanism is the binding element of both 
governance and data storage, since the design choices of the 
two above lead to consensus mechanism choices as well. 
Therefore, the ultimate scalability issue lies with the consensus 
mechanism and which criteria it needs to fulfil, e.g. Byzantine 
fault tolerance vs. crash fault tolerance, its finality needed, 
should there be fair ordering, etc. As mentioned above, 
overcoming this challenge and making distributed systems as 
scalable as centralised systems, requires more research in 
consensus mechanisms.  

Sharding is a method of splitting and storing a single logical 
dataset in multiple databases. By distributing the data among 
multiple machines, a cluster of database systems can store a 
larger dataset and handle additional requests. When done as a 
part of the architecture of a blockchain, it allows for higher 
transaction processing than what would be possible otherwise 
since all nodes no longer need to process every transaction. 
With sharding only a certain segment of nodes need to process 
each transaction. Sharding will also be a part of proposed future 
updates of Ethereum to improve scalability. 

 
5 https://www.tradelens.com/ 

Using a permissioned blockchain gives solution builders a 
limited set of consensus mechanisms at their disposal, but on 
the upside the ones that are available are Byzantine fault 
tolerant and can handle much larger volumes of transactions 
than a permissionless blockchain like bitcoin can. It is difficult to 
say how many transactions this type of investment would need, 
but one can look at already existing solutions as a proxy. 
TradeLens5 is a global supply chain platform started by IBM and 
Maersk built on HyperLedger Fabric which currently handles 
over two million shipping events per day. The network also 
includes a variety of different players in the value chain 
including authorities, shippers, ports, ocean carriers, financial 
services, etc. Based on this model, an investment token 
infrastructure could perform as well if not better as technology 
improves. 

Data storage 
Storage of data in a blockchain (or generally in any distributed) 
system is a complex subject. No single solution can cover 
effectively all possible use cases and requirements. There is a 
conflict between achieving full distribution and the required 
degree of control, audibility, privacy and security that in many 
use cases is needed when managing the data, especially when 
personal data is involved. 

The top three challenges that companies and organisations must 
keep in mind when developing solutions for data storage and 
blockchain are: 

1. Agreement on the right level of data granularity to allow 
digital processing, validation and lifecycle management of 
information to eliminate the integration effort needed to 
interpret the information. 

2. Consideration of interoperability between cloud storage 
providers and traditional data centre providers as all 
information should be uniquely identifiable, processable and 
provisioned for storage. 

3. Data definitions underlying commercial information need a 
common understanding with all distributed parties involved 
(both technology providers, regulators and market 
participants). This will create a common standard of 
language for communications between the stakeholders.  

Looking at the need for collaboration with existing systems in 
the use cases cited above, how data are stored for all the 
different stakeholders in the network needs to be addressed. 
For example, permissioned blockchains with interoperable 
standards can be used to interact with current existing data 
storage systems so that participants in the network can limit the 

https://www.tradelens.com/
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amount of data they store on-chain. In theory, an abundance of 
different products can have their product codes stored on a 
blockchain, but it is still important to keep in mind practicality. 

Finally, we need to avoid having business secrets revealed to 
competitors while also providing an audit trail to the 
appropriate parties. Proper agreements on data storage also 
protect the identities of individuals as owners of their personal 
data sets. There is a vast difference between selling access to 
certified but anonymised data and selling our identity.  
Blockchain provides a way for the former.  

  



What do businesses need to overcome the pandemic? | Conclusion 

11 
 

Conclusion
The use cases and challenges listed above are intertwined 
closely and many of the challenges can only be solved with 
solutions that address more than one of them at a time.  

The pandemic acts as a catalyst to digital adoption in the private 
and public sector, but it is more important than ever to ensure 
that the adoption of digital means to authenticate ourselves, to 
transact, and to trade are developed in a way in which our 
privacy and our identity are not put at risk.  

Blockchain and DLTs can help transfer and share data efficiently 
between governments and businesses while ensuring the 
privacy of the individual. To thrive in a post-COVID-19 world we 
will need to solve the problems which we already know exist, 
but the urgency at which we must solve them may prove to be a 
breakthrough point for blockchain and DLT.
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