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General Data Protection Regulation for Bermuda Organizations
Why Deloitte

The integration of deep technical and organizational expertise is our 
distinctive capacity

International focus Broad privacy experience

Leader in privacy and security Extensive advisory experience

Deloitte’s vision on Privacy
Deloitte’s Regulatory and Cyber Risk Practices help organizations identify and manage 
the risks and opportunities associated with personal data, enabling them to respond 
strategically and tactically to:
• Personal data governance challenges associated with globalization
• Diverse and often conflicting legal/regulatory requirements
• Challenges with embedding and operationalizing the framework of privacy 

measures in the organization
• Rapidly changing technology and the extended enterprise.
Deloitte global network practice is Privacy by Design accredited by Ryerson’s Privacy 
and Big Data Institute.
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On May 25, 2018, the General Data Protection Regulation (GDPR) will be in effect,
expanding the accountabilities for privacy and data protection of non-EU organizations
and imposing hefty fines for non-compliance.

New EU general data protection regulation

Bermuda multinationals 
with affiliates established 
in the EU regardless of 
whether the processing of 
personal data takes place in 
the EU or not 

Bermuda organizations 
(established outside 
the EU) that either offer 
goods and services, or 
monitor the behaviour of 
EU data subjects.

Bermuda 
businesses 
impacted

Introduction

A revolution in 
enforcement
Fines of up to 4% 
of annual global 
turnover 

Data protection 
officers
Privacy specialists 
in high demand 

Accountability
Burden of proof 
now on the 
organization, not 
he individual 

Privacy notices 
and consent
Clarity and 
education is key 

Data inventories
Stronger need to 
identify, classify 
and track data 

Right to be 
forgotten
A stronger right 
for consumers to 
request deletion 
of their data 

Right to data 
portability
A new right to 
request 
standardized 
copies of data 

New definitions 
of data
New concept of 
pseudo-anonymous 
data 

What does this mean to your organization?

Dedicated privacy professionalsMultidisciplinary
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GDPR compliance challenges with highest impact to organizations Our main services to help you prepare for GDPR

General Data Protection Regulation for Bermuda organizations (cont’d)

GDPR Readiness 
Assessment –
GDPR roadmap

• Efficient assessment of current need for action on GDPR
• Used to focus on those areas which most urgently need 

action to become compliant with GDPR

GDPR stress 
testing

• Simulation activities to stress test GDPR program 
(e.g., breach simulation, regulators walkthrough, public 
complaints process)

Privacy Impact 
Assessment (PIA) 
services

• Development and implementation of a process to conduct 
PIAs, as well as PIAs management and execution

Data mapping and 
inventories

• Development and maintenance of a record of EU data 
processing activities

GDPR 
transformation 
program

• Based on a comprehensive GDPR readiness roadmap, this 
helps organizations prepare in the optimal way for the 
GDPR

• Including consent management functionality, 
re-identification analysis, and encryption services

GDPR technology 
support

• Design, implementation and application of a PbD 
control framework

Privacy by Design 
operationalization

Policies, 
processes and 
contracts update

• Update and development of privacy policies, notices, 
processes, third party agreements and cross-border data 
transfer mechanisms

Mandatory Data 
Protection Officer (DPO)
Required appointment of 
DPO within the organization 
(and EU representative if the 
organization is not 
established in the EU).

Accountability
Implementation of an 
accountability framework 
establishing a culture of 
privacy and demonstrating 
compliance across the 
business. 

Liability of Data 
Processors
Mandatory GDPR compliance 
for third parties processing 
EU data on behalf of an 
organization. 

Unambiguous, Opt-in 
Consent 
Collection and 
documentation of consent for 
each purpose when data 
processing is not based on 
other legal grounds.

Privacy by Design 
Integration of privacy and 
security at the design stage 
of products and services.

Security Measures 
Implementation of security 
controls appropriate to the 
risks of personal data 
processing (e.g., encryption, 
pseudonymisation).

New Data Subjects Rights
Enablement of new rights 
including right to opt-out 
from data processing & 
rights to request deletion 
and portability of personal 
data

Mandatory Breach 
Notification 
Notification of breaches to 
regulators (72 hours) and 
individuals (without undue 
delay).

Privacy Impact 
Assessments (PIAs)
Consultation to regulators 
when a PIA identifies a high 
risk. Implementation of 
recommendations required. 

Privacy by Default
Collection, storage and 
disclosure of minimal amount 
of data in relation to the 
purposes for which it is 
processed. 

Transparency
Use of concise, transparent 
and plain language in privacy 
statements & maintenance of 
records of processing 
activities.

Cross-Border Data 
Transfer Mechanisms
Alignment with a valid EU 
cross-border data transfer 
mechanism (e.g., Privacy 
Shield, SCCs, BCRs, 
Consent).

Strictest data protection law in the world
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