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Reimagining customer privacy for the digital age

Getting smarter about privacy

“New technologies are radically advancing
our freedoms, but they are also enabling
unparalleled invasions of privacy.”

— Electronic Frontier Foundation

Customer privacy has become an increasingly
complex and contentious topic, as the tools and
technologies capturing data about every facet of
our lives have proliferated. Many consumers now
believe they no longer have control of information
about themselves? and are starting to pay closer at-
tention to how information about them is collected.

Such concerns are impacting the financial ser-
vices industry as well, where customer data has
always been a core asset. Long before data became
the oil that fuels the digital economy, financial
institutions have safeguarded customers’ private
information and used this data at macro and micro
levels to serve clients.

In light of recent regulatory developments, such
as the General Data Protection Regulation (GDPR)
in the European Union, and advances in technology,

Many regulators around the

world are taking unprecedented

interest in privacy.

customer privacy is becoming an even more intri-
cate challenge—for individuals whose information
is at stake, for companies that are expected to
protect this information as well as use it responsibly,
and for regulators charged with consumer advocacy
who are playing catch-up.

In fact, many regulators around the world are
taking unprecedented interest in privacy and have

begun to establish new rules. GDPR is arguably the
most notable of the latest developments, offering
EU citizens sweeping protections to their personal
data. Under GDPR, all companies that handle EU
consumer information—including financial institu-
tions—must obtain express opt-in consent to collect
their data and promptly notify citizens of data
breaches, or risk paying steep fines. Consumers
also have a “right to be forgotten,” a stipulation
that requires companies to erase all personal data
currently maintained upon request or if the data no
longer serves the original business purpose.?

The United States, meanwhile, does not have
an all-encompassing rule like GDPR. US federal
regulations tend to be narrower in scope and gener-
ally only protect specific types of data or are sector/
industry-specific (see Appendix on page 15 for a
summary of federal financial privacy laws).

Some trade groups, such as the Association of
National Advertisers+ and the Internet Association,5
have begun to advocate for an all-encompassing
federal privacy law like GDPR to avoid having a
patchwork of legislation. Lobbyists, too, are begin-
ning to speak up. In 2018, the US Chamber
of Commerce called on Congress to adopt a
federal privacy framework “to provide cer-
tainty and consistency to consumers and
businesses alike.”®

In the meantime, the lack of a single,
federal mandate has placed the onus on
states to craft their own privacy laws. For
example, California passed the Consumer Privacy
Act in the summer of 2018, granting consumers
sweeping control of all forms of their personal data’
from traditional identifiers such as addresses and
phone numbers, to nontraditional data sources
such as “likes” on social media or interactions with
personal assistants. Other states, such as Delaware®
and Vermont,® have recently enacted their own




The rapid penetration of
digital technologies into
almost every sphere of
life has revealed how
fundamentally limited
privacy protections
conceived for the analog
age are today.

privacy laws. As consumers demand more control
over their personal data, even though many may not
be familiar with existing privacy regulations, more
states may follow suit.*°

Adding to this regulatory uncertainty, today’s
digital innovations are also reshaping the notion of
privacy in unexpected ways. The rapid penetration
of digital technologies into almost every sphere of
life has revealed how fundamentally limited privacy
protections conceived for the analog age are today."
Our ideas about privacy—what information should
be considered private and what should be done to
protect one’s privacy—are fast evolving with new
digital technologies and the new data they generate.

This situation is further exacerbated by the fact
that privacy has no single, universal definition. In
fact, several privacy scholars have noted that the
very idea of privacy today is “a concept in dis-
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array,”* “embarrassingly difficult to define,” and

“an essentially contested concept.”* This challenge
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is due, in part, to the fact that privacy is not just a
social value and “a good to be achieved,” but also a
right, with legal ramifications.

There is also debate about data ownership
(whose data is it?) and data stewardship (who can
best safeguard customer data?).’> Both of these
challenges have no easy answers.

One can only imagine the breadth and com-
plexity of privacy issues that may be faced a decade
from now, when most human interactions, even
those now considered private, could be exposed for
others to collect, mine, and share. Indeed, could
privacy become a “luxury,” as discussed during
a panel at the World Economic Forum’s Annual
Meeting?*®

Managing privacy in this ever more data-centric
world could require new thinking. In this report, we
will discuss the following conundrums:

« What should financial services firms do to
reimagine privacy in this rapidly evolving
digital age?

« How can institutions leverage new sources
of data and emerging technologies to benefit
both customers and service providers without
running afoul of privacy regulations or offending
consumer sensibilities?

« How should companies go beyond com-
pliance to make privacy management a
competitive differentiator?

We discuss these questions and other challenges
in detail in this report.

A new framework to
understand privacy today

The industry will likely need a more robust,

expansive, pragmatic, and forward-looking
framework to successfully navigate the evolving

privacy landscape. This framework should be
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both tactical and strategic—one that would stand
the test of time and continue to adapt to future
technological innovations.*”

The framework below was inspired by the work
of three researchers—Rachel L. Finn, David Wright,
and Michael Friedewald—who identified seven dif-
ferent types of privacy—ranging from privacy of
location to privacy of association. For this report,
we modified and expanded their typology to encom-

FIGURE 1

The eight types of privacy

pass relevant privacy issues the financial services
industry currently faces (figure 1). Figure 2 offers
more detailed explanations of these eight types.

These eight categories highlight the multidi-
mensionality of privacy today. They underscore the
importance for financial services leaders to think
differently, and more expansively, about how their
organizations collect, store, process, share, and
protect information.
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Source: Deloitte’s modified eight types of privacy is based on the work of Rachel R. Finn, David Wright, and Michael
Friedewald, “Seven types of privacy” in Serge Gutwirth, Ronald Leenes, Paul de Hert, and Yves Poullet (eds), European Data
Protection: Coming of Age (Dordrecht: Springer, 2013). The authors posited seven types of privacy, but we modified their
framework to make it more relevant for financial services by altering “data and images” to images only, and splitting
“privacy of the person” to “traditional identifiers” and “biological data.”




Take, for example, the use of biometric data, like
facial-, voice-, and iris-recognition for identification
in financial services.’® Data from these technologies
could be combined with other personal information,
such as location or social media posts, to decipher
an individual’s needs and preferences for financial
services. In a privacy context, what are the expecta-

FIGURE 2
Understanding the eight types of privacy
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tions regarding the use of such data? Do consumers
need to be informed that the merging of private
information sources is happening, and how this
combined profile may be used to serve them?

Such examination would not be possible without
aricher, more nuanced understanding of privacy for
today’s digital world.

Any standard/traditional personally identifiable information, including

demographic data—such as name, address, date of birth, race, gender,
and Social Security number—that the industry has routinely collected.

Behaviors undertaken in public, semipublic, or private spaces—such as
shopping, financial transactions, purchasing financial products, browsing
habits, and other behaviors outside the financial relationship.

Customers’ opinions on a variety of topics, including those expressed
about companies or brands; also known as psychographics in marketing.

Images taken by individuals, planes/drones, satellites, and robotic devices

Bodily functions and characteristics, including physical characteristics (such
as facial features, irides, voice, and gait), physical and psychological health,
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Communications between the customer and the financial institution and
other entities—via email, text messages, social media, and phone—as well
as Web browsing behavior via cookies.

Groups and subgroups the customer belongs to or associates with,
including political affiliations, personal hobbies, work-related groups,
and religious groups.

Source: Deloitte Center for Financial Services.
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Privacy implications of
emerging technologies

New data sources should
be leveraged with caution

Over the next few years, financial institutions
are expected to increasingly use evolving technolo-
gies to serve their customers, tapping into virtual
assistants, personal and commercial sensors, and
drones, in addition to already commonplace ac-
tivities, such as reviewing Web browsing and social
media activity.

A major challenge for companies
is how to optimize the use of

all the data generated by legacy
and emerging technologies while
remaining within the bounds of

privacy regulations.

In many cases, customers are aware that their
private data is being collected—for example, when
vehicle owners agree to allow insurers to monitor
their driving telematically in exchange for dis-
counted auto insurance premiums. But other types
of direct data collection and how such information
is used might not be as obvious to consumers. This
is partly because standard privacy policies usually
employ legalistic language and do not offer many
details, such as whether companies will use cookies
to track Web browsing or check social media for
behavioral proclivities when assessing a customer’s
credit risk.?

Would investment management clients be
okay if their advisory firm scanned their social
media postings, geolocation information, or Web
browsing history to determine their interest in
socially responsible investments, based on data col-
lected about their charity work or an appearance at
a rally protesting fossil fuels? Would they feel un-
comfortable if their investment advisor knew they
browsed astrological websites before making finan-
cial decisions? Would credit card customers mind
if their banks checked smart wallet
spending patterns to detect if they
are often at casinos or the racetrack?

Additional

might arise if a financial services firm

privacy  concerns
sells customer data to third parties—
personal health data from a wearable
monitor, for instance. In such cases,
consumers may not be aware of the
extent of data mining for it to qualify
as “informed consent.”

Also, as noted earlier, we might
see more cases of consumers and privacy advocates
insisting on the “right to be forgotten,” codified
under GDPR, where consumers may ask data com-
panies to remove certain digital bread crumbs from
their online history. Consumers may opt in, however,
if they are presented with a value proposition that
makes it worth their while to share such data.

More generally, though, a major challenge for
companies is how to optimize the use of all the
data generated by legacy and emerging technolo-
gies while remaining within the bounds of privacy
regulations. Financial institutions cannot focus on
compliance alone. Even if they meet all legal re-
quirements, they need to ensure their data mining




from a growing number of sources does not alienate

consumers or lawmakers.

Technologies’ impact
on privacy will vary

We analyzed eight tools and technologies that
either already are, or will likely become, ubiquitous
to determine how likely they are to encroach on
privacy. (Please see the sidebar “About our research”
on page 8 for our assessment methodology.)

While no area appears to be completely immune
from a potential privacy concern (see figure 3), the
threat level varies considerably according to the
type of tool or technology employed.

FIGURE 3
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Our analysis suggests some technologies are
more likely to create privacy concerns than others.
Monitoring of Web browsing and social media are
most likely to raise objections. Commercial sensors,
wearables, virtual assistants, and drones are others
with substantial potential for encroachment. Bio-
metrics is probably the technology with the lowest
potential to invade privacy.

But in looking at the types of privacy, the greatest
causes for concern at this point in time are location
and space, communications, thoughts and feelings,
and association and group. Monitoring of behavior
and actions could also be a challenge based on our

assessment.

Potential of technology/tool to encroach on individual privacy,

by type of privacy
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ABOUT OUR RESEARCH

In assessing the potential of each technology
or tool to raise privacy concerns, we
considered three factors: 1. How easy is it to
collect consumer data; 2. How prevalent it

is in society; and 3. How widely it is used in
financial services.

For each type of privacy, we assigned a value
between 0 and 2 for each of these factors,
with “0” being nonexistent or low; “1” being
somewhat; and “2” being high. The scores
were then summed up across the three
factors, with equal weighting, to arrive at

a final score for each technology by type

of privacy.

The possible range of this total score is 0 and
6. If the total score was 0 or 1, we termed
the potential threat level as low; if it was 2, 3,
or 4, we deemed it medium; and if 5 or 6, we
considered it high.

It's important to note that our analysis is

only about the current state of existing
technologies. It is quite possible that there
could be other tools developed over the next
few years that might have more significant
implications for personal privacy. In addition,
existing tools may be used more widely by
financial services firms in the future to gather
customer data, and thus become more
intrusive on privacy.

Privacy is all about the context

Beyond how personal data is collected, con-
cerns about privacy are often more about the
context—why, who, when, and where. For example,
companies should be sensitive to what many refer
to as the “creepiness factor,” where customers
might find the way companies gather data about
them is too intrusive, such as creating a profile
based on an individual’s online activity or mar-
keting to them accordingly.?> Companies need to
be cognizant of where to draw the line and clearly

communicate to consumers where thatlineis in their
privacy policies.

So, how can financial services leaders deter-
mine where that line should be? Here are a few
scenarios to think about: A drone might be used to
assess the condition of a property for mortgage or
investment purposes, or during an insurance claim
investigation, but it could also be deployed to sur-
reptitiously determine someone’s location or record
what the person is doing (behaviors and actions) at
a particular time and place. Similarly, geolocation
technology or Web browsing (how you press, scroll,
and type on a phone screen or keyboard) can be
used to detect actions like fraud,* but also for other
potentially invasive purposes, such as tracking one’s
location patterns and online habits.

Wearables, another rich source of customer data,
are already used by life insurers to motivate policy-
holders to stay fit in return for lower premiums,??
and by banks for identity authentication or to
enable seamless payments.2? But companies could
also use data from wearables to see if a customer is
spending more time at fast food restaurants than at
the gym, which some might consider too intrusive.
Gait analysis is another way to authenticate identity
and mitigate against fraud but could also be used
to make inferences about a person’s health, which
could be a line-crosser for consumers.

Even more controversial is how data from dif-
ferent emerging technologies could be combined
to make even more precise assessments about
customers. Biometric data from facial recognition
software, for example, could be cross-referenced
with social media posts to identify a loan applicant’s
risk profile. While privacy policies may imply that
a wide variety of tools and technologies are being
utilized to gather data, few, if any, explain why or
how multiple sources might be correlated as part
of a broader data analysis, or the potential implica-
tions of doing so.

Most times, however, financial institutions
would not have to go to extremes to gather the data
they need to make a decision about a consumer.
Consider how monitoring social media posts could
red flag an applicant who posts pictures from a




recent skydiving adventure or trapeze lessons.
These could be potentially valuable data points for a
lender, insurer, or even an investment management
firm, as thrill seekers may also be less risk-averse in
their investment choices, or, on the other hand, be
too risky for a life insurer to cover.

New York regulators recently gave life insurers
the green light to use social media posts as well as
other nontraditional data sources to help determine
premium charges, provided insurers can
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discern which are predictive in nature, and update
their analytical models accordingly,” according to a
Deloitte report on the potential opportunities and
pitfalls of IoT technology in financial services.?”
One example is usage-based insurance, where it is
unclear whether such experiential driving data pro-
duces significantly better underwriting and pricing
outcomes than using traditional identifiers as proxy
factors, such as credit score or age.

prove such data doesn’t unfairly discrimi- 0n|y 15 percent of consumers

nate based on race, gender, color, or sexual
orientation.>* Most consumers may not be
aware that such intimate, yet easily avail-
able information could be accessed by their
financial services provider.

However, if consumers are made aware—
not just about how their social media
postings are used, but about the potential
value such monitoring might provide for
them—it could make a big difference. In a Deloitte
survey conducted in 2016, only 15 percent of con-
sumers were willing to share their Web browsing
activity and only 12 percent their social media
postings with service providers.?s But if financial
institutions fully disclose the source of the data and
the reason for collecting it, and clearly communi-
cate the value equation, privacy concerns perhaps
could be overcome.

Indeed, another study found about two-thirds of
18- to 34-year-old respondents, and nearly one-half
of 35- to 54-year-olds would be willing to allow in-
surers to sift through data from social media, smart
homes, or even health monitoring devices if it could
lower their premiums.2® But what if such monitoring
resulted in higher premiums? What would happen
to the value equation then? This is something both
institutions and consumers should consider.

Meanwhile, despite the growing popularity and
the expansive nature of nontraditional customer
data, one should also question whether these sources
actually provide differentiated insights. “Not all In-
ternet of Things (IoT)-generated data will be useful,
and so companies will likely need to gain experience
with some of these new data types ... in order to

were willing to share their
Web browsing activity and only
12 percent their social media
postings with service providers.

Still, generally speaking, consumers may have
fewer qualms about the use of data by their finan-
cial service providers if there is some meaningful
value offered in return. Financial institutions could
try to win over consumers by applying a portfolio
approach to privacy, showing various scenarios that
spell out the possible return customers may receive
from sharing various types of data versus the level
of risks involved.

Take accelerated life insurance underwriting,
where applicants can buy coverage without having
to go through intrusive medical exams.?® Insurers
typically conduct a pre-check by accessing data
from medical information bureaus, prescription da-
tabases, and even motor vehicle records. They can
approve a policy if they are satisfied with what they
find but cannot reject a candidate based on third-
party data alone. At worst, the carrier can request a
full medical workup if they need more information
before deciding whether to insure a person, and
if so, at what price. Disclosure and transparency
prevail, with a clear value proposition for both pro-
vider and buyer.

But what happens if consumers don’t want fi-
nancial institutions intruding into their personal
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lives, whatever digital bread crumbs they’ve left in safely they drive? How might consumers, and regu-
their wake? Might they be penalized in some way by lators, react to that scenario down the road?

opting out of the connected economy? For example, Financial services firms that lack the appropriate
might usage-based auto insurance expand to the strategies, policies, and controls to deal with these
point where consumers who refuse to have their new forms of data and respond to such provocative
driving monitored in real time are automatically questions could be at risk.

surcharged because insurers cannot assess how

PREDICTABLY INACCURATE: THE NEED FOR DATA GOVERNANCE

One of the potential pitfalls of collecting so-called “big data,” particularly when provided by third
parties (for example, data brokers, consumer reporting agencies, noncommercial aggregators,
industry bureaus, and industry/sector-specific data warehouses), is the risk of micro-targeting
prospects or basing decisions about customers on information that turns out to be outdated or
inaccurate. A recent study by Deloitte found significant inaccuracies in data supplied by a leading
consumer information broker, with errors ranging from 10 percent to 50 percent or more on a wide
variety of points—including household income, net worth, purchasing behavior, homeownership,
vehicles driven, and number of children.?®

The Deloitte report warns that “perils ranging from minor embarrassments to complete customer
alienation may await businesses that increasingly depend on big data to guide business decisions
and pursue microsegmentation and microtargeting marketing strategies.”°

Indeed, according to the report, basing a personalized message or decision about a customer

“around wrong or inappropriate information ... may not only diminish the effect of marketing efforts,
but do more damage than good ... causing a customer to move from a neutral, nonexistent, or
positive attitude toward the company to a negative one.™!

Such errors can have grave implications for consumers and institutions alike. What if inverted digits
on an entry about blood pressure indicate hypertension when, in fact, the individual has no such
health issue? What if a doctor inadvertently hits “select all” on a list of medications when they meant
to hit ‘unselect all’? Such innocent mistakes, if left uncorrected, could create havoc for individuals
whose data is harvested by companies or third parties.

Clearly, more attention needs to be paid to data governance, from acquisition, to confirmation, to
correlation of various data and information sources. To minimize this risk, financial institutions
should consider more proactive vetting of both their own data and whatever data they receive

from third-party vendors. This should include a demand for transparency in an outside firm’s data
collection, data lineage, validation, refresh timing, and correction methods, among a number of
additional due diligence steps.*? Financial firms should also consider regularly fact-checking their
own data and that of outside providers with customers themselves. This practice of reaching out
directly could not only help improve accuracy but would show good faith to consumers that financial
institutions put a premium on getting their data right.
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Are existing policies suitable
for protecting privacy in the

digital age?

Current state of privacy
policies in financial services

In the next section, we look at how well financial
services firms may be currently set up to address
the privacy challenges posed by emerging technolo-
gies and nontraditional data. We analyzed privacy
policies from a random sample of 12 large financial
institutions in banking, investment management,
insurance, and real estate to determine what data
is collected, how it is stored, shared, and protected,

and how frequently privacy policies are updated.

WHAT DATA IS COLLECTED?

Universally, all companies in the sample collect
traditional identifiers including (but not limited to)
name, email, address, phone number, and Social
Security number. Data collected by insurance
firms, particularly, was most extensive, given the
nature of their work and how data is used for risk
selection and to make policy pricing and coverage
determinations. In addition to personally identifi-

able information (PII), insurers in the sample also

collected more personal data such as medical or
driving history, depending on the line of business.
All of those sampled also tracked website analytics
data, including browser type, IP address, and
app usage.

HOW IS DATA COLLECTED?

The institutions we analyzed assert that their
primary data collection method is via “voluntarily
supplied or disclosed” consumer data—for example,
data that consumers manually enter when opening
an online account or applying for a loan or insur-
ance policy. Every company analyzed also uses
cookies and Web beacons to collect and track
Web data. Some also collect data from third-party
resources, such as data brokers.

HOW IS DATA USED?

Every financial institution included in our anal-
ysis asserts that its use of consumer data is essential
to everyday business purposes and operations, and
most emphasized that the manner in which they
use data is permissible under law. Most also
note that data is used to deliver quality services,
such as account management, fraud prevention,
and marketing.

IS DATA SHARED AND CAN
CUSTOMERS OPT OUT?

Across the board, all of those sampled share data
in some way. The majority stipulate that data is
shared within the family of companies and subsid-

iaries, or across business units to “enhance services.”
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They disclose that data may be shared with third-
party providers as required or permitted by law.
Furthermore, for the most part, consumers cannot
opt out of this data sharing except when it is used
for marketing or advertising purposes.

HOW IS DATA PROTECTED?

Most companies state that they “maintain phys-
ical, electronic, and procedural safeguards” in line
with industry standards.

ARE CUSTOMERS NOTIFIED
OF POLICY CHANGES?

As required by law, insurers send consumers
an updated privacy policy annually. The rest of the
companies note that they reserve the right to modify
their privacy policies at will. Some notify consumers
of changes, while others advise consumers to regu-
larly refer to their websites for policy updates.

HOW FREQUENTLY ARE
POLICIES UPDATED?

Most of the privacy policies examined had been
updated within the prior year. One company—an
insurer—had not updated its online privacy policy
since 2013.

HAVE FINANCIAL INSTITUTIONS
GONE FAR ENOUGH WITH
PRIVACY DISCLOSURES?

Which of the eight elements of privacy outlined
in the framework earlier are mentioned in the
policies of the sample companies? We performed
a second text analysis on their privacy policies to
identify which metrics were tracked as they related
to the types of privacy described on page 5 (figure 2).

At first glance, the results looked promising.
However, none of the sampled companies ac-
counted for all eight types of privacy, and how
they were referenced was arguably superficial.
Here’s why:

« First, the policies suggest privacy operates on a
binary level —whether the company is compliant

or not with existing laws—and fail to address
the complexities of privacy that have emerged
thanks to the latest technological advances.

» Second, none of the policies explicitly mention
all the technologies included in our analysis.

« Finally, none of the policies go beyond high-level
detail on how or why data is collected and shared,
let alone what the potential benefits might be

for consumers.

In fact, we found that privacy policies within
financial services sectors—banking, insurance,
and investment management—were so alike that
it was hard to differentiate between firms. This
also suggests that current privacy policies are
merely “checking the box” to satisfy compliance
requirements.

Within the banking segment, for instance, all
banks in the sample provided identical, boilerplate
factsheets on what, how, and why data is shared.
In addition, excluding two investment manage-
ment firms in the sample that regularly review
and adjust their safeguards, most privacy policies
are not forward-looking and do not take advances
in technology and new data into consideration—
a missed opportunity.

As technology continues to advance and new
forms of data emerge, how should financial institu-
tions adapt their privacy practices? While traditional
forms of consumer data are covered under current
financial privacy laws, data from the fusion of new
technologies is not. Given the absence of a com-
prehensive, forward-looking US federal standard,
there appears to be a widening chasm of data that
financial institution policies do not account for
and, most importantly, that companies may not be
compelled to account for. Thus, the current state of
existing privacy policies may be giving consumers
a false sense of comfort, which could be setting the
stage for a rude awakening and, subsequently, the
potential for a privacy backlash among consumers.

12
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Looking forward: A new way
to manage customer privacy

N THIS REPORT, we propose that financial institu-
tions should rethink customer privacy in a more
expansive, proactive, and strategic manner. In

short, firms should consider the following;:

« Broaden their lens. Go beyond superficial
checkpoints to account for multiple types of
privacy and the tools and technologies capable
of encroachment. As a first step, financial in-
stitutions should become more proactive and
deliberate, exploring how emerging data sources
and privacy concerns will likely evolve over time
in terms of consumer attitudes, technological in-
novation, and regulatory constraints.

« Review and revamp current privacy
policies. Today’s policies often include simple
disclosure statements to clear regulatory hurdles.
Instead, companies

should use these policies
to earn customer trust by
providing enough trans-
parency to demonstrate
good faith. Furthermore,
institutions could help ease
any lingering misgivings
about privacy by showing
consumers how they could
also benefit from the
various types of data collection and analysis and
including these details in their policies.

» Be good stewards of the data they collect
and purchase. Companies could improve the
quality control, accuracy, and relevance of the
data they collect by establishing a more com-

prehensive privacy governance framework. This
would include systematic vetting of data col-
lected in-house and from third parties.

« Explore new data science techniques
to protect sensitive information. As an
example, institutions could add random noise or
create synthetic data sets to protect consumers’

personal or sensitive information.33

« Make positive use of emerging tech-
nologies and new data sources. Financial
institutions should look for ways data can mutu-
ally benefit providers and consumers. Customers
should be kept in the loop as companies explore
new data sources and analytical methods, and
institutions should openly disclose and explain
the proposed value proposition to consumers.

Financial institutions should become
more proactive and deliberate,
exploring how emerging data sources
and privacy concerns will likely evolve
over time.

« Finally, chief privacy officers should be
empowered to develop new privacy manage-
ment strategies. If such positions don’t exist,
it might behoove the institutions to appoint
someone to lead privacy management.
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When all is said and done, financial institutions
should be able to meet basic regulatory require-
ments while also honoring consumer sensibilities
about the sanctity of their personal information.
Such sensibilities are likely to evolve over time and
they could differ across segments and various types
of privacy.

Rather than assuming that customer percep-
tions of privacy are immutable and not susceptible
to persuasion, financial services firms can shape
how customers view the value of their data. They
can engender trust by clearly communicating what

they’re doing with consumer data and by giving
something in exchange, such as tailored offerings,
new services, better pricing, or reduced time for
service delivery.

These steps can help financial institutions get
ready for a future marked by ongoing, rapid tech-
nological innovation. Armed with this new, more
strategic approach, financial institutions should be
better prepared to effectively manage privacy in an
increasingly digital world, to differentiate them-
selves, and, most importantly, to more effectively
serve their customers.
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Appendix: Recent developments
in regulating privacy

HEMOSTNOTABLE developmentinregulating

consumer privacy is arguably the adoption

of the GDPR in the European Union, which
took effect in May 2018. This sweeping regulation
impacts every business that handles the personal
data of EU citizens, including financial institutions.
GDPR protects the personal data of all EU residents,
while stipulating that companies must notify EU
citizens of data breaches and obtain express opt-in
consent to their data, or risk paying steep fines.
Consumers also have a “right to be forgotten,” and
companies are required to erase all personal data
currently maintained upon request or if the data no
longer serves the original business purpose.34

In the United States, regulations tend to be nar-
rower in scope and generally only protect specific
types of data or tend to be sector- or industry-
specific. The Federal Trade Commission (FTC),
an independent legal authority, is tasked with
enforcing a number of these laws, including those
that regulate consumer privacy as it relates to chil-
dren, telemarketing practices, consumer fraud, debt
collection, and unfair credit and lending practices,
to name a few.%

Asofearly 2019, no single, comprehensive federal
privacy standard that protects all types of consumer
data isin effect in the United States, placing the onus
on states to craft their own mandates. California,
leading the charge, passed the Consumer Privacy
Act in the summer of 2018. Similar to GDPR, it
grants consumers sweeping control of all forms of
their personal data,’® from addresses and phone
numbers to “likes” on social media or interactions
with personal assistants. California’s new law is
set to take effect in 2020, and although it only ap-
plies to California residents, many companies that

operate nationally are expected to amend their
privacy policies to avoid conflicting standards for
consumers in other states.?” A bill has been intro-
duced in California—AB981—designed to eliminate
overlap between the new California law and 1980’s
Insurance Information and Privacy Protection Act,
but consumer groups are lobbying against any car-
veout for insurers.3®

Outside California, a number of other state
privacy laws exist, but the laws are not as all-
encompassing as is California’s. Vermont, for
instance, enacted a data broker privacy law in 2018,
which aims to protect consumers from third-party
data brokers that harvest and sell their informa-
tion without their consent.3* Delaware, meanwhile,
enacted the Delaware Online Privacy and Protection
Act in 2016, which requires all firms that collect PII
to post privacy policies.*°

Financial privacy laws

Despite the lack of a single, all-encompassing
federal standard, a robust set of regulations governs
the US financial services sector. One major law is
the Gramm-Leach-Bliley Act (GLBA), which regu-
lates how financial institutions (including banks,
securities, and insurance entities) handle and pro-
tect nonpublic consumer PII. The GLBA mandates,
under its “Financial Privacy Rule,” that financial
institutions provide notice of their privacy policies
and limit their disclosure of PII to affiliated and
nonaffiliated third parties.#* Companies are also re-
quired to give consumers notice and a “reasonable
opportunity” to opt out of the sharing of some types
of data with third parties. Financial firms must
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also provide and maintain safeguards to protect
consumer PII under another provision of the GLBA
known as the “Safeguards Rule.”+

The Consumer Financial Protection Bureau
(CFPB) was given rulemaking authority to enforce
much of the GLBA under the Dodd-Frank Wall
Street Reform and Consumer Protection Act (Dodd-
Frank).43 The FTC also enforces provisions within
the GLBA.#

Additional financial privacy laws include the Fair
Credit Reporting Act (which regulates personal data
held by consumer reporting agencies),* the Bank

Secrecy Act (which compels companies to assist the
government in money laundering prevention and
detection by sharing consumer activity reports),+
and the Right to Financial Privacy Act (which
grants financial consumers a degree of privacy from
the government).+”

Despite the plethora of privacy rules, public
awareness remains limited. A survey of 6,000
individuals in six countries, including the United
States, found that more than one-half were unfa-
miliar with privacy regulations concerning their

personal data.+®
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