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Recent months have highlighted how 
much consumers expect their interactions 
with other people, organizations, and 
governments to be digitalized. Consumers 
now prefer online and digital solutions, as well 
as reduced-contact channels to access goods 
and services. 

For many businesses, preparing for recovery has meant adopting 
and growing digital platforms at an accelerated pace. As Microsoft 
CEO Satya Nadella pointed out recently, “We’ve seen two years’ 
worth of digital transformation in two months.” Although we cannot 
predict the extent to which societies and businesses will be affected 
by this development, consumer behaviour patterns have clearly 
changed, and the consumer industry has had to adapt to a 
transformed economy. And while rapid change has mitigated the 
impact of the crisis for some, the disruption has also forced many 
businesses to adjust their operations so quickly that other 
concerns—notably cybersecurity—have often been set aside. 
Some important questions remain: How will organizations 
effectively manage risks to support the accelerated pace of 
digital transformation? Do they face a higher risk of being breached, 
and if so, is the increased risk matched by greater repercussions? 
Above all, is this an opportunity for consumer organizations to 
use cybersecurity as an asset to de-risk and secure an accelerated 
digital transformation? 

We want to work from anywhere and shop from anywhere, 
but this will require cyber anywhere and everywhere. Now that 
nothing will be going back to the way it was before, location will be 
less important than access— access to products, access to services, 
and access to data. 

Business and cybersecurity considerations 

The consumer business industry has two primary concerns: 
employees who need to work remotely, and consumers who want 
to buy remotely. But while cybersecurity has often been perceived 
as a blocker, putting brakes on solutions that could accelerate the 
business, it doesn’t have to be that way. In fact, far from slowing 
business down, security—done properly—speeds things up. 

When embedded from the start, cybersecurity is a powerful 
business enabler, particularly in an age characterized by data’s 
critical importance to business. By integrating security as early as 
the project’s design phase, de-risking digital transformations is 
faster, less costly and more strategically minded than waiting to 
embed it at a later stage which can lead to costly, time-consuming 
re-designs,delays and potential operation disruptions. Moreover, 
embedding security early on ensures risks are identified and 
considered as early as in the design phase of the solution, allowing 
businesses to safely adopt technologies that can drive scalability 
and resiliency, and to focus on delivering their products and 
services in a timely manner. 

By encouraging cybersecurity by design, digital transformation 
can be accelerated securely. This doesn’t just remove blockers 
to progress, it also removes friction for both consumers and 
employees. Building cybersecurity into systems from the start is 
more cost-effective, and it minimizes time-consuming and expensive 
rebuilds. Based on our research and conversations with our clients, 
we’ve identified five critical business imperatives—and their 
cybersecurity implications—that are central to trends in the 
consumer industry right now.

https://www.microsoft.com/en-us/microsoft-365/blog/2020/04/30/2-years-digital-transformation-2-months/
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Business elements What does this mean for security? 
What are the key benefits of 

including security in the 
entire life cycle? 

1. Cloud adoption is a business 
priority that lets organizations keep 
up with their objectives: 
Much more than just your storefront and 
consumer access point for your products, 
moving to the cloud is accelerating at 
an unprecedented pace. This has many 
benefits. Operations will become more 
scalable, more on-demand, and more 
cost-effective. 

Moving to the cloud allows for added  
security and resiliency, provided the 
right controls are put in place. Here are 
some questions to explore as you  
implement more cloud services: 
• Do we have the right providers for the 

organization’s needs and risk appetite? 
• Do we understand what security the 

cloud provider is responsible for and 
what we are responsible for? 

• Have we established a secure integration 
with our on-premise environments? 

• Are we adequately protecting the data 
that must be secured? 

• Are we ensuring the right people have 
the right access to our data, and are we 
properly monitoring how it’s used? 

• Have we established, and do we 
understand, the appropriate legal and 
data governance standards? 

• What is our approach for business 
continuity? 

• Optimizing IT investments 
• Reducing the likelihood and impact of 

cybersecurity incidents and data 
breaches (e.g., financial impact, loss of 
operations) 

• Protecting business operations 

2. Third-party reliance is steadily 
increasing: 
As consumer organizations increasingly 
rely on third parties to perform a wide 
range of functions—including critical 
business tasks and functions for the 
customer-facing front end or the internal 
back end, or even something as 
fundamental as email services—they 
expose themselves to third-party risk. 

The increased reliance on third-party 
software and services increases the 
attack surface. Companies must rethink 
and upgrade their risk management and 
security. Key considerations include: 
• Do we have vendor risk-assessment 

and management processes in place 
(e.g., due diligence)? 

• Do we include security considerations in 
our contracts with our third parties? 

• Have we considered perimeter and 
endpoint security requirements? 

• How will we ensure that secure 
authentication and encryption protocols 
are in place? 

• Do we have secure systems development 
life cycle (SDLC) practices in place? 

• How will we ensure logging and 
monitoring will cover third-party 
software and services? 

• How will we safeguard third-party data 
protection and privacy? 

• Reducing the likelihood and impact of 
cybersecurity incidents and data 
breaches caused by third parties 
(e.g. financial impact, loss of operations) 

• Reducing development cost
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3. The amount of sensitive information 
collected by businesses is reaching 
new heights: 
As remote access becomes the new 
standard for working and consuming, 
digitalization increases the amount 
of data collected and consumed by 
businesses. E-commerce demand soared 
during the peak of the COVID-19 crisis, 
and it’s expected to continue to grow 
as consumers become accustomed to 
buying online. 

To ensure compliance, it’s critical for 
businesses to identify, protect, and 
monitor credit card and personal 
information. You may want to consider: 
• Do we have a payment card industry 

(PCI) program? 
• Do we effectively inventory our data 

assets so we know how and where 
personal data is collected and stored? 

• Do we have a data classification policy? 
• Do we mark and label data? 
• How do we manage consent? 
• How do we protect data to ensure 

privacy is respected when required? 

• Reinforcing both customer and partner 
confidence and relationships 

• Ensuring compliance with both 
regulations and PCI requirements 

• Reducing the likelihood and impact of 
regulatory fines 

4. Securing the supply chain and 
logistics is essential: 
As consumer behaviours shift, businesses 
will feel increased pressure to rethink and 
reshape their global supply chains; most 
businesses have already had challenges 
fulfilling their needs for material and 
products. Similarly, the shift towards 
e-commerce has strained the ability of 
logistics to keep up with the growing 
demand for orders. 

To ensure the availability of your 
essential services, you must secure 
your supply chain and logistics. 
Critical questions include: 
• Are the logistics supporting our 

inventory management reliable? 
• Are the robotics and process automation 

technologies in our warehouses secured 
against possible disruption? 

• How do we ensure that data integrity 
is preserved, so that when customers 
place an online order for a product, they 
can trust they will receive it? 

• Did we implement physical access 
controls and monitoring systems? 

• How do we maintain business continuity? 
• Did we consider operational technology 

and Internet of Things (IoT) security? 
• How did we secure communications 

and networks? 
• Did we set up process digitalization and 

intelligent automation? 

• Growing consumer loyalty 
• Protecting the brand from 

reputational damage 
• Improving decision-making 
• Reducing the likelihood of losing operations 
• Reducing overhead costs 

5. Preparing the workforce for the 
future of work: 
Additional key criteria for recovery involve 
planning how your workforce will return 
to the office and developing longer-term 
flexible and partial-remote work 
programs. As more people work from 
home, there’s good reason to think 
this is going to be the situation for the 
long term, and that this is the start 
of the transition to the workforce or 
the workplace of the future. Because 
everyone is remote, this workplace relies 
heavily on technology—on tools such as 
video conferences and video chats. 

Because everyone is (and to some  
extent will remain) working remotely, 
the business of the future will rely  
heavily on new technology that must 
be secured. Some elements to 
consider include: 
• How do we ensure our employees have 

robust home network security? 
• How do we ensure all employees have 

and use our virtual private network (VPN)? 
• What kind of training and awareness is 

in place to ensure employees are savvy 
about security? 

• How did we update our incident 
response processes to account for the 
new normal? 

• Have we adopted our human resources 
processes to keep employees engaged 
and motivated? 

• Do we employ user-behaviour analysis 
to monitor and respond to potentially 
risky behaviour? If we do, how do we 
ensure employees’ rights to privacy 
are respected? 

• Optimizing employee engagement, 
motivation, and productivity 

• Decreasing the likelihood of a breach 
• Limiting the likelihood and impact of 

insider threats
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These business considerations illustrate the extent to which 
cybersecurity helps consumer businesses serve their customers 
more efficiently. Perhaps more importantly, cybersecurity is also 
an essential tool protecting those customers—as well as 
businesses—from harm. 

Cyber is everywhere and anywhere, all the time. In a world where 
business is increasingly conducted online, the recognition of cyber’s 
ability to help accelerate digitalization (while also limiting risk) may 
be a critical factor in determining how well consumer organizations 
will succeed and thrive in the future. 
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