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Foreword 

Introduction 
Nearly ten years after the financial crisis, the 
long shadow it has cast has started to fade. 
With the exception of one final component 
of Basel III, most post-crisis prudential 
policies have now been decided, and banks 
in particular are now much better capitalized 
and more liquid than before the crisis. Amid 
varied approaches and timetables to national 
implementation of agreed prudential reforms, 
attention is now more acutely focused on 
culture and governance, the challenges of new 
technology, and emerging economic, market, 
and operational risks. Firms need to be 
prepared to respond to this shifting focus and 
the new demands that it will place on them. 

Lifting of accommodative 
monetary policy 
Globally, monetary easing and low interest 
rates are slowly giving way to interest rate 
normalization, although rates are expected 
to settle at levels significantly below historical 
norms. The US has led the way with a series 
of rate rises and the Federal Reserve has 
begun to shrink its balance sheet. The Bank of 
England has tentatively begun to raise rates, 

and the European Central Bank is bringing an 
end to the expansion of its balance sheet. In 
Australia, interest rates remain on hold but are 
expected to begin rising. Japan is the major 
exception to this trend, with rates expected 
to remain low in the near future. Given the 
number of headwinds to the global economy 
(e.g., high levels of debt, elevated levels of 
geopolitical risk, and trade protectionism),  
the pace of any interest rate rises is likely to  
be slow. 

Higher interest rates may be beneficial in net 
terms to certain firms: banks may enjoy higher 
net interest margins and insurers could benefit 
from rising asset yields. However, interest 
rate normalization may also lead to falls in 
some asset values and rising credit defaults 
as well as revealing structural weaknesses in 
both the global economy and individual firms. 
It is unclear what the overall effect of these 
opposing factors will be, especially at the level 
of individual firms and sectors. 

An uncertain economic environment 
Meanwhile, a period of accommodative 
monetary policy has contributed to a build-up 

of debt, with global debt levels now at $247tn1, 
significantly higher than their pre-crisis peak. 
In many commentators’ eyes, this represents 
a key systemic vulnerability2. Low rates also 
contributed to a sustained search for yield that 
may have led many lenders and investors to 
move down the credit quality curve. Further, 
comparatively higher capital requirements for 
banks have paved the way for a rise in non-
bank lending, which means that exposure to 
credit markets now extends to a much wider 
variety of firms. Both the leveraged loan and 
real estate markets are likely to be vulnerable 
to higher interest rates, whilst consumer credit 
expansion and the resulting high levels of 
personal debt may have left many consumers 
vulnerable to interest rate rises, especially 
after such a prolonged period of low rates. 

Looking at the wider global economic picture, 
we see a mixed outlook. Economic growth 
continues to be strongest in parts of Asia 
although Chinese growth has slowed, while 
the outlook for emerging and developing 
economies is uneven. Recoveries in both 
the UK and US are now close to a decade 
long, while Eurozone expansion—although 
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weaker—is also well embedded. Historically, 
downturns or recessions have occurred at 
least once each decade, suggesting that such 
an event may be overdue3.  

Some commentators consider that the global 
economy has reached its “late cycle” phase, 
most evident in asset valuations that appear 
stretched on historic bases. In the EU, close to 
€731bn4 of non-performing loans continue to 
act as a major risk to some banks’ resilience 
and profitability, while globally, increasing 
trade protectionism and political uncertainty 
also weigh heavily on the minds of many in 
the industry. Brexit continues to be a major 
geopolitical and regulatory uncertainty, and 
both regulators and politicians will attempt to 
mitigate its risks and effects throughout 2019. 
Nevertheless, if there is a disorderly Brexit, 
leading potentially to new political strategies 
and approaches, the implications for how a 
number of these regulatory predictions unfold 
in the UK could be profound. 

Against this background, we expect regulators 
across sectors to remain highly vigilant to 

the risks of economic downturn and market 
shocks. They will likely want to use stress 
testing extensively to assess firm vulnerability 
and resilience, recognizing that during a period 
of unprecedentedly low interest rates some 
business models have grown up in relatively 
benign conditions and have yet to be tested in 
a sustained downturn. 

A retreat from global coordination 
The global regulatory approach is changing. 
The aftermath of the financial crisis saw a 
globally coordinated response to draw up 
a series of new regulations which would 
underpin a more robust and stable financial 
system. However, there is starting to be a 
move away from global policy making and a 
reduced appetite for cross-border regulatory 
cooperation. As a result, there are increasing 
signs of regulatory divergence, including 
geographical and activity-based ring-fencing, 
as different regions and countries look to 
tailor regulations to their own needs. Global 
firms are, therefore, having not only to comply 
with these divergent rules in the different 
jurisdictions in which they operate, but also 

to optimize their local governance structures, 
operating models, legal entity structure, and 
booking models. 

A shift to supervision 
We do not expect regulators to embark on 
a path to wholesale unravelling or reversing 
the post-crisis reforms implemented since 
2008. But it seems that, absent a significant 
unexpected event, there is little prospect of 
major new regulation, especially in relation to 
bank and insurance capital. Regulators’ key 
priorities are to consolidate and safeguard 
and—in some jurisdictions—refine the 
reforms of the past decade. What we do 
expect is a sharp tilt away from a period of 
regulatory re-design and innovation, to one 
of operating and embedding the reformed 
supervisory system. 

As a result, firms in many countries are seeing 
rising supervisory expectations, reflecting 
the growth of principles-based supervisory 
approaches that emphasize the importance of 
firms’ governance, culture, and management 
approach and the outcomes, both prudential 
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and conduct, these are delivering. Firms’ 
conduct and the treatment of their customers 
are also receiving increased focus in numerous 
countries, driven by political and regulatory 
concern over the perceived poor conduct of 
firms across all financial sectors5. 

Supervisors are also adopting more intrusive 
practices, including greater use of on-
site supervisory visits. This reflects global 
leading practice and the increasing need for 
supervisors to engage directly with firms 
in order to understand their strategies 
and business models, risk profiles and 
appetites, risk management frameworks and 
approaches, and to hold boards and senior 
management accountable for the outcomes 
these deliver. 

New technologies 
Firms, regulators, and their customers are 
considering the opportunities and risks 
associated with new technologies. For 
example, due to the rapid development of 
artificial intelligence, machine learning, and 
fintech solutions, once new technologies 
are quickly becoming mainstream. The 

powerful impact these technologies will 
have should not be underestimated, not 
only on consumers, but also on regulation 
and supervision. The pace of technological 
change, therefore, demands deep thinking 
about the appropriate regulation of 
processes, products, and institutions to 
avoid regulatory gaps and to ensure financial 
stability and consumer protection. 

These technology developments and 
disruption have triggered a debate around 
the perimeter of financial services regulation. 
Many incumbent firms worry that new 
technology-driven entrants offer services that 
lie outside the boundaries of existing financial 
services regulation, and which incumbent 
firms find more costly to deliver because of 
a “compliance leakage” from the regulated 
activities that they are undertaking. We do 
not expect regulators to come to the rescue 
of incumbents, who will have to look to their 
own resources to rise to the challenge of 
competition. However, we expect that these 
level playing field concerns, along with worries 
about the role of technology in society more 
generally, will drive increasing interest in how 

fintech firms and crypto assets are regulated— 
or rather, at present, how they are not. We 
expect clarification of the regulatory treatment 
of crypto assets, especially in the areas of 
investment by retail consumers, money 
laundering and prudential capital for banks. 

Acting in the face of uncertainty 
While the current regulatory environment 
appears more settled compared to the 
recent past, regulators across the world 
continue to set high expectations intended 
to maintain a strong, resilient financial 
sector through firms having robust financial 
and operational resilience, supported by 
strong risk management and compliance 
capabilities. In our view, this may provide 
an opportunity for leading financial firms 
to pivot from having to build frameworks 
to reflect a barrage of new regulations to 
optimizing through taking advantage of 
new technologies and operating models.
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The world changes and regulation 
changes with it 
The debates around the regulatory perimeter 
and potential fragmentation of the financial 
system mean that firms’ operational resilience, 
as well as their susceptibility to cyber and 
financial crime, are becoming a much greater 
issues for regulators. As part of this, we also 
expect a sharpening supervisory focus on how 
boards and senior management teams control 

the risks posed to them by their exposure to 
outsourced providers and other third parties. 

The past decade has seen profound and 
lasting changes in the structure of the 
economy, employment, and society. The 
providers, consumers, and regulators of 
financial services are all changing. Aging 
populations and new millennial consumers 
are demanding different types of financial 

services and products, distributed in 
different ways. This changing and challenging 
background makes it essential to consider 
the future of regulation holistically, rather 
than in a piecemeal manner. All sectors and 
stakeholders have an important role here, 
and we hope that this year’s outlook from 
our Regulatory Centres will both inform and 
stimulate this discussion. 

Kevin Nixon 
Centre for Regulatory Strategy 
APAC 

Christopher Spoth 
Centre for Regulatory Strategy 
Americas 

David Strachan 
Centre for Regulatory Strategy 
EMEA
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Canadian introduction 

In a global economic environment where 
monetary easing and low-interest rates are 
slowly giving way to interest rate normalization, 
the Canadian economic position can be 
characterized as standing at a crossroads. 
According to Deloitte Canada’s latest 
Economic Outlook, “Either strong economic 
growth will continue causing the economy to 
overheat and create inflationary pressures, or 
economic growth will slow to a more moderate 
and sustainable rate of expansion.” Our 
analysis anticipates the latter scenario  
playing out. 

Against this backdrop, the financial services 
sector is expected to continue along two 
paths: technological innovation, to generate 
growth through enhanced customer 
experience and product innovation, and 
an intense focus on productivity, operating 
leverage, and structural cost reduction.  
These dual drivers of innovation and 
optimization will generate the creative tension 
in which most financial institutions will be 
making decisions to underpin growth and 
strengthen risk management. 

Concurrently, regulators are indicating a focus 
on consumer protection. In 2018, the federal 
government introduced a financial consumer 
protection framework, signalling an interest 
in much higher standards of expectation for 
whistleblowing, complaints, and oversight of 
consumer protection issues by management 
and boards of regulated institutions. The 
Canadian regulatory landscape has also been 
significantly affected by the November 2018 
Supreme Court ruling endorsing legislation 
to create a unified, pan-Canadian securities 
regulator. While it remains to be seen what will 
result from that decision, it marks a potential 
turning point for Canadian securities law. The 
argument for a national regulator is that it will 
make the rules more consistent across the 
country, help regulators manage systemic 
risks, and improve enforcement6. 

With this lens through which to view the year 
ahead, we have identified issues within the 
following themes as those that will have the 
most impact on Canadian FIs: 

• Business model transformation. Real
progress will need to be made this year

regarding the London Interbank Offered 
Rate (LIBOR) transitioning and Fundamental 
Review of Trading Book (FRTB) readiness. As 
the implementation deadline draws near, 
those who are more prepared for it will have 
a clear advantage. 

• Cyber. In an age when hacking and data
breaches have become so commonplace
that they are almost expected, cybersecurity
continues to dominate both the headlines
and the regulatory agenda. Supervisors are
broadening their oversight beyond the nuts
and bolts of risk management programs,
with breach reporting and risk and
regulatory implications associated with cloud
computing emerging as central themes.

• Digital compliance. As banks move
forward with innovation programs, it’s
critical they establish and follow a
progressive compliance program to keep
both their consumers and their institution
safe while they enable the business. In
fact, digital compliance is becoming a true
business imperative.

https://www2.deloitte.com/ca/en/pages/finance/articles/economic-outlook-singing-late-cycle-blues.html
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Canadian introduction

• Financial crime. Using digital technologies, 
criminals are perpetrating increasingly 
sophisticated financial crimes across 
channels, geographies, and industries. 
FIs, however, continue to rely on siloed, 
inefficient, duplicative, and rigid operating 
models for prevention and detection. 
FIs will need to establish a holistic and 
integrated approach that recognizes the new 
interconnected realities of financial crime. 

• Fintech. The financial technology market is 
maturing, and traditional banks and fintech 
firms are teaming up to offer innovative 
services. At the same time, the fintech 
regulatory landscape is evolving with the 
announcement of the Global Financial 
Innovation Network (GFIN), which builds 
on the proposal by the United Kingdom’s 
Financial Conduct Authority earlier in the 
year to create a “global sandbox.” Among 
the participating regulatory bodies is the 
Ontario Securities Commission (OSC), which 
was the first Canadian regulator to create 
its own “sandbox” environment: the OSC 
Launchpad. The Canadian government’s 
recently established advisory committee 

on open banking, coupled with the financial 
services sector’s continued focus on 
payments modernization, indicates that 
Canada will evolve further. 

• Integrated data. Data quality and 
availability are growing concerns across 
all aspects of risk management and 
regulatory compliance. To address these 
concerns, data quality and availability need 
to be an enterprise activity, with shared 
responsibilities and accountability across all 
three lines of defence. 

• Payments modernization. Payments 
modernization promises to confer significant 
advantages to the Canadian economy. But 
along with these benefits comes new risk, 
most notably the heightened risk of fraud 
and increased stress on treasury operations. 
The time is ripe for FIs to determine how 
payments modernization will affect their risk 
profiles, and to develop a prioritized list of 
actions to respond. 

• Risk operating model transformation. 
FIs are rethinking their risk and compliance 
activities to be more efficient, seeking ways 
to squeeze the leverage from investments 
and hunt down the duplication that has 
resulted from over-engineering. Firms are 
looking to optimize their risk management 
approach, harnessing the technology and 
business innovations occurring inside and 
outside their doors while maintaining safety 
and soundness. 

With these themes in mind, I am pleased 
to introduce Strengthening resilience: 2019 
Canadian regulatory outlook for financial 
institutions. This overview offers key insights 
on how the dual paths of innovation and 
optimization are increasingly imperative  
when addressing regulatory priorities and 
business demands. 

Jay F. McMahan 
Canadian Leader, Center for 
Regulatory Strategy 
Canada 
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Business model transformation 
Fundamental Review of Trading Book 

Implementation and timelines 
Fundamental Review of Trading Book (FRTB) is 
a globally applicable standard for measuring 
market risk in trading portfolios, introduced by 
the Basel Committee on Banking Supervision 
(BCBS) in January 2016. It was followed by 
a period of extensive consultation with the 
industry, and was finalized in January 2019. 
It will come into effect early 2022. European 
Union policymakers have recently signalled that 
banks may potentially be required to implement 
FRTB initially as a reporting requirement only, as 
early as January 2021. 

FRTB in the EU context 
Data published in autumn 2018 from the 
European Banking Authority (EBA) assessing 
the potential impact of Basel III reforms on 
EU banks underlined the importance of the 
European Union’s forthcoming implementation 
of global regulatory standards the capital 
banks must hold against certain activities. 
One of the most immediate issues, from the 
European Union’s perspective, is addressing 
capital requirements for market risk through 
the implementation of FRTB. Given the 
magnitude of the projected increase in capital, 
EU policymakers have now decided to proceed 

with a multi-step implementation approach that 
may be more complex than the international 
standards intended. 

For banks active in the European Union, this 
has profound implications for their FRTB work, 
but may also present them with a significant 
opportunity to pursue FRTB implementation in 
a way that may better support their strategic 
and business objectives. 

Recent developments in  
FRTB implementation 
In the European Union, FRTB had first been 
proposed as part of the second Capital 
Requirements Regulation (CRR2) in 2016. In 
December 2017, the BCBS agreed to postpone 
the international target for implementing 
FRTB to January 2022. The BCBS then re-
opened the FRTB framework in March with a 
consultation on some of its elements to allow 
for a more proportionate impact on banks’ 
trading activities. Partly in response to these 
BCBS developments, EU negotiators chose to 
amend the market risk component of CRR2 
to implement FRTB initially as a reporting 
requirement only. 

Although CRR2 has yet to be finalized, the 
endorsement on December 4, 2018 by EU 
finance ministers on progress to date with the 
European Parliament signals that the European 
Union’s adoption of an FRTB reporting 
requirement is now the most likely outcome. 

This approach, if ratified by both the European 
Council and European Parliament next year, will 
leave the full implementation of FRTB until new 
legislation, which the European Commission will 
not, in our view, propose until mid-2020. 

How the FRTB reporting requirement 
would work 
To operationalize the reporting requirement 
and to reflect any changes made following the 
BCBS consultation, the European commission 
will adopt a Delegated Act by the end of 2019 
modifying the FRTB framework in CRR2. This 
effectively means that the commission would 
use secondary legislation to complete the 
implementation of FRTB in EU law as a fully 
functional capital requirement, but only to 
be used for reporting purposes until new 
legislation makes it binding.
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Fundamental Review of Trading Book

Under the CRR2 text, banks would be expected 
to begin reporting revised FRTB market risk 
weights based entirely on the new SA one 
year after the adoption of the Delegated Act 
(potentially as early as January 2021, a full year 
ahead of the BCBS implementation target). 

Banks wishing to obtain Internal Models 
Approach (IMA) approval under the new 
reporting regime for certain trading desks could 
still seek to do so and could begin using these 
models three years after the adoption of the 
Delegated Act (i.e., in 2023). During this time, 
binding capital requirements for market risk 
would continue to be based on the existing CRR 
rules, so any reduction in risk weights resulting 
from newly approved CRR2 IMA models would 
not bring a capital benefit for the duration of 
the reporting requirement. 

Banks that are eligible for the derogation 
for small trading books may be able to forgo 
the reporting requirement until a binding 
framework is put in place, but larger banks 
should now be planning for a two-phase FRTB 
implementation, with many of the operational 
requirements for implementation potentially 
needing to be completed by 2021 rather  
than 2022. 

To bring FRTB fully into force as a binding capital 
requirement, the commission will need to make 
a new legislative proposal to this effect. Our 
view is that this will happen by June 2020 as 
part of the CRR3 legislative proposal. 

As a result, between the time that CRR3 will 
take to negotiate (ending in mid-2022 at the 
earliest) and the time that FRTB is then likely 
to need in order to be implemented, it seems 
virtually impossible that the European Union 
can implement the binding FRTB standard by 
the BCBS’s January 2022 target. Rather, a delay 
of at least two years past that point now looks 
difficult to avoid. 

What does this mean for banks? 
Banks facing the growing likelihood of a  
two-phase introduction of FRTB in the 
European Union now need to consider what 
this means for their implementation planning. 
This will be a challenge, as banks operating in 
the European Union may need to comply with 
an FRTB-based reporting requirement as early 
as 2021, but continue to face considerable 
uncertainty over the final shape and economics 
of the framework. 

Banks that currently use IMA face the prospect 
of reporting significantly larger market risk 
weights during the first two years of the 
European Union’s implementation, when 
reporting under the SA will be the only option 
available to them. Different implementation 
timetables and approaches between the 
European Union and the rest of the world will 
be particularly challenging for internationally 
active banks. 

One decision of particular importance will be 
whether banks seek regulatory approval to use 
IMA models under the new CRR2 regime during 
the FRTB reporting period. Banks that do not 
seek IMA approvals during the reporting period 
may struggle to do so on time if they begin their 
work only after the CRR3 legislation is finalized, 
or may find themselves at the back of the queue 
for supervisors in their model approval work. A 
number of banking supervisors have indicated 
that the FRTB model approval process is likely to 
take several years. 
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Fundamental Review of Trading Book

How will Canadian banks be affected? 
Canadian deposit-taking institutions with 
capital market presence in the European 
Union should anticipate having to report 
capital under SA for their European Union 
subsidiaries by January 2021. Given that Office 
of the Superintendent of Financial Institutions 
(OSFI) has previously advised that the first 
regulatory reporting under the FRTB rules 
will commence no earlier than in the first 
quarter of 2021, recent developments in the 
European Union should not throw Canadian 
banks’ delivery programs off-course. However, 
there are some implications that require 
senior management attention, including: 

• The need to maintain two parallel 
operating models—SA FRTB and 
Basel 2.5—as well as separate Trading 
Book/Banking Book hierarchies and 
limits management frameworks. 

• The inability to obtain IMA approval 
for the European Union-based 
desks until potentially 2023. 

• For banks that haven’t started their 
development yet, the news from the 

European Union effectively leaves them with 
only one year to complete all SA builds if one 
full year of testing is a target. 

• FRTB is about more than just the 
models; it affects the bank’s whole 
strategy. The FRTB affects front-office 
business practices more than any 
previous piece of prudential regulation. 
Desk-level approvals mean that the 
business will have a direct and daily 
interest in the performance of the risk 
models, while the impact on risk-weighted 
assets (RWA) is drastically redistributed 
across the desks. 

• A top-of-the-house strategic approach 
to capital analysis. Our experience in 
capital impact analysis has led us to steer 
clients away from desk- and product-level 
standalone analysis, as this can prove 
misleading when portfolio diversification 
effects are taken into account.
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Fundamental Review of Trading Book

Challenges 
• The change in methodology for capital 

charge calculation may lead to higher 
capital charges and make certain products 
not economically viable, prompting banks 
to exit certain businesses. It may even 
have political implications; for example, for 
emerging markets. 

• A conservative interpretation of the 
requirements, such as categorizing 
every unobservable risk factor as an 
individual non-modellable risk factor 
(NMRF), quickly leads to prohibitive 
levels of capital. Mitigating initiatives, 
such as finding a supply of adequate 
market data, could add significant time 
and expense to implementation. 

• Calculations under FRTB rules, especially 
assuming a full revaluation approach  
for the IMA, place significant demands  
on the amount and granularity of 
data, and require a notable increase in 
computing power. 

Key takeaways 
• Although the EU’s complex approach 

does inject more uncertainty into 
FRTB implementation, banks should 
nevertheless seize the opportunity to 
make strategic use of the extra time 
they will likely have before binding 
requirements come into force. 

• Aligning many of the risk and 
data infrastructure upgrades that 
FRTB requires with a much clearer 
understanding of the stages in which the 
regulation will be rolled out could allow 
banks to pursue implementation in a way 
that supports their broader strategic, 
regulatory, and business objectives. 

• Lack of technical clarification could  
result in widely diverging interpretations 
and RWA levels in the industry—which  
is precisely what FRTB was intended  
to avoid. 

Insights to action 
• FRTB implementation is a significant and costly 

undertaking, and should be used as the vehicle to 
streamline and enhance an institution’s processes 
and technology capabilities that would be beneficial 
in the long run. Any opportunities to do so should be 
explored and included in the implementation plan. 

• Participation in industry quantitative investment 
strategy (QIS) is highly advisable—the process of 
running a QIS serves as an effective test of the 
bank’s readiness for go-live, as well as allowing for 
access to peer results. 

• Given the impact of FRTB rules on desk structure 
and economic viability of certain product types, 
business stakeholders should be engaged early on 
and provided with information and tools to support 
capital impact assessment and decisions related to 
changes in business strategy. 

• Align risk and data infrastructure upgrades  
required by FRTB with implementation stages to 
allow banks to pursue implementation in a way that 
supports their broader strategic regulatory and 
business objectives. 

• Leverage FRTB implementation to align risk and 
finance functions more closely, to monitor market 
risk better on a daily and intra-day basis, and to 
enhance operational efficiencies throughout the 
traded risk process.
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IBOR transition 

Inter-bank offered rate (IBOR) transition. 
The London Inter-Bank Offered Rate, or LIBOR, 
is a key interest rate benchmark used in 
calculating floating or variable cash flows for 
loans, bonds, derivatives, and other financial 
instruments. Inter-bank offered rates, or 
IBORs, also exist outside the G5 countries. 

In 2017, Andrew Bailey, chief executive of the 
United Kingdom’s Financial Conduct Authority 
(FCA), announced that by the end of 2021, 
the FCA would no longer seek to persuade or 
compel panel banks to contribute to LIBOR. In 
July 2018, Bailey added that, “[…] firms should 
treat it [LIBOR transition] as something that 
will happen and which they must be prepared 
for.”7 Regulators globally have also clearly 
signalled that firms should transition away 
from IBORs to alternative overnight risk-free 
rates (RFRs). 

Challenges 
IBORs are widely used by banks, asset 
managers, insurers, and corporations. These 
rates are deeply embedded in the operational 
activities of the institutions using affected 
financial products, making the transition a 

highly complex task. This project is likely to be 
one of the biggest transformations firms will 
have undertaken. 

IBOR is 
far-

reaching 

Products 

Loans, including syndications 
Mortgage bonds and mortgage servicing 
Bonds (floating rate notes) and structured products 
(CMBS) 
OTC and exchange traded derivatives—from 
simple/high-volume products (e.g., interest rate swaps) 
to more complex: 

Financial instruments discounted with a curve 
bootstrapped from a LIBOR-linked swap 
Financial instruments discounted with curves that 
include cross-currency basis 

Deposits linked to LIBOR 
Securities issued and other borrowing 
Interest rate/currency hedges managed 
by treasury 

Systems 

Loans – the landscape of loan systems and 
warehouses is often very broad and complex: 

Origination/onboarding/pricing 
Systems of records and data warehouses 

Derivatives, trading and securities 
Accounting and valuation policies, procedures and 
controls including hedge effectiveness 
Model development and maintenance 
FV changes will impact direct/indirect taxes 

Deposits 
Treasury 

Processes 

Products and client processes 
New product and services design 
Sales, pricing, and booking/onboarding 
Client negotiations and communication 

Accounting, valuation, tax and risk management 
Accounting and valuation policies, procedures and 
controls, including hedge effectiveness 
Model development and maintenance 
FV changes will impact direct/indirect taxes 

Legal (contract, fallback provisions) 
Reporting (transformation logic, manual processes, 
controls) 
Collateral management (collateral disputes and 
resolution) 

Reports/Models 

Regulatory reporting (e.g., 2052a, FR Y-14M/Q/A, 
FFIEC 102) 
SEC reporting (quantitative and qualitative inputs for 
10K and 10Q) 
Risk reporting (board and management reporting of 
interest rate sensitivities, market risk, etc.) 
Models 

Valuation/hedging models 
Market risk models 
Counterparty credit risk models 
ALM/transfer pricing/cost of funds
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IBOR transition

Key insights 
We anticipate that in 2019 there will be an 
increase in activity as firms wake up to the fact 
that there is a significant amount of work to 
be undertaken. Regulatory and supervisory 
scrutiny is likely to grow across jurisdictions, 
with focused intervention in areas where 
tangible progress is not apparent. This is 
despite the absence of a formal regulatory or 
legal mandate to effect this change. Although 
there is a backdrop of uncertainty, and while 
firms may consider 2021 to be a long way off, 
there is no room for complacency. 

IBOR impacts 
The figure on the previous page identifies at a 
high level the impact of the IBOR transition on 
an FI. All lines of business must be considered, 
since there is a wide range of financial 
products that reference IBORs in their pricing 
or payoff profile. Products used for internal 
risk management purposes, such as hedges, 
also need to be considered. 

Where are the markets? 
The process to replace risk-free rates (RFRs) 
has begun in earnest. The Sterling Over Night 

Index Average (SONIA) rate, the RFR for the 
British pound sterling LIBOR, while in existence 
for some time, was updated in 2018. The 
Secured Overnight Financing Rate (SOFR) for 
the US dollar is being traded actively, while 
in Europe, the Euro Short-Term Rate (ESTER) 
will go live in late 2019. In Switzerland and 
Japan, the Swiss Average Rate Overnight 
(SARON) and Tokyo Overnight Average Rate 
(TONA) will replace the Swiss Franc (CHF) 
and Japanese Yen ( JPY) LIBOR respectively. 
The Canadian Alternative Reference Rate 
Committee (CARR) has met quarterly since the 
FCA announcement and is formulating plans 
to replace the Canadian Overnight Repo Rate 
Average (CORRA). 

Looking ahead 
Real progress needs to be made in 2019. 
Boards need to establish a coordinated, 
senior steering committee to manage and 
oversee the transition and put in place the 
key activities and controls that will drive the 
program. Firms should expect regulators’ 
questions on their financial exposures, 
readiness for the transition, and management 
of conduct risk. The largest firms will likely 
receive the greatest regulatory scrutiny, 

but all firms, including the buy-side, should 
review and understand the content of the 
FCA’s “Dear CEO” letter and ensure that 
they position themselves to address the 
challenges. A clear client communication 
strategy, underpinned by rigorous program 
controls, documentation, and conflicts 
of interest management will be vital. 

All the while, firms need to deal with a number 
of uncertainties, including the different 
construction of IBORs and RFRs, the lack 
of RFR term structures, and the cost of a 
program of this size. 

To understand the financial impact, firms need 
to assess their exposure to all IBORs, including 
identification of contracts that require 
renegotiation, and to determine how they’ll 
manage-and reduce over time-their exposures 
and vulnerabilities. Decisions should be made 
as to when to issue RFR-linked products to 
“make the market” (some have already done 
so) and discontinue their issuance of IBOR-
linked products. Operational and systems 
changes will also be required. 
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IBOR transition

Moving legacy IBOR-linked products to 
RFRs could create winners and losers, with 
one party paying or receiving more, or less, 
because the methodologies for calculating 
RFRs are different. Conduct risk management 
is a crucial focus in transitions of this nature 
and firms need to be seen to be managing 
customer interactions appropriately. Firms 
that continue to issue IBOR-linked contracts 
that mature past 2021 or even in the run-up 
to 2021 will be increasing their exposure to 
IBOR and, as a result, the associated risks will 
increase. Firms need a clear strategy on when 
to stop issuing these contracts, and on regular 
monitoring and oversight of their exposures. 

Key take-aways 
IBOR transition will be like no other 
transformation program. Boards should 
ensure that their programs have been 
mobilized, that they have a clear transition 
plan, and that they are actively managing them. 

Insights to action 
To move IBOR transition programs 
forward, FIs need to undertake 
the following proactive steps: 

• Mobilize a cross-business unit and 
geography transition program with  
C-level sponsorship. 

• Set out a transition roadmap based on a 
transition strategy. Plan all activities that 
do not have an external dependency. 

• Identify the risks and implement 
mitigations early in the process. 

IBOR reform impacts on risk 
modelling under FRTB 
Some firms have identified 
concerns that a lack of liquidity 
and observable transactions in 
either the new RFRs or legacy 
inter-bank offered rate benchmarks 
during the initial transition phase 
may cause some risk factors to 
become non-modellable. If these 
concerns materialize, the net effect 
could be a significant increase 
in capital requirements for the 
firms concerned. Firms have been 
approaching regulators to seek a 
carve-out in FRTB to exempt trades 
affected by the IBOR transition. 
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Cyber 

Cybersecurity is a critical issue that’s receiving 
regulatory attention from every direction. 

In an age when hacking and data breaches 
have become so commonplace that they are 
almost expected, cybersecurity continues to 
dominate both the media headlines and the 
regulatory agenda. This includes reporting 
on the cost of cybercrime (and on the 
investments that organizations are making 
to enhance their cyber risk management 
programs), as well as a heightened focus on 
cybersecurity regulation and compliance. 

With growing recognition of the importance 
of cyber risk management, supervisors 
are broadening their oversight beyond the 
foundational risk management programs— 
with breach reporting and risk and regulatory 
implications associated with cloud computing 
emerging as central themes. 

Disclosure: Breach reporting 
Canada now has mandatory privacy breach 
legislation in place at the federal level. Effective 
November 1, 2018, companies subject to 
Canada’s privacy law, the Personal Information 
Protection and Electronic Documents Act 
(PIPEDA), are required to record and report 
breaches of security safeguards. 

As the cyber threat landscape and 
responding legislation evolves, so too must 
an organization’s breach-response strategy. 
To effectively mitigate today’s complex cyber 
risks, organizations must adopt a proactive 
approach that is seamlessly orchestrated and 
executed—one that transforms a multifaceted 
process into a single cohesive response. 

To build this type of response strategy, 
organizations must coordinate the responses 
of their various functions, including legal, 
privacy, insurance, cybersecurity, and 
forensics. Working cohesively, these teams 
should be able to address the full spectrum 
of cyber risks their organization may face, 
including cyber incident management, 
evidence preservation, and breach response. 

Cost of non-compliance 
• Responding inadequately to a breach may 

lead to increased regulatory scrutiny (such 
as an investigation, audit, review of the 
entire privacy program, and sanctions), 
financial penalties (such as fines, lost 
shareholder value, or lawsuits) and 
reputational damage (through reduced 
customer trust, brand value, and revenue). 

• Failure to comply will not be overlooked, 
and breaches causing significant harm— 
such as humiliation, damage to reputation 
or relationships, and identity theft— 
cannot be hidden. While businesses will 
be left to determine how quickly to report, 
report they must. They must also provide 
the privacy commissioner with a record of 
all security breaches upon request. 

• The privacy commissioner has the power 
to post breach notifications, raising the risk 
of class-action lawsuits. 

The silver lining 
Although the stakes of non-compliance 
are high, the silver lining to establishing or 
enhancing an organization’s breach response 
plan and broader privacy program includes: 

• Increased competitive advantage 
by enhancing customer trust and 
loyalty, heightening privacy awareness 
across the company, and achieving 
greater efficiency among the privacy, 
security, information technology, 
and data governance functions.
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• Reduced risk through effective 
cybersecurity risk management. 

Cyber risk 

Implications of cloud computing 
Cloud computing is rapidly evolving. It allows 
data and applications to reside online, 
enabling users to access them through a 
web-connected device, forming a part of the 
extended enterprise. Considering that the 
cloud creates a separation between individuals 
and their data, there are inherent concerns 
over privacy and regulatory oversight. 

Regulators have set out expectations in these 
areas: data protection, identity and access 
management, vendor management, audit, 
logging and monitoring, and governance and 
risk management. 

Challenges 
As more components of business become 
cloud-dependent, it becomes more difficult 
to ensure the risks previously identified and 
managed within the perimeter-oriented 
premises are still relevant and will be 
adequately managed in the cloud. The 
increasing use of cloud-based services 
has resulted in an increasing demand for 
assurance regarding controls over the systems 
underlying those services. 

The regulatory environment 
Regulatory guidance is still developing 
globally. No regulator in North America has 
forbidden cloud usage. In Canada, OSFI has 
not yet communicated a position on cloud 
computing; in the meantime, organizations 

are referencing OSFI’s B10 outsourcing 
guidelines and using requirements and 
guidance issued by other jurisdictions. 

Although regulatory requirements 
are still in development, enterprises 
need to be aware of current guidance 
and areas of risk and concern. 

Regulatory 
requirements 

Most regulators have issued guidance that indicates specific requirements companies should adopt in order to mitigate risks that cloud 
adoption brings. 

Areas of risk and 
concerns 

Regulators are mainly concerned about the following: data protection; identity and access management; vendor management; audit rights; 
logging and monitoring; governance and risk management; data location; data cleansing. 

Participation in a 
regulatory program 

Until standardized cloud-specific requirements are established (e.g., FedRamp), organizations will need to work with industry players, agencies, 
cloud service providers, and regulators to comply with high-level regulatory requirements.



As FIs transition their business operations and 
applications to the cloud, which is managed 
by cloud service providers, cyber risk and 
compliance management become a shared 
responsibility between the FI and cloud 
service provider. 

Insights to action 
Cyber risk: 

• Organizations should enhance the current 
risk management program to include a 
due diligence process/risk intelligence map, 
and policies and procedures to manage 
risks associated with cloud services. 

• A cloud-computing framework 
should be adopted to define cloud 
delivery strategy, architecture, and 
sustainable operating model. 

• Considerations should be taken to 
include “right to audit” and/or other 
contract/security compliance clauses 
within the cloud service provider 
contract to obtain assurance. 

• A formal communication strategy 
with regulators should be developed 
to frequently communicate and 
demonstrate alignment with cloud-
related regulatory guidance.

18
Next 18

Contents

Foreword
Canadian introduction

Business model transformation

Cyber

Digital compliance

Financial crime

Fintech

Integrated data

Payments modernization

Risk operating model 
transformation

Strengthening resilience

Glossary

Endnotes

Contacts

18
Next 18

Contents

Foreword

Business model transformation

Cyber
Cyber risk
Cyber fusion

Digital compliance

Financial crime

Fintech

Integrated data

Payments modernization

Risk operating model 
transformation

Strengthening resilience

Glossary

Endnotes

Contacts

18
Next 18

Contents

Foreword

Business model transformation

Cyber
Cyber risk
Cyber fusion

Digital compliance

Financial crime

Fintech

Integrated data

Payments modernization

Risk operating model 
transformation

Strengthening resilience

Glossary

Endnotes

Contacts

Private cloud 
(self-hosted)

Private cloud 
(co-located) IaaS PaaS SaaS

Security 
Governance, risk 
and compliance 

(GRC)

Data security

Application security

Identity and access

Platform security

Infrastructure 
security

Enterpris
e re
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onsib

ilit
y

Shared re
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Provider
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Physical security

Cyber risk
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Cyber fusion 

Given the change in today’s environment 
of broad and evolving threats, fraud and 
cybersecurity functions need to collaborate 
to mitigate cyber threats. Past attacks have 
indicated strong links between the two and 
have shown that many fraud events originate 
from cybersecurity issues. 

One emerging concept is to create a 
cybersecurity fusion centre that integrates 
functional teams from different parts of 
an organization. These teams have very 
diverse functional capabilities, including 
intelligence, forensics, operations, physical 
security, fraud, data science, and other related 
areas. Such teams are designed to create 
24/7 situational awareness, rapidly share 
intelligence across the organization, and 
break down organizational barriers to take 
action, as well as act as a hub when dealing 
with crises. Fusion centre teams can also 
work across the wider ecosystem (partners, 
vendors, customers, etc.) to extend situational 
awareness. As a result, companies may realize 
faster and more efficient threat awareness 
with reduced costs and mitigation before, 
during, and following a breach. 
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Cyber fusion

• • 

• 

Key takeaways 
Adopting risk-intelligent leading practices, in conjunction with collaboration between fraud and 
cybersecurity functions, will be vital in the effort to promote security, privacy, and resilience in 
order to boost confidence in cloud adoption. 

Insights to action 
Cybersecurity fusion centre: 

Converging people, processes, technology, 
and data across domains such as cyber, 
fraud, and AML will provide increased 
visibility to predict, prevent, and detect 
cross-channel attacks. 

Governance: 

• Each function (cyber, fraud, AML, corporate 
security, etc.) should continue to own and 
operate its existing mandate; however, 
representation from each function should 
reside in the fusion centre (resource rotation 
between function and fusion centre). 

• The leading practice is to establish a 
financial crime steering committee (with 
representation from each function) with a 
fusion centre director (new role) to ensure 
the success of this collaborative/cross-
functional effort. 

Processes/capabilities: 

Processes/capabilities specific to each 
function (case management, identity 
resolution, investigations, etc.) should 
continue to be followed with the aim of 
integrating/aligning/converging some 
processes to enable cross-function threat 
detection more actively. 

Data/technology/facilities: 

• Identify specific data elements from each 
function that can aid in developing fusion 
centre scenarios. 

• Implement solution to forward selected data 
fields to fusion technology stack. 

Technology/facilities: 

Establish a common war room in the fusion 
centre for collaboration and innovation.
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Digital compliance 

An emerging concept 
With the digital revolution, society has 
witnessed the evolution of analogue, electric, 
and mechanical devices to the digital 
technology available today. While technological 
innovation, including digitization, has seen 
unprecedented growth in FIs, a digital 
compliance function is still an inspirational goal 
for most FIs. In this outlook, digital compliance 
is considered a broad term describing the 
use of technology to enhance compliance 
practices. This could have an impact across 
talent, process and controls, data, and 
infrastructure. Currently, organizations 
are still in the early stages of applying 
digital compliance practices sustainably. 

Businesses are moving ahead. Can 
compliance keep pace? 
FIs are increasingly adopting artificial 
intelligence (AI) and machine learning (ML) 
in their business and decision-making 
processes. In 2018, FIs collaborated with 
AI institutes, invested in AI research, and 
acquired or invested in AI companies. The 
capabilities that AI brings to the bank will 
be intertwined with the development of all 
other technological innovations. In August 
2018, the World Economic Forum and 

Deloitte Global released The New Physics 
of Financial Services, the report from 
their joint study of the strategic, operational, 
regulatory, and societal implications of AI on 
the financial services industry. The report 
found that AI is changing the physics of 
financial services, weakening the bonds that 
have held together the component parts of 
incumbent financial institutions, and opening 
the door to entirely new operating models. 

As banking moves forward with innovation, 
it is critical to have a progressive compliance 
program to keep the consumers and the bank 
safe while supporting business enablement. 
While digital compliance has become an 
increasing business imperative, rarely has 
there been a dedicated investment for 
this strategy. This inertia is a symptom of a 
broader dearth of innovation in compliance 
risk management. As digital banking 
proliferates, the pace of progress may be 
hampered by the inability of the bank’s 
second line of defence to be responsive to the 
changing environment. 

Trailblazers 
A small but growing number of organizations 
have been experimenting with digital 

technologies to enable their day-to-day 
compliance processes. Their experiences 
serve as case studies for other firms looking 
to move forward with developing their digital 
compliance functions. Based on the case 
studies that Deloitte has been gathering for 
analysis, digital compliance is showing the 
most potential in the following applications: 

• Business decision and process 
management to embed compliance 
controls to transaction systems for  
real-time decision-making. 

• Automation, robotics, and 
advanced analytics for monitoring 
and testing practices. 

• Enhanced documentation review, such 
as Deloitte Intelligent Contract Execution 
(D-ICE) that combines optical character 
recognition software with ML and natural 
language processing (NLP) to review 
marketing and disclosure documents 
against regulatory expectations. It can 
deliver improved efficiency and quality 
across a wide range of use cases.
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Digital compliance

Chief Compliance Officers (CCOs) may choose 
to invest in or undertake one or all of these 
initiatives. Collaboration between CCOs, 
Chief Operating Officers (COOs), and others 
from the executive team will be important 
in identifying the compliance practices that 
would benefit most from digitization. More 
value will be derived from considering a digital 
compliance function from end to end across 
the first and second lines of defence. Much 
will depend on the bank’s existing strategies, 
capabilities, and requirements as well as on 
current technologies and skill sets. 

Benefits 
Early adopters who have embedded 
compliance requirements (in front-line digital 
processes, transaction systems, etc.) have 
seen significant benefits, such as: 

• Facilitating real-time decision-making. 

• Instant identification of non-
compliance and prevention of 
potential compliance issues. 

• Cost reductions, by automating repetitive 
manual activities (e.g., accessing multiple 

products and know-your-customer source 
systems using robotics). 

• Seamlessly integrating compliance in the 
customer experience. 

• Enhancing the effectiveness of monitoring 
and testing processes using automation, 
robotics, and advanced analytics. 

The regulatory landscape 
Managing risk innovation is top of mind for 
FIs and regulators alike. Because AI and ML 
applications are relatively new, there are no 
known dedicated international standards 
in this area. More progressive regulators 
are embracing advanced technologies 
and expecting FIs to evolve and adapt. For 
example, the Monetary Authority of Singapore 
announced a progressive roadmap to 
reduce data duplication and automate data 
submission by FIs. 

Key messages 
• Business and compliance should 

partner to embed regulatory compliance 
requirements in front-line digital 
processes and automatically monitor 
ongoing compliance. Those who work 

together, while supporting their mandates 
in parallel, are more likely to be successful. 

• It is important to have the right talent to 
help with the change. This may require 
a talent transformation so that the 
compliance talent profile supports digital 
capabilities. This includes employing 
tech-savvy compliance professionals who 
understand emerging technologies and 
partnering them with compliance subject 
matter experts to enable job shadowing 
and knowledge sharing. 

• The focus on digital compliance is not just 
on automating processes and procuring 
the latest technology to enable it. The 
organizations that do it right will also focus 
on the capabilities of their resources, 
and levelling them up to be more digitally 
aligned. For example, this could mean 
providing better hardware/software 
for employees (e.g., tablets or analytics 
tools) to encourage collaboration and an 
iterative delivery mentality. 

• Compliance must ensure they have 
the appropriate capabilities in place 
to execute on their oversight mandate 
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Digital compliance

in an environment where businesses 
are adopting emerging technologies. 
For example, the capabilities required 
to provide independent compliance 
oversight over highly manual processes 
may potentially be very different from 
the capabilities required to provide 
independent compliance oversight over  
an AI-driven solution. 

• Compliance, as best it is able to, should 
track benefits to show the value/return on 
investment. If compliance is not able to 
track the return on investment, it should 
ensure another group can track and 
report this information on its behalf. 

Key takeaways 
The use of technology to manage regulatory 
compliance enhances the effectiveness of 
compliance risk management and improves 
operational efficiency. This should lead to 
long-term operational savings and compliance 
issue prevention. 

Insights to action 
• A strategic roadmap can help make digital 

compliance a reality. Determine the 
desired state of digital compliance. 

• Focus on improving procedures that 
use structured, rule-based processes, 
where technology can automate 
routine tasks allowing compliance 
professionals to focus on more complex 
issues and exceptions management. 

• As FIs set out on new digital compliance 
journeys, supported by Big Data/AI 
applications, they will need to understand 
how the use of these technologies affect 
their overall risk profile. 

• A dedicated effort should be made to 
move the dial on digital–if this is a side-of-
the-desk exercise for your top performers, 
the vision will not be realized. 

• Actively work with your first line to develop 
streamlined digital compliance processes– 
advancements in technology mean that 
first and second line processes and 
controls can be seamless. 

• Compliance will need access to good 
quality data. A critical factor will be the 
ability to pull data from numerous sources 
and then aggregate it to get a fulsome 
view. AI will only be as useful as the data 
driving its algorithms.
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Financial crime 

The pressure to tackle financial crime has 
never been greater. Using digital technologies, 
criminals are perpetrating increasingly 
sophisticated financial crimes across channels, 
geographies, and industries. Some FIs, 
however, continue to rely on siloed, inefficient, 
duplicative, and rigid operating models to 
detect and prevent financial crime, resulting 
in sub-optimal performance and, in some 
cases, penalties and fines. FIs often lack a 
holistic, single view of the customer across 
products, channels, and geographies. It is 
becoming increasingly complex to manage 
financial crime risks as criminal methodologies 
evolve, new technologies heighten customer 
expectations, and new regulations raise the 
cost of compliance. To avoid falling behind, FIs 
need to recognize the continuous reputational 
risk they face and reconsider their approach to 
mitigating financial crime. 

Risks from increased digitization 
Despite the advantages made possible by 
digitization, these new technologies present 
FIs with nascent forms of risk. In addition to 
raising consumers’ real-time expectations 
and driving increased competition among FIs, 
digitization necessitates the management and 
monitoring of vast and growing amounts of 

data. Furthermore, digital technologies also 
provide criminals with increasing entry points 
to banking, thus creating more opportunity 
to perpetrate financial crimes. Institutions are 
also faced with the risk of insiders enabling 
external threat actors, whether knowingly  
or not. 

Challenges 
Despite this changing landscape, most FIs 
continue to rely on outdated risk management 
mechanisms. Their current siloed operating 
models are often the result of reactive 
changes introduced in an attempt to keep 
apace with new regulatory requirements. 
This has resulted in financial institutions 
managing financial crimes with multiple teams, 
each relying on diverse tools, technologies, 
and reporting structures, thus making it 
challenging to share information optimally 
across the entire organization. 

How will financial institutions respond? 
Given these significant challenges, many 
FIs are contemplating the extent to which 
they want to be seen as market leaders in 
protecting customers from financial crime 
while simultaneously finding the most optimal 
approach to achieving their desired outcome 

within their current operating environment. 
Many financial institutions are looking for 
the most cost-effective way to reset their 
business model and organization to minimize 
vulnerability and protect customers while 
managing their bottom line. 

The way forward 
The way forward is simple in concept: 
establish a holistic and integrated approach 
that recognizes financial crime is now 
interconnected and spans product suites and 
channels. However, creating an infrastructure 
that addresses financial crime is exceedingly 
complex in reality. It involves a shift to an 
integrated framework with a single, unified 
operational capability that is both agile and 
adaptable. This framework involves integrating 
data and systems to gain an enterprise-
wide view of identity and risk, developing a 
standard language for defining financial crime 
across the bank and the various typologies of 
risk it faces to allow for effective identification, 
classification, and measurement. The 
framework should also include a common 
technology platform and advanced analytics 
to allow for real-time decision-making and 
proactive threat detection. 
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Opportunity in the face of challenge 
Adopting an integrated, shared services 
approach may yield benefits across the 
enterprise, including: 

• Ability to protect both the customer and 
the bank from financial crime risk, given 
new realities. 

• Alignment of objectives and 
mandates with respect to crime 
across financial channels, with clear 
roles and defined accountability. 

• Economies of scale and an overall 
reduction of operational costs through 
automation and reduced duplication. 

• A holistic customer view and improved 
customer experience. 

• Better information sharing across the 
organization through the use of a single 
data repository. 

• Strengthened financial crime insights and 
clearer mitigation actions. 

• Enhanced efficiency levels through the 
adoption and use of advanced data 
analytics and digital technologies. 

• Proactive threat detection across a 
unified platform, allowing financial 
institutions to better protect 
themselves and their reputation. 

• Improved loss containment 
and fraud reduction. 

Key takeaways 
Current trends suggest the threat 
and impact of financial crime will only 
accelerate, making resilience in the face 
of financial crime a critical imperative for 
the long-term success of any institution. 
A new, integrated approach is needed to 
address these risks and protect both the 
reputation of the bank and the customer. 

Insights to action 
To prevent and mitigate both internal and 
external threats to the bank while also 
delivering an industry-leading customer 
experience, FIs should implement a 
holistic approach to financial crime 
management that aligns roles and 
responsibilities across a centralized, 
shared services model. This includes: 

• The integration of cybersecurity, internal 
and external fraud, and anti money-
laundering (AML) functions. 

• The ability to see financial crime through 
a digital lens in real-time, which more 
effectively—and proactively— capitalizes 
on technology and advanced analytics. 

These initiatives are the first steps 
toward a financial crime unit capable of 
handling the threats against financial 
institutions and their customers.
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How to navigate the shifting regulatory 
landscape as the fintech (financial 
technology) market matures. 

New investment in fintech firms remains 
strong, and the number of acquisitions and 
financial services partnerships are on the rise. 
This reflects a maturing financial technology 
market, where traditional banks and fintech 
firms are teaming up to offer innovative 
services. Traditional banks recognize the 
advantages of innovative and competitive 
technology to meet their customers’ demands, 
while fintechs recognize the benefits of 
infrastructure and capital that is derived from 
such partnerships.  

Two important developments in the 
United States’ fintech regulatory landscape 
occurred in late July 2018, when the Treasury 
Department issued a report entitled A 
Financial System that Creates Economic 
Opportunities: Nonbank Financials, Fintech, 
and Innovation. It outlined core principles and 
recommendations for a fintech regulatory 
framework. A key recommendation was 
for the Office of the Comptroller of the 
Currency (OCC) to move forward with 
the national fintech charter. On the 

same day, the OCC announced it would 
begin accepting applications for special 
purpose bank charters for fintech firms 
that offer bank products and services. 

Later in the summer, as a signal of the 
increasing interest in supporting a more 
efficient way for fintechs to interact with 
regulators, 12 regulators from around the 
world announced the formation of the Global 
Financial Innovation Network (GFIN), building 
on the proposal of the United Kingdom’s 
Financial Conduct Authority earlier in the 
year to create a global sandbox. Among the 
participating regulatory bodies is the OSC, 
which was the first Canadian regulator to 
create its own sandbox environment in 2016: 
the OSC Launchpad. 

In a 2018 report, Deloitte outlined the 
changing landscape in the fintech industry 
in the United States.3 The report found that 
the number of new fintech startups rose 
from 177 in 2008 to 668 in 2014. However, in 
2015, the rate of fintech formations began to 
decline, and was down to only 41 startups in 
the first nine months of 2017. In the banking 
and capital markets fintech category, the peak 
of 281 startups occurred in 2012, declining 

steadily to only 10 in the first nine months of 
2017. The industry appears to be maturing 
and competition among fintechs themselves 
is causing some players to exit the industry, 
while giving pause to others considering 
entering it. 

Despite the decline in new startups, new 
fintech funding remains strong in the United 
States—with a shift toward later-stage 
investment in a maturing market. At the time 
of the report, more than 2,000 firms were 
operating in the areas of banking operations, 
capital raising, financial management, 
deposits and lending, and payments. 
Acquisition activity is on the rise, with about 
50 acquisitions occurring in the banking and 
capital markets category during the first nine 
months of 2017. 

For traditional banks, fintech companies 
can represent either a competitive threat 
or an opportunity to offer better services 
and improved processes through strategic 
partnering. Many banks have embraced the 
latter, partnering with or acquiring fintech 
companies to modernize their own operations 
and services. 
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While the OCC announced it is ready to start 
accepting applications in the United States 
for special-purpose bank charters for fintech 
companies, there is no requirement for any 
US fintech firm to seek a national charter. 
Yet, applying for such a charter from the 
OCC might be worth considering—especially 
for fintech companies operating in multiple 
states. However, the promise of greater 
consistency in regulation could come with 
downsides, depending on a fintech’s business 
model. These downsides could include more 
burdensome regulatory requirements, and 
initially, a legal challenge from the states, many 
of which oppose the OCC’s fintech charter. 

The OCC defines a special purpose national 
bank (SPNB) as a “national bank that engages 
in a limited range of banking or fiduciary 
activities, targets a limited customer base, 
incorporates non-traditional elements, or has 
a narrowly targeted business plan.” The OCC 
fintech charter is a subset of that. Chartered 
fintech companies can engage in the core 
banking activities of paying cheques and/or 
lending money, but cannot take deposits and 
will not be insured by the Federal Deposit 
Insurance Corporation (FDIC). 

Alternatively, for other fintech companies, 
there could be great benefits in partnering 
with banks to capitalize on each entity’s 
unique advantages and capabilities. 
Combining strengths has the potential to 
create more value than either business could 
produce on its own. 

Banks and fintech companies should seek 
to understand each other’s capabilities and 
needs by attending industry forums and 
roundtables that bring traditional banks and 
fintech firms together. They should also stay 
abreast of regulatory developments related to 
fintech firms and partnership arrangements, 
constantly looking for ways to enhance their 
services by partnering, or possibly merging. 

In Canada, the fintech landscape varies 
from that of its southern neighbour. While 
Canada provides a fertile ground for fintech 
development, obstacles may prevent fintechs 
from maturing and realizing their full potential. 
Canadian fintechs have not grown at the 
same scale as their American peers, and lag in 
adoption due primarily to four main factors: 

• The relatively low impact of the financial 
crisis prevented the shakeup of business 
models that allowed fintech to flourish in 
other countries. 

• The higher level of trust in the financial 
sector due to the quality, breadth, and 
sophistication of its FIs resulted in 
consumers being less motivated to seek 
out alternative solutions and providers. 

• The financial services sector is both 
relatively small and competitively intense, 
decreasing its importance as a strategic 
market to fintechs considering expansion. 

• The current regulatory framework in 
Canada has been seen as a barrier 
to fintech adoption. (And to date, 
Canadian regulators have not focused on 
encouraging innovation.) For example, 
while American companies introduced 
peer-to-peer lending models that found 
traction, a similar offering in Canada was 
unable to operate effectively within the 
regulatory framework of the OSC.



28
Next 28

Contents

Foreword

Business model transformation

Cyber

Digital compliance

Financial crime

Fintech

Integrated data

Payments modernization

Risk operating model 
transformation

Strengthening resilience

Glossary

Endnotes

Contacts

Fintech

Nevertheless, the Canadian fintech 
sector continues to evolve, especially 
with respect to AI; in fact Canada is seen 
as a global leader in AI innovation. The 
year 2018 saw FIs collaborating with AI 
institutes, investing in AI research, and 
acquiring or investing in AI companies. 

Key takeaways 
As financial services regulation continues 
to develop—for example, the Canadian 
government’s advisory committee 
on open banking, coupled with the 
financial services sector’s continuing 
focus on payments modernization—it 
is likely the trend of increased activity 
in the fintech sector will continue. 

Insights to action 
• For legacy FIs, fintechs are likely to 

continue concentrating on value-chain 
segments where the greatest source of 
customer inconvenience meets the largest 
profit opportunities. 

• Fintechs with the greatest chance 
of success will likely be those with 
the greatest ability to make use of 
customer data across platforms 
and that do not require onerous 
amounts of regulatory capital. 

• The intersection of advanced analytics, 
consumer protection demands, the 
trend to open banking, and AI may 
create conditions that accelerate the 
transformation of business models and 
create new sources of revenue. 

• FIs must embrace these drivers and 
develop their own vision of their strategic 
value to their customers in order to seize 
the opportunities that the combination of 
these forces will generate.
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A framework for improving the quality, 
integrity, and availability of data. 

Data quality and data availability are 
growing concerns across all aspects of risk 
management and regulatory compliance. To 
address these concerns, data management 
and data quality can no longer be the sole 
responsibility of the corporate functions or 
specific executives such as the CFO, CRO, or 
CDO. Instead, they should be an enterprise 
activity, with shared responsibilities and 
accountability across all three lines of defence. 

Data owners within the FI should be asking: 
Is the quality of the data fit for the purpose? 
Are the origins of the data clear and well 
documented? Are data definitions and 
standards established and consistent across 
the enterprise? 

Recently, some reporting requirements 
have been reduced through regulators’ 
burden reduction efforts, regulatory relief 
legislation, and tailoring of data requirements. 
However, these reductions do not change 
regulators’ expectations for managing data. 
Some of the reductions in reporting have 
been offset by new data requirements, 

particularly for large complex firms, and there 
is a general trend toward requiring more 
granular, product-level data—with more 
frequent availability. This trend underscores 
the need for strong enterprise data 
management practices and accountability. 

Regulatory expectations for a firm’s data 
environment currently focus on three areas: 

• Strengthening governance and oversight. 

• Building data competencies 
across the firm. 

• Establishing an integrated 
approach to data. 

This framework is applicable not only to 
regulatory reporting, but also to all data 
initiatives, including public reporting, liquidity 
management, risk management, and 
management reporting. 

Strengthening governance and oversight 
The banking industry is shifting and 
developing its approach to data-related 
governance and oversight. As practices 
mature, leading FIs are assessing how their 

data management processes align with 
their organization’s operating model. The 
objective of a governance and oversight 
framework is to develop, communicate, 
and monitor effective data standards and 
policies. These standards and policies are 
the foundation for implementing an effective 
data environment. A critical element is 
having consistent data definitions and data 
quality standards. Another essential element 
is having a methodology for determining 
critical data elements (CDEs), which requires 
a firm to understand the origins of data, all 
downstream uses of the data, and the impact 
on all data users (including external parties). 

In many cases, the most significant challenge 
FIs face in this area is the need for a culture 
shift. Effective firm-wide data programs 
require support from senior management 
and the board. Without a culture shift and 
top-level support, the key components of the 
governance process—and accountability of 
key stakeholders, including business lines— 
will likely not be achieved. 

Effective oversight and accountability require a 
measurement and monitoring function armed 
with quantitative measures of data quality. 
These measures can be used to rationalize 
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and enforce accountability at the data owner/ 
business line level. The monitoring function 
should also be responsible for aggregating 
and tracking data issues related to both quality 
and availability—ideally, managed through a 
single, centralized system. Data issues should 
be reviewed from a firm-wide perspective to 
identify any systemic issues, and to escalate 
issues based on their associated risk. 

Data quality controls 
Part of an effective data governance structure 
is having controls in place to ensure the 
integrity of data. Data quality programs are 
not a single responsibility or action. Effective 
programs include an independent quality 
assurance function that conducts detailed, 
end-to-end testing on a multi-year planning 
schedule that considers the impact of CDEs 
overlaid with a risk assessment. Effective data 
quality programs also include cross-dataset 
reconciliations. These reconciliations are a 
valuable tool for identifying systemic data 
issues and ensuring data completeness. 

Building data competencies  
across the firm 
With the heightened attention to data 
quality and the increased need for granular 
product-level data, the responsibility of 
data owners (usually residing in a business 
line) for data quality has intensified. To 
meet regulatory expectations, business 
lines, the finance function, and other data 
aggregators need to have expertise in 
data management and data analytics. 

In many cases, data owners understand their 
data as it relates to their specific business, 
but have a limited understanding of how 
their data affects other users across the 
firm. Thus, the first step for business lines 
is to gain awareness of the firm’s existing 
data standards and data programs. Formal 
awareness training is important for senior 
management and for all staff involved 
in providing data to the rest of the firm. 
Awareness training—which varies by role— 
helps data owners understand how their data 
is being used by others in the firm. 

As data requirements become more complex, 
there is an increased need for specialists 
who can properly interpret how regulatory 
requirements relate to a firm’s products 

and transactions. To address this issue, data 
owners and report owners (i.e., the functions 
responsible for reporting) need access to 
a pool of talent that understands capital 
requirements, liquidity management, and 
broad regulatory definitions. 

Establishing an integrated 
approach to data 
Historically, business lines have often 
maintained separate data and IT architectures. 
However, this siloed approach is no longer 
sufficient to meet regulatory expectations 
or the data needs of today’s businesses. 
Sustaining a highly effective data program 
requires an integrated approach that includes 
finance, regulatory, risk, and capital data. 

As data requirements continue moving 
toward more granular, complex data 
elements, the need for tools to analyze 
and validate the data also increases. 
Integration improves access to data across 
the firm. It also makes it easier to apply 
data analytics and AI technologies to data 
sets, enhancing the firm’s data capabilities 
and process efficiencies. This is particularly 
important for product and transaction data 
with a large number of data attributes. 
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Key takeaways 
The evolution of data practices in banking will continue to be influenced by the growing need 
for granular product-level data. When planning or conducting data remediation efforts, FIs 
should consider migrating to more mature practices that can improve data quality, integrity, 
and availability. 

Insights to action 
• FIs need to challenge legacy obstacles 

to integrated data management. The 
shift to an integrated data environment 
should be supported by a firm-wide data 
stewardship program, spanning: 

– Customers 

– Business lines 

– Products 

– Legal entities 

• This program requires expertise 
in data management practices, 
structures, and organizational cultures 
that can look and operate beyond 
strict hierarchical structures. 

• FIs should focus on innovation strategies 
that promote a culture of fail fast and 
learn quickly to help unlock potential value 
using more experimental methods. 

• FIs must understand the barriers to the 
development of personalized products 
and services to help unlock greater 
customer engagement, retention, and 
trust.
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Background 
In recent years, countries around the world 
have been moving to upgrade their aging 
legacy systems to enable faster payments 
processing, real-time settlement, and data-
rich transactions. In 2016, Canada joined 
the mission with plans to build a new core 
clearing and settlement system, establish 
a real-time payments capability, enhance 
automated funds transfer, align with global 
regulatory standards, and modernize the rules 
framework. The vision is to create a modern 
payments system that is fast, flexible, and 
secure to promote innovation and strengthen 
Canada’s competitive position. 

The risks and rewards of real-time 
While the benefits of this initiative are 
considerable for consumers, businesses, and 
government agencies, FIs stand to gain as 
well. After all, a modern payments platform 
promises to do more than make payments 
easier and faster. It will also deliver more 
robust analytics—providing FIs with greater 
insight into individual and organizational 
spending habits, enhancing their ability to 
improve capital and liquidity management, 
and positioning them to introduce more 
responsive products and services. 

However, payments modernization is not 
without its risks. Concerns that the industry, 
Payments Canada, and regulators will not 
be able to collectively execute the payments 
modernization plan—due to its scale, scope, 
and speed—are raising a number of delivery 
risks. For instance, competing priorities, skills 
shortages, and capacity constraints may 
prevent the industry from reaching the target 
state on time, potentially increasing costs and 
risks. Growing reliance on new technologies 
could complicate execution, particularly if 
they are not compatible with the systems 
that currently process critical payments. 
Aside from execution risk, this could lead 
to customer confusion, service disruptions, 
system failures, and widening gaps in risk 
management oversight. 

New risks also abound as the industry works 
to reach the initiative’s target state. Risks 
include the potential inability of banks to 
proactively measure how much incremental 
risk they will incur due to the threat of 
increased fraudulent activity, additional 
cybersecurity exposure, and higher collateral 
requirements. Together, these risks create 
challenges for FIs to maintain the safety and 
soundness of the financial system, particularly 
in the early stages of implementation when 

the risks of system disruption and potential 
data loss are likely to be highest. 

Implications of payments modernization 
Along with the myriad benefits associated with 
payments modernization come some weighty 
implications for FIs. The two most notable of 
these are the risk of fraud and the stress on 
treasury operations. 

1. Risk of fraud 

When the United Kingdom launched its faster 
payments system in 2008, fraud losses from 
online banking rose by almost 300 percent— 
from £22.6 million in 2007 to £59.7 million 
in 2009.8 If a bank isn’t fully prepared at 
inception, it could experience a snowball effect 
of fraudulent activity that is harder to deter 
once initiated. It is apparent that some of the 
key benefits of real-time payments are also its 
main weaknesses, such as: 

• Speed. Real-time payments happen 
so quickly that banks have little time to 
conduct fulsome fraud monitoring.
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• Irrevocability. With the Lynx system, 
which will be replacing the Large Value 
Transfer System (LVTS) and real-time 
rail (RTR), payment transfers between 
Canadian FIs become irrevocable once 
they are authorized. 

• Proxy identifiers. To meet evolving 
customer needs, Canada’s new payments 
infrastructure proposes to use additional 
proxies—mobile IDs, emails, phone 
numbers—to identify customers and 
enable them to make payments. While 
this will deliver unprecedented payment 
flexibility, it also heightens security 
concerns and risk of fraud. 

• Higher transaction limits. Daily Interac 
e-transfer limits currently sit at $3,000, 
but that is set to change. With payments 
modernization, daily transaction limits 
may start at $10,000 and potentially 
reach or exceed $100,000. By presenting 
cybercriminals with more lucrative 
opportunities for fraud, these higher limits 
may lead to higher losses. 

• Data-rich transactions. Payments 
Canada is proposing the introduction 
of a global messaging standard 

with expanded memo capability. 
These data-rich transactions will 
increase the risk of exposure to 
malware, which could be embedded 
in payment attachments or links. 

Responding strategically 
A bank needs a lead time of one year to 
18 months to adequately prepare for the 
heightened risk of fraud. FIs will need 
to ensure that practices and processes 
circumvent this risk by: 

• Introducing real-time fraud detection and 
prevention capabilities that use advanced 
analytics to identify fraudulent patterns as 
they arise. 

• Strengthening authentication procedures. 

• Protecting all channels and payment types 
equally. 

• Monitoring both outgoing and incoming 
payments. 

• Enhancing cybersecurity systems to 
prevent cybercriminals from using 
advanced tools to attack systems or insert 
malicious code into a transaction’s rich 
message field. 

2. Stress on treasury operations 

There is little doubt that Payments Canada’s 
modernization initiative will facilitate faster 
funds transfer and more efficient settlement. 
Yet the new platforms and rules that will 
enable these outcomes are set to take a toll on 
FIs’ treasury operations. Specifically, banks will 
need: 

• Significant increases in collateral 
requirements. 

• A new approach to intraday liquidity 
management. 

• Data and technology upgrades. 

Responding strategically 
As the modernization initiative progresses, 
FIs will need to take steps to mitigate these 
emerging risks. Although no one-size-fits-all 
solution exists, banks may want to: 

• Enhance collateral management to 
improve collateral monitoring, reduce 
financial risk, and streamline their systems 
in a way that optimizes compliance with 
the Lynx, Settlement Optimization Engine, 
and RTR collateralization rules.
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Payments modernization

• Assess and revise intraday liquidity 
models to gain active visibility into 
liquidity reserves, improve their liquidity 
forecasting, and adopt appropriate 
liquidity saving mechanisms. 

• Review existing technology system 
capabilities to pinpoint potential gaps 
and identify any upgrades needed 
to meet the added monitoring and 
reporting requirements introduced 
by payments modernization. 

• Analyze how new collateral and liquidity 
processes may affect regulatory 
compliance by altering financial ratios, and 
adopt early-warning indicators to avoid 
falling offside. 

Key takeaways 
• Payments modernization promises to 

confer significant advantages to the 
Canadian economy. Yet along with these 
benefits come new risks—ranging from 
increased collateral requirements, greater 
strain on liquidity models, and the need 
for technology upgrades to combat 
elevated threats of fraud and cyberattack. 

• The time is now ripe for FIs to determine 
how payments modernization will 
affect their risk profiles and develop 
a prioritized list of responses. The 
key will be to approach payments 
modernization not simply as a compliance 
exercise, but also as an opportunity 
to strengthen risk models, optimize 
liquidity and payment processes, and 
improve customer satisfaction through 
the adoption of more robust and 
secure technologies and systems. 

Insights to action 
• It is essential FIs take the time now to plan 

how they’ll ensure criminals are deterred 
from the first day of real-time launch. 

• FIs need to ensure they have 
strong authentication capabilities 
across all channels. 

• FIs need to prepare in advance 
for the intraday liquidity and 
collateral changes that will come 
with payments modernization. 
Specifically, banks will need: 

– Increases in collateral requirements 

– A new approach to intraday liquidity 
management 

– Data and technology upgrades 

• FIs need to respond strategically to the 
significant implications of payments 
modernization. With swift action, they 
can likely realize cost savings that will 
be harder to gain as implementation 
deadlines get closer.
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Risk operating model transformation 

Improving the efficiency of risk management 
systems while maintaining safety and soundness 
by capitalizing on the latest technology and 
process innovations. 

Overview 
Risk management is at an inflection point, 
with competitive pressures and emerging 
technology developments challenging 
conventional orthodoxies of risk management. 

• Regulation has become both a driver 
and a constraint of business strategy, 
capital, liquidity, corporate behaviour 
expectations, risk infrastructure 
requirements, and cost. 

• Despite massive spending to 
meet these requirements, risk 
management is often not fully 
meeting stakeholder expectations. 

• Simultaneously, the market has developed 
new delivery models and capabilities that 
offer the possibility of a transformative 
risk environment. 

These events offer the opportunity to redefine 
an FI’s risk operating model. FIs want risk and 
compliance activities to be more efficient, 
and are looking to eliminate the duplication 
that resulted from over-engineering, 
specifically with regard to the three lines of 
defence model. However, while firms seek to 
optimize their risk management approach 
by harnessing technology and business 
innovation, consumer protection and conduct 
risk management have simultaneously risen 
on the priority list of regulators and legislators. 
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Three lines of defence 

Ten years after the financial crisis—and eight 
years after the passage of the Dodd-Frank 
Wall Street Reform and Consumer Protection 
Act—many firms have completed or nearly 
completed their build of new risk management 
systems, and they are now ready to truly 
return to business as usual. However, while 
intensive work has been completed, much has 
changed with regard to their customers, the 
marketplace, technology, and the regulatory 
environment since the blueprint of those 
systems was initially conceived. 

Prior to the financial crisis, risk and compliance 
systems were heavily siloed, and the operating 
environment was characterized by highly 
manual processes, fragmented controls, 
and a check-the-box mentality. Afterwards, 
given the heightened expectations of Dodd-
Frank reform and regulators’ low tolerance 
for missed deadlines and inadequate 
solutions, systems were built quickly and 
with a focus on sturdiness, not efficiency. 
FIs are now looking to optimize their risk 
management approaches and systems 
to be increasingly automated, flexible, 
capable of near real-time risk reporting, 
and more closely linked to firm strategy 
and risk appetite—and they’re harnessing 

the technology and business innovations 
occurring inside and outside the institution. 

To do this properly, FIs must look at the 
three lines of defence in aggregate in 
order to understand how the model is 
currently operating and the relationship 
between the three lines. Embedding 
a culture of awareness and reciprocal 
support will drive the optimization of the 
model. This culture can only be achieved 
if it’s set by the tone at the top. 

Where closer examination of end-to-
end processes is conducted, more FIs 
acknowledge that there are unproductive 
redundancies in certain areas, and that 
controls are not always located in the right 
place to be both effective and efficient. For 
example, some firms are now moving selected 
testing and monitoring activities up to the 
first line of defence, with the goal of improving 
detection, prevention, and accountability. 
This move enables the second and third lines 
to conduct a more strategic review, while 
also freeing up resources for advanced data 
analytics, risk aggregation, and targeted 
testing to evaluate risk better. 

Challenging the current operating model 
At a detailed level, firms are evaluating 
their current operating models 
across several key dimensions: 

Structure 
• Location of resources. Are the roles and 

responsibilities of each line appropriate, or 
do some roles need to be relocated closer 
to the origin of risk for faster and more 
effective detection and remediation? 

• Balance of resources. Does the balance of 
resources—particularly between the first 
and second lines of defence—promote 
accountability and address fundamental 
needs at the origin of risk? 

Alternative service delivery models 
• Centralization of key business processes. 

How can key business processes be 
centralized on an enterprise level to be 
more efficient, effective, adaptable, and 
standardized? How can internal processes 
be controlled to increase quality across 
business operations, e.g., with centralized 
control testing and monitoring?
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Three lines of defence

• Capitalizing on subject matter experts 
(global centres of excellence). How can 
subject matter experts for key areas—such 
as capital and resolution planning, vendor 
management, and cyber—be used to help 
inform both first- and second-line efforts in a 
manner that fosters consistency and quality? 

• Co-sourcing a portion of risk roles 
(managed risk services). How might the use 
of third parties and/or offshoring produce 
better risk management at lower costs, 
particularly in areas where specialized talent 
is hard to recruit, or where repetitive tasks 
might enable an outside provider to achieve 
greater economies of scale? 

• Joint ventures (industry utilities). How 
might joint ventures with other banking 
organizations enable costs to be shared 
across the industry for common activities, 
such as conducting annual due diligence for 
third-party vendors used by multiple banks?
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Enabling operating models and controls rationalization and enhancements 

As part of the re-engineering process, firms 
should assess whether they have the right 
tools to enable transformation and allow their 
best and brightest employees to imagine 
and execute the art of the possible. Existing 
and emerging technologies can significantly 
aid in the transformation effort—helping to 
automate workflows, enhance platforms, 
generate advanced data analytics, and 
automate repetitive tasks. 

Tools such as robotic process automation 
(RPA) and NLP can help firms eliminate 
essential but repetitive and mundane tasks, 
creating economies of scale and freeing up 
resources for higher value analysis. Advanced 
data analytics and reporting allow users 
to take advantage of the same data across 
the three lines of defence without creating 
redundancies, while at the same time enabling 
customizable views that fit the role and needs 
of each line. 

When deciding how to move forward, firms 
need to consider whether investing time, 
energy, and money to optimize their three 
lines of defence model and capabilities—while 
raising costs in the short term—will be worth 

the future payoff of achieving better, more 
sustainable risk management performance 
at a lower cost. Of course, they also need 
to consider that the alternative might be 

making endless minor tweaks to inefficient 
systems that may or may not meet internal 
and regulatory expectations—and that may 
ultimately require a more expensive and 
distracting overhaul down the road. 

Risk Management of the Future | Areas of Opportunity 
There is broad applicability for these tools across risk & compliance domains.  Below are some illustrative areas to consider 

Compliance/ operational risk 
AML / KYC / Client On-Boarding - Transaction Monitoring, 
Due Diligence, Alert Management, SAR reporting population 
Legal Inventory – Law, regulation and guidance extraction, 
automated control language generation/development 
Regulatory Change – Identification of change, case 
management routing, tracking & reporting 
Policy Maintenance – Update of documentation, central 
tracking and governance 
Rule Monitoring - Automated checks or reconciliations for 
various internal / external thresholds (e.g., Marketing, HMDA, 
SCRA) 
Vendor Management – NLP-based contract reviews to 
extract terms to feed vendor risk analysis, contract remediation 

Credit risk 
Operational Services – Reference data 
sourcing,  portfolio ops, collateral 
management 
Analytical Services – Risk analysis, 
model management, reporting 
Policy and Control- Approval 
underwriting QA, credit risk control, 
portfolio management 

Risk management 

Risk assessment/RCSA results – Deploy text analytics within the risk assessment data 
Testing/Monitoring automation - Automated data collection and execution of rules 
based test steps, sampling continuous monitoring routines, control testing and validation, 
surveillance 
Complaints analysis - Capture real-time complaint feedback and reporting, sentiment and 
trend analysis 
Risk Sensing – predictive risk identification, social media scanning, new product launch 
End to End Process Automation – automated controls, rules based workflows 

Risk reporting 
Regulatory Reporting - Automated data 
gathering, aggregation and template population 
w/ software logs for reference, Control testing, 
reconciliations and data quality reviews 
Client Reporting - Standard client reports / 
template population (bolt on commentary 
generation) 
Management Reporting - Rapid data 
extraction and report generation (bolt on 
generation of narratives), aggregation of results 
and automated visualization tool development 
KRIs/KPIs – Rule and threshold monitoring, 
automated calculation of risk metrics, trend 
analysis, data aggregation, visualization 

Additional Use Cases 

Fraud Detection and Prevention – Credit Card Fraudulent Transaction analysis, identity and access management 
Internal Audit – generation of reports, data aggregation, population testing, predictive risk identification, audit assessment 

Finance/Treasury – Transaction Processing, Close, Consolidate and Report, Management Reporting, CCAR reporting, transfer pricing, contract term capture and review
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Conduct 

We continue to see global interest across 
jurisdictions in advancing a conduct and 
culture agenda. As a concept, conduct risk 
has taken on greater meaning since the 
financial crisis. Ten years ago, business 
practices and conduct started becoming 
more prominent topics. Five years ago, 
firms began establishing frameworks to 
identify, manage, and monitor conduct as 
a new dimension of risk. Today, numerous 
industries are coming to terms with how to 
proactively prevent employee misconduct 
and manage the related cultural implications. 

However, progress to transform the 
governance and culture of financial services 
continues to be blighted by episodes 
of misconduct. As the root causes of 
misconduct are addressed, we expect 
authorities to bolster the supervision of 
firms’ internal governance and controls, and 
focus increasingly on diversity as a bulwark 
against group-think. Appetite for enhanced 
accountability regimens is also growing. As 
we emerged from the global financial crisis, 
regulators highlighted the danger that firms 
become complacent about their governance 
and culture. Organizations will be expected 

to demonstrate that they take the issue of 
culture seriously and have in place governance 
and control frameworks that are resilient, 
stable, and robust enough to adapt to the 
current environment as well as identify new 
and emerging risks. 

Firms will need to take particular care to 
ensure that their internal governance and 
control frameworks are adequately managing 
the risks, including to their customers and 
their operational resilience, which may arise 
from implementing innovation and technology. 
Supervisors, keen to preserve public trust, will 
expect firms’ use of technology and innovation 
to be grounded by strong principles, including 
clarity of purpose, adequate oversight, and 
clear communication with customers. 

Diversity can bring a broader range of 
skills and experience, and can also bring 
constructive challenge to the decision-
making process. If firms are to avoid 
incidents concerning the misuse of 
personal data, a diverse and inclusive 
board may prove critical to ensuring that 
the technical and ethical implications of 
developments, such as increased use of AI 

or the use of customer data, are adequately 
considered and thought through. 

FIs should also prepare themselves for a 
potential shift in regulatory focus toward 
greater accountability. They can begin by 
clarifying and documenting the roles and 
responsibilities of senior managers and other 
key individuals as well as communicating the 
expectations regarding accountability and 
conduct at all levels of the firm. 

In Canada, the Financial Consumer Agency of 
Canada (FCAC) has culture and conduct issues 
as a top priority in its supervisory oversight. 
The year 2018 witnessed the introduction of 
a financial consumer protection framework 
in the Canadian government’s latest budget 
implementation bill, signalling an interest in 
much greater standards of expectation for 
whistleblowing, complaints, and oversight of 
consumer protection issues by management 
and boards of regulated institutions. 

Looking forward 
Enterprise view of conduct risk 
Large institutions are expected to have an 
enterprise-wide conduct risk management 
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Conduct

program and conduct risk function. The 
regulatory focus is on continuous monitoring 
of conduct and improvement, and detection 
and prevention mechanisms to influence how 
strategic objectives are being achieved. 

The traditional focus on employee conduct 
is converging with a newer focus on market 
conduct, business practices, and impact on 
clients and markets. Also, there is significant 
focus on development of internal controls, 
creating a need to rationalize activities in order 
to efficiently manage the program. This may 
lead to some realignment of supervisory/ 
surveillance activities. 

Analytics and predictive intelligence applied to 
conduct and culture 
Firms are also seeking to generate meaningful 
insight on employee conduct for the board, 
senior management, and regulators. The 
ability to predict and prevent employee 
misconduct is a business imperative across 
institutional, retail, and wealth management 
sectors. FIs want to identify employees with 
poor conduct sooner, proactively identify 
the next population of at-risk employees and 
activities, and develop improved approaches 
for heightened supervision and targeted 
surveillance/monitoring. 

Challenges and opportunities from emerging 
technologies 
Technology continues to disrupt how firms 
engage, deliver, monitor, and interact with 
customers. As a disruptor, technology gives 
rise to new business practices that can lead to 
new or increased conduct risks and challenges 
(e.g., digital banking, robo-advisors, electronic/ 
algorithmic trading, and new products such as 
Bitcoin). However, it also creates opportunities 
to implement and refine controls that support 
sound conduct risk management (e.g., 
harnessing the increased availability of data 
to better predict—or more quickly detect— 
employee misconduct). 

Compensation and remuneration focus 
This continues to be a significant area 
of attention for regulators. The Financial 
Stability Board (FSB) is planning to release 
recommendations on how FIs can enhance 
their capacity to consider and monitor 
the effectiveness of compensation tools. 
The FSB’s recommendations will also 
highlight mechanisms for promoting good 
conduct and addressing misconduct risk. 
In Australia, the Banking Royal Commission 
reviewed a number of financial services 
institutions and identified remuneration 
as one of the root causes of misconduct. 

Key takeaways 
As FIs revisit operating models in this era 
of technological innovation, cost reduction, 
business, and structural changes, they 
need to recognize that meeting regulatory 
expectations for safety and soundness can 
only be achieved by embedding governance, 
conduct, and culture. 

Insights to action 
• To maintain a resilient, adaptable 

and sustainable approach to risk 
and compliance, FIs should re-assess 
opportunities for innovation and 
productivity improvements in their risk 
operating model. 

• Optimizing the risk and compliance 
functions may not only bring cost 
reduction and efficiencies, it also serves to 
enhance scalability, agility and pace 
of response to evolving business needs 
and future regulations and policies. 

• Embedding a culture of awareness 
and reciprocal support will drive the 
optimization of the three lines of defence 
model. This culture can be achieved only if 
it’s set by the tone at the top and matched 
by the tone in the middle.
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Strengthening resilience 

We are in an era of technological innovation, 
which has been a catalyst for FIs to re-
examine operating models. As banking moves 
forward, risk management is subject to the 
same forces of innovation that the rest of the 
institution is facing. 

This wave of innovation is challenging the 
convention of accepted and expected risk 
management practices. FIs are now looking to 
optimize their risk management approaches 
and systems to be more automated, more 
flexible, more capable of near real-time risk 
reporting, and more closely linked to firm 

strategy and risk appetite. While it used to 
be argued that the tenets of the three lines 
of defence were unassailable, FIs are now re-
examining the model. Regulatory technology, 
or regtech, and the movement towards risk 
technology, or risktech, are becoming  
business imperatives. 

In turn, the challenge to the financial services 
industry is how to innovate without weakening 
risk management. Managing risk innovation 
is top of mind for FIs and regulators alike. 
While regulators do not want to dictate to FIs 
how to manage innovation, they will challenge 
solutions if there is the potential for risk 
management to be compromised. 

Looking forward 
It is clear that business models are shifting. 
Factors such as access to financial services, 
open banking, fintechs, and technological 
innovation along with the regulatory landscape 
will continue to evolve and to force change. It is 
no longer a question of whether these things 
will unfold and transform the industry—it 
is already happening. FIs that proactively 
embrace innovation rather than treat it with 
arm’s-length skepticism and that foster a 
culture of conduct and strong governance 
will strengthen their resilience to forces in the 
marketplace and be at a clear advantage. 



42
Next 42

Contents

Foreword

Business model transformation

Cyber

Digital compliance

Financial crime

Fintech

Integrated data

Payments modernization

Risk operating model 
transformation

Strengthening resilience

Glossary

Endnotes

Contacts

Glossary 

AI - Artificial Intelligence 

AML - Anti Money-Laundering 

BCBS - Basel Committee on Banking Supervision 

CARR - Canadian Alternative Reference Rate Committee 

CDO - Chief Data Officer 

CDEs - Critical Data Elements 

CORRA - Canadian Overnight Repo Rate Average 

CRR2 - Capital Requirements Regulation II 

CRR3 - Capital Requirements Regulation III 

EBA - European Banking Authority 

EU - European Union 

FCA - Financial Conduct Authority 

FRTB - Fundamental Review of the Trading Book 

FIs - Financial Institutions 

FSB - Financial Stability Board 

IBOR - Interbank Offered Rate 

IMA - Internal Models Approach 

IT - Information Technology 

LIBOR - London Interbank Offered Rate 

ML - Machine Learning 

NLP - Natural Language Processing 

NMRF - Non Modellable Risk Factor 

OSFI - Office of the Superintendent of Financial Institutions 

P&L - Profit and Loss 

QIS - Quantitative Investment Strategy 

RWA - Risk Weighted Asset 

RFRs - Risk Free Rates 

RTR - Real Time Rail 

SA - Standardized Approach
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