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Dear Colleagues,
This edition of the Cyber Flash
shines a light on three of the
probably hottest topics in
Cyber: Talent, Blockchain and
the latest regulatory
developments.
Much has been written about
the stark shortage of talent in
cyber security. As such, it is
shocking and probably
surprising that women
represent only 14% of the
global cyber workforce. It would
be an obvious mistake to leave
half the talent pool largely
untapped, which prompted
Deloitte to launch the Women
in Cyber Initiative to attract
more women to cyber security.
In this Cyber Flash, we feature
two inspiring female cyber
security leaders, who share
their career stories with us.
Additionally, we recap the 2018
Cyber 9/12 Student Challenge
where the two Deloittesponsored Swiss teams showed
impressive savvy in managing a
cyber crisis.

Revisiting the misperception
that Blockchain is “secure by
design”, the next article
describes the main security
controls needed to protect
Blockchain-based applications.
Thereupon, “What‘s next for
GDPR” looks at the current
state of compliance that most
organisations have achieved
and shows how and why they
may want to invest more to
further advance their GDPR
compliance. Our final article
summarises how regulators
globally have approached cyber
security. It shows that critical
infrastructure operators should
expect more regulation in the
coming years, and how to
prepare for it.

Dr. Klaus Julisch
Lead Partner
Cyber Security

I hope you enjoy this edition
and find it relevant to your
work. For any feedback or
suggestions, please do not
hesitate to contact me.
Yours sincerely,
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Talent and Blockchain
Women in Cyber Leadership Interview Series

Building a secure digital
world is a legacy we owe
future generations
Prof. Dr. Solange Ghernaouti,
Director of the Swiss
Cybersecurity Advisory &
Research Group and Professor
of Cyber Security at the
University of Lausanne.
The image of cyber security
relying on lone hoody-wearing
teenagers hacking in the dark
needs to change. In reality, to
improve cyber security,
engineers, lawyers, economists,
criminologists and policy
makers need to collaborate to
address cyber threats with
comprehensive strategies. Prof.
Dr. Solange Ghernaouti,
Professor of Cyber Security at
the University of Lausanne, has
found success in building her
career on such an
interdisciplinary approach.
“During my PhD and the first
years of my professional career,
I gained experience in most
areas of computer science, such
as databases, operating
systems, programming,
electronics and
telecommunication networks. I
discovered a particular interest
for networks and technical
network security and quickly
realised that technical security
would never be enough;

vulnerabilities will always
remain. This led me to study
network management, a field
that I found particularly
fascinating and still do. That
realisation brought me to focus
on cyber risk management and
I joined the University of
Lausanne’s business school as
professor. As a consequence of
wanting to better understand
cyber criminals’ motivations, I
started exploring the field of
criminology. Then,
understanding that politics and
the economy are what make
the world go round, I started
becoming active in those
aspects as well.
Throughout my studies and
career, the trust I received
meant a lot to me. For
example, before starting my
PhD, my advisor told me that if
I wanted to graduate with him,
he expected me to teach him
something. The fact that this
expert believed that he could
learn from me powered my will
to do good research and not
disappoint him. I had a similar
experience when writing my
first book. I had never done
anything like that before and
didn’t know where to begin.
Having the editor’s trust and
support went a long way in
helping me achieve that
milestone in my career.”
As our society becomes
increasingly digitised and
connected, more security
requirements and challenges
naturally arise. Solange, who
has been involved in the
development of cyber security
technology, standards and
policies from their early years,

believes there is still a lot of
work remaining to improve the
current state of cyber security
and to create a safer world for
future generations. Solange
explains: “If we want to serve
the common good, think about
our youth’s future and the
legacy we will leave behind, we
should care much more about
cyber security, including data
protection, mass surveillance
and the means we will use to
address these issues”.
When asked why we are
struggling to keep safe in the
digital realm, Solange points
out: “The biggest mistake we
are making is thinking that
technology alone can solve a
human problem with socioeconomic and political
entanglement. Technology can
help to solve certain issues, but
it can also create others.”
According to her, there are
three critical obstacles in the
way of robust and effective
cyber security:
1. A lack of cyber security
awareness within the general
population;
2. Insular cybersecurity
measures that fail to
comprehensively address
complex cyber risks; and
3. Insufficient collaboration on
national and international
scales due to the fear of
reputational damage in case
of a security incident.
Let’s take a closer look at each
one of these obstacles. To
continue reading Solange’s
story, visit our website.
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However, as non-linear as it
may be, Maya has seen every
role change and every risk as a
critical step in the journey that
is her career.

Becoming a cyber leader, bit
by bit
Dr. Maya Bundt, Head of Cyber
and Digital Solutions at Swiss
Re.
To all those who fear their
careers have so many twists and
turns that they will never get to
the top, Dr. Maya Bundt, Head
of Cyber and Digital Solutions at
Swiss Re may help you
reconsider. As she puts it “if I
look back from where I started,
it looks like I picked each and
every job at Swiss Re in order to
get to where I am now. But
while I was on that journey, it
didn’t seem that way.” Whether
in cyber insurance or cyber in
general, Maya’s advice to those
who want to step into the field is
“accept non-linearity in your
career.” From the outside, what
may seem like a straight dash to
the finish line, feels more like
navigating through a giant
jungle gym from the inside.

I’m a natural scientist at heart.
My passion for the topic and our
planet led me to pursue my
education in environmental
sciences. With my Master’s
degree in hand, I decided to
continue in this direction and
obtained a PhD in soil physics.
As many of my fellow doctors, I
was then faced with the
question of what to do next:
stay in academia or move into
industry? Having spent most of
my life in school, I decided to
make a change and got a job as
a strategy consultant. Three
years later, I joined Swiss Re as
a senior project manager. After
fourteen years with Swiss Re,
I’m now the Head of Cyber and
Digital Solutions. Looking back,
it’s clear that each move I made
and job I took was exactly what
I needed to get to my current
role. But at the time of taking all
of these decisions, there was no
such thing as cyber insurance.
So, at the start of my career, I
wasn’t looking for this job
because it simply didn’t exist;
the entire field didn’t exist!

However, with time, it became
evident that what Swiss Re and
other financial service providers
could do in a new digitalised
world would also create great
vulnerabilities. I thought that
was fascinating! Now, I
absolutely see myself staying
here. Cyber insurance is the
most exciting field you can
imagine. There is so much to do
and there are so many facets,
which means that there’s room
for people from all kinds of
backgrounds.”
Maya breaks her journey down
into three phases – getting
started, broadening her skillset
and leading her own team –
and highlights the lessons she
has learned along the way.
The early years
Reflecting on her experience in
more junior roles, Maya
remembers learning how to
convince and negotiate:
“You often don’t have the
formal authority to get things
done”. She argues that a key
skill for those starting their
careers is to work with others
to achieve one’s own goals and
ensure those who help also
benefit and get recognised.
Maya highlights that, along with
technical, theoretical and
practical knowledge, one must
never underestimate the
importance of personal
networks, soft skills and
collaboration: “It doesn’t
matter who you are or how
good you are. Nobody can
achieve great things by
themselves.”
Stepping up your game
Maya strongly believes that
everyone has room for
improvement. She quotes the
popular saying: “If you’re the
smartest person in the room…
then you’re in the wrong room.”

4

Cyber Flash | A spotlight on cyber and privacy trends

Although it may be more
comfortable to be the big fish in
a small pond, true personal
development requires
constantly seeking to gain new
skills. She emphasises that
even those that have mastered
one particular area of expertise
can and must learn from their
colleagues and branch out. This
is especially true in crossfunctional disciplines such as
cyber insurance, where each
member of a team should bring
a certain expertise, be it
underwriting, technical cyber
security or law, and make the
effort to become proficient in
other relevant areas. Not only
does this contribute to great
team dynamics; it inevitably
results in better solutions.
Taking on the responsibility
of leadership
In her current role, Maya is not
responsible for protecting Swiss

Re’s infrastructure, systems or
data. Instead, she is in the
business of building cyber
insurance solutions and
developing the market. For
these tasks, she needs a team
with many different skills and
argues that she would be very
hard pressed to find all of them
in the same person. However
having fostered a multidisciplinary team means that
Maya is regularly presented
with questions or solutions that
challenge her views.
Regardless, she sees this as a
gift and when asked what
advice she would give other
leaders in cyber security, she
replies “listen to what you don’t
want to hear.” She believes
that leaders should not only be
open-minded; they must also
proactively encourage and
reward those that constructively disagree with them.

In summarising how she
became the Head of Cyber
Solutions at Swiss Re, Maya
reflects: “How I got here? Some
luck, good choices and a lot of
really hard work.” Maya has
taken each phase of her career,
each obstacle in the jungle
gym, as a stepping-stone to her
next role. As the challenges in
cyber are in constant flux with
ever-evolving threats, the field
needs the agility of people who
are driven by change.
Visit our Women in Cyber
website for more information.

Patricia Egger
Swiss Lead
Women in Cyber
+41 (0)79 856 2462
Email

2018 Cyber 9/12 Student Challenge
The competition stretched over
two full days in April and
included student teams from
twenty universities from across
Europe and the U.S. The
challenge: Managing a
mounting international crisis
triggered by cyber attacks
against several major European
airports.

Switzerland wins second and third price at the 2018 Cyber
9/12 Student Challenge in Geneva
Supporting the next generation
of cyber specialists is a priority
for Deloitte. Having sponsored
two student teams at the 2018
European Cyber 9/12 Student
Challenge, hosted by the
Geneva Centre for Security
Policy (GCSP) and the Atlantic

Council, we are proud that the
teams – NOBUS and ETHernet
from the ETH Zurich, the
University of St. Gallen and the
Swiss Military Academy at ETH
– earned the second and third
price in this renowned
international competition.

To read the full story and find
out how our Swiss teams
mastered the crisis, what role
diversity played for success and
what their key takeaways were,
go to our website.
•

Watch how the crisis unfolds

•

Watch the GCSP interview
with Deloitte Switzerland
Dr. Klaus Julisch
Lead Partner
Cyber Security
+41 58 279 6231

Email
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Security Controls for Blockchain Applications
blockchain technology is
inherently secure. Blockchain
does provide inherent
immutability, time-order of
transactions and fault
tolerance, but the aspects such
as regulatory compliance, data
confidentiality, incident
response or resilience
capabilities do not come ‘out of
the box’. A famous example of
a security failure resulting in
financial and reputational
damage is the “DAO hack” [4]
where an attacker exploited a
smart contract design flaw1 and
ran off with USD 60 million.
Blockchain technology has
proven to go beyond
cryptocurrencies to become a
platform for digital
transformation. However, the
fact that it relies on
cryptographic primitives, does
not mean it is secure by design.
While security control
objectives remain the same for
blockchain-based systems, their
implementation needs to be
adapted to the blockchain
paradigm.
According to Gartner’s report
“Top 10 Strategic Technology
Trends for 2018”, blockchain is
evolving from a digital currency
infrastructure into a platform
for digital transformation [1].
As such, many companies
across diverse industries have
been investing in the
technology and are starting to

Or feature, depending on the
perspective.
1

[1] Top 10 Strategic Technology Trends
for 2018, Gartner

move past the Proof of Concept
(PoC) stage [2] and into more
mature and commercially
relevant environments.
As PoCs start to be
incorporated into existing
application and infrastructure
ecosystems, it is essential they
are protected by an established
set of security controls such as
the ones based on NIST, ISO
27002, or ISF frameworks. This
is especially important when
serving industries as highly
regulated as Financial Services
or Healthcare. Indeed, although
blockchain finds its roots in
cryptography, systems built on
the technology still require
controls to operate securely. In
our previous newsletter article
“Protecting the distributed
ledger” [3], we highlighted the
common misconception that

[2] Blockchain solutions are moving
beyond the proof of concept stage,
Business Insider, July 2017 Online.

In what follows, we highlight
the main security control areas
that are needed to complement
inherent blockchain security
properties and protect
blockchain applications.
Security Governance
Security governance is essential
for all systems that exist in a
corporate setting, whether they
are blockchain-based or not.
The reality is that defining
security governance in
distributed settings is more
challenging than in centralised
counterparts. For example, in
the case of the DAO hack, the
lack of anticipated policies
resulted in the need for the
DAO community having to
establish an ad-hoc incident
response process in a time of
crisis.

[4] Inside the Bold Attempt to Reverse
a $55 Million Digital Heist, Bloomberg
Markets, June 2017, Online.

[3] Cyber Flash – Protecting the
distributed ledger, Deloitte, Online.
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Below, we highlight how
blockchain impacts three key
security governance aspects
and what needs to be done in
order to establish sound
governance in blockchain-based
systems.
1. Governance Models
One of the foundational
motivations for blockchain is
the absence of a central
governing authority. However,
in a corporate setting, a
governance structure and
operating model are essential in
order to enable the correct
functioning and adoption of socalled permissioned
blockchains, where nodes must
be vetted before being admitted
to the network. In fact, the
choice of a governance model
impacts major processes such
as change management (for
example updating the core code
or applying security patches)
and Know Your Customer (KYC)
processes. Therefore, security
governance must be adapted to
match the overall blockchain
governance model, which
typically takes the form of a
consortium, joint venture or
statutory organisation [5], and
must take into consideration
the consensus mechanism,
blockchain type (private/public,
permissioned/permissionless
[6]) and node vetting process.

some of these requirements will
be harder to enforce compared
to standard centralised
systems. Indeed, complying
with GDPR-equivalent privacy
requirements such as data
confidentiality, the right to be
forgotten and data deletion will
require some specific design
considerations, such as
avoiding the storage of private
data on the chain, usage of
pseudonymous identifiers or
zero-knowledge proofs [7].
Therefore, it is essential to
leverage privacy-by-design
concept when developing
blockchain-based systems and
consider, among others, data
minimisation, retention and
deletion requirements at the
initial stages of the design
process.

3. Third Party Risk
Management

[6] The difference between public and
private blockchain, IBM, May 2017
Online.

[7] Zero Knowledge Proofs, Ben Lynn,
Stanford, Online.

The fact that third parties
participate in blockchain
networks increases the inherent
third party security risk. It is
therefore crucial that third
parties who run nodes in the
blockchain be held to the same
security standards and that
blockchain-specific due
diligence (see Prevention and
Resilience controls below) be
done during onboarding.
Depending on the governance
model (see bullet 1 above), due
diligence can be performed by a
consortium, joint venture or a
statutory organisation.

2. Regulatory Requirements
The set of regulatory
requirements applicable to a
blockchain-based system is
industry specific. Due to the
technology’s intrinsic features,

[5] Blockchain Control Principles in
Financial Services, Deloitte, Online.
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Prevention
Prevention controls support the
ability to defend critical assets
against known and emerging
threats. Blockchain‘s backbone
being cryptography, using this
science to implement
prevention controls seems
evident; the key is to ensure
that complementary controls
are added to complement the
ones provided by default and
that these controls are present
on all participating nodes.
Below, we draw attention to the
main prevention controls areas
that should be put in place
across data, application and
infrastructure layers when
designing blockchain-based
applications.
1. Data Protection
Blockchain technology was
designed using cryptographic
primitives such as hash
functions for data integrity
(immutability) and digital
signatures for non-repudiation
and authenticity. While data
integrity and authenticity are
provided by design, blockchain
does not provide any data
confidentiality.
Digital signatures leverage
Public Key Infrastructure (PKI)
which can also be used to
protect on-chain data, i.e. data
stored on the blockchain itself,
through encryption. Other
cryptographic techniques can
be used to reduce or remove
dependencies on single nodes,
for instance by requiring
multiple nodes to collectively
decrypt using shared keys or
collectively sign critical data
using multi-signature schemes.

Finally, data can be further
protected by enforcing data
minimisation, i.e. keeping
sensitive data securely stored
off-chain and only allowing noncritical data to be on-chain.
Leveraging the existing PKI to
achieve data confidentiality is
appealing, but introduces an
availability risk due to heavy
reliance on PKI for multiple
purposes, including
authentication, authorisation,
and data protection. This risk is
further elaborated in Section
Resilience below.
2. Application Protection
A major challenge in protecting
blockchain-based applications is
to train security engineers to
understand blockchain
technology, its properties and
how these affect the overall
security of systems being built
on top of it. Moreover,

blockchain-based concepts such
as smart contracts can include
complex code. The need for
secure development processes
and policies to ensure the use
of pre-approved and tested
software libraries and
interfaces, regular code reviews
and patching is exacerbated by
the fact that smart contracts
are fully automated. In the
example of the ‘DAO hack’,
more thorough code review
could have prevented the smart
contract design flaw which was
at the heart of the incident. In
addition, smart contracts
usually take input from data
outside of the blockchain, e.g.
currency exchange rates, or
measurements from smart
sensors. Therefore, a proper
input validation and data
integrity checks need to be
performed to protect systems’
functionality and integrity.
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3. Infrastructure Protection
As blockchain technology is
built using traditional
components, all typical
infrastructure attack vectors
such as malware and hacking
remain relevant for blockchainbased applications. Thus
traditional infrastructure
controls such as vulnerability
scanning and patch
management must be enforced
on all nodes. It may be
necessary to implement
dedicated Virtual Private
Network (VPN) gateways to
implement inter-node
connectivity and allow nodes
that are geographically
dispersed to communicate
securely.
Resilience
When the DAO discovered their
funds were being syphoned,
they had no recovery plan.
There had been multiple
attempts to contain the
incident, but the network was
unable to get consensus in the
short amount of time available.
It took over a month to finally
recover from the incident [8].
Resilience controls allow an
organisation’s operations to
rapidly adapt and respond to
internal and external changes,
demands, disruptions and
threats, so as to continue
operations with limited impact
to the business. Resilience is
one of the main motivations for
companies to use blockchain
technology, although this
property may not be as
inherent as some believe.
Indeed, blockchain technology
eliminates a single point of
failure and provides operational
[8] The DAO – Chronology of a daring
heist, Deloitte Blockchain Institute.
[9] Cyber Security Intelligence Index,
IBM, 2016.

resilience via its embedded
redundancy. On the other hand,
it heavily relies on internet
connectivity, sufficient node
distribution (especially in
private blockchain networks)
and PKI, so it is still important
to consider resilience
requirements when designing
blockchain-based systems.

Dr. Dusko
Karaklajic

The implementation of business
continuity and disaster recovery
controls is facilitated by the
decentralised nature of the
blockchain technology. In this
context, it is important to
understand what consensus
mechanism is used and how
this will impact the system’s
availability if a subset of nodes
becomes unresponsive. Despite
blockchain’s inherent resilience,
business continuity is tightly
coupled with the availability of
the PKI; if a system’s PKI is not
resilient, then the system itself
will not be either. Considering
this, it is crucial to implement
secure and resilient key
management processes,
including secure key backups
and tamper-resistant hardware
environments for private key
storage. Finally, because the
basis of blockchain technology,
cryptography, is an arms race,
companies must keep track of
advancements in cryptoanalysis
that could potentially break
certain protocols or reduce
systems’ security.

+41 (0)79 856 2462

Senior Manager
Cyber Security
+41 (0)79 808 8506
Email

Patricia Egger
Senior Consultant
Cyber Security
Email

Organisations planning to go
live with a blockchain-based
system may want to consider
the points above in the context
of their organisations’ security
control frameworks in order to
manage legal, regulatory,
operational and financial risks.
[10] Predicts 2018: Top Predictions in
Blockchain, Gartner.

[11] Bitcoin: A peer-to-peer electronic
cash system, Satoshi Nakamoto,
Online.
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Privacy and Regulation
What’s Next for GDPR?
With the 25 May, 2018 deadline
in the rear mirror, it might be
tempting to conclude that GDPR
has been “solved”. Our client
work indicates that such a
conclusion would be premature.
This article summarises where
organisations keep investing in
GDPR and what the drivers for
those investments are.
State of practice in GDPR
compliance
Much has been said on the
importance of complying with
the General Data Protection
Regulation (GDPR) [1] in order
to avoid large fines [2] and
reputational damage for noncompliance. To mitigate these
risks, organisations have run
GDPR transformation
programmes over the previous
12-24 months. Many of these
programs were, however,

Entity-Level
Controls

General
Controls

Application
Controls
(Data Protection
Principles)

focused on achieving what
could be called „defensible
compliance”, i.e. a minimum
set of privacy controls that can
be expected to meet the
regulatory requirements, at
least for the time being and
until more guidance and
precedence have been
established. Below, we define
the concept of “defensible
compliance” and show where
and why organisations may
consider further investments
into GDPR.
The concept of defensible
compliance is best explained by
splitting the GDPR requirements
into three control groups, which
are chosen to align with internal
control categories (see Figure
1): Entity-level controls set
the “tone at the top” and help
ensure that organisations bring
the right attitude, approach and

focus towards GDPR
compliance. Examples of entitylevel controls are “Privacy
Strategy”, “Training and
Awareness” and others as
shown below. General
controls are specific
operational procedures that
address certain GDPR
requirements such as privacycompliant “Data Transfers”, the
ability to honour “Data Subject
Rights” or perform “Data
Breach Notifications” in case
personal data was
compromises, etc. Lastly,
application controls are the
GDPR’s data protection
principles that must be
respected wherever personal
data is being processed. For
example, application controls
define that in Human
Resources, Customer
Relationship Management, and

Privacy
Strategy

DPO &
Organisational
Accountability

Training and
Awareness

Policies and
Standards

Data Transfers

Data Subject
Rights

Data Breach
Notification

Security of
Processing

Privacy Impact
Assessments

Privacy by Design
& Default

Inventory of
Processing
Activities

Privacy Audit

Lawfulness

Purpose Limitation

Data Minimisation

Accuracy

Fairness and
Transparency

Integrity &
Confidentiality

Storage Limitation

Figure 1: Classification of privacy controls
[1] Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016.

[2] Articles 83(4)-(5) GDPR.
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anywhere else, personal data
must be processed lawfully,
towards a specified purpose,
fairly and transparently, and so
on, see Figure 1.

training, simulation exercises,
and continuous process
optimisation to build the
organisation’s “muscle
memory”. There just is a
significant gap between
theoretically understanding
how a data subject request
should be handled or how a
data breach should be
managed and being
operationally capable to
handle dozens or hundreds of
data subject requests per
month or thousands of upset
customer calls after a data
breach notification was sent
out. Knowing in principle
what “privacy by design”
means is very different from
being able to apply it
correctly, efficiently and at
large scale across all change
initiatives. Consequently,
building mature general
controls is an investment that
will pay dividends both in
terms of risk reduction and
operational efficiency.

Given this background, many
organisations define defensible
GDPR compliance to mean
that they have established
entity-level controls as well as
largely manual general controls
that lack tooling, automation,
and process maturity. In
general, application controls are
missing or in the process of
being planned and
implemented. This lack of
application controls should not
come as a surprise as they
have to be applied to decadesold legacy processes that are
complex, poorly understood and
in many cases mission critical.
Moreover, many organisations
find that a large number of
legacy processes are in scope
for retrofitting with application
controls, which further adds to
the cost of implementing them.
Sustainable GDPR
compliance
Defensible compliance should
not be the end-state in one’s
GDPR journey. Rather, we advise
our clients to keep investing to
build sustainable GDPR
compliance, which embeds
privacy into an organisation’s
“DNA”. Doing so requires
investments in two areas:
•

Increasing general control
maturity: Organisations
should judiciously invest in
tools and technologies to
automate general controls
and they should focus on
raising the maturity of their
processes, e.g. via continued

[3] GDPR Enforcement Priorities, IAPP,
Online.
[4] ICO’s annual report reveals
increased public awareness of privacy
and information rights issues, IOC, 20
July 2018, Online.

•

Deploying application
controls: The fact that
application controls are costly
to deploy should not distract
from the fact that they are
mandatory. Admittedly,
erasing or anonymizing
personal data when it is no
longer needed (“Storage
Limitation”) can be both
complex and expensive;
collecting and honouring
consent where it is the only
applicable legal ground
requires business processes
and underlying IT systems to
be changed. These things are
not easy to implement, yet
they must be addressed
unless a risk-based exception
can be justified.

[5] Facebook fined for data breach in
Cambridge Analytica scanda, The
Guardian, 11 July 2018, Online.

Business Drivers
While most privacy professionals
would agree that sustainable
compliance is a desirable goal,
there can be disagreements as
to whether it is necessary. The
arguments revolve around “risk
appetite” and differing
expectations as to how strictly
regulators, courts and the public
will enforce GDPR or exercise
their rights under the GDPR. If
recent history is any guide,
enforcement is likely to be
pragmatic [3] but increasingly
strict and privacy will continue
to gain in importance around
the world. Therefore, and
specifically considering the
following developments,
organisations may be welladvised to invest in achieving
sustainable rather than just
defensible compliance:
•

Data Protection Authorities
(hereafter DPAs) have
demonstrated their
willingness to issue
increasingly significant fines
[4]. Recent examples include
amongst others the fine
issued by the UK, Dutch and
other DPAs [5, 6] to
Facebook, as well as the
Yahoo! data breach case and
fine in the UK [7].

•

The GDPR is not a European
one-off, but rather the leader
of a global trend towards
better protection of personal
data. Across the world,
countries are revising their
data protection laws in light
of the European example.
The recent Californian
Consumer Privacy Act
constitutes a historical step
forward for the protection of
data of Californian consumers

[7] Yahoo! fined £250,000 after
systemic failures put customer data at
risk, IOC, 12 July 2018, Online.

[6] Facebook ordered to stop collecting
user data by Belgian court, The
Guardian, 16 February 2018, Online.
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and includes new data
subject rights for Californian
consumers as well as an
enforcement mechanism for
non-compliance [8]. Other
initiatives following the
GDPR’s precedence are the
revisions of data protection
laws in Brazil, Turkey,
Canada, APAC countries and
elsewhere [9, 10, 11, 12]. In
Switzerland, the Data
Protection Act – expected in
2019 – intends to establish a
GDPR-like higher level of data
protection through better
transparency and data
subject control, while
including some material
divergences [13, 14].
•

Elements of the GDPR are
already included in other
regulations, which further
demonstrates that the GDPR
should not be seen as oneoff, exceptional or excessive,
but rather as another step in
line with global regulatory
practice. By way of
illustration, data breach
notification is required by the
Monetary Authority of

•

Singapore (MAS), European
Union’s Network and
Information Security (NIS)
Directive, and the New York
State Department of Financial
Services (NYSDFS)
Cybersecurity Requirements
for Financial Services
Companies to name just the
most prominent laws.
Further, the NYSDFS
Cybersecurity Requirements
also require the disposal of
any non-public information
that is no longer necessary
for business operations,
which corresponds to the
„storage limitation“ principle
in GDPR terms.

GDPR as it relates to the
personal data of their
Liechtenstein clientele.
Furthermore, with the ePrivacy
regulation the EU plans to
particularise and complement
the GDPR for the case of
electronic communications [16].
This regulation, which is
expected for 2019 with a twoyear implementation period,
introduces GDPR-like breach
notification requirements,
streamlines the requirement for
cookie opt-ins, strengthens the
rules for the consumer in light of
direct marketing, and may carry
GDPR-like administrative fines
for non-compliance.

•

The recent incorporation of
the GDPR into the European
Economic Area Agreement
(EEA) makes the GDPR
applicable to Norway, Iceland
and Liechtenstein [15]. This
further expands the scope of
the GDPR and specifically
affects Swiss companies who
carry out business in
Liechtenstein, but not the
wider EU. These companies
are now in the scope of the

Conclusion
Over the past 12-24 months,
many organisations have made
significant investments to
achieve a basic or “defensible”
level of GDPR compliance. This
article has show that data
protection is a global trend with
more regulations and stricter
enforcement coming, both
within Europe as well as
globally. As such, organisations
may want to take a long-term
and strategic view towards
achieving sustainable GDPR
compliance, which means
embedding privacy in an
operationally efficient and
effective manner across all
processing of personal data.
Yasmine Deryckere
Assistant Manager
Cyber Security
+41 58 279 6467
Email
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Cyber Regulation
Regulatory activity to monitor
and shape the cyber resilience
of banks and other critical
infrastructure has been
gathering pace within the past
12 months. This article shows
how regulators approach cyber
risk and what it means for
organisations in regulated
industries.
In addition to FINMA’s
supervisory requirements on
cyber [1, 2], the Swiss
government has just released
new minimum standards for
companies and organisations to
help protect the country’s
critical energy, food, and water
infrastructure [3, 4]. Critics
question if these measures go
far enough, specifically in light
of continued attacks on
Switzerland’s critical
infrastructure [5, 6]. Such
criticism may not fully
appreciate the iterative process
of how cyber regulation
evolves. This article presents a
framework summarizing this
process and uses the financial
services industry to illustrate
how cyber regulations become
more mature. Based on this
analysis, it seems likely that
Switzerland will experience
more and tighter cyber
regulation in coming years and
organisations may be well–
advised to take a longer–term
and strategic approach to
complying with such
regulations.

[1] Rundschreiben 2008/21
Operationelle Risiken – Banken, FINMA,
22 September 2016, Online
[2] Informationen sowie Darstellung der
Punkte wesentlicher Bedeutung im
Rahmen der Interventionen in 2017,
Schreiben der FINMA an die
EXPERTsuisse Fachkommission
Bankenprüfung, 20 February 2017.

Regulatory Framework for
Cyber Security

being principles-based to
becoming prescriptive.

Views differ on the need and
best approach to regulate cyber
risk. One view is that the
evolving and dynamic nature of
cyber-risk is not amenable to
specific regulations, which are
likely to become obsolete
quickly or turn into expensive
check-box exercises. According
to this view, cyber regulation
should be minimal and
principles-based. The second
view is that too much is at
stake and cyber risk is too
complex a phenomenon for
regulators to stay on the
sidelines. Not surprisingly,
proponents of this view favour
regulations that are more
prescriptive. Both views are not
mutually exclusive, but rather
represent extreme points on a
continuum and cyber regulators
globally seem to be moving
along this continuum from

Figure 1 below summarises
most regulator’s journey in the
area of cyber risk. The pyramid
shows the categories of
regulatory requirements that
have been released, which
range from principles-based on
the top to prescriptive at the
bottom. The flow-chart
illustrates that regulators
generally take an iterative
approach where they assess
the state of practice among
regulated organisations (e.g.
using surveys, assessments or
exchanges with industry),
release draft regulations or
consultation papers, and then
drive towards conclusions that
are enacted in the form of
regulations. At this point the
assess – consult – enact cycle
is repeated and with each
iteration, the regulatory
requirements tend to become
more prescriptive and specific.

[3] Minimum standard for improving
ICT security, Federal Office for National
Economic Supply (FONES), 27
September 2018.

[5] Cabinet seeks more data safety as
hackers strike, SwissInfo, 15
September 2017, Online.

[4] Handbuch Grundschutz für
‚operational Technology‘ in der
Stromversorgung, Verband
Schweizerischer
Elektrizitätsunternehmen VSE, July
2018.

[6] Hackers gain access to thousands of
Swiss email accounts, SwissInfo, 5
August 2018, Online.
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PrinciplesBased

geo-political risks when data
is transferred or processed
outside national borders –
regulators may demand
organisations to invest in
control families to mitigate
those risks. Contrary to the
“Controls” category below,
control families define sets of
related controls without
requiring any specific
controls from those families
to be implemented.

Repeat

Supervision
Governance

Assess State of
the Practice

Management

Draft Regulation
& Consult

Testing and Assurance

Enact Regulation

Control Families for Key Risks

•
Controls
Prescriptive
Figure 1: Regulatory pyramid and refinement process

Turning to the pyramid, the
categories of regulatory
requirements are as follows:
•

•

•

Supervision: This category
formalises the regulator’s
privileges, such as the right
to perform audits/inspections
and to impose fines,
sanctions, and corrective
actions.
Governance: Requirements
in this category primarily
demand that regulated
entities define their risk
appetite, lines of defence,
high-level cyber strategy as
well as key roles and
responsibilities such as the
appointment of a CISO.
Accountability is generally
assigned to Senior
Management or the Board of
Directors, who are expected
to receive regular status
updates on cyber threats,
the effectiveness of existing
cyber defences, and progress
towards further improving
these defences.

Management: This category
of regulatory requirements
requires the implementation
of sound risk management
practices such as adopting a
risk management framework
as well as defining and
implementing policies,
procedures, and clear
ownership for critical tasks.

•

Testing and Assurance:
This category covers
regulatory requirements on
management to perform
regular tests and
assessments of their cyber
defences, e.g. via
penetration testing, red
teaming (e.g. CBEST and
TIBER-EU), cyber crisis
simulations, or audit-type
assessments.

•

Control Families for Key
Risks: For high-risk areas –
such as cloud computing, big
data, resilience in face of
cyber attacks, supply chain &
3rd party risks, cyber
training & awareness, or

[7] Cyber risk and regulation in Europe
– A new paradigm for banks, Deloitte,
2018, Online.

[9] Financial Sector’s Cybersecurity: A
Regulatory Digest, World Bank Group,
2017, Online.

[8] Cyber regulation in Asia Pacific –
How financial institutions can craft a
clear strategy in a diverse region,
Deloitte, 2017, Online.

[10] Regulatory approaches to enhance
banks‘ cyber-security frameworks, Bank
for International Settlement, August
2017, Online.

Controls: This category
defines specific controls that
the regulator expects
regulated entities to
implement. Typically, these
are controls that were found
to address significant risks;
example controls in this
category include two-factor
authentication, application
security testing, encryption
of sensitive information, and
breach notification.

Please note that to date, we are
not aware of any single
regulation that covers the
entire pyramid
comprehensively. Rather, the
pyramid summarises the
categories of requirements we
have observed in cyber
regulations globally. As
regulations evolve, a pattern is
forming that they expand to
include more of the prescriptive
requirements towards the base
of the pyramid. As such, the
pyramid offers a framework to
describe and understand
regulatory action; see the
references section for more indepth analysis [7, 8, 9, 10, 11].

[11] Stocktake of Publicly Released
Cybersecurity Regulations, Guidance
and Supervisory Practices, Financial
Stability Board, October 2017, Online.
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Financial Services
Regulation
Historically, the regulators in
Hong Kong, Singapore, the
United Kingdom and the United
States have been most active
issuing specific regulatory and
supervisory initiatives on banks‘
cyber risk [10]. This has been
changing as 72% of the
Financial Stability Board‘s
members1 have indicated that
in 2018, they intend to release
new and additional cyber
security regulations, guidance
or supervisory practices on
financial services providers
[11]. This sends a clear signal
that regulators see a need to be
involved in shaping the financial
services sector‘s approach to
cyber security. We expect the
regulatory focus to be two-fold:
1. Firstly, regulations will tend
to become more prescriptive
across all categories of the
regulatory pyramid and in
particular, at the bottom of
the pyramid where control
families and specific controls
are spelled out.
2. Secondly, regulators are
increasingly focusing on
banks‘ overall cyber
resilience, i.e. their ability to
withstand cyber attacks,
continue providing critical
functions during attacks,
restore operations quickly,
and minimise any systemwide impact of an attack on
other banks or financial
services firms.

The FSB members include financial
regulatory bodies from all G20
jurisdictions plus those from Hong
Kong, the Netherlands, Singapore,
Spain and Switzerland.
2

These capability areas are
Governance, Identification, Protection,
Detection, Response & Recovery,
Testing, Situational Awareness as well
as Learning & Evolving.
2

MAS Notice 644 on Technology
Risk Management [12], the
CPMI-IOSCO Guidance on Cyber
Resilience for Financial Market
Infrastructures [13] and the
Cybersecurity Requirements for
Financial Services Companies
by the New York State
Department of Financial
Services [14] are recent
examples of both, the trend
towards more prescriptive
guidance and standards, as well
as a heightened focus towards
cyber resilience, with all three
regulations setting recovery
time objectives for critical
systems (4 hours, 2 hours and
“promptly”, respectively).
More recently in 2018, both the
European Central Bank and the
Bank of England have launched
consultations on their latest
plans and thinking regarding
cyber resilience [15, 16]. Both
of these papers are highly
significant because they show
how the regulators‘ thinking
and approach have evolved and
become more sophisticated,
detailed and comprehensive.
The Bank of England [16], for
example, introduces the
concept of impact tolerance,
which defines an upper limit for
the impact to business services
that a firm is prepared to
tolerate as a result of a “severe
but plausible” operational
disruption. It is expected to be
set by the Boards and senior
management of firms and
expressed as a set of specific
metrics on the duration, volume

[12] Notice 644 Technology Risk
Management, Monetary Authority of
Singapore, June 2013, Online.
[13] Guidance on cyber resilience for
financial market infrastructures,
Committee on Payments and Market
Infrastructures and the International
Organisation of Securities Commissions
(CPMI-IOSCO, June 2016, Online.

or nature of a disruption. This is
a more advanced approach
than recovery time objectives
(RTOs) and one that takes into
account the severity of a
disruption and the number of
customers or stakeholders
affected. Similarly, the
European Central Bank [15] is
advancing regulatory practice
by not articulating a single set
of standards for all financial
services firms, but rather
defining three maturity levels
(baseline, intermediate and
advanced) which are
characterised in detail for each
of the eight capability areas2
defined in the CPMI-IOSCO
Guidance [13]. The expected
maturity can then be set to fit
each firm’s cyber exposure and
the ECB expresses a general
expectation that all financial
services firms gradually
increase their maturity level.
Looking Ahead
In comparison to international
practice, Swiss cyber regulation
is still in its early stages, both
in terms of being principlesbased and non-prescriptive
(e.g. [1, 2]) as well as being
non-binding recommendations
or guidelines (e.g. [3, 4]). It
seems likely that Swiss
regulators will follow their
international peers and increase
their involvement simply
because the security of critical
infrastructures is too important

[14] Cybersecurity Requirements for
Financial Services Companies (23
NYCRR 500), New York State
Department of Financial Services
(NYSDFS), March 2017, Online.
[15] Public consultation on cyber
resilience oversight expectations,
European Central Bank, June 2018,
Online.
[16] Building the UK financial sector’s
operational resilience, Bank of England
and FCA, July 2018, Online.
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an asset with too much
significance to the Swiss
economy for regulators to stay
on the sidelines. In fact, the
new guideline for securing the
electric grid already mentions
that a mandatory minimum
security standard is planned
once experience has been
gained with the guideline [4].
Obviously, for operators of
critical infrastructure with a
global footprint, it is likely that
they have already been
exposed to cyber regulations in
other jurisdictions, and they
can expect a further
strengthening of those
regulations in the future.
For regulated organisations – in
particular those subject to
multiple regulations from
different jurisdictions – the
challenge is to not fall into
catch-up mode where cyber
security turns into a patch-work
of security measures that are
put into place reactively and in
a continuous attempt to “tick
boxes” and comply with the
latest regulatory requirements.
Such an outcome is

undesirable, because it tends to
waste resources by focusing
efforts on meeting regulatory
standards, rather than reducing
business risk; moreover,
“check-boxing” primarily
attends to past risks while
failing to anticipate new
security risks as they become
know.
Our recommendation is for
regulated organisations to take
a strategic and long-term view,
which means developing and
executing their own cyber
security roadmap. Such a
roadmap will reflect the organisation’s own risk assessment,
applicable regulations from
relevant jurisdictions, as well as
expected future needs based on
changing cyber threats and
emerging regulatory views. To
develop such a roadmap, it is
helpful to engage early with
regulators to discuss their
concerns and how to address
them. Building and maintaining

such a cyber security roadmap
is important because it gives
organisations a well-reasoned
basis from which they can
respond to any new or changing
regulatory requirements
without ever losing sight of the
ultimate objective – to protect
their critical assets.
Dr. Klaus Julisch
Lead Partner
Cyber Security
+41 58 279 6231
Email
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