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Key Updates of HKMA Cyber Resilience Assessment 
Framework (C-RAF 2.0) 
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As one of the pillars of the Cybersecurity Fortification Initiative (“CFI”) announced by HKMA in 2016, the C-RAF is a common risk based framework for banks
to assess their own risk profiles and determine the level of defense and resilience required.

What is the Cyber Resilience Assessment Framework (“C-RAF”)?
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Implementation Timeline of C-RAF 2.0

iCAST (applicable to Banks with inherent risk 
level assessed to be “Medium” or “High”)

2021

30th June 

2022

30th September 

Inherent Risk Assessment (“IRA”)
and Maturity Assessment (“MA”)

2022

31st March

2023

30th June 

2023

31st December 31st March

Group 1* 

Group 2*

Group 3*

* Group 1 will cover all major retail banks, selected foreign bank branches and new authorized institutions which have not undertaken the C-RAF assessment before. The rest will be included in Group 2 or 3 depending on their 
scale of operation and cyber risk profiles. The HKMA will inform AIs individually of their assigned grouping . 
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The following shows the C-RAF 2.0 domain details and highlights areas which require attention for compliance.

Key Updates on the Seven Domains of C-RAF

Our report can be tailored to meet any specific requirements
that you may have. Below is an example of some deliverables
we would be able to produce.Cyber Resilience 
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After the assessments, a comprehensive factual finding report will be issued detailing our work performed for the C-RAF

C-RAF 2.0 Assessment - Project Deliverable - Independent Assessment Report

Detailed assessment results & recommendations

• Our recommendations are referenced to HKMA guidelines and industry 
good practice. 

• Our reports aim to facilitate your management’s understanding of the 
potential impact to the business of particular technology/cyber risks. Our 
standard approach is to communicate security issues clearly in both 
business and technical terms. Additionally, our reports help your technical 
staff to understand and address the security weaknesses and develop 
their awareness to reduce the risk of future exposure.

• In addition, as required by HKMA, we shall help the Bank to fill in the Data 
Entry Programme for Inherent Risk Assessment and Maturity Assessment, 
which will be signed by both Bank and Deloitte for final submission.

• Ultimately, managing technology risk/cyber security is a business issue 
and we recognize that it is important to describe them and the 
corresponding recommendations in terms that enable management to 
make informed decisions on how to allocate resources to manage and 
mitigate the risk.

1. Executive Summary

2. Findings and Recommendations 3. Summary of Procedures 
Performed

Our report can be tailored to meet any specific requirements
that you may have. Below is an example of some deliverables
we would be able to produce.
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The following highlighted the key roles changes of the Board of Directors in C-RAF enhancement:

Role and Responsibilities of the Board of Directors in C-RAF 2.0

Recruit

• Recruit cybersecurity 
management role, such as ISC, 
Head of ISITD

• Engage with external 
experts/services for support 
(e.g. incident recovery)

Board of Directors

Participate

• Engage in incident responses 
planning and testing exercises

• Discuss with Internal Audit on 
adequacy and effectiveness of 
the cyber risk management and 
control regularly

Glance

• Keep eyes on the different 
cybersecurity and technology 
risk in decision making and 
involving third party

• Enhance the risk management 
framework for cyber risk 
identification and treatment

Commit

• Revisit the resource allocation, 
and prioritization for 
cybersecurity

• Ensure the adequate staffing 
and budget for cybersecurity 
(People, tools, processes)
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The next steps of the Board should be:

How Should the Board of Directors Support in C-RAF 2.0

Governing IT suppliers and service providers:  Consider the cybersecurity capabilities of third party (e.g. 
suppliers/partner) during procurement and selection process while you can define your expectations on their security.

Evaluating and enhancing the security posture:  Encourage assessing your defences measures continuously. Consider 
the extent to leverage technologies (e.g. 2FA, PAM, SIEM, SOAR etc.) in supporting security operation and process 
based on the Bank’s needs and the profile of the threat changes. Engage with external experts/services for obtaining 
cybersecurity advice and strengthening the Bank’s cybersecurity capacities.

Integrating cyber security into Bank’s risk management processes: Build in consideration of cyber security risk to 
any decision making.

Introducing cybersecurity role in the organizational structure:  Introduce ISC/ISITD role that manage cyber risk 
and directly report to the Board.

Developing a positive cyber security culture from the top: Champion cybersecurity by engaging proactively in 
security decision, providing sponsorship in cybersecurity initiative, working closely with ISC to highlight ineffective 
policies.

Planning your response to cyber incidents: Define your role in incident management and get involve in the 
drill/exercises to test the incident responses processes and thresholds. Revisit and test the incident responses plan 
regularly.
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Key Updates of Secure Tertiary Data Backup Guideline 
(STDB)
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What is the Secure Tertiary Data Backup (“STDB”)?
To enhance cyber resilience and data security of authorized institutions (“AIs”) in Hong Kong, the Hong Kong Association of Banks (“HKAB”) has developed and issued
the “Secure Tertiary Data Backup Guideline” version 1.0 on 30 April 2021.

Key Objectives of STDB 

In light of the increasing destructive cyber attacks and recent international developments such as US Sheltered Harbor Initiative, Hong Kong Monetary
Authority (“HKMA”) and HKAB together developed the guidelines on STDB that are appropriate in Hong Kong.

STDB Guidelines provides a set of principle-based guidelines to prepare the AIs to recover and restore critical data as to facilitate the resumption of critical
functions, services and systems in a prompt manner in the event of destructive cyber-attacks.

To ease the AIs on assessing and determining the needs for setting up a STDB to counter the risk of destructive cyber attacks, HKMA and HKAB have provided
a list of factors for consideration in a form of risk assessment.

Key Activities for STDB 

Assessment to determine the need for 

implementing STDB

• HKMA provided with a list of (1) inherent
risk associated with assessment criteria as
well as (2) qualitative factors for the AIs to
determine the needs of implementing STDB

For those AIs 

being strongly 

advised to 

implement STDB

STDB Independent Assessment

• AIs should assess against the 8 principle-
based guidelines of STDB Guidelines issued
by HKAB under 3 categories, including
Governance, Design and Restoration

• AIs are required to submit an independent
assessment report to HKMA by 30
November 2021
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The following shows the STDB principle-based guidelines with details divided into three categories, which require the Banks’ attention for compliance.

8 Principle-based Guidelines of STDB

STDB Governance 
Model

 Senior management
supervision over STDB
activities

 Risk assessment
regarding STDB
activities

 Key roles and
responsibilities

 Policies, standards and
procedures related to
STDB activities

 Control monitors
related to STDB
activities

Identification of Critical 
Data

 Risk-based approach to
determine scope of
critical data

Data Quality

 Controls to assure the
immutability, accuracy,
integrity and
completeness of critical
data

Critical Data Lifecycle 
Management 

 Controls to securely
store, validate and
manage critical data
throughout lifecycle

STDB 

Governance

STDB 

Design

Data Extraction and 
Ingestion Secure Repository

 Confidentiality and
integrity of critical data
throughout data
extraction and ingestion
processes

 Secure end-to-end STDB
process

 Automated data and
activity completeness
checks

Restoration
 Restoration procedures

Restoration Validation 
Process and Drills

 Restoration
governance, plans and
recovery playbooks for
critical data

Restoration Planning ST
D

B
 G

u
id

e
lin

e
 v

1
.0

 is
su

e
d

 in
 A

p
ri

l 2
0

2
1



©  2021. For information, contact Deloitte Advisory (Hong Kong) Limited. 12

Thank You!

Eva Kwok

Partner | Cyber Risk Advisory

Office: +852 2852 6304

Mobile: +852 6683 1369

Email: evakwok@deloitte.com.hk

mailto:evakwok@deloitte.com.hk
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