Deloitte Cyber Explains….
SolarWinds: Explaining the Biggest Hack of 2020
Not entirely sure how the SolarWinds attack happened, or whether your organization needs to be concerned? We’ve broken it down
for you here.

Timeline of attack
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The mystery is still unsolved, but it’s believed that an easy-to-guess password
provided a great attack vector
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How it started

Attacker compromised the password of
SolarWinds' Orion

Sep 2019
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Customers download and
install this update
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Feb 2020
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Attacker injected malicious code into
the update ﬁle for Orion

The malicious code stayed dormant for 2 weeks to avoid
sandboxing and detection by anti-virus software
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Malicious code inspected
environment
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Malicious code generated random DNS to establish
connection between attacker and target system

Attacker obtained a list of all users
and admin permissions through on
premise server
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Dec 2020
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Malicious code tried
to obtain target
systems' information
including IP Address
and Domain Name
System
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Attacker injected a second
round of malicious code

Attacker can accessed and downloaded the
resources on premise and on cloud remotely

The victim ﬁnally discovered the incident but the damage
to the company was already irreversible
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if you have not enabled MFA
for your organization, do this ﬁrst

consider shifting to a passwordless enterprise

because Identity is the security perimeter, not VPNs

security experts agree, automating the right
access at the right time reduces incidents
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