
To overcome the breach detection & response challenges faced by organisations, Deloitte’s Managed Detection and 
Response (MDR) service is designed to provide 24 × 7 × 365 threat defense through the combination of Endpoint 
Detection & Response (EDR) technologies and cyber threat hunting experts to continuously monitor, detect, investigate, 
respond and remediate to known and unknown threats residing in your endpoints.
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+ =[People: Skills & Time]
Deloitte’s experienced 
threat hunting & incident 
response experts
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As cyber threats grow in number and become increasingly sophisticated, threat actors can be concealed within your 
infrastructure, undetected for weeks or months, ex-filtrating critical information. The following challenges are faced by 
many organisations on breach detection:

Threat actors can evade 
traditional defenses

Incidents and data breaches may not be detected in time, 
and eventually become a cyber crisis to the organisation

Endpoints protected with 
traditional AV tool only

No remote endpoint manage-
ment & response capabilities

Limited professional 
skills & staff resources

Lack of effective & conti-
nuous detection process

Level 1 & 2 fully supported by the team based 
in Hong Kong

Seamless transition to Incident Response 
services as required

Vendor-agnostic detect & response approach to 
support different EDR solutions in the market

Perform root-cause analysis to strengthen your 
security posture

Intelligence-driven proactive threat hunting 
powered by Deloitte’s proprietary cyber threat 
intelligence sources & platforms

Immediate response & containment to stop 
cyber attacks

[Technology: EDR]
Deloitte’s recommendation 
or your existing EDR tool

EDR

[Process: Best Practice]
Deloitte’s monitoring & 
threat hunting processes

Deloitte’s MDR highlights and benefits
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To discuss your incident response, threat hunting and cyber security needs, please contact:
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MDR – Key components

IR & cyber forensics coverage

Fully streamlined detection, response and recovery
experience

External threat intelligence monitoring

Value-adding service options 

We also offer one-time Compromise 
Assessment — a technical breach 
detection service that can help you 
proactively detect if your IT environment 
has already been compromised and 
whether the attacker is still hidden in 
your environment. 

Other cyber enhancement services

Deloitte’s MDR service components
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