
Cybersecurity is costly, and the cost will continue to escalate due to rigorous regulatory requirements, as well as the 
need to conduct post-breach investigations and implement business recovery plans. Instead of a traditional reactive 
approach, employing a proactive cyber incident response strategy can help you discover and react to threats much 
more efficient and faster, hence reduce business impact and save costs during the incident.

Deloitte’s range of proactive CIR services improves your security posture by shifting your mindset from focusing on 
defensive measures to incorporating proactive elements along different phases of the incident response lifecycle before 
an inevitable cyber incident occurs. 

Proactive Cyber Incident Response
Be prepared for the inevitable with our range of proactive CIR services

Incident Response Retainer 

Our IR retainer coverage:
 Pre-agreed IR rates & contract 
 Access to 24/7 CIR emergency helpline
 Rapid DF/IR support by local resources
 Pre-purchased hours can be flexibly 

converted to other CIR-related services
 Extendible to global locations coverage

External Threat 
Detection

Internal Threat
Detection

Incident Response 
Readiness

External Threat Intelligence Monitoring (exTIM)

Detect indications of planned or realised external threats specifically targeting your organisation across a wide range of cyber threat intelligence 
sources, including data exposure on the dark web & hacker forums, before these threats become a cyber crisis.

O p e r a t i o n

Why do you need this?
Understand your current state with 
ransomware readiness, enhance 
technical & operational resilience by 
adopting an anti-ransomware strategy

Why do you need this?
Develop detailed IR documentations 
to establish a solid foundation for 
your incident detection, response & 
recovery activities 

Why do you need this?
Prepare your IT and non-IT 
stakeholders to confidently manage 
crises through scenario-based 
simulations & tabletop exercises

S t r a t e g y P e o p l e

IR Readiness: Building capability is not a one-and-done thing, and will require consistent effort from the entire organisation.

From reactive incident response to being proactive

Ransomware 
Readiness 
Assessment

IR Plan & 
Playbook 
Development

Cyber War-
gaming & 
Education

Incident response retainer, external threat intelligence and continuous threat hunting are essential to organisations of all sizes:

Managed Detection & 
Response (MDR)

Leverage our 24/7 cyber threat hunting 
expert team to manage your detection 
controls to uncover advanced threats 
residing in your endpoints and network with 
our fully integrated response and 
remediation processes. 

EDR

Step 1 — The “trinity” of Detect & Respond

Step 2 — Uplifting your strategy, operation and people on cyber incident handling
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Deloitte is dedicated to helping our clients become truly resilient

Terence Li  
Associate Director  
Risk Advisory Cyber 
DeloitteChina
Email: terenli@deloitte.com.hk

Eva Kwok
Partner
Risk Advisory Cyber 
DeloitteChina
Email: evakwok@deloitte.com.hk

To discuss your incident response, threat hunting and cyber security needs, please contact:
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During an incident
Rapid response & recovery 
services by our local CIR experts

After an incident
Remediate, review and 
recover from a cyber incident

1 Preparation 
& Readiness

Advanced 
Detection

Response & 
Investigation

Post-incident 
activity Red/Blue/Purple 

Teaming Exercises

Remediation & 
Longer Term 
Transformation

Vulnerability  
Intelligence & 
Management

Other Cyber 
Security Services

IR Retainer: Flexible conversion of pre-purchased hours to our other cyber services during the retained period
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Before an incident

Range of Proactive CIR services 
to protect your organisation
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Deloitte’s CIR service overview

Jack Yeung
Supervisor 
Risk Advisory Cyber 
DeloitteChina
Email: jayeung@deloitte.com.mo


	Slide Number 1
	Slide Number 2

