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Securing today’s enterprises and empowering trusted users

D igital transformation is reshaping how i

organisations manage digital identities. When

“-

corporate networks had discernable perimeters, an _.
organisation conferred trust on a circle of known . =3 \
individuals by issuing user names and passwords. ’ ‘v-'-IA '\
With that badge of trust, sitting in front of a _\ ‘

desktop or laptop, the individual “user” could ‘_-._ \\\_‘E-!’..;
access resources. Fast-forward to today; Industry 6\\\ ‘d' L
4.0 consumers and employees alike expect A i
frictionless access to data and services, whether Wi-v 7\ ": 7
those resources are neatly tucked behind corporate - ﬁ?_"_?z — "
walls, sitting in the cloud or traversing multiple S AN
entities. — L=

Identity is the Fabric of the Digital Economy “Industry 4.0 combines and connects

Deloitte’s Identity 4.0 combines a broad suite of digital and physical technologies—
managed identity services, delivered via best-of- artificial intelligence, the Internet of
breed technologies, to provide essential business Things, additive manufacturing,
enablement functions at the heart of the digital robotics, cloud computing, and
economy. Identity 4.0 helps organisations manage others—to drive more flexible,
identity governance and provisioning, identity responsive, and interconnected
management, privileged access management, enterprises capable of making more
single-sigh-on, and risk-based multi-factor informed decisions.”

authentication. -The Industry 4.0 paradox, Deloitte Insights

Organisations Face Increasingly Complex Challenges

55 Technology Trends IT Complexity & Complex Identity
Digital transformation and Cost Efficiencies Users have multiple
i i i identities across the

the rapid expansion of social Need for reduced IT

media, mobile, and cloud complexity and cost organisation
technologies provide efficiency to maintain
disruptive opportunities identity infrastructure and

ongoing operations

2\ Regulatory Growing Cyber Risk
i Compliance Business Increasing cyber risks
i imi insi associated with data

Ongoing regulatory Limited insights across

compliance pressures and the “big” identity as your breaches, insider attacks,
need for an efficient identity organisation grows and malware
governance process every second

... and Impacts to the Business are Significant
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$32 billion . 81% . $5 million

potential financial losses (USD) percentage of data breach . average cost of a data .
due to cyber security attack in ° caused by weak/stolen : breach (USD) which could be '
Hong Kong password o avoided with effective IAM

K K according to Forrester K]




Introducing Identity 4.0

Digital Identities are the new security perimeter, and organisations must transform the way
they manage identities to mitigate risks to the business. Identity 4.0 enables effective
identity management by following a three-step approach to Discover, Remediate, and achieve

Governance over digital identities.

IDENTITY
DISCOVERY

Understand business
objectives and
requirements, identity
ecosystem and assets

Discover and analyze
data flow and
relationships between
identities, critical
systems and data

Define business,
process and technology
ops and challenges

IDENTITY
REMEDIATION

Perform point-in-time
identity and access
clean-up across all user
types (enterprise,
customer, admin)

Build and execute
against IAM strategy
and target-state IAM

Develop operational
models matching
technology capability to
business needs

IDENTITY
GOVERNANCE

Deploy governance
capabilities

3 Automate Identity
Governance
functions to keep
pace with growth in
technology and
transformation

Iteratively scale,
enhance and evolve
identity and access
management

capabilities
Identity 4.0: Local Experts, Global Coverage

Deloitte’s broad range of managed IAM services span around the globe to provide you 24x7 support.

SUPPORT MODEL
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: Near shore and global ‘

i 24 X7
e 16x5 live support with round-the-clock
H 24x7 on call support
.................................................. w *

Hyderabad, India

Bengaluru, India
Orlando, Florida

Southeast Asia

Sydney,
Australia

Identity 4.0 Service Model
Identity 4.0 supports fundamental strategic management, system integration, operational
support and cloud transformation.

v vV V¥ Transformation

®ecccccccccsc00000000000000000000000

) ) )
. . . . . .
. . . . . .

. . . . ) .

o® '.. o® '.. ® '.. LEVEL OF SUPPORT
.‘. .‘. .‘. v End-user Support E
Identityand Privileged ° Consumer K v ¥ Solution Administration / :
Access : Access : Identity : Troubleshooting :
Governance . Management.’ N v vV Engineering S

Identity 4.0 Helps Organisations to Achieve
Standardised
Leverage the

advantage of IAM

solutions to reduce

Visibility
Consolidate all your
identity assets with
trusted identity

Cost-effective
Reduce cost of
maintaining IAM
technology and hiring

Compliance

Formalise the IAM
policies, standards
and processes for

inventory human error easier audit relevant professionals
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