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Preface

This publication is the 23rd whitepaper in Deloitte’s
series on Risk Intelligence. The concepts and viewpoints
it presents build upon those in the first whitepaper in
the series, The Risk Intelligent Enterprise™: ERM Done
Right, as well as subsequent titles. The series includes
publications that focus on roles (The Risk Intelligent
CFO, The Risk Intelligent Board, etc.); industries (The
Risk Intelligent Technology Company, The Risk Intelligent
Energy Company, etc.); and issues (A Risk Intelligent View
of Reputation, Risk Intelligence in a Downturn, etc.). You
may access all the whitepapers in the series free of charge
at www.deloitte.com/us/RiskIntelligence.
Unfettered communication is a key characteristic of
the Risk Intelligent Enterprise.TM We encourage you to
share this whitepaper with colleagues — executives,
board members, and key managers at your company.
The issues outlined herein will serve as the starting point
for the crucial dialogue on raising your company’s Risk
Intelligence.

As used in this document, "Deloitte" means Deloitte & Touche LLP, Deloitte Consulting LLP, Deloitte Financial Advisory Services LLP, and Deloitte
Tax LLP, which are separate subsidiaries of Deloitte LLP. Please see www.deloitte.com/us/about for a detailed description of the legal structure of
Deloitte LLP and its subsidiaries. Certain services may not be available to attest clients under the rules and regulations of public accounting.
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Introduction:
“Could it happen to us?”
Alarmed by an uptick in cyberattacks on high-profile
businesses, many boards of directors are asking their
executive teams just that question. Unfortunately, at most
companies, the short answer may well be that it’s already
happening. Consider:
• Fifty businesses participating in a 2011 study on
cybercrime experienced an average of more than one
successful cyberattack per company per week – a 44
percent increase over the 2010 rate.1
• A 2010 survey of data breaches in 28 countries found
that more than 721.9 million data records were
compromised over the five years ending December 31,
2009. This works out to the inadvertent exposure of
395,362 records every day.2
• In November 2011, a leading cybersecurity company
reported detecting four times as many “targeted”
cyberattacks as it detected just 11 months earlier,
in January 2011. Defined as attacks directed at a
specific person or organization rather than at random
victims, targeted cyberattacks are considered especially
dangerous because they often spearhead advanced
persistent threats (APTs) – insidious, long-term electronic
“campaigns” that can be extremely difficult to uncover
and address.3
In light of statistics like these, we think it’s reasonable to
assume that most companies either have been or are at
risk of being compromised by cybercrime.

“Because cyber threats are both a relatively new
and constantly evolving source of risk, many
organizations may not be as effective at
managing cyber threat risk as they are at
managing risk in other areas.”
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Although most cyberattacks don’t make national
headlines, they can hurt a business in any number of ways,
from simply vandalizing its website to shutting down
networks, perpetrating fraud, and stealing intellectual
property. The financial impact can be significant: one 2011
study reported a median annualized cybercrime-related
cost of $5.9 million among participating businesses, a
56 percent increase over the previous year.4 Cyberattacks
can also deal a serious blow to a company’s brand and
reputation, with potentially significant consequences.
Concerns about data security may prompt current and
prospective future customers to take their business
elsewhere, and negative reactions among investors may
even drive losses in market value.5
What’s more, because cyber threats are both a relatively
new and constantly evolving source of risk, many
organizations may not be as effective at managing cyber
threat risk as they are at managing risk in other areas. A
telling statistic in this regard is that fully 86 percent of the
data breaches examined in a 2011 study were discovered,
not by the victimized organization itself, but by external
parties such as law enforcement or third-party fraud
detection programs. As the researchers put it, “If [an]
organization…must be told about [a breach] by
a third party, it is likely they aren’t as knowledgeable as
they should be with regard to their own networks
and systems.”6
Recent activity by the U.S. Securities and Exchange
Commission (SEC) supports the view that cyber threat
risk merits board-level consideration, at least from a
disclosure standpoint. Noting that “risks… associated with
cybersecurity have [recently] increased,” the SEC released
guidance in October 2011 intended to “assis[t] registrants
in assessing what, if any, disclosures should be provided
about cybersecurity.”7 This guidance, while not an actual
reporting requirement, does highlight the extent to which
worries about cybercrime’s business impact have infused
the public consciousness.

Ask a useful question,
get a useful answer
With likelihood, impact, and vulnerability around cyber
threat risk potentially high – and with the SEC, in effect,
now urging companies to consider disclosing cyber
incidents – boards of directors have good reason to take
their questions beyond “Could it happen to us?” to “How
likely is it to happen to us, and what are we doing about
it?” More formally, the central issues for boards to consider
are exposure and effectiveness: “What is our company’s
level of exposure to cyber threat risk? And how effective is
it at keeping that exposure to within acceptable limits?”
The frequent challenge, however, is that couching the
questions in these high-level terms may not always elicit
useful answers. That’s because, unless a company is already
quite sophisticated in its cyber threat risk management
practices, it may not yet have the risk management
infrastructure and/or governance elements in place to
support a meaningful conversation. For instance, leaders
may not have agreed on risk definitions, risk tolerances, or
metrics specific to cyber threat risk. Or the company might
lack the technology tools to effectively collect and report
cyber threat-related information.

Fortunately, boards don’t need to be completely in
the dark even at companies that are still ramping up
their cyber threat risk management capabilities. If your
organization isn’t yet in a position to discuss exposure
and effectiveness as such, we recommend, as a first step,
asking your executive team four questions about specific
information security practices that we believe are essential
to effective cyber threat risk management.

These questions are:
• How do we track what digital information is leaving
our organization and where that information is
going?
• How do we know who’s really logging into our
network, and from where?
• How do we control what software is running on
our devices?
• How do we limit the information we voluntarily
make available to a cyber adversary?

These measures aren’t all there is to fighting cyber threats,
but they do represent core elements of an effective cyber
defense. This, in turn, makes your organization’s practices
in these areas a reasonable proxy for the effectiveness
of its cyber threat risk management practices overall.
By applying a risk management maturity perspective
(discussed further below) to how these issues are
addressed, you can gain valuable insights on your
organization’s cyber risk management strengths and
weaknesses – as well as how it might be able to improve.
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A Risk Intelligent view of cyber
threat risk management maturity
It may be fair to wonder, especially if you don’t have a
professional IT background, if asking executives about
specific information security measures might invite jargonridden replies that leave you no better off than before.
However, a basic awareness of key elements to look for
can help you understand the risk management implications
of an answer even if you’re unfamiliar with some of the
technical terminology. To do this, we suggest viewing your
company’s information security practices through the lens
of risk management maturity: that is, the extent to which it
has progressed toward Risk Intelligence in its approach to
each of the four areas mentioned above.
Table 1 on the following page describes how each
organizational level of a Risk Intelligent Enterprise might
approach cyber threat risk management at successive
stages of maturity. (The sidebar on page 6, “A profile of
maturity in the Risk Intelligent EnterpriseTM,” provides a
fuller discussion.) Even drawn in such broad brushstrokes,
we think that this picture of evolving cyber threat risk
management maturity can take you a long way toward
ascertaining your own organization’s position in this
regard. That said – in case the broad brushstrokes
aren’t quite enough – here’s a closer look at each of the
information security practices that can help shed more
light on the details.
It’s not just who gets in, it’s what gets out
The question for management: How do we track what
digital information is leaving our organization and where
that information is going?
At many companies, cybersecurity practices are heavily
weighted toward measures, such as firewalls and
passwords, aimed at limiting access to the company’s
network. But even though these precautions are essential,
they’re not enough. Cybercriminals are becoming
increasingly adept at infiltrating corporate networks
without triggering an intruder alert. Once they’re inside,
they can easily siphon information off your network
unnoticed unless you are actively looking for signs of
suspicious activity.
To help defeat cybercriminals who make it past the access
controls, a mature cyber threat risk management capability
will include safeguards against unauthorized information
4

distribution, as well as against unauthorized information
access. Effective performance in this respect makes use
of technologies and processes that monitor outbound
information traffic for both content – is the information
appropriate to share? – and destination – where is it
being sent? Destination, in particular, can be a red flag;
if information is being sent to a country where your
company has no operational presence, it’s probably wise
to look into who’s sending it there and why. A mature
capability will also be able to restrict the transmission of
suspicious communications until their legitimacy is verified
– for example, with technologies that electronically
“quarantine” the communication while appropriate
checks take place.
When Jane from Kansas logs in from Uzbekistan,
worry
The question for management: How do we know
who’s really logging onto our network, and from where?
Because cybercriminals are getting better at
impersonating bona-fide corporate personnel, a
company shouldn’t assume that everyone who logs in
with legitimate credentials is actually a legitimate user. A
mature cyber threat risk management capability will use
at least two methods – possibly more, depending on the
value of the assets being protected – to verify a person’s
real-life identity before accepting him or her as authentic.
Available techniques include biometrics (e.g., laptop
fingerprint readers), code token devices (thumbnailsized devices, physically carried by legitimate users, that
generate a different random authentication code at
every login), and “machine fingerprinting” programs that
track post-login behavior against historical patterns to
determine the likelihood that a user is genuine. Other,
more esoteric approaches also exist, which your IT
security team should be able to describe.
Here, too, information about location – in this case,
the countries from where supposed users are accessing
your network – can be central to identifying potential
threats. Logins from countries in which your company
lacks operations should be flagged and investigated to
determine whether the users in question are genuine or
fraudulent. Yes, it’s possible that Jane from Kansas really is
logging in from Uzbekistan – but it doesn’t hurt to check.

Table 1. Stages of cyber threat risk management maturity
Stage 1:
Initial

Stage 2:
Fragmented

Stage 3:
Top-down

Stage 4:
Integrated

Stage 5:
Risk Intelligent

Reactive, incident-driven
communication with
management; metrics
absent or inconsistently
defined/measured

Occasional and/or informal
communication with
management; metrics
somewhat standardized,
but may lack clear linkage
to business value

Formalized but inconsistent
communication with
management; metrics
mostly standardized and
available upon request

Regular (e.g., quarterly)
communication with
management; standardized
metrics used to build KPIs
that clearly link to business
value

Ongoing dialogue
with management;
critical metrics and key
performance indicators
(KPIs) agreed upon
and monitored in real time

People

Executive team is aware
of cyber threat risk and
has basic knowledge
of desirable security
policies, processes, tools,
technologies; roles and
responsibilities for cyber
threat risk management
are not clearly defined;
IT security team lacks
specialized knowledge
about cyber threat risk

Executive team recognizes
cyber threat risk as a
potentially significant
risk area; roles and
responsibilities may be
defined in business units
and functions, but are not
centrally coordinated; IT
security team has some
specialized knowledge
about cyber threat risk

Executive team has
established enterprise-wide
roles and responsibilities
for cyber threat risk
management; key
personnel are trained
on incident response
procedures; IT security
team views knowledge
of cyber threat risk as a
required competency

Executive team deploys
resources to collect
threat intelligence from
commercial sources and
alert business units and
functions (including IT)
to any need to develop
additional controls; IT
security team possesses
industry- and businessspecific knowledge to
enrich threat intelligence
and take appropriate
action

Executive team has the
background knowledge
and current information
to actively integrate
cyber threat risk into
broader ERM decisions;
enterprise uses cyber
threat intelligence to help
manage risk in all classes
(not just cyber threat risk)
to within defined tolerance
levels

Process

Ad hoc, disorganized,
and/or fragmented
processes, mostly manual
or spreadsheet-based;
inconsistent execution;
little or no documentation

Processes exist in silos;
design and execution may
vary from silo to silo; some
documentation

Defined processes that
align with enterprisewide risk management
framework; some
automation; processes are
consistently executed and
clearly documented

Organization formally
measures and monitors
process effectiveness;
automation is pursued
as a goal; cyber threat
risk management may
be organized as its own
“program”

Processes addressed by
continuous improvement
efforts, including
automation and other
enabling technologies
where appropriate;
structured cyber threat
risk management program
integrated with broader
IT risk management
and enterprise risk
management programs

Technology

Technology installed/
upgraded on a piecemeal
basis; signature-based
controls such as anti-virus
and intrusion-detection
software implemented;
logging is enabled, but is
not centralized

Centralized logging and
basic correlations to
monitor threats have been
established; forensic tools
are utilized for responding
to incidents

Commercially available
threat monitoring feeds are
integrated with centralized
logging and monitoring
capability to generate
automated alerts

Tools implemented to
automatically perform
advanced correlations
on threat information
and to convert enriched
intelligence into actionable
alerts

Technology used to
automate not just threat
monitoring and alerts,
but also other security
processes such as malware,
forensic analysis, and threat
assessment

Policies, training, and/
or communications exist
in pockets across the
organization with little
or no enterprise-level
coordination

Policies, training, and
communications exist
across most of the
organization, but are
not coordinated at the
enterprise level; employees
in “sensitive” roles
may have role-specific
responsibilities

Enterprise-standard
policies, training, and
communications exist;
compliance may not be
consistently monitored
or enforced; employees
in “sensitive” roles have
clearly defined role-specific
responsibilities

Enterprise-standard
policies, training, and
communications are
effectively disseminated
and compliance
consistently monitored
and enforced; most or
all employees (not just
those in “sensitive” roles)
have clearly defined
responsibilities for cyber
risk management,
appropriate to
their role

In addition to the
preceding, incentives have
been designed specifically
to reward key personnel
based on their cyber
threat risk management
performance

Risk
governance
(board of
directors)

Risk
infrastructure
(executive
management)

Risk ownership
(functions and
business units)
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A profile of maturity in the Risk Intelligent
Enterprise™
In our view, risk management maturity can be assessed at
three distinct organizational levels, illustrated in Figure 1 as
part of the Risk Intelligent Enterprise framework. In a Risk
Intelligent Enterprise, each organizational level assumes
specific risk management responsibilities, with activities
across all three levels integrated into a systematic enterprise
risk management (ERM) program. The effectiveness of each
level in executing its responsibilities in any given risk area
indicates its maturity in that area; higher levels of maturity
are typically associated with greater risk management
effectiveness and lower risk exposure.
It’s worth noting that you don’t need to aim for the
“highest” level of maturity in managing every conceivable
area of risk. Much of the art of Risk Intelligence lies in
understanding how mature your organization needs to be
in specific areas in order to keep the organization’s total risk
exposure within acceptable limits.
So what does “maturity” look like with regard to managing
cyber threat risk? At the risk governance level, two strong
indicators of maturity are the extent of engagement
Figure 2. The Risk Intelligent Enterprise

Figure 1. Deloitte’s Risk Intelligent Enterprise™ framework
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between the board and executive management
on cyber threat risk, and the sophistication of
management’s approach to cyber threat risk metrics.
A highly engaged board will take a formal, disciplined
approach to monitoring cyber threat risk. It may, for
example, require the Chief Information Officer or
Chief Information Security Officer to submit regular
cyber threat risk updates, and the board’s reporting
dashboard may include metrics or key performance
indicators (KPIs) related to cyber threat risk. The
metrics and KPIs themselves will typically be defined
in quantitative terms and standardized across the
enterprise, and their relevance to business value will
have been recognized by both the board and executive
management. The board and management will also
have agreed on a core set of metrics, or KPIs derived
from them, to be continuously monitored for red flags
that trigger appropriate contingency plans.
The risk infrastructure level, owned by executive
management, is responsible for implementing and
maintaining the people, process, and technology
elements needed to make risk management
“work.” With regard to people, the executive team
may dedicate resources to gathering cyber threat
intelligence in order to alert business units and
functions (including the IT security team) to any need
for additional controls. The IT security team, for its
part, will view specialized knowledge about cyber
threat risk as a core competency. Because each industry
has a distinctive cyber threat risk profile driven by the
nature of the information that industry deals with and
the types of cybercriminals that want it, a company’s
cyber threat specialist(s) should understand not just the
nature of the threats themselves, but also the threat
landscape as it applies to the organization’s specific
industry and business. In addition, a mature approach
will place the responsibility for IT risk management,
including cyber threat risk management, squarely at the
C-suite’s top level. Instead of being three or four steps
removed from the CEO, for example, the Director of
Information Security or equivalent may report directly
to the CEO.

Highly mature cyber risk management processes
are repeatable, clearly defined, well-documented,
and aligned with an organization’s larger IT risk
management (ITRM) and ERM framework. The
organization may measure and monitor process
effectiveness and efficiency, as well as apply continuous
improvement techniques to enhance performance.
Technological maturity around cyber threat risk
management falls into two categories. The first is the
extent to which technology supports process execution.
In particular, automation can make processes more
effective and efficient by increasing speed, improving
reliability, and reducing the need for human effort. The
second dimension of technological maturity is the way
technology is used to deter, detect, and defend against
cyber threats themselves. These technologies run the
gamut from simple password protection applications to
sophisticated automated data monitoring, mining, and
analytic techniques.
The risk ownership level, consisting of a company’s
business units and supporting functions, is where
most of a company’s actual risk management and
monitoring activities occur. Here, high maturity means
that employees have well-defined responsibilities,
appropriate to their role, for managing cyber threat risk;
that the organization has implemented policies to guide
the way employees use and share information; and that
employees receive role-appropriate training on how to
comply with policies and execute their responsibilities.
The organization actively promotes effective cyber
threat risk management among its employees through
communications, performance reviews, and even
incentives that support desired behavior.

“My smartphone has been acting funny”
The question for management: How do we control
what software is running on our devices?
From viruses and worms to rootnets, trojans, bots, and
more, malware – short for “malicious software” – has
become the cybercriminal’s weapon of choice for
subverting digital devices. No device is immune: malware
can infect anything that accepts electronic information,
including such unconventional targets as cash registers,
cameras, and even cars.8 Mobile devices, especially, have
seen a boom in malware infections as their popularity
has grown.9 This increase may represent a significant
vulnerability in environments where employees use
smartphones, tablets, laptops, and other mobile devices
for both personal and business purposes.
An organization with highly mature anti-malware
capabilities will address the problem from both the user
and the technology sides. On the user front, a company
should develop, communicate, and enforce policies that
limit the use of personally owned devices for business
purposes and vice versa. This can help prevent users from
infecting corporate devices with malware prevalent on
sites visited mainly for personal reasons, as well as reduce
the risk that an infected personal device will contain
sensitive corporate information. Users should also be
educated on the need to report suspicious device behavior
(such as repeated crashes) to IT for investigation.
On the technology front, companies should employ
software to both help keep malware off their devices
in the first place, and to help identify and remove any
malware that slips through – ideally, before it does
significant damage. Be aware that standard anti-virus
programs are usually not effective against malware, which
often requires more specialized techniques. Because of
this, you may want to ask your executive team specifically
about what malware-focused technologies your
organization has in place.

Risk Intelligent governance in the age of cyber threats
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Loose lips still sink ships
The question for management: How do we limit
the information we voluntarily make available to
cyber adversaries?
No one questions the need to protect information that
your organization explicitly designates as confidential.
What many people don’t realize, however, is that
cybercriminals can also benefit from information that you
and others intentionally share. HR may unknowingly put
details in a job description – say, for an IT security position
– that reveal exactly which version of what enterprise
resource-planning platform your company is running and
what security software you’re using to protect it. Or an
employee posting to a social media site may mention
in passing that he or she manages your company’s
passwords – thereby telling cybercriminals exactly whom
they need to trick, using phishing and other social
engineering tactics, to gain access to your company’s
network.
A mature cyber threat risk management capability will
recognize the need to manage risks that may arise from
sharing information that, while not strictly confidential,
can still give cybercriminals valuable clues about how
to infiltrate your organization. Elements to look for
here include enterprise-wide policies and training on

8

issues such as the extent to which employees may
discuss their work on Internet forums or use personal
email accounts for business purposes. These policies
and training requirements should be customized for
different organizational roles, and they should especially
stringent for departments, such as HR, that commonly
release information known to be useful to cybercriminals.
Similar policies should be written into the organization’s
agreements with suppliers and contractors.
A company can also take advantage of advanced search
and filtering technologies to monitor the Internet and
other electronic data sources for the appearance of
information that may indicate an increased cyber threat
risk. Any such monitoring effort should consider the
universe of available information as a whole rather than
each piece of information individually, since cybercriminals
– using the same kind of technology – can mine a
variety of sources for bits of information that, while each
harmless in itself, can collectively reveal enough to pose a
threat.

Mature cyber threat risk
management: Proactive
and preemptive
The approach we’ve outlined here is not intended to
substitute for a formal, rigorous IT security assessment
performed by specialists. But it can give you a fair start
toward understanding your organization’s capabilities for
managing and mitigating the ever-present risk that cyber
threats pose today. The insights you may gain through
these steps can help guide further inquiries that examine
the issue in more depth – which may include requesting
a formal assessment to determine how your organization
might move its cyber threat risk management
practices toward a more proactive, preemptive,
and mature approach.

In closing, we believe that exploring cyber threat risk with
your executive team can yield value beyond helping you
improve governance over this area of risk alone. It can
also give you the opportunity to build a more productive
dialogue with executives about IT risk management in
general. We encourage you to use these discussions
with management both as a way to strengthen your
company’s cyber threat risk management practices,
and as a springboard to greater engagement with your
management team on all aspects of IT risk.

Risk Intelligent governance in the age of cyber threats
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Appendix: 10 steps toward more
effective cyber threat risk governance
1. Stay informed about cyber threats and their
potential impact on your organization.
2. Recognize that cyber threat Risk Intelligence is as
valuable as traditional business intelligence.
3. Hold a C-level executive accountable for cyber
threat risk management.
4. Provide sufficient resources for the organization’s
cyber threat risk management efforts.
5.	Require management to make regular
(e.g., quarterly), substantive reports on the
organization’s top cyber threat risk management
priorities.

6.	Expect executives to establish continuous
monitoring methods that can help the organization
predict and prevent cyber-threat-related issues.
7.	Require internal audit to evaluate cyber threat risk
management effectiveness as part of its
quarterly reviews.
8.	Expect executives to track and report metrics that
quantify the business impact of cyber threat risk
management efforts.
9. Monitor current and potential future cybersecurityrelated legislation and regulation.
10.	Recognize that effective cyber threat risk
management can give your company more
confidence to take certain “rewarded” risks (e.g.,
adopting cloud computing) to pursue new value.

Risk Intelligent governance in the age of cyber threats
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Nine fundamental principles
of a Risk Intelligence program*
1.	In a Risk Intelligent Enterprise, a common definition of risk, which addresses both value
preservation and value creation, is used consistently throughout the organization.
2.	In a Risk Intelligent Enterprise, a common risk framework supported by appropriate
standards is used throughout the organization to manage risks.
3.	In a Risk Intelligent Enterprise, key roles, responsibilities, and authority relating to risk
management are clearly defined and delineated within the organization.
4.	In a Risk Intelligent Enterprise, a common risk management infrastructure is used to
support the business units and functions in the performance of their risk responsibilities.
5.	In a Risk Intelligent Enterprise, governing bodies (e.g., boards, audit committees, etc.)
have appropriate transparency and visibility into the organization’s risk management
practices to discharge their responsibilities.
6.	In a Risk Intelligent Enterprise, executive management is charged with primary
responsibility for designing, implementing, and maintaining an effective risk program.
7.	In a Risk Intelligent Enterprise, business units (departments, agencies, etc.) are
responsible for the performance of their business and the management of risks they take
within the risk framework established by executive management.
8.	In a Risk Intelligent Enterprise, certain functions (e.g., Finance, Legal, Tax, IT, HR,
etc.) have a pervasive impact on the business and provide support to the business units as
it relates to the organization’s risk program.
9.	In a Risk Intelligent Enterprise, certain functions (e.g., internal audit, risk management,
compliance, etc.) provide objective assurance as well as monitor and report on the
effectiveness of an organization’s risk program to governing bodies and executive
management.

* “Putting risk in the comfort zone: Nine principles for building the Risk Intelligent Enterprise™,” Deloitte Development LLP, 2009. Available online at
http://www.deloitte.com/view/en_US/us/article/6b929c9096ffd110VgnVCM100000ba42f00aRCRD.htm.
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