Halfway there
Financial Markets Regulatory
Outlook 2018: a mid-year update

“Open trade, investment and sustainable financial
flows play a key role in the cross-border diffusion
of new technologies that drive forward efficiency
improvements. They need to be underpinned by
effective multilateral cooperation, both in the field
of trade and in financial regulation and supervision,
to help avoid major disruptions in global financial
stability. Preserving openness is crucial if the
global economy is to thrive and to secure
its growth potential.”
Mario Draghi, President of the ECB, April 2018
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Our Regulatory Outlook set out our view of the
world as we entered 2018. Six months on we
look back at what has already happened, and
forward to what is still to come.

This optimisation will be constrained – by the
continued low interest rate environment, by the
commercial necessities of cost control, and by
the new regulatory environment itself.

Optimisation with structural constraints
In the first half of the year we passed a number
of major implementation milestones which,
together, herald a major shift within the
regulatory reform process. Firstly, regulatory
attention and resource allocation are moving
from re‑design of the regulatory system
towards implementation of the reforms as
“business as usual” supervision. Following ten
years of non‑stop policy development, we
are now in a more clearly delineated “phase
two”. Secondly, and in response, regulated
firms are now turning towards transformation
and optimisation of business and operating
models, which may well prompt a burst of
M&A activity across sectors. The majority of
compliance deadlines have now passed, but it
is clear that the effects of some of the reforms
brought in over the last decade will take several
more years to work themselves through – for
instance, the market structure implications of
MiFID II, to choose but one example.

The macro environment also remains unsettled
and we expect greater market volatility overall,
in turn posing risks for the real economy.
This in itself will sharpen the supervisory
focus we had already highlighted on stress
testing, business model analysis, and board
understanding and oversight of business risk.
What’s more, a number of European political
uncertainties remain unresolved, to say nothing
of geopolitical risks in further flung climes.
In short, firms are navigating choppy waters.
Emerging issues
Climate change moves up the agenda
In our December document we highlighted
the increasing prominence of a handful of
longer‑term structural issues, one of which
was climate change. The issue has become
very prominent in recent months, with major
interventions from senior regulators.

The European Commission published its
far‑reaching Action Plan in January, followed
by legislative proposals for an EU taxonomy
of sustainable activities, the disclosure of
sustainability risks, and the administration
of low‑carbon benchmarks. The BoE has
also been prominent in the public discourse.
There is a convergence of interest in the
issue from multiple directions, including from
the investor community which is becoming
increasingly vocal about its desire for firms
to disclose more information about the risks
they face from climate change. Indeed, the
Task Force on Climate‑Related Financial
Disclosures can boast over 250 of the world’s
largest corporations as supporters of its work.
Attention will increasingly turn towards how to
translate good intentions into practical action
in areas from risk modelling and scenario
analysis through to product distribution. This is
a multi‑year programme, and will require
engagement from all sectors of financial
services as well as the official sector.
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It remains too early to tell how exactly this
work will develop, but the interest of micro
prudential supervisors is obvious, and the
industry should be aware that climate change
and sustainability issues are likely find their way
through to individual firms’ capital positions,
either through stress testing or other means.
FinTech and technological resilience
In December we were also anticipating the
arrival of the European Commission’s FinTech
Action Plan, which was published in March.
The Action Plan sets a direction of travel for
the EU, but is more exploratory in nature than
responses we have seen from other regulators
(particularly the FCA in the UK). Work to be
conducted over the next year will lay the
foundations for the policy programme of the
next EU legislative term, beginning in late 2019,
but little is planned by way of legislation in the
immediate future. Developments with AI also
continue to occupy the industry and regulators,
given that its deployment has significant
implications for the ways in which firms interact
with customers and use their data.

AI was the subject of a European Commission
communication to EU legislators in April,
indicating that it will work with Member States
to have a coordinated plan on AI by the end
of this year as part of its Digital Single Market
initiative.
In the meantime, incumbents can expect their
core technological infrastructure to come
under scrutiny in light of a series of IT outages
which disrupted the provision of services
to retail customers. In the face of new data
protection rules, a raised bar with respect to
cyber resilience, and an increasingly digitalised
financial services marketplace, supervisory
vigilance over basic IT housekeeping is set to
become more intense.

Culture is on peoples’ minds
Culture has also featured strongly in
conversations with clients, reflecting the
increasing supervisory emphasis it is receiving
as part of “business as usual” supervision.
The culture theme is not new, but has gained
momentum as part of the post crisis reform
programme. It reflects a firm consensus
amongst supervisors, both prudential and
conduct, that a control environment, however
well designed, is unlikely to be effective
unless it is supported by the right culture and
mind‑set at all levels in the organisation and
that these in turn require strong leadership
in tone and values from the board and
senior management.
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“Supervisory vigilance over basic
IT housekeeping is set to become
more intense.”
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Whilst this is generally recognised – and
accepted by firms – there is some uncertainty
as to how supervisors will assess culture in
practice and how firms can respond optimally.
In part this is because culture is not linked
to a specific set of rules. But supervisors
will be stepping up their review work, and
“business as usual” supervision will increasingly
involve continuous assessments of culture.
Whilst this may on occasion include formal
assessments of culture, conducted “on site”
through such means as board observation,
case studies and interviews, supervisors will
also build their assessment continuously
through their everyday interactions with
those being supervised at all levels within
a firm. That assessment in turn will be
a key determinant of the supervisors’ risk
assessment of the firm and hence of
the supervisory strategy, and tools they
will employ.

In the UK, we have seen the FCA publish
a series of essays on the challenge of
transforming culture in financial services; whilst
in Ireland, the central bank, with support from
the Dutch central bank, is currently undertaking
behavioural and cultural assessments at five of
the major banks, focusing on the identification
and management of consumer risks, and has
indicated that this assessment process will be
extended to other sectors. At the European
level, EIOPA has also signalled an interest
in the issue consistent with its objectives of
strengthening the protection of consumers and
promoting a common supervisory culture, with
plans to carry out what it refers to “conduct of
business oversight cultural visits” in relation to
the conduct of business supervision conducted
by national supervisors.

“Business as usual
supervision will
increasingly
involve continuous
assessments
of culture.”
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Brexit uncertainties persist
Planning continues apace, and in many cases
firms are already well down the restructuring
track. Although we now have clarity around
an interim permissions regime in the UK, and
the prospect of a transitional period, there are
contrary views as to how useful transitional
arrangements are at this point. While the UK
has told firms that they may take the transitional
arrangements into account in their Brexit
planning, the EU27 has told firms to continue
to prepare for no deal until such time as the
Withdrawal Agreement is ratified.

A similar asymmetry of approach can be
observed with respect to contract continuity,
with a clear statement of intent by the UK not
yet matched by the EU27. Uncertainty – for
regulators and firms alike – remains the order
of the day, and looks set to continue until the
political negotiation process concludes.

Andrew Bulley

David Strachan

Looking forward
The rest of this document gives you a snapshot
of regulatory developments across the wide
range of issues we covered in our Regulatory
Outlook, as well as our views as to what you
can expect for the rest of the year. By and large
our expectations for this year are so far proving
to be on the mark.
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In our original Regulatory Outlook 2018 we identified seven cross‑sector issues of strategic significance for all
European financial services sectors in 2018, alongside a number of additional sector‑specific issues.
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Meeting multiple
regulatory deadlines
The focus on meeting
multiple regulatory
deadlines in 2018 will
come with a significant
opportunity cost – firms
will not have been able
to exploit synergies
to the full, will have
diverted resources from
other strategic priorities
and will likely have to
undertake significant
remediation work
post‑deadline to make
compliance efficient
and effective.

Preparing for Brexit
Firms and supervisors
will continue preparing
for Brexit in a world
of uncertainty, where
the detail of both
political and regulatory
developments will be
unveiled during the
course of the
negotiation period.

Banking

The
prudential
framework:
slow
progress

Supervisory spotlight
on business models
The macro‑economic
environment,
competitive forces
and regulatory change
continue to put
pressure on traditional
business models across
the financial services
industry, and in some
cases are driving
changes to business
models and risk
appetite.

Data protection,
innovation and good
customer outcomes
Against a backdrop of
increasing concerns
about the use of
personal data and
data privacy, firms can
expect to experience
greater scrutiny by
regulators of their
approaches to their use
of, and controls over,
personal data.

Resolvability:
yet to be
resolved

The Open
Banking
era begins

Trading
landscape
and market
structure

Cyber risk and
resilience
The regulatory focus
on the heightened
cyber risks created by
technological change
and increasingly digital
business models is not
new. In 2018, however,
we will start to see
regulators flex their
muscles and begin
to articulate clearer
priorities for what firms
need to do to prepare
for cyber threats.

Insurance

Capital Markets

IFRS 9,
stress tests,
NPLs and
disclosure

Customer vulnerability
– broadening the
perspective
Regulators are increasingly
recognising that
legislation, products and
services are often built for
the “average” consumer,
and that while these work
satisfactorily for many,
supervisors nonetheless
need to focus on certain
consumer groups whose
situational vulnerability
may leave them less
able to secure their own
interests and hence at
greater risk of suffering
poor outcomes.

Data and
reporting

Best
execution

Continuing
regulatory
and capital
change

Managing risks from
internal models
2018 will see
a concerted push
from national and
supranational
regulators on the
risks posed by capital
and other models to
firms and the financial
system.
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Profitability
and low
interest
rates

Profitability
and soft
markets

Disruption
and
innovation

Business
models
and new
regulation

Systemic
risk
concerns
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In the six months following the publication of our Regulatory Outlook 2018,
a lot has happened.
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Meeting multiple regulatory deadlines
MiFID II, PRIIPs, BMR and GDPR are now live, with IDD still to come
later in the year. Some firms have struggled with the multitude of
different regulatory deadlines, and in some cases implementation
programmes continue to run in order to optimise firms’ approaches.
Concerns have been raised about some of the information firms
must provide as part of PRIIPs, whilst certain aspects of MiFID II
were delayed. With implementation deadlines now largely passed,
supervisory attention will turn to more concerted oversight
of compliance.

Preparing for Brexit

Contacts

Despite progress in some areas, uncertainty remains over Brexit.
Whilst a transition period was agreed at a political level, the fact
that this is not yet legally binding means most firms have continued
to execute their current contingency planning. Firms relocating to
the EU27 are looking to either bulk up existing entities or establish
new ones, and ensure they have the necessary infrastructure and
personnel in place ahead of March 2019. The UK has also pushed
for a system of ”mutual recognition” for FS regulation but so far has
been rebuffed by the EU. However, the UK government has agreed
to provide a temporary permissions regime for firms passporting
into the UK and to legislate for contract continuity, providing firms
with some certainty on these issues on the UK side.
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Supervisory spotlight on business models
Business models have continued to attract attention, with supervisory
analysis increasingly incorporated into “business as usual” supervision
and thematic review work. The ECB has completed its review of bank
business models, but is not expected to publish its findings. The FCA’s
work on business models continues, and its high‑cost credit review
led to a crack down upon aspects of firms’ business models it viewed
as unfair. Supervisors are increasingly drawing attention to the
importance of technology in shaping firms’ business models, and we
expect to see increased interest from them in the interplay between
the two in future.

Data protection, innovation and good
customer outcomes
May’s GDPR deadline drew significant attention to firms’ data
protection approaches. Whilst we are yet to see any enforcement
action in this area, the increasing prominence of data protection
and privacy issues will mean any serious breach of GDPR will be
met with a strong response. We have also seen regulators increase
their scrutiny over firms’ use of AI, with the FCA and PRA both having
published papers outlining their expectations of governance and risk
management of algorithmic trading. The European Commission also
announced that it will develop its approach to AI by the end of 2018.
Cryptocurrencies have rarely been out of the headlines and have
begun to attract regulatory attention.

Capital Markets
Insurance
Investment Management
Glossary
Contacts

Next

10

Executive summary

Home

Cross-sector issues

Executive Summary

Introduction

Cross‑sector issues
Banking

Customer vulnerability
The FCA has moved to incorporate consumer vulnerability into its
day‑to‑day regulatory approach. Its review of high‑cost‑credit saw it
propose a price cap for rent to own products, citing a need to protect
vulnerable consumers, and we expect to see a similar rationale
inform the outcome of other work on overdrafts and access to travel
insurance. IOSCO published a report on senior investors’ vulnerability,
while EIOPA’s consumer trends report expressed concern about
higher-risk consumers’ access to insurance products. Other ESAs
raised similar concerns as part of a joint ESA report on Big Data.

Cyber risk and resilience
The ECB published its TIBER framework, a consultation on its
Cyber Resilience Oversight Expectations for FMIs, and launched
its Euro Cyber Resilience Board. In the UK the PRA’s business plan
highlighted the security risks posed by recent payment services
and open banking reforms. The FCA listed “data security, resilience
and outsourcing” as a cross‑sector priority in its business plan
and has said it will continue to look at firms’ operational resilience
and outsourcing controls. Later in the year the SSM is expected to
publish its cyber expectations for the banks it supervises, as are
UK regulators.

Capital Markets
Insurance
Investment Management
Glossary
Contacts

Next

11

Executive summary

Home

Cross-sector issues

Executive Summary

Introduction

Cross‑sector issues
Banking

Managing risks from internal models
We have seen a range of developments relating to firms’ internal
models. EIOPA reaffirmed its plans to increase the scope of its work
on model convergence, said it would evaluate firms’ model calibration
through benchmarking exercises, and in May published its first
study on market and credit risk modelling. In the UK, the PRA voiced
concerns over insurers’ modelling of investments in illiquid assets.
In the banking sector, the ECB has continued with its TRIM exercise,
which we expect to continue into 2019. The PRA also finalised a set of
principles for model risk management for bank stress testing models,
and is now considering extending these principles to all models.
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Banking

Capital markets

Basel III has been finalised but uncertainty remains around how
it will be implemented, with no EU legislative proposals expected
before 2020. Negotiations on CRD V/CRR II have been slow, and
we think it unlikely that a final law will be ratified by the end of
this year. IFRS 9 and PSD2 went live in January, while in March the
EU published a package of measures of NPLs. In June, the BoE
published its final policy on valuation in resolution, with more on
resolvability to come later in the year. In the UK, the Open Banking
standard is now fully live.

MiFID II has begun to move more equity and non-equity trading
onto trading venues and SIs. Transaction reporting has proved
to be challenging for both firms and regulators, and some issues
around data quality remain. The publication of the double volume
cap saw a two month delay, but since ESMA first publication in
March, hundreds of equities have been suspended from dark pool
trading for six months. The full effects of MiFID II will take time to
play out as market participants and regulators adjust to the new
rules. Supervisors will begin to assess firms’ compliance as the year
progresses, with transaction reporting, research unbundling, best
execution, cost disclosure and algorithmic trading all being areas
of focus.
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Investment management

Supervisors continue to be concerned about the sustainability of
firms’ business models in light of the continued low interest rate
environment. In the UK, we expect the PRA to explore whether
firms are under-pricing to gain a competitive advantage, unduly
relaxing policy terms or expanding their business outside their
areas of expertise. The PRA has made clear that it will not make
any changes to Solvency II until after there is greater certainty on
the outcome of Brexit. The FCA will look to scrutinise the wholesale
insurance broking sector and insurers pricing practices, including
their use of big data. The IDD will apply from October 2018, with
firms continuing to be in varying states of readiness.

MiFID II and PRIIPs went live in January, introducing new rules on
costs and charges disclosure. However, some of the PRIIPs cost
calculations have led to counter-intuitive figures, including negative
transaction costs or overly optimistic performance scenarios. These
issues appear unlikely to be fixed before the Commission’s review of
PRIIPs by the end of the year. Most firms have now opted to pay for
investment research themselves, rather than charge clients; while
prices have generally fallen, the wider effect the new unbundling
rules are still to play out. In the UK, the FCA’s asset management
market study is expected to lead to greater scrutiny on value
for money. ESMA is set to publish a number of papers, covering
performance fees, closet-indexing, and the reporting of costs and
past performance for retail investment products.
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Preparing for Brexit
Supervisory spotlight on business models
Data protection, innovation,
and good customer outcomes
Customer vulnerability

Supervisory spotlight on business models

Cyber risk and resilience

Data protection, innovation and good customer outcomes

Banking

Customer vulnerability – broadening the perspective
Cyber risk and resilience
Managing risks from internal models

Managing risks from internal models
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What to look out for
•• Regulators may revisit PRIIPs in light of
difficulties with performance scenarios
and cost methodologies, but these
issues are unlikely to be solved before
the end of the year.
•• Supervision of MiFID implementation
will tick up a notch, with payment
for research, best execution, and
algorithmic trading particular areas
of scrutiny.
•• IDD goes live in October, with readiness
variable across the EU.

In January MiFID II, PRIIPs, and BMR went
live, although implementation has not been
smooth sailing, and in some cases firms’
implementation programmes will run well into
2018 as they continue to make improvements.
On BMR, some benchmark administrators
have struggled to ensure compliance and
whilst transitional provisions apply until 1
January 2020, at the time of writing, only 11
administrators have received authorisation or
registered according to ESMA’s public register.
A number of fund managers also failed to
get KIDs in place to comply with the PRIIPs
application date. More recently, GDPR took
effect, and there was a flurry of activity from
firms in the last few weeks of May to ensure
they were compliant.
There remain concerns with the PRIIPs
KIDs’ performance scenarios and cost
methodologies, with ESMA saying that it
would be willing to look at these issues if
there is “concrete evidence” of real flaws.
The FCA’s CEO, Andrew Bailey, also said he
was “concerned about PRIIPs” and that the
FCA would publish a call for input in July, to
explore the scale of the potential problems.

The industry has also pressed the European
Commission to review the rules and delay their
extension to UCITS funds.

Preparing for Brexit

We think it likely that regulators will issue
further guidance or show greater flexibility,
but the problems with prescribed calculation
methodologies are unlikely to be resolved
before the end of the year, given that the
Commission only intends to review the PRIIPs
Regulation by 31 December 2018.

Cyber risk and resilience

While some Member States failed to transpose
MiFID II into national law on time (and several
are still to do so), the Directive has taken effect
in the EU Member States with the largest
financial centres. There were last‑minute
delays in some areas, such as the six‑month
extension of the LEI requirement, waivers from
open‑access provisions for exchange‑traded
derivatives, and the publication of the double
volume cap.

Supervisory spotlight on business models
Data protection, innovation,
and good customer outcomes
Customer vulnerability
Managing risks from internal models

Banking
Capital Markets
Insurance
Investment Management
Glossary
Contacts

Next

16

Meeting multiple regulatory deadlines

Home
Introduction
Executive Summary
Cross‑sector issues
Meeting multiple regulatory deadlines

ESMA also made a number of adjustments
to the regime after 3 January, such as
clarifications to the quoting obligations for SIs
in order to align them with those for trading
venues for instruments subject to the regime.
Furthermore, ESMA issued an opinion on the
treatment of package orders under the trading
obligation for derivatives.
The FCA’s supervision work will begin to assess
MiFID II compliance, in particular those rules
on best execution, research unbundling, and
payment for order flow. The FCA and PRA
also published reports on algorithmic trading,
just over a month after MiFID II became
applicable, demonstrating that there are
certain areas to which the regulators attach
particular importance. As more time passes,
regulators will step up their monitoring of firms’
compliance; the FCA has already announced a
review into the price of investment research to
see if firms are consistently applying the new
MiFID II requirements, and we expect more
regulators to begin engaging in supervisory
or remediation work as the year progresses.

This leaves just one remaining set of rules to
come into effect between now and the end
of the year – the delayed IDD, scheduled for
October. The state of readiness for IDD remains
variable across the EU, even with the extended
period granted for compliance.

“Regulators will be
stepping up their
monitoring of
firms’ compliance.”

Preparing for Brexit
Supervisory spotlight on business models
Data protection, innovation,
and good customer outcomes
Customer vulnerability
Cyber risk and resilience
Managing risks from internal models
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What to look out for
•• The UK and EU27 hope to agree the
terms of the UK’s exit and outline a
framework for the future partnership
before the end of the year.
•• The UK’s White Paper on the end state
relationship, which will cover financial
services, has been delayed and is
currently expected to emerge after
the EU’s June European Council meeting.
•• Industry is focussed on implementing
tactical solutions to be able to continue
regulated activities in the EU27 from
March 2019.
•• Uncertainty around “cliff edge” issues
and the huge volume of business
change in the absence of a legally
binding transition agreement will
put pressure on implementation of
Brexit plans.

Uncertainty over the future relationship
between the UK and the EU27 remains the
reality of Brexit.
Political agreement has been reached to
establish a 21‑month transitional period
running through to December 2020, but is part
of the wider Withdrawal Agreement, which at
the time of writing is deadlocked over other
issues such as the Irish border. The Withdrawal
Agreement is also subject to a ratification
process before it is legally binding; the
negotiating parties intend to have the legal text
of the Withdrawal Agreement finalised by the
end of the year, and EU ratification is slated for
early 2019. The Withdrawal Agreement will also
need to be ratified by the UK Parliament.
In the absence of a legally‑binding agreement,
there are opposing views as to how to proceed.
The ECB and other EU27 regulators have
told firms to prepare for a no-deal scenario
involving no transitional arrangements, while
the BoE has said firms may take the transitional
agreement into account when devising their
Brexit plans.

Most firms have continued executing their
contingency plans, determining that political
agreement alone is insufficient to warrant
a slow‑down in activity.
The UK Government has not yet published its
detailed position paper on the outcomes it is
aiming at for FS. However, the UK has promised
to produce a “significant” White Paper, which
should cover financial services. This is currently
expected to emerge after the EU’s June
European Council meeting.
The Chancellor of the Exchequer has spoken
about a future financial services arrangement
based on mutual recognition, although Michel
Barnier has made clear the EU’s opposition to
these proposals, preferring to make use of the
equivalence framework.

Preparing for Brexit
Supervisory spotlight on business models
Data protection, innovation,
and good customer outcomes
Customer vulnerability
Cyber risk and resilience
Managing risks from internal models
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We have not as yet seen legislative fixes for “cliff
edge” issues such as contract continuity for
insurance contracts and derivatives.
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Although the UK Government has said it
will legislate to ensure contract continuity,
attention is turning to contingency planning to
cover the possibility that no similar solution is
offered by the EU27. Many have taken comfort
from the creation of a technical working group
involving the President of the ECB and BoE
Governor, designed to work through these
types of technical issues.
In the run up to March 2019, firms relocating
from the UK to the EU27 will be focused on
implementing a tactical solution – the minimum
required infrastructure, people and capabilities
– in preparation for Brexit. Relocating firms
are either establishing new entities or scaling
up existing EU27 entities. Even where entities
are scaling up, some relocating regulated
activities are new and both the governance
and infrastructure changes are significant.
Having completed the booking model design,
larger firms are progressing to implementation.
Migration of regulated activity to EU27 is
typically staggered, by business, to reduce
execution risk.

In the insurance sector, many firms have
already made substantial progress with their
preparations for Brexit. Insurers operating
inbound to the UK from the EU have benefited
from greater certainty than those operating
the other way, given the UK regulatory and
governmental announcements on contract
certainty and post-Brexit authorisations.
However, many outbound insurers have
now obtained approvals for their post-Brexit
operations in the EU27. Many insurers have
also now initiated insurance business transfers,
in many cases to complete during the expected
transitional period, presenting some risk to
insurers in the event of a no-deal scenario.

The position with investment managers is more
nuanced due to the various directives they
have to consider – AIFMD, UCITS, MiFID etc. –
and the need to think through the subsequent
effect this will have on both the marketing and
management of funds. We expect many firms
to try and delegate fund management back to
the UK where possible, although this assumes
that the relevant supervisory cooperation
agreements needed to underpin delegation
are put in place. Furthermore, firms will want to
consider how Brexit may disrupt their sell‑side
relationships, and plan accordingly.

Preparing for Brexit
Supervisory spotlight on business models
Data protection, innovation,
and good customer outcomes
Customer vulnerability
Cyber risk and resilience
Managing risks from internal models
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“Most firms have continued executing their
contingency plans, determining that political
agreement alone is insufficient to warrant
a slow-down.”
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What to look out for
•• The ECB is not expected to publish the
findings of its thematic review on bank
business models, but will embed its
findings into its supervisory work.
•• A further update on the FCA’s review of
retail bank business models is expected
later in the year, building on an earlier
update published in June.
•• Bank mergers are back on the agenda,
but supervisors will be mindful of the
trade‑offs between business model
benefits and potential systemic risk
drawbacks.
•• Supervisors will be increasingly
interested in the intersection
of business model analysis and
technological change.

Regulators have continued to scrutinise firms’
business models. The ECB and NCAs’ JSTs
have completed their thematic review of bank
business models and profitability drivers, but
the ECB is not expected to publish its findings.
The review includes a thorough analysis of
the most profitable banks to understand the
drivers of their performance and ascertain
whether these are sustainable. We continue
to think that it will be hard for supervisors
to compare firms’ business models, given
differences in their scale, complexity and
product/services offerings; consequently,
cross‑firm “peer group” analysis will be limited.
European banking supervisors have continued
to be vocal about the possibilities for
consolidation in the sector, seen as a means
to reduce overcapacity, with senior industry
figures increasingly adding their voices to
the discussion. However, supervisors will be
mindful of the trade‑offs between efficiency
gains and the potential for systemic risk,
particularly in the context of large
bank mergers.

“Supervisors will
be mindful of the
trade-offs between
efficiency gains
and the potential
for systemic risk,
particularly in the
context of large
bank mergers.”
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In the UK, the FCA has stressed the importance
of business models to its supervisory work,
with several pieces of business model focused
work ongoing, including its strategic review of
retail banking business models and its work
on a variety of general insurance markets.
Cross-subsidies have been one aspect of
business models that have received specific
attention, with the FCA looking at the issue
across banking, advice and asset management
sectors. The FCA has also published its
high‑cost credit review, which showed the
FCA’s increasing willingness to use price caps
as a way of tackling the features of firms’
business models that it considers
to be unfair.

The EBA’s Adam Farkas has also drawn
attention to technology as a driver of business
model change , and the EBA is set to publish a
thematic report on the issue later in 2018.
In the insurance sector, EIOPA’s InsurTech Task
Force has been tasked with looking at the
business model implications of technological
change, including the potential for
fragmentation of the value chain. A review of
the use of Big Data is scheduled for 2018, with
the task force set to examine the implications
for pricing and underwriting, as well as the
impact on consumers.
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Supervisors are also taking a keen interest in
how technology is affecting business models.
The BCBS published a set of “Sound Practices”
on the implications of FinTech developments
for banks and bank supervisors, highlighting
the potential impact of new technologies on
banks’ future business models.
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What to look out for
•• With GDPR now live, regulators will
scrutinise businesses that rely on
wholesale automated processing of
customer data.
•• The EU will develop its approach to
the use of AI by the end of the year,
including work on ethical issues and
the framework for liability in relation
to product development.
•• Cryptocurrencies are also under
scrutiny, with the FCA set to publish
a discussion paper later in the year.

GDPR has now gone live, with firms having
scrambled to meet the 25 May deadline.
In the run up to GDPR taking effect, the ICO
and FCA confirmed they will work closely on
GDPR issues in future, and announced they
will update, and where needed strengthen,
their MoU.
More generally, we continue to expect that
GDPR will act as a catalyst for regulatory
scrutiny of wholesale automated processing of
customers’ personal data. The FCA has been
clear that the use of customer data, especially
in the context of innovative technologies such
as AI, will be a focus area. Understanding the
data protection implications of innovation
and new technologies is also a priority for the
ICO, which has indicated that a forthcoming
consultation will seek to establish a Regulatory
Sandbox to help firms navigate and mitigate
data protection issues arising from Big Data
technologies.

Now that GDPR has taken effect, and given
the public and political sensitivity to any
significant misuse of personal data, the
regulatory response to any serious data breach
is likely to be swift and forceful. Consequently,
although there may be a lead time before any
enforcement action, there are no grounds
for complacency. If firms are unsure about
how to mitigate data protection risks arising
from technological innovation, they should act
swiftly and take up the ICO’s offer to engage
with them in relation to ideas for which more
guidance, testing, or research are required.
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We have also seen a continued regulatory
focus on AI, from both UK and international
regulators. Both the FCA and the PRA
published papers setting out their expectations
with regards to firms’ use of algorithmic trading,
while the ICO listed AI as one of its three
technology priority areas.
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Separately, the legislative programme of the
European Commission’s Digital Single Market
initiative will become increasingly relevant for
FS, as firms in the sector continue to invest
in their digital transformation programmes.
Notably, the Commission announced that
it will work with Member States to have a
coordinated plan on AI by the end of 2018,
which will contain ethical guidelines on AI
development, taking into account principles
such as data protection and transparency.
This is part of a broader debate on ethical
boundaries and standards in relation to
data‑driven technologies, and in particular AI,
which is gaining momentum both in the UK
and EU and although not FS‑specific, it is highly
relevant to FS firms.
Regulators are also looking to take advantage
of new technologies. The BoE has tested
blockchain features for its new RTGS
system, while the FCA has continued to run
“hackathons” and launched a call for input
on using technology to achieve smarter
regulatory reporting.

Finally, cryptocurrencies are also beginning to
attract more regulatory attention. The UK’s
Treasury Committee has announced it will be
launching an inquiry into cryptocurrencies, and
the FCA will issue a discussion paper outlining
its policy thinking later in the year. The EU’s
FinTech Action Plan has also promised to look
at potential regulation for cryptocurrencies.
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What to look out for
•• Vulnerability is now “business as usual”
in jurisdictions like the UK and Ireland.
•• We expect this trend to influence the
approach of other supervisors in the
EMEA region over the longer term.
•• The FCA’s work on cancer patients’
access to travel insurance and bank
overdraft fees will be further important
demonstrations of their supervisory
approach to vulnerable customers.
•• Supervisors will continue to be mindful
of the potential impact of technological
change on vulnerable customers and
will expect firms to manage these risks.

In the last six months, interest in consumer
vulnerability has grown. International bodies
and supervisors have focused on different
aspects of vulnerability including the risks faced
by older consumers, the ways in which new
technologies may lead to financial exclusion,
and specific sectors such as credit.
In the UK, consumer vulnerability is now
“business as usual” and has been integrated
into all aspects of the FCA’s wider programme
of work. In June, the FCA published feedback
on its call for input into the challenges faced
by cancer patients trying to obtain travel
insurance. This proposed a new signposting
service to direct consumers to specialist
insurance providers and promised to feed
its findings into the FCA’s wider forthcoming
review of pricing in retail general insurance.
Meanwhile, potential remedies in the high-cost
credit and retail banking sectors, including
proposed price caps, demonstrate the FCA’s
increasing willingness to consider strong
interventions in the interests of vulnerable
consumers.

“The term “consumer
vulnerability” is
more overtly used
in some jurisdictions
than others,
and supervisory
approaches will differ
in form and intensity.”
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The UK is not the only EMEA supervisor
with an explicit interest in vulnerability;
the Irish Central Bank has also focused on
vulnerable customers in the credit sector,
and has proposed enhancements to its
Consumer Protection Code for Licensed
Moneylenders, including specific protections
for vulnerable customers.
The term “consumer vulnerability” remains
more overtly used in some jurisdictions
than others and supervisory approaches to
this issue will continue to differ in form and
intensity. Nevertheless, concern amongst
supervisors and international bodies regarding
the different ways in which consumers can
be vulnerable is growing. In March, IOSCO
published guidance on good practice for
managing the risks faced by senior investors,
while EIOPA and the other ESAs are monitoring
the risk that customers with higher-risk profiles
may face financial exclusion as a result of Big
Data driving more granular segmentation of
the market.

Over the longer term, we expect the developing
approach in jurisdictions such as the UK and
Ireland to influence conduct supervisors across
the EMEA region.

The trend towards greater use of technology,
innovation and digitalisation poses particular
challenges for firms vis‑à‑vis the treatment of
vulnerable customers.

ESMA’s revised guidance on the assessment
of suitability under MiFID II will also, at a time
of enhanced supervisory focus on vulnerability,
reinforce for firms the importance of ensuring
that they have effective systems and controls
in place to identify and deal with vulnerable
customers.

They will need to demonstrate how they
address the needs of vulnerable customers
when designing innovative products and
services or leveraging innovations (such as
Big Data) to ensure that they do not result in
unfairness or exclusion.

Vulnerability is a broad, multifaceted issue.
Firms will increasingly be expected not just to
identify and monitor vulnerable customers
but to understand and respond to an array of
different vulnerabilities, some short term and
transitory, others long term and permanent.
Strong board engagement and oversight,
supported by effective MI, will be essential to
firms’ adoption of the right mind‑set towards
vulnerable customers as well as to ensuring
effective policies, procedures and controls are
in place to meet their needs.

Preparing for Brexit
Supervisory spotlight on business models
Data protection, innovation,
and good customer outcomes
Customer vulnerability
Cyber risk and resilience
Managing risks from internal models

Banking
Capital Markets
Insurance
Investment Management
Glossary
Contacts

Next

25

Cyber risk and resilience

Home
Introduction
Executive Summary
Cross‑sector issues
Meeting multiple regulatory deadlines

What to look out for
•• We expect UK regulators to publish
guidance giving a clearer view of their
expectations for firms’ cyber resilience
capabilities.
•• The ECB is also expected to publish
expectations of SSM‑supervised banks.
•• The FSB will finalise a “lexicon” of
terms by November to aid a common
understanding of ongoing work in the
public and private sectors.
•• EIOPA will gather information on cyber
risk management practices under the
umbrella of its stress test.

The first half of the year saw a number of
expected developments unfold. The ECB
published its European Framework for
TIBER‑EU, as well as a consultation on Cyber
Resilience Oversight Expectations for FMIs,
both of which provide a basis for embedding
cyber risk into routine supervision, and
create an environment where collaboration
between various stakeholders will necessarily
increase. This is reflected through the “Euro
Cyber Resilience Board”, recently launched by
the ECB, and the expectations put on FMIs in
anticipating future threats and participating in
shaping the sector’s response to these.

“The nature of cyber
threats means that
many supervisory
standards can never
be “achieved”; they are
ever-changing and will
evolve in response to
the threat.”
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No legislative proposals came out of the
European Commission’s FinTech Action Plan,
but it identified the harmonisation of IT risk
management, the convergence of cyber
“hygiene standards” (i.e. simple routine
measures to minimise the risks from cyber
threats), reducing barriers to threat intelligence
information sharing, and the possible
development of an EU‑wide cyber testing
framework as key areas for further work.
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The latter has already been partially realised
through TIBER‑EU, and we expect more work
from the European Commission on cyber
threat information sharing.
The PRA’s Business Plan highlighted the risk
posed by the reforms in payment services and
open banking, and said it would set out “the
level of operational resilience we expect of
firms and how we will make sure it is delivered”,
with a publication expected this year. The FCA’s
Business Plan identified “Data security,
resilience and outsourcing” as a cross‑sectoral
priority for the year ahead, and has indicated
it will look at operational resilience, reflecting
a growing interest in addressing the IT failures
and outages that affect the availability of
services customers rely on.
In the second half of the year, the SSM
is expected to publish cyber resilience
expectations for the banks it supervises
(and the ECB’s CROE consultation for FMIs
sets a high bar for the approach that SSM
banks can expect, including strict governance
expectations for both CISOs and Boards).

EIOPA’s stress testing exercise will include
information gathering on firms’ cyber risks
practices. Finally, the review by the ESAs
of existing supervisory requirements and
practices will conclude in early 2019, potentially
opening up another regulatory chapter.
The FSB will finalise a Cyber Lexicon in
November 2018, with a possible consultation
in July. The Lexicon aims to create a common
language when speaking about cyber
security and resilience, as well as facilitate
information sharing, but could also be
useful for standard‑setting bodies providing
guidance, hinting at further international
action. More recently, the G7 meeting of
finance ministers and central bank governors
discussed how the G7 Cyber Experts Group
could address potential cross‑border
coordination issues in the face of a major cyber
incident, further turning the regulatory dial
towards an international framework to respond
to the cyber threat.

The nature of cyber threats means that
many supervisory standards can never be
“achieved”; they are ever-changing and will
evolve in response to the threat. This means
that rather than facing a single wave of
regulation, firms should prepare for a different
type of relationship with their regulators
and supervisors. This relationship will be
characterised by a clear focus on individual
resilience, but also an increasing demand
for firms (and particularly those firms that
regulators think are systemic to the financial
ecosystem’s cyber security) to consider cyber
risks from a broader stakeholder perspective
and contribute to shaping the sector’s
response to them.
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What to look out for
•• EIOPA’s work on model convergence
will continue through benchmarking
exercises, and will feed into ongoing
supervision.
•• The PRA has indicated it may initiate
review work into insurers where it has
concerns around ratings given to illiquid
assets.
•• The ECB’s TRIM exercise will continue,
with some missions set to continue into
2019, although the review phase will
end in the first quarter.

The first half of 2018 has seen a wide range
of developments relating to internal models
across banking and insurance.
On the insurance side, EIOPA reaffirmed its
plans to increase the scope of its work on
model convergence, with work on “on‑going
appropriateness indicators” and a variety
of other quantitative and qualitative tools.
EIOPA will look to evaluate the consistency
of model calibration through repeated
benchmarking exercises. In May EIOPA
published its first study on market and credit
risk modelling, finding significant variations in
asset model outputs, partially resulting from
model specificities, which it said indicated
the need for further supervisory scrutiny.
The study is the first step in an ongoing process
of monitoring and comparing internal market
and credit risk models, and will ultimately feed
into ongoing supervision through EIOPA’s
interactions with national supervisors.

In the UK in particular, the PRA has voiced
concerns over insurers’ investments in illiquid
assets, and the treatment of such assets
within valuation models. It has indicated that
it may resort to skilled person reviews where
supervisors continue to have concerns about
the internal ratings given to particular assets.
Boards will need to demonstrate robust
understanding and oversight of the risks
inherent in these assets and that the firm has
sufficient experience and expertise to manage
them, not only in underwriting but also in any
work‑out and recovery phases.
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We are also starting to see insurers prepare
for the new IFRS 17 accounting standards,
which will take effect from January 2021 and
will change the accounting basis for insurers
to value their liabilities and report revenue.
The new IFRS 9 standard will also become
applicable for insurers alongside IFRS 17.
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We expect IFRS 17 and IFRS 9 implementation
to place significant additional demands
on insurers’ systems, data and modelling,
increasing the corresponding emphasis on
firms’ management of model risks associated
with accounting and valuation models. We
expect firms to focus increasingly on the
scope to adapt their Solvency II systems
and data where practicable to meet IFRS 17
requirements as well as to consider what
new system and technology investment will
be needed. Boards will also need to review
in depth the future profitability of individual
product lines in the light of the changes in
accounting treatment brought about by the
new standard.
Meanwhile in the banking sector, the ECB’s
TRIM exercise has continued apace. In March
the ECB published the first chapter of its guide
to internal models for public consultation,
with new material on the ECB’s expectations
in a variety of areas following the gathering of
feedback from banks and lessons learned from
on‑site inspections under TRIM.

Some TRIM missions may continue into 2019,
although the review phase is expected to end
in the first quarter of next year.
The PRA finalised a set of principles for model
risk management for bank stress testing
models, applicable from the beginning of
June. Aspects of the principles will apply
to smaller firms that do not take part in
the BoE’s stress testing exercise, which
may create challenges for those firms that
do not have a well‑developed model risk
management framework. It is also clear that
the PRA is considering whether to extend its
principles beyond stress testing models to all
model types.

The EBA also finalised guidelines relating to the
way banks calculate, and supervisors oversee,
regulatory parameters for credit risk, covering
probability of default, loss‑given default,
and the treatment of defaulted exposures,
following the finalisation of a harmonised
definition of default last year. These guidelines
will be applicable across the EU from 2021,
but in light of the potential scale of IT changes
necessitated by aspects of the guidelines
we expect implementation work to begin
much sooner.
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“EIOPA has reaffirmed its plans to increase the
scope of its work on model convergence.”
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What to look out for
•• All eyes are on what progress the
European institutions make with the
CRD V/CRR II package as negotiations
proceed to agree a final law – this will
pick up pace in the second half of this
year, but we continue to think it unlikely
that a final deal will be ratified in 2018.
•• IFRS 9 will be incorporated into
stress tests.
•• The BoE is expected  to consult later
in the year on proposals that would
require banks to carry out resolvability
self‑assessments.

While the BCBS completed its Basel III
package last December, much uncertainty
remains around how it will be implemented.
The European Commission has consulted
on aspects of implementation, but we do
not expect legislative proposals to appear
before 2020. The EBA has been asked to
deliver technical advice to the Commission by
the middle of 2019, and will be launching an
EU‑wide bank data collection exercise in July to
support its work.
Negotiations on CRD V/CRR II have been slow,
but with the European Council and European
Parliament having recently agreed their
separate negotiating positions, all eyes will now
be on the trilogue negotiating process between
the EU institutions. We continue to think it
unlikely that an agreement on a final law will be
ratified before the end of this year.

The IPU proposal has also undergone
significant changes, including to allow the
possibility of dual‑IPU structures for banks
whose home country rules prohibit the
co‑mingling of various banking activities,
alongside a four‑year implementation period.
IFRS 9 went live in January. As expected,
numerous banks reported a negative impact
on their capital ratios, with several voluntarily
publishing explanatory documents alongside
results to aid investor understanding.
Supervisors are now working to incorporate
the new standard into stress testing – the
BoE’s 2018 exercise will include an assessment
of the impact of IFRS 9 and may lead to
changes in the hurdle rates. The EBA’s latest
methodological note also includes IFRS 9
considerations.
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The Council’s position contains some
significant amendments, not least of which is
the downgrading of the FRTB to a reporting
requirement, leaving the binding capital
requirements for a future CRR III.
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The EU’s NPL package was published in
March, including various measures in line
with the European Council’s Action Plan.
While some of these initiatives are designed
to tackle the existing stock of NPLs, others are
more forward‑looking, aimed at preventing
further build‑up of such exposures, including
amendments to the CRR to introduce a Pillar
1 backstop for newly‑originated loans that
become non‑performing. This sits alongside
new guidance from the ECB setting out its Pillar
2 provisioning expectations for exposures
that have become non‑performing since April
this year. Initial soundings from the industry
indicate that many banks expect the Pillar
1 proposals to have more of an impact on
provisions than IFRS 9, and the measures may
lead to an increase in the volumes of NPLs
sold into secondary markets, given the added
capital and operational burdens of holding
them with a view to longer‑term recovery.
We noted in December that “further bank failures
are possible”, and February saw the failure of
Latvia’s ABLV. Given the challenging economic
environment, may not be the last test for the EU’s
bank resolution framework in the near‑term.

Elsewhere in resolution‑related matters, the
BoE’s final policy on valuation in resolution was
published in June. A consultation on the public
disclosure of aspects of UK banks’ resolution
plans is also expected before the end of the
year, alongside proposals that would entail
a need for banks to carry out resolvability
self‑assessments.
Banks have also been urged to take action
over the sale of bail‑in‑able bonds – €250bn of
which have been sold to retail investors across
the EU. This is a potential mis‑selling as well as
a resolvability issue. The EBA and ESMA made
clear that banks will need to write to customers
about the implications of BRRD for these bonds,
and to implement their investor protection
obligations under MiFID II. Resolution authorities
will need to consider whether the material
presence of retail investors constitutes an
impediment to resolvability – if so, some
banks could be required to issue additional
subordinated instruments to provide a buffer
for retail investors in the creditor hierarchy.

PSD2 went live on 13 January, but regulatory
uncertainty and a lack of industry standards
have contributed to a slow start in terms of
products and service development. What’s
more, the compliance challenges we foresaw
in December remain in play, particularly at the
intersection of PSD2 and GDPR. Nevertheless,
we are starting to see interesting movements
in the market. In particular, in the absence
of a common industry communication
standard, some players are starting to
position themselves as a platform to facilitate
communication between TPPs and banks.
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Meanwhile, in the UK the Open Banking
standard is now fully live, and the FCA has also
already approved a number of TPPs, while
others remain in the pipeline. However, the
FCA also highlighted that Open Banking
could increase the risk of cyber attacks and
data breaches. As such, over the next twelve
months, monitoring technology and resilience
data associated with the roll‑out of Open
Banking will be a priority for the FCA.
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What to look out for
•• While MiFID II has already brought
a number of changes, its full effects
will take more time to play through as
market participants (and regulators)
adapt to the new regime.
•• Supervisors will keep a close eye on
firms’ implementation and compliance
with MiFID II and regulators will start
assessing the impact of MiFID II.
•• Supervisory attention on LIBOR
transition is starting to pick up, with
both the BoE and ECB undertaking
work in this area.

MiFID II has brought significant changes to
market structures, with more equity and
non‑equity instruments moving onto trading
venues and SIs. There are now more than
100 SIs established in a wide range of countries
(a nine‑fold increase), and 72 OTFs have been
authorised, while MTF numbers have stayed
roughly the same.

It is clear that MiFID II experienced some
teething troubles. There remain some
questions and concerns around confidence in
data quality, while the proliferation of trading
venues and SIs has also led to an increase in
market data fragmentation. Some criticism of
the usability of APA data and the fact that CTPs
have yet to emerge have added to concerns.

Not every investment firm has come to
a decision about SI registration, due to
additional implementation and operational
costs and concerns around complying with
pre‑trade transparency requirements.
However, many Tier 1 investment banks
have opted into the regime for at least three
asset classes, and some as many as a dozen,
while a number of electronic trading firms,
brokers and proprietary trading firms have
also registered. Firms will continue to monitor
relevant regulatory and market developments,
and consider if and when to opt in to the SI
regime, where they have not already done so.

There was a two month delay in the publication
of the double volume cap calculations, but
since ESMA’s first publication in March,
hundreds of equities have been suspended
from dark pool trading for a six month
period. However, it’s not clear that this has
had a commensurate increase in market
transparency, with reports of increased
use of periodic auctions and trading under
large‑in‑scale waivers.
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Transaction reporting has been a significant
operational challenge for regulated firms as
well as their regulators, and RegTech solutions
have not yet provided the answer.
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In the UK, the FCA had to suspend its
processing of market data on the go‑live date
due to a technical issue, while inconsistencies
in ISIN numbers have led to duplicative or
sometimes missing data in ESMA’s databases.
The end of April saw the first publication
of firms’ top five execution venue reports.
Investment banks are considering the
commercial implications of these reports and
there may be knock‑on consequences for the
market. With respect to best execution, firms
are working towards best execution in a wider
range of asset classes than has previously
been the case, and we continue to expect this
to be an area of focus for supervisors, albeit
with some grace period built in given the early
implementation challenges. As data quality
begins to improve, firms may also start to think
about real time best execution monitoring and
how they can use post‑trade data to improve
best execution.

More broadly, it is clear that the full effects
of MiFID II will take considerable time to play
through as market participants (and regulators)
find their way through the new rules. Firms are
adapting in myriad ways, and in some areas
the business model impacts will not be clear
for some time to come. While the amount paid
for investment research (and consequently
commissions) has typically fallen, providers
of research and their clients are still working
out what that means in terms of service
offering and use, with further negotiations on
contracts expected during the course of the
year. We anticipate more focus on tracking and
evaluating research use dynamically in order to
manage and optimise research consumption.
Supervisors will keep a close eye on firms’
implementation and compliance with MiFID II
and regulators will start assessing the impact
of MiFID II on markets and investor protection
and seek to identify unintended consequences.

The FCA has already announced a review
into the price of investment research to see if
firms are consistently applying the new MiFID
II requirements. Other areas regulators are
likely to focus on include transaction reporting,
costs and charges, best execution, algorithmic
high frequency trading, and the impact of the
double volume cap. Firms should be using this
time now to ensure they meet regulatory and
supervisory expectations.
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Benchmark reform also continues apace, with
2021 having been set as the LIBOR phase‑out
date by the UK’s FCA. Regulators and central
bankers are pushing market participants to
move towards alternative benchmark and
risk‑free references rates. The BoE has taken
on the administration of a reformed SONIA,
and an ECB‑coordinated working group on
risk‑free rates for the Eurozone continues to
work towards a 2020 transition date for the
introduction of a new overnight rate.
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What to look out for
•• Supervisors continue to focus on
insurers’ strategic and business model
responses to the low interest rate
environment, and will expect explicit
consideration by boards of business
model risks, resilience and sustainability.
•• EIOPA’s 2018 stress tests will consider
two divergent scenarios: one where
interest rates are persistently low, and
the other where there is a sudden rise in
interest rates.
•• Regulatory interest in firms’ use of Big
Data is growing with both EIOPA and the
FCA looking into this issue.
•• The impact of climate change on the
insurance sector is moving up the
regulatory agenda, and we expect that
in the future this may lead to practical
action on risk modelling and scenario
analysis.

The low interest rate environment continues
to pose major challenges to insurance firms’
business models. We expect supervisors to
maintain their vigilance about these risks,
and to raise their expectations for boards to
consider the sustainability of their business
models, an expectation that the UK PRA made
explicit in a letter to firms in May. However, in
parallel, we are likely to see emerging scrutiny
by supervisors of “snap‑back” risk, the
risk of a sharp and sudden rise in interest
rates coupled with a significant increase in
inflationary pressures. EIOPA’s 2018 stress tests
will consider the mutually exclusive scenarios
of a protracted period of extremely low interest
rates and a scenario which sees a sudden rise
in interest rates leading to a large number of
life insurance policyholders surrendering
their contracts.
We expect the trend of life insurance firms
expanding into the bulk purchase annuity
market and increasingly backing these liabilities
with investments in illiquid assets to continue
as many UK corporates remain keen to transfer
their pension liabilities to third parties.

To the extent rises in interest rates materialise,
such deals are likely to become more
economic for such corporates. In the longer
term, however, the ability of the UK insurance
sector to win such business may turn on the
government’s plans for pension consolidation
vehicles and so called “Superfunds.”
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We expect the PRA to continue its supervisory
work to ensure that firms take full account of
all the relevant risks when investing in illiquid
assets and do not claim excessive matching
adjustment on these illiquid assets through
internal rating and valuation processes. On the
general insurance side, we expect increasing
scrutiny from the PRA to ascertain whether
firms are in effect under‑pricing to compete
in the current soft market, extending policy
coverage or relaxing policy terms unduly, or
expanding into new lines of business outside
their core knowledge and expertise.
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During 2018 the PRA has considered the
use of future risk mitigation and risk transfer
mechanisms in Solvency II in the context of
the risk margin, and had signalled that tangible
policy and an adjusted supervisory approach
would be adopted this year. However, Sam
Woods, CEO of the PRA, has lately indicated
that the PRA will not implement change until
there is greater certainty on the outcome
of Brexit negotiations. Uncertainty on the
future of the risk margin calculation in the UK,
which the PRA continues to consider to be
too sensitive to the level of interest rates, and
hence pro-cyclical, is therefore set to continue.
Although there has been little progress on
recovery and resolution planning for insurers,
EIOPA has announced it will look into business
model vulnerability. EIOPA will also focus
on the treatment of customers, a topic that
is being increasingly tied to the use of new
technologies, with EIOPA announcing a review
on the use of Big Data for underwriting
practices.

Supervisors will be concerned that new
technologies, and new products are either too
complicated to understand or could lead to
certain segments of customers, particularly
vulnerable ones, being excluded.
The FCA’s work on competition in the wholesale
insurance broking sector, and review of
insurance pricing practices, are clear examples
of regulators continuing to scrutinise insurers’
business models. The latter will focus on firms’
use of non‑risk pricing and the use of pricing
algorithms driven by Big Data, with the FCA
and EIOPA sharing similar concerns around
complexity and financial exclusion.

Finally, the IDD’s application date has been
deferred to October 2018. Transposition
varies across the EU with a number of
Member States, including Belgium and
Spain, having yet to produce final rules.
The additional requirements around
suitability and appropriateness are having
an impact in counties such as Spain, while
enhanced product governance requirements
are also creating significant challenges for
firms across the EU, particularly in relation
to pre‑launch product testing and post‑sale
monitoring.
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The IAIS published a paper this year providing
an overview of how climate change is affecting,
and may affect, the insurance sector now
and in the future. As this item moves up the
regulators’ agenda, we expect in the future this
may lead to practical action in areas from risk
modelling and scenario analysis through to
product distribution.

Next

35

Investment Management

Home
Introduction
Executive Summary
Cross‑sector issues

What to look out for
•• Problems with prescribed calculation
methodologies under PRIIPs are
unlikely to be resolved before the end
of the year.
•• The competitive implications of reforms
to the investment research market will
continue to work themselves through.
•• ESMA is set to publish on a range
of topics, including guidance on
performance fees, a report on
closet‑indexing, and the results of
a large‑scale study into the reporting of
costs and past performance for retail
investment products.

MiFID II and PRIIPs came into effect in
January and together provide investors
with more information on costs, charges
and performance, across a wider set of
investments. But the new regime is by no
means perfect, and the limitations of the new
disclosure framework in terms of design and
products covered have meant that it is still
difficult for investors to get a clear view of
product features, let alone form a comparative
view across products. Among other issues,
the parallel use of some UCITS KIIDs alongside
PRIIPs through to the end of 2019 means that
the figures disclosed are not comparable
across different product types, even if they
have similar‑sounding descriptions.

Some of the PRIIPs calculation methodologies
are also producing counter‑intuitive (and
in some cases misleading) results, such as
negative transaction costs and extremely
optimistic performance scenarios even in
the stress case. Some firms have struggled
to collate the necessary data to produce
PRIIPs KIDs on time, and there are concerns
about the quality of some of the initial data
disclosed. Meanwhile, other firms have decided
to withdraw funds from EU markets to avoid
having to comply with the rules. While the
FCA has announced a call for input on PRIIPs
to assess the scale of the potential issues,
the problems with prescribed calculation
methodologies are unlikely to be resolved
before the end of the year, given that the
Commission only intends to review the PRIIPs
Regulation by 31 December 2018.
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When it comes to investment research, most
asset managers are now paying for research
themselves rather than charging their clients,
which will reduce margins. However, greater
cost control has significantly reduced the
amounts paid to research providers, with
written research sold cheaply and more
expensive bespoke interactions with analysts
closely monitored by the buy side. As the price
discovery process and competition between
research providers continue to unfold, it will
become apparent who the dominant research
providers will be and which markets will see
less research coverage.
In the UK, the FCA’s asset management market
study is expected to lead to more scrutiny
of value for money in fund management.
Meantime, boards will need to respond to
the new requirements the FCA has already
announced that firms publish value for money
assessments and appoint independent
directors to their boards. However, the FCA’s
proposal for a new “all‑in fee” has yet to be
clarified, although it will be revisiting this as
part of its investment platforms market study.

For the remainder of the year we can expect
a variety of publications from ESMA, including
guidance on performance fees, a report
on closet‑indexing, and, not least of all, the
results of a large‑scale study into the reporting
of costs and past performance for retail
investment products.
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Following the ESRB Recommendation on
liquidity and leverage risks in investment
funds, ESMA will also publish a number of
papers later this year, including fund stress
testing principles, further guidance on
liquidity management tools, and guidance
on macro‑prudential leverage limits. To date,
no national supervisor has implemented the
tool made available under the AIFMD to limit
fund leverage. Nevertheless, ESMA’s guidance
is likely to increase supervisory focus on the
monitoring and control of leverage, and will
make the eventual deployment of macro
prudential tools in the asset management
sector more likely.
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AI
Artificial Intelligence

EBA
European Banking Authority

IASB
International Accounting Standards Board

AIFMD
Alternative Investment Fund Managers
Directive

ECB
European Central Bank

ISIN
International Securities Identification Number

EIOPA
European Insurance & Occupational Pensions
Authority

ICO
Information Commissioners Office

APA
Approved Publication Arrangement
BCBS
Basel Committee on Banking Supervision
BMR
Benchmarks Regulation
BRRD
Bank Recovery and Resolution Directive
BoE
Bank of England
CISO
Chief Information Security Officer
CRR/CRD
Capital Requirements Regulation/Directive
CROE
Cyber Resilience Oversight Expectations
CTP
Consolidated Tape Provider

ESAs
European Supervisory Authorities
(the EBA, ESMA and EIOPA)
ESMA
European Securities & Markets Authority
ESRB
European Systemic Risk Board
FCA
Financial Conduct Authority
FMIs
Financial Market Infrastructures
FS
Financial Services
GDPR
General Data Protection Regulations
IAIS
International Association of Insurance
Supervisors

IDD
Insurance Distribution Directive
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IOSCO
International Organization of Securities
Commissions
IPU
Intermediate Parent Undertaking
JST
Joint Supervisory Team
KIID
Key Investor Information Document
LEI
Legal Entity Identifier
LIBOR
London Interbank Offered Rate
MiFID
Markets in Financial Instruments Directive
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MoU
Memorandum of Understanding

SONIA
Sterling Overnight Index Average

MREL
Minimum requirement for own funds
and eligible liabilities

SSM
Single Supervisory Mechanism

MTF
Multilateral Trading Facility
NCA
National Competent Authority
NPL
Non-performing Loan
OTF
Organised Trading Facility

TIBER
Threat Intelligence-based Ethical Red Teaming
TPP
Third-Party Providers
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TRIM
Targeted Review of Internal Models
UCITS
Undertakings for Collective Investments in
Transferable Securities

PRA
Prudential Regulation Authority
PRIIPs
Packaged Retail Investment
and Insurance Products (Regulation)
PSD2
Revised Payment Services Directive
RTGS
Real Time Gross Settlement
SI
Systematic Internaliser
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Andrew Bulley
Partner, Centre for
Regulatory Strategy,
EMEA
abulley@deloitte.co.uk
+44 20 7303 8760

David Strachan
Partner, Head of Centre
for Regulatory Strategy,
EMEA
dastrachan@deloitte.co.uk
+44 20 7303 4791
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