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Industry 4.0 Paradox
A global survey of how companies are investing in Industry 4.0-driven capabilities to enable digital transformation
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UNDERSTAND
How and where they are 
investing -- or planning to invest 
-- in digital transformation 

Key challenges they face in 
making such investments

How they are forming their 
technical and organizational 
strategy around digital 
transformation. 

The era known as Industry 4.0 has opened up new opportunities to drive innovation and growth in business operations, 
processes, and production. But how are organizations planning to invest in digital transformation? Where and how do they plan
to use digital technologies?
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As digital transformation is taking shape in nearly every 
organization, our study reveals five key states of play:

The Strategy Paradox The Supply Chain Paradox The Talent Paradox

The Innovation Paradox Getting around the physical-
digital-physical (PDP) loop
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The Strategy paradox – Digital transformation prioritized, 
but not necessarily perceived as profitable

Key Findings

• 94 percent of all respondents indicate that digital transformation 
is a top strategic objective for their organization.

• But only 68 percent of all respondents and just 50 percent of 
CEOs indicated that these transformations are critical to 
maintaining profitability.

• Digital transformations may be viewed as “defensive” 
investments to protect, rather than grow their business.

— On average, companies plan to invest a median of 30 percent 
of their operational/IT budget on digital transformation 
initiatives -- but only 11 percent of their R&D budgets on
the same.

Recommendations

• Incrementally move beyond operational upgrades: Digital 
transformation can lead to revenue growth in the form of 
improved products or services. 

• Invest in the long run: Transformative benefits often take time to 
accrue and require mindset shift. Don’t neglect longer-term 
opportunities in pursuit of shorter-term objectives.

• Consider increasing time and financial investments in digital 
transformation R&D efforts, focusing on supply chain --
especially as it offers opportunities to pilot a number of 
digital technologies.

Source: Deloitte Industry 4.0 Investment Survey, 2018
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The Supply Chain paradox – High priority, low stakeholder 
engagement 

• Respondents’ most planned future investment area identified 
is supply chain (62 percent).

• But only 22 percent of Chief Supply Chain Officers (CSCOs) were 
either a key decision maker or highly-involved in the decision-
making process.

• Also only 34 percent of overall respondents see supply chain as 
a driver of innovation.

• Status of the CSCO should be elevated and provided a seat at the 
decision-making table.

• Organizations should train its supply chain function to align with 
the broader strategic objectives of the organization.

• Leverage DSN for new innovative and transformative uses of 
technology, which can drive end-to-end supply chain 
transparency and intelligent decision making.

Key Findings Recommendations

Source: Deloitte Industry 4.0 Investment Survey, 2018



6 |  Copyright © 2018 Deloitte Development LLC. All rights reserved.

The Talent paradox – Technically advanced, intuitively 
limited

• Only 15 percent of respondents indicated they need to 
dramatically alter the composition and skill sets to support digital 
transformations.

• Yet the #1 organizational and cultural related challenge cited is 
finding, training, and retaining the right talent (35 percent).

• Respondents cite their biggest talent need is for user interface 
design, but it is not budgeted for.

• Consider building technologies collaboratively by involving 
employees in the digital integration process.

• Make upfront investments in talent development which can 
help ensure that employees have the right skills 
and tools.

• Build a more intuitive user interface design which can improve 
employee engagement with these digital technologies. 

Key Findings Recommendations

Source: Deloitte Industry 4.0 Investment Survey, 2018



7 |  Copyright © 2018 Deloitte Development LLC. All rights reserved.

The Innovation paradox – A balance between optimization 
and uncharted waters

• The top 2 factors driving digital transformation, as cited by 
respondents to our survey, are Productivity improvement and 
Operational goals - mostly doing the same things better - help 
generate positive ROIs.

• However, the survey data suggests that equally positive ROIs
can be realized when organizations are driven by an increased 
desire for innovation.

• Continue to invest in productivity and operations; however, 
sticking mostly with tried-and-true can leave
opportunities untapped.

• Consider focusing not only on building a strong foundation of 
technologies, but also truly innovative new approaches.

• Get moving – because others are likely planning to or already 
are moving along the digital transformation maturity curve.

Key Findings Recommendations

Source: Deloitte Industry 4.0 Investment Survey, 2018
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Getting around the physical-digital-physical loop – A look 
at current Industry 4.0 capabilities

• Harnessing each stage of the PDP loop is important to the full 
realization of Industry 4.0 and a challenge that many 
organizations face. 

• More than 90 percent of respondents report gathering some 
data from the physical world. But fewer are able to analyze the 
data and only about half report being able to act on it in
real time.

• Generating and analyzing data is valuable, but focus should be 
on completing the PDP loop as a roadmap for 
technology investments.

• Recognize that investment begets Industry 4.0 success, and 
increases the risk that those who haven’t gotten started could be 
left behind. 

• Organizations should start building their technology 
capabilities by using the tools they already have.

• Subsequently organizations could identify and make more 
targeted investments in what they actually need.

Key Findings Recommendations

Source: Deloitte Industry 4.0 Investment Survey, 2018



The strategy 
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The strategy paradox
While 94 percent of respondents agree that digital transformation is a strategic priority, only 68 percent of total respondents -- and 
only 50 percent of CEOs -- view it as a critical to profitability.

68%

76%

81%

83%

85%

87%

88%

88%

94%

Digital transformation is critical to maintaining the profitability of my organization

Funding for digital transformation priorities is seldom (or never) a problem

My organization has exactly the culture it needs to support digital transformation

My organization is always successful at navigating digital transformation initiatives

My organization has exactly the workforce and skillset it needs to support digital
transformation

My organization knows exactly what to do when it comes to digital transformation

We have a strategic plan for how digital technology can be a competitive differentiator
across our business units

Implementing new technology is key to market differentiation for my organization

Digital transformation is a top strategic priority at my organization

Percent of respondents that agree with each statement

Source: Deloitte Industry 4.0 Investment Survey, 2018N=361
Q8. Which statement about digital transformation is more true?
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Further understanding the strategy paradox
Most respondents stated its importance, but aren’t necessarily fully exploring the realm of strategic possibilities made possible by 
digital transformation. Executives reported investing a significantly higher percentage of their operational and IT budgets in digital 
transformation, while spending a relatively lower proportion of R&D budget.

On average, companies plan to invest a median of 
30 percent of their operational/IT budget on digital 
transformation initiatives -- and only 11 percent of 
their R&D budgets on the same.

This focus on digital transformation for 

operational investments, coupled with a 

relatively smaller emphasis on 

profitability suggests that leaders may 

associate operational improvements with 

strategic growth, but do not necessarily 

associate them with revenue growth 

resulting from R&D-driven new products 

or business models.
Operational/ IT budget invested in digital 
transformation initiatives (average)

R&D budget invested in digital 
transformation initiatives (average)

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q10. Approximately (best estimate), what percentage of your overall operational/IT budget are you 
intending to spend on digital transformation in 2018? What percentage of your R&D budget?
N=361

30%

11%
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A focus on familiar approaches can make it difficult to 
prepare for and fend off competitive challenges
Most organizations report using familiar operational tools such as desktop productivity tools and ERP software analytics to 
leverage their data. Newer tools, like physical robotics and sensor technologies are leveraged considerably less. But disruptive
competitors with fresh digital approaches can lead to challenges.

88%

85%

68%

67%

63%

62%

60%

51%

48%

31%

26%

24%

Desktop Productivity tools (e.g., Spreadsheet, Data…

ERP software analytics

Computerized maintenance management system

Cloud computing capabilities

Mobile field management

Data visualization technologies

Big data platform for managing volumes of data

Advanced simulation and modeling

Visual scanning/video

Robotic process automation

Sensorization

Physical robotics

Tools used to access, analyze, and leverage the data from assets, current and planned use

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q19. What tools and technologies are you currently 
using to access, analyze, and leverage the data from 
your assets? Which do you plan to implement in the 
next 1 to 3 years?
N=361
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Searching for a common consensus
Talent, adapting to changes in the marketplace, and reaching internal alignment on the best path forward were cited as the most 
significant hurdles. It can be difficult to pursue new, unfamiliar business models without the right people in place -- or a clear 
consensus on which strategies are the right ones to follow

16%

18%

18%

21%

21%

23%

23%

23%

25%

27%

32%

35%

Blurred lines between industries

More powerful and tech-savvy customers/clients

Lack of rank-and-file adoption

Lack of vision/buy-in by leaders

Lack of business strategy around digital transformation

Building and organizational culture to support digital…

Lack of collaboration with external partners

Fragmented decision making across the organization

Lack of consistency around digital tools already in use…

Emergence of new business or delivery models

Lack of internal alignment about which strategies to…

Finding, training and retaining the right talent

Operational, culture-related and environmental challenges organizations face as they seek to pursue digital transformation initiatives

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q21. Which of the following are the most common operational, culture-related and environmental 
challenges your organization faces as it seeks to pursue digital transformation initiatives?
N=361
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Thinking strategically about digital transformations: Move 
beyond operational upgrades, invest long-term, and focus on 
R&D
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Incrementally move beyond operational upgrades
Digital transformation can lead to revenue growth in the form of 
improved products or services. 

Invest in the long run 
Transformative benefits often take time to accrue and require mindset shift. 
Don’t neglect longer-term opportunities in pursuit of shorter-term objectives.

Consider increasing time and financial investments in digital 
transformation R&D efforts
Focusing on supply chain -- especially as it offers opportunities to pilot a number 
of digital technologies.



The supply 
chain paradox
High priority, low stakeholder engagement 
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Respondents suggest that CSCOs have relatively little influence on investment decision making, and supply chain 
is not seen as driving significant digital innovation. But it was cited by respondents as the top priority for future 
digital investment

The supply chain paradox

Which functions are you prioritizing for 
future investment?

Overall 
Respondents %

C-Suite 
Respondents %

Supply chain 62 66
Planning 61 58
Product design 50 52
Marketing 50 51
Sales 43 41
Talent and Human resources 39 36
Customer/Fielded asset support 38 43
Inbound/outbound logistics 36 36
Smart facilities 35 38
Shop Floor Production 30 30

21%

22%

25%

30%

31%

62%

79%

81%

86%

91%

93%

Line of business individual…

Chief Supply Chain Officer…

Vice President for the…

Business Unit President…

Executive Vice…

Chief Information Officer…

Chief Operating Officer…

Chief Financial Officer (CFO)

Chief Executive Officer (CEO)

Chief Technology Officer…

Chief Digital Officer (CDO)

Role in Major Decision Making around 
Investment and Technology

In my organization, I am seeing the most 
digital innovation driven from:

Overall 
Respondents %

C-Suite 
Respondents %

Information Technology (IT) 60 62

Operations / Production 57 57

Finance 35 33

Supply chain 34 38

Engineering 33 31

Marketing and Sales 30 30

Aftermarket / Customer Support 23 22

Talent / Human Resources 22 22

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q9. When it comes to investing in or acquiring new technologies or capabilities to aid in a digital 
transformation, who makes the decisions within your organization? (Highly involved, key decision maker)
Q13. In my organization, I am seeing the most digital innovation driven from:
Q14x2. Which functions are you prioritizing for future investment?
N=361



17 |  Copyright © 2018 Deloitte Development LLC. All rights reserved.

CSCOs are aware of their lack of a seat at the table. They ranked themselves far lower than other C-Suite executives ranked 
themselves in terms of personal involvement in digital transformation investment decisions

Further understanding the supply chain paradox

Degree of personal involvement in digital 
transformation investment decision

Key Decision 
Maker/Highly Involved 
in Decision

Somewhat Involved 
in Decision

Play a role/Not at 
all involved

C-Suite respondents (excluding CSCO) 90% 8% 2%

Non C-Suite respondents 37% 63% 0%

CSCO 0% 93% 7%

• Slightly more than 90 percent of C-Suite respondents (excluding CSCO respondents) said that they personally were 
either highly-involved or key decision makers

• 37 percent of non-C-suite respondents said the same 

• None of the CSCO respondents reported as such

Source: Deloitte Industry 4.0 Investment Survey, 2018

S6. How involved are you personally in investment or purchasing decisions related to digital transformation 
within your organization? 
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Why does this seeming paradox exist?

Being relatively new, the CSCO may not yet be viewed as an established role. Some 
executives, including the CSCO himself, may not yet understand what the purview of the 
role should be.

CSCO is a 
new role 1

C-Suite executives may not yet consider supply chain as an area riper for innovation. Such 
an image problem may also make it more difficult for the CSCO to be heard on strategy 
planning matters.

Supply chain may 
have an image 
problem 2

CSCO may not be perceived as critical to the decision to invest in digital technologies, mainly 
due to them being viewed as outside of the C-Suite, who are reported being the least involved 
in making technology investment decisions.

Like CSCO, like 
non-C-Suite 3
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Overcoming the supply chain paradox: Elevate CSCO status, 
align supply chain with organizational strategic objectives, 
and leverage DSN

Validate the increasing strategic importance of the supply chain -- and, by 
extension, those who run it 
Supply chain figures prominently in the implementation of digital technologies. The status 
of the CSCO should be elevated and provided a seat at the decision-making table.

Train future CSCOs to think strategically
To obtain a strategic CSCO, organizations should train its supply chain function to align 
with the goals of the broader strategic objectives of the organization. 

Leverage the opportunities for digitally-driven innovation inherent in a digital 
supply network
The DSN opens new opportunities to guide end-to-end supply chain transparency, 
intelligent optimization, and flexible, intelligent decision.
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The talent 
paradox
Technically advanced, intuitively limited
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85 percent of respondents are more likely to agree that their organization has “exactly the workforce and skillset it needs to support 
digital transformation.” Yet “finding, training, and retaining the right talent” is cited as the number one operational challenge.

The talent paradox

68%

76%

81%

83%

85%

87%

88%

88%

94%

Digital transformation is critical to maintaining
the profitability of my organization

Funding for digital transformation priorities is
seldom (or never) a problem

My organization has exactly the culture it needs
to support digital transformation

My organization is always successful at
navigating digital transformation initiatives

My organization has exactly the workforce and
skillset it needs to support digital…

My organization knows exactly what to do when
it comes to digital transformation

We have a strategic plan for how digital
technology can be a competitive differentiator…

Implementing new technology is key to market
differentiation for my organization

Digital transformation is a top strategic priority
at my organization

Percent of respondents that agree with each statement

35%
32%

27%
25%

23% 23% 22% 21% 21%

0%

5%

10%

15%

20%

25%

30%

35%

40%

Operational and cultural challenges cited

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q8. Which statement about digital transformation is more true?
Q21. Which of the following are the most common operational, culture-related and environmental 
challenges your organization faces as it seeks to pursue digital transformation initiatives?
N=361
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C-Suite respondents suggest they use digital technologies the most. Yet those same individuals seem to be the most satisfied with 
the talent; while those that have little-to-no interaction with digital technology see the greatest gap in talent and development.

Further understanding the talent paradox

43%

78%
87%

92%

0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

70.00%

80.00%

90.00%

100.00%

1 / 2 3 4 5 - These technologies are a
crucial part of my daily role

within my organization

Percent of executives who believe talent suffices, interacted with technology usage
( T O T A L  O B S E R V A T I O N S :  3 6 1 )

Source: Deloitte Industry 4.0 Investment Survey, 2018

S7. How involved are you personally in using or overseeing the use of digital transformation/Industry 4.0-driven technologies on a 
day-to-day basis? 
Q8. Which of the following statements about digital transformation is more true? “My organization has exactly the workforce and 
skillset it needs to support digital transformation”
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17 percent of respondents stated that user interface design talent is needed but not budgeted for; it is also ranked lowest in terms 
of having enough talent already on-hand. This suggests that ease of technology usability can be seen as an area of focus

Where to direct talent

0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

50%

We don't need
talent in this

area

We need more
talent, but

haven't
budgeted for it

We need more
talent and have
budgeted for it

We have
enough talent

on hand

I don't know

Current talent readiness by application

Data science (Analytic and AI) Software development

User interface design Machine level controllers

Greatest
talent need 
is in 
"design" 
sciences 
versus 
technical 
science

0%

5%

10%

15%

20%

25%

30%

35%

40%

Critical needs to upgrade

1 - No need 2 3 4 5 - Critical need

Relatively few see the need to 
upgrade their AI, reinforcing that 
talent is needed more for usability

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q15. When it comes to the ability to ideate, design, and implement digital initiatives, what is the state of your talent pool in the following areas of 
expertise? 
Q17. Considering your existing applications and infrastructure, what is the biggest need you currently see for new technology within your 
organization? For each of the following categories below, please rate the need for upgrade or replacement.
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Talent is identified as the number one operational challenge. This is magnified for high ROI organizations, suggesting that the deeper 
an organization moves into digital transformation, the more they see a need for the right talent to drive their digital initiatives. 

The better the ROI, the greater the need for talent

This may signal that these organizations are ready to transcend operational usage, but need to find the talent first

Moderate or lower ROI Significant ROI

Respondents 50 69
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Respondents who view training and retaining talent a top challenge

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q12. Generally speaking, what level of ROI have you realized from digital transformation initiatives?
Q21. Which of the following are the most common operational, culture-related and environmental challenges your 
organization faces as it seeks to pursue digital transformation initiatives?



25 |  Copyright © 2018 Deloitte Development LLC. All rights reserved.

Overcoming the talent paradox: Involve employees in digital 
integration process, improve user interface design, and 
continue investing in talent development

Build these capabilities with, not for your employees: These technologies often work best 
when they are built collaboratively with their business users rather than for them. Employees 
that are not fully immersed in the digital integration process may react with a level of 
skepticism to its benefits.

Hire for design: Better user interface design can act as the channel to greater employee 
engagement with these digital technologies. Further, the more intuitive the design, generally the 
less need for turning over talent in favor of more technically savvy individuals.

Sustaining success typically requires continual investment in talent development: Leaders 
may recognize the need to continually ensure that their people have the right tools in place to use 
and interact with these enhanced features. These upfront investments can extend the reach of 
these technologies throughout the organization—in a more sustainable manner!
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The innovation 
paradox
balance between optimization and 
uncharted waters
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When it comes to digital transformation, many respondents report that their companies are driven largely by improving their 
current processes, rather than innovation 

The innovation paradox

13%

15%

19%

19%

19%

23%

29%

29%

36%

47%

50%

Regulatory pressure

Partner requirements

Supplier requirements

Shareholder engagement/demand

Employee demand

Increased desire for innovation

Competitive pressures

Internal strategy focus

Customer requirements

Operational goals (e.g., reduced risk, etc.)

Productivity goals (e.g., improved efficiency,…

Top factors driving digital transformation initiatives

Source: Deloitte Industry 4.0 Investment Survey, 2018
Q16. What are the top factors driving digital transformation initiatives within your organization?
N=361
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50%

47%

58%

54%

Productivity goals (e.g., improved efficiency, etc.)

Operational goals (e.g., reduced risk, etc.)

Total Respondents Significant ROI

Even those who have realized significant ROI from digital transformation often report being driven by productivity and operational 
goals. This suggests that perhaps focusing on those initial areas for digital transformation can yield significant returns that 
encourage further future investment.

Further understanding the innovation paradox

Factors driving digital transformation initiatives, total respondents and those who have realized significant ROI 
from digital transformation initiatives (Top two factors)

Source: Deloitte Industry 4.0 Investment Survey, 2018
Q16. What are the top factors driving digital transformation initiatives within your organization?
Q12. Generally speaking, what level of ROI have you realized from digital transformation initiatives?



29 |  Copyright © 2018 Deloitte Development LLC. All rights reserved.

Those driven by innovation are nearly as likely to recognize significant ROI from digital transformations as those who are driven by 
operations and production goals.

However, while operations-driven digital transformation can 
yield success, sticking with continued evolution of the tried-
and-true can leave opportunities untapped

32%

41%

44%

45%

45%

51%

51%

51%

53%

56%

57%

Partner requirements

Competitive pressures

Customer requirements

Regulatory pressure

Internal strategy focus

Supplier requirements

Shareholder engagement/demand

Increased desire for innovation

Employee demand

Operational goals (e.g., reduced risk, etc.)

Productivity goals (e.g., improved efficiency, etc.)

Drivers for digital transformation initiatives, segmented by those who report realizing significant ROI 
from digital transformation initiatives

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q16. What are the top factors driving digital transformation initiatives within your organization?

Q12. Generally speaking, what level of ROI have you realized from digital transformation initiatives?
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Respondents report the highest levels of maturity around operations-driven functions. Functions that drive innovation are relatively less 
mature: shop floor production, product design, smart facilities, and asset support. 

Digital organization maturity

4%

2%

5%

2%

6%

4%

3%

3%

5%

2%

10%

7%

9%

9%

10%

7%

10%

7%

6%

10%

24%

29%

23%

25%

20%

23%

23%

24%

21%

21%

37%

34%

34%

34%

35%

38%

33%

32%

35%

31%

21%

24%

24%

25%

25%

25%

27%

30%

31%

32%

CUSTOMER/F IELDED ASSET SUPPORT

TALENT AND HUMAN RESOURCES

SMART FACIL IT IES

PRODUCT DES IGN

SHOP FLOOR PRODUCTION

SALES

INBOUND/OUTBOUND LOGISTICS

MARKETING

PLANNING

SUPPLY CHAIN

1-Initial stages 2 3 4 5-Multi-plant, scaled and deployed solution

Maturity of Digital Organization

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q14x1. Where do you currently have digital transformation efforts underway within the organization, and how 
mature are those efforts? 
N=361
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Executives’ reported plans to invest in advanced technologies such as visual scanning and physical robotics suggests a move toward 
innovation is on the horizon - as part of a continued evolution, rather than a revolution

Investment in more advanced, connected capabilities may 
increase in the future

24%

26%

31%

48%

51%

60%

62%

63%

66%

68%

85%

88%

56%

57%

50%

43%

40%

34%

33%

33%

28%

28%

12%

11%

PHYSICAL ROBOTICS

SENSORIZATION

ROBOTIC PROCESS  AUTOMATION

VISUAL SCANNING/VIDEO

ADVANCED S IMULATION AND MODELING

BIG DATA PLATFORM FOR MANAGING VOLUMES OF DATA

DATA VISUALIZATION TECHNOLOGIES

MOBILE  F IELD MANAGEMENT

CLOUD COMPUTING CAPABIL IT IES

COMPUTERIZED MAINTENANCE MANAGEMENT SYSTEM

ERP SOFTWARE ANALYTICS

DESKTOP PRODUCTIVITY TOOLS  (E .G. ,  SPREADSHEET,  DATA …

Currently using Plan to implement in 1 to 3 years

Use of tools and technologies to access, analyze and leverage data from assets

Q19. What tools and technologies are you currently using to access, analyze, and leverage the data from your assets? Which do you plan to 
implement in the next 1 to 3 years? Source: Deloitte Industry 4.0 Investment Survey, 2018
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Use of these technologies is perhaps reflective of each industry’s various complexities, whether the distributed nature of 
manufacturing or the remote monitoring needs of mining and oil and gas

There isn’t any one single path to digitally-transformative 
innovation; organizations can adopt the technologies that 
best suit the complex needs of their industry

Tools and technologies currently used to access, 
analyze, and leverage the data from assets Mining Manufacturing Power and 

Utilities Oil and Gas

Desktop Productivity tools (e.g., Spreadsheet, Data 
Management System) 94% 81% 89% 95%

ERP software analytics 86% 83% 86% 89%

Cloud computing capabilities 68% 64% 72% 65%

Data visualization technologies 62% 60% 67% 59%

Mobile field management 58% 61% 72% 60%

Computerized maintenance management system 80% 61% 75% 67%

Big data platform for managing volumes of data 56% 54% 68% 65%

Sensorization 16% 32% 30% 19%

Physical robotics 18% 25% 20% 31%

Robotic process automation 28% 32% 24% 40%

Advanced simulation and modeling 50% 47% 62% 48%

Visual scanning/video 52% 47% 48% 48%

Q19. What tools and technologies are you currently using to access, analyze, and leverage the data from your assets? Which do you plan to implement in the next 1 to 3 years?

Source: Deloitte Industry 4.0 Investment Survey, 2018
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Overcoming the innovation paradox: Explore new areas for 
driving innovation, focus on innovative new approaches, 
and build a roadmap to greater ROI

Get comfortable with the unknown 
Consider focusing not only on building out strong foundation of technologies, but also include truly innovative new 
approaches.

Recognize the tendency to invest in productivity and operations 
A firm foundation in operations-driven transformation is important, but sticking with continued evolution of 
the tried-and-true can leave other opportunities untapped.

Consider pathways that will lead foundational investments to opportunities for innovation
A strong foundation of digital transformation for fundamental operational purposes can help leaders identify key 
white space opportunities.

Get moving – because others are planning to
Many organizations are planning to invest in capabilities that will help them move further along on the digital 
transformation maturity curve. Those who fail to invest risk being left behind

Build a roadmap to greater ROI
Consider the technology investments already made, to drive your organization toward a high-ROI future.

R
E

C
O

M
M

E
N

D
A

T
IO

N
S



Getting around the 
physical-digital-
physical loop
A look at current Industry 4.0 capabilities
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Industry 4.0 integrates digital information from many different sources to drive the physical act of doing business, in an ongoing 
cycle known as the physical-digital-physical loop

The physical-digital-physical loop

Cotteleer, Sniderman, “Forces of Change: Industry 4.0,” Deloitte Insights, December 18, 2017
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66%

69%

68%

58%

97%

91%

57%

58%

63%

51%

94%

91%

0% 20% 40% 60% 80% 100%

Field-based IoT data collection

Facility-based IoT data collection

Social media listening

Predictive model outputs

Non-transactional internal systems
(e.g., email, document/content…

ERP and other transaction systems
(e.g., CRM, PLM)

Total respondents Significant ROI

Technology Currently in Use

While most respondents have the first, and many have the second stage of the PDP loop in place, far fewer are yet able to harness 
the last, seemingly more important stage – the ability to act on the data they have analyzed

Further understanding the physical-digital-physical loop

How effectively are you able to use 
each category?

Total 
respondents

Significant 
ROI

ERP and other transaction systems 84% 87%

Non-transactional internal systems 92% 99%

Predictive model outputs 75% 82%

Social media listening 82% 85%

Facility-based IoT data collection 82% 89%

Field-based IoT data collection 78% 85%

Digital-to-digital

Physical-to-digital

Does your organization use digital 
technology for real-time decision 
making?

Total 
respondents Significant ROI

Yes 54% 63%

No, but we are in the process of 
building that capability

45% 37%

Source: Deloitte Industry 4.0 Investment Survey, 2018
Q18a. When it comes to data, which of the following sources does your organization have? (Select all that apply)
Q18b. How effectively are you able to use each data category to make decisions?
Q20. Does your organization have digital technology in place that enables insights from data to be used to inform decision making in real-
time?
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Respondents who report significant ROI from digital transformation initiatives, as well as those who note that they plan to 
significantly increase their investments in digital transformation, were much likelier to note that they are already capable of using 
data to make decisions

Ability to complete the PDP loop typically increases with 
investments in digital transformation

54% 63% 64%

45% 37% 36%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Total respondents Those who have realized significant ROI from
digital transformation initiatives

Those who plan to significantly increase digital
transformation investments

Yes No, but we are in the process of building that capability

Ability to generate insights from data to be used to inform decision making in real-time

Source: Deloitte Industry 4.0 Investment Survey, 2018

Q20. Does your organization have digital technology in place that enables insights from data to be used to 
inform decision making in real-time?
N=361
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Getting around the physical-digital-physical loop: Consider 
getting started by investing in Industry 4.0, and spend time 
building current capabilities to better enable adopting new 
ones

Focus on completing the PDP loop as a roadmap for technology investments Particularly the 
last step of being able to act upon the data generated by connected systems. The ability to 
generate and analyze data can be highly valuable, but organizations should explore and invest in 
technologies, talent, and capabilities that can enable them to drive their businesses forward.

Recognize that investment begets Industry 4.0 success, and increases the risk that those 
who haven’t gotten started could be left behind 
The gap between those who have gotten started and those who are waiting to do so will likely 
only widen in the future, as those who see success continue to build upon it. 

Realize you may already have more tools than you think 
Organizations should start building their technology capabilities by using the tools they 
already have. Subsequently organizations could identify and make more targeted 
investments in what they actually need.
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Overcoming the paradoxes

Digital transformation not just limited to 
technology implementation, but can also be 
critical to organizational strategy, touching upon 
every aspect of the company

There are multiple paths to digital 
transformation. Organizations should consider 
their requirements and strategic goals, and 
determine the unique path to achieve it through 
digital transformation.
Organizations should assess their talent 
readiness and take action to prepare them for 
digital transformation. Also help legacy talent 
understand how their roles may reshape in a digital 
world.

People within all levels of the organization 
should be heard in order to drive digital 
transformation and ensure its viability on a daily 
basis.
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methodology
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7%

8%

7%

6%

11%

7%
7%

9%

6%

11%

22%
Australia

Brazil

China

Canada

Germany

India

Japan

Mexico

Netherlands

United Kingdom

United States

We explored how business leaders in manufacturing, mining, oil & gas, and power & utilities are planning for, using, and investing in 
digital transformation initiatives and technologies in the age of Industry 4.0.

Who we surveyed – All Industries

Aerospace & Defense

Automotive

Chemicals & Specialty Materials

Industrial Manufacturing

Metals & Mining

Oil & Gas

Power & Utilities

$500 million to $999 million

$1 billion to $4.9 billion

$5 billion to $9.9 billion

$10 billion to $24.9 billion

$25 billion or more

43%

26%

17%

9%
5%

7%

12%

6%

18%

14%

21%

22%

Location* Industry

Organization’s annual revenue

*Numbers may add to more than 100 due to rounding

Source: Deloitte Industry 4.0 Investment Survey, 2018
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We explored how business leaders in manufacturing, mining, oil & gas, and power & utilities are planning for, using, and investing in 
digital transformation initiatives and technologies in the age of Industry 4.0.

Who we surveyed – All Industries (cont’d)

30%

26%

19%

6%

5%

4%
4%

4% 3%

Finance

Information Technology (IT)

Operations

Digital Technology

Planning

Management

Design/Engineering

Production

Cyber security

4%

13%

9%

5%

7%

5%
4%

22%

9%

21% CEO/President

CFO

COO

CDO

CIO

CTO

CSCO

President, EVP, SVP, VP

Executive director/Senior 
director

Director

Job title Job Function*

*Numbers may add to more than 100 due to rounding

Source: Deloitte Industry 4.0 Investment Survey, 2018
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