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Introduction and participants

At the Anti-Financial Crime conference
hosted by Deloitte Germany Forensic
on 4 April 2019 in Frankfurt am Main,
a panel discussion took place with the
title “Culture as a major root cause for of
financial crime”.
As part of this discussion, four panelists
debated topics around the culture in
financial institutions. The participants
included Wies Wagenaar (Global Head
of Conduct & Ethics, ABN AMRO,
Netherlands), Dr. Sabine Scholz-Fröhling
(Chief Compliance Officer, Fidor Bank AG,
Germany), Dr. Moritz Römer (Supervisory
Expert Behavior and Culture, De
Nederlandsche Bank, Netherlands) and
Dr. Andreas Burger (Partner Forensic,
Financial Advisory, Deloitte Germany).
To facilitate open discussion in which
statements cannot be traced back to
official policies or positions in particular
organizations, the decision was made
to publish the transcript without direct
references to panel participants. Instead,
the following summary reflects the
discussion that took place around the
different aspects and views on the topic
of “Culture as a root cause of financial
crime”, including key statements from the
panelists and the audience. The overall
discussion was shaped by audience
responses to a survey gathered via
an interactive presentation software,
followed by a short discussion among
the panelists. The survey questions and
results can be found in the appendix.
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Culture as a root cause for financial crime

Regulatory and public pressure to
combat financial crime is omnipresent. In
response to the financial crisis of 2008, a
series of scandals (including the Panama
Papers, Russian Laundromats, Danske
Bank, etc.) and the evolution of the
digital age, financial institutions need to
find new ways of fighting financial crime.
Holistic and systematic approaches to
identifying, assessing, and mitigating risks,
in particular misconduct and people’s
reasons for it, play an essential role.
According to scientific research, the
organizational culture (hereafter referred
to simply as “culture”) in financial
institutions not only had an impact on
the financial crisis, but continues to be a
significant driver of human error, resulting
in scandals and fines for many banks.
Accordingly, the importance of culture
in the fight against financial crime has
increased significantly. Policymakers and
the public are alarmed and now demand
ruthless transparency and improvements,
arguing that a comprehensive change
in the culture is needed to rebuild
public confidence, increase employee
appreciation and motivation, offset
the negative press surrounding many
institutions and overcome the associated
reputational damage.
Culture can be defined as the values,
beliefs, underlying assumptions, symbols,
rituals, attitudes, and behaviors shared
by a group of employees and driven by its
leadership. Culture describes “how things
are done” within an organization, and
thus can be compared to the company’s

DNA, which determines the actions of
its employees. The characteristics of
the existing culture and the associated
values and norms of the organization
impact employees’ stress levels as well
as their identification with and loyalty
to the organization. To cope with stress
and relieve tension, employees tend
to incorporate shortcuts in their daily
work routines and given process steps,
take higher risks, and ultimately display
undesirable or even unethical behaviors.
Examples of factors known to influence
stress are material incentive systems,
conflicting corporate governance practices
(“tone from the top”), misleading role
models, non-transparent communication
channels and poor handling of errors. The
Wells Fargo scandal in 2017 demonstrates
the fact that employees’ misconduct not
only impacts especially risky departments
(e.g. trading, investment banking) of
financial institutions, but also its branches
and day-to-day business, such as opening
checking accounts.
For the reasons mentioned above,
organizational culture is considered one
of the leading root causes of undesirable
behaviors, and the risks stemming
from them should be on the agenda for
top-level management. Using culture
assessments and screening, financial
institutions can work on understanding
and measuring the importance of
culture and the cultural strengths and
weaknesses specific to their organization,
enabling them to fight financial crime
events and occurrences.
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Discussion

Opening Statements
“Culture plays a vital role in the occurrence of financial crime within institutions. Culture
may function as an enabler or disabler of financial crime. Several evaluations and widely
shared assumptions reveal this to be true. However, banks and institutions often give too
little attention to culture, because their way of dealing with crime is unilaterally focused
on correcting mistakes rather than learning from them and preventing them from
happening again.”
Dr. Moritz Römer, DNB
“Social psychology assumes that our behavior at work is influenced by the ‘system’
around us. Employees base their choices, and therefore their conduct, on what they
perceive as important to the organization. It is key that the signals sent from both the
formal and informal structures of our organization are aligned. Therefore, identifying
(psychological) root causes of misconduct implies addressing our systems, procedures,
policies, consequence management, and the role of leadership, team climate, and
behavioral patterns as potential contributors to the choices made by employees.”
Wies Wagenaar, ABN AMRO
“Five years ago, the topic of “compliance culture” was neither common nor very
widespread. Today, you can read about compliance culture everywhere, however, it is still
unclear what it means exactly. In my opinion, good compliance culture allows employees
to have opinions and voice them, regardless of where they are in the hierarchy. In other
words: If you can address any concern to the CEO without fearing punishment from your
line manager or colleagues for your openness, you have good compliance culture.”
Dr. Sabine Scholz-Fröhling, Fidor Bank
“In my 25 years’ experience of working in and with banks, I am always astonished to
see how different banks are in terms of people, attitude, doing things. I can really see
and feel the cultural differences when entering a bank and speaking to the banks’
representatives. During the last couple of years, things have not really changed, which is
ultimately a direct reflection of the culture within the financial institutions. I see the need
for change, but I am not exactly sure how we can make an impact that matters.”
Dr. Andreas Burger, Deloitte
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The role of culture in financial
institutions
Culture and behavior are indisputable
aspects that are relevant to banks in
fighting financial crime. Even though this
importance and relevance is known to
the public, there is not yet agreement
on how exactly culture can be defined
within financial institutions, and financial
institutions struggle to measure and
monitor culture. However, between
organizations that explicitly deal with
culture, there is a degree of consensus
about the key factors that build a
culture, and these factors depend on the
particular orientation of the institution.
Shared views, attitudes, norms, and
behaviors reflect culture and those
attributes are often flawlessly portrayed at
off-site events, especially when the group
is observed and “someone is looking”.
However, in reality, the workplace is
ultimately motivated by commercial and
customer-driven pressure, meaning that
culture has to be deeply embedded and
synchronized in the company so that all
processes and structures are in line with
cultural aspects and motivate employees
to do the right thing even when “nobody is
looking”.

“It is key that the signals
sent from both the formal
and informal structures
of our organization are
aligned.”

The lack of trust in a bank’s cultural
initiatives and programs is primarily
rooted in the disparity between the
way something is supposed to be and
the way it actually works in practice.
A good example is when a bank
communicates internally and externally
that its clients’ needs are paramount,
but sets its employees tough commercial
targets that contradict this ideal. This
disparity between incentive system and
communication creates different and quite
contrasting psychological effects, which
have a strong influence on the moral
compasses of all employees.
Alongside the need to align informal and
formal structures in the organization, the
role of leadership is also very important.
Leaders must have a very strong sense of
integrity to ensure that every person does
the right thing, even if the environment or
surroundings endorse immoral behavior.
Think of the following situation: You walk
along a shopping street and somebody
puts an advertisement in your hand that
you are not interested in. Of course,
everyone knows that the right thing to
do is to dispose of it in the nearest waste
bin. Nevertheless, many people drop the
flyer on the ground. This happens more
frequently if the street is already dirty
or others are littering. However, if the
street is clean and everyone else follows
the rules, you are more likely to dispose
of the flyer properly, too. This example
stresses not only that the norm must
be clearly set and regulated within both
institutions and the environment, but also
that integrity and the way that leadership
and management integrate corporate
values into their everyday life makes a big
difference.
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Why culture is so important
The importance of culture was
emphasized by all panelists, as was the
causal link between the existence of bad
culture and misconduct in an organization.
First and foremost, culture must be
deeply anchored in the organization in
order to generate maximum benefit.
Nevertheless, the question remains as to
what exactly defines good organizational
culture. According to the panelists, this
question cannot be answered universally
for all financial institutions. Every
organization must identify and implement
the individual culture that best fits its
environment, business model and, above
all, its employees.
This statement led to an interesting
discussion between the panelists and
the audience. A representative of a bank
in the audience was of the opinion that if
everybody knows that non-compliance is
not tolerated, most employees are forced
to “do the right thing” (be compliant) and
the majority of problems are eliminated in
the first place. A panelist answered this by
pointing out that the current compliance
systems and their means of detection and
sanction might not be supportive of good
compliance culture. Constant monitoring,
potentially in combination with harsh
sanctions, can create an atmosphere that
is in strong contrast with what we might
see as a positive and useful organizational
culture. Most importantly, incentive
systems should be incorporated into the
daily work of employees and monitored,
thus also including managers’ behavior
and orders.
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The “tone from the top” is very relevant,
a panelist admitted. The senior
management in an organization is very
much responsible for good culture.
Incentive systems play a particularly
crucial role in organizational culture
and are often very much dependent
on and influenced by the commercial
objectives set by management. One
panelist described an incident where
client advisors forged signatures on
contracts. Of course, they were aware
that this behavior was unacceptable, but
they faced commercial goals that were
far too ambitious and they felt pressure
to be fully compliant in achieving these.
The client advisors’ concerns were even
escalated to senior management, but
were not adequately addressed –one of
the most important lessons learned from
this incident. Since nothing changed, the
employees felt they had no choice but
to break the rules. This highlights the
responsibilities of senior management
very well. The initial target-setting is
regarded as the most decisive factor
influencing the behavior of the employees,
but equally, the handling of complaints
and reports of employee discrepancies is
a key to good culture.

Culture that is good and beneficial
overall is about stimulating employees
and empowering them to make the
right decisions. If only the top-level
management decides on everyday
business issues, responsibility is taken
away from employees, whereas it is very
important that employees do not become
a silent crowd. They must feel committed
to and responsible for pointing out
misconduct or misaligned incentives in
order to be as compliant as possible.
Following this point, what are the major
drivers of a beneficial organizational
culture? Communication is perceived to
be key for good compliance culture, as it
provides employees with opportunities
to raise their concerns. Speaking up is
also one of the key factors of good culture
and therefore extremely important. One
suggestion to make the overall situation
more user-friendly for the future was
to reduce the management layers and
the number of employees within the
different layers, while also improving
communication between employees.

“In reality, work is ultimately driven by commercial and
customer-driven pressure. That is why culture can only
be one aspect of the fight against financial crime.”
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Cultural change
The first step to changing the culture in
financial institutions is, of course, to define
a target culture and compare it with the
current situation. However, the question
remains: How can the current culture be
measured at all?
The panelists also discussed this question
and debated methods for measuring
culture they had already used in their
practical work. In one expert’s view,
it is possible to identify and measure
cultural aspects; for example, surveys,
interviews, and observations can be used
as tools for assessing the culture within
an organization. However, it is important
to have honest dialogue, as there is often
a difference and disconnection between
management and their subordinates.
Ultimately, institutions must provide
their employees with the best possible
environment to achieve their goals. This
environment must be assessed regularly
and culture is a vital constituent of it in any
case. For example, a culture of speaking
up and transparency is necessary, for
without it, employees may feel too much
stress and could be motivated by the
wrong incentives.
One of the audience questions about
good ideas for hard key performance
indicators (KPIs) in behavioral culture was
discussed in various ways. The idea of
establishing KPIs for culture at present in
banks does not seem to be widespread.
Currently, the focus is more on direct
dialogue with employees and monitoring
and supervising their behavior over a
longer period of time. However, KPIs may
need to be established and banks may
need to impose harsh sanctions if noncompliance is identified. At present, the
European Central Bank (ECB) is thinking

about setting a cultural KPI, although such
a KPI might put too much emphasis on
output rather than on outcomes, which
could be more important. After all, the
incentive for cultural change should rather
be intrinsic and not imposed by regulation
to achieve perfect results. Nonetheless,
most of the panelists agreed that
regulation of culture puts the subject as a
whole on the board’s agenda.

“Everybody has to be aware that changing systems is
always associated with high costs and that this could
often be the dilemma.”
Nevertheless, everyone involved should
be aware that culture is something that
cannot simply be fixed or improved at
an offsite event. Culture can only be
changed efficiently and sustainably over a
long period of time. Therefore, initiatives
on culture must be well thought-out
and planned, particularly because such
initiatives very often convey the image
that something is wrong within the
company. Thus, a change in the culture
at management level should not be
discussed too extensively. The reasons for
change can and should only be disclosed
when the intended results have been
achieved. This approach could be more
effective than a cultural project or initiative
and therefore cultural assessments may
often begin by observing the behavior of
top management.
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The regulation of culture
In the course of the panel discussion, the
audience, consisting of approximately
200 practitioners from compliance, legal,
and investigation departments of mostly
German financial services institutions,
were also given the opportunity to
express their opinions via an interactive
presentation software, which was then
displayed live on screen.
When asked whether culture within banks
should be more tightly regulated and
supervised by the financial authorities,
the results did not provide a clear answer.
In fact, about a third of the audience
answered in favor of stronger regulation,
while almost 45% were against it.
An explanation for why so many
participants voted against stronger
regulation was based on the proposition
that the perfect culture cannot be
prescribed externally or from above.
Therefore, some regulators carry out
an analysis of the current culture and
attach the highest importance to the
institutions themselves learning which
culture suits them best. Overall, regulators
seem to be returning responsibility to the
banks. These are, of course, long-term
processes that in turn are monitored by
the regulators to ensure that this change
in incentives also produces results.

One of the experts viewed additional
regulation very positively, particularly
with reference to the German market.
The main argument was that the German
Federal Financial Supervisory Authority
(BaFin) has not yet really touched on the
regulation of organizational culture within
financial institutions. Subsequently, the
expert emphasized two aspects: First,
the fight against money laundering must
be effective and culture must be right
in order to achieve this efficiently. This
is, therefore, a prerequisite from the
regulator perspective. Second, culture
is part of the Minimum Requirements
for Risk Management (“MaRisk”) for the
first time since 2015. Although it is only
mentioned in a small section, ‘risk culture’
(“Risikokultur”) is part of the regulation.
Despite this, an effective audit regarding
risk culture is seen as virtually nonexistent, although this might change in
the future: In the end, culture must be
measurable somehow. Overall, tighter
regulation of culture should be viewed
favorably, because regulation often helps
banks allocate budget and funds for
dealing with a topic. By regulating risk
culture, banks have more tools to examine
the root causes of misconduct.

“The task of the supervisor is mainly to connect the dots
and identify different patterns within an organization.”
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“The decisions made by
financial institutions should
be based on transparency
and honesty rather than
on a KPI.”
One of the other panelists picked up this
thought and shared their perspective and
experiences of working in an institution
whose culture is already regulated and
evaluated. One of the great advantages
of regulation is that it puts culture on
the agenda of top-level management.
Nevertheless, the incentive for cultural
change should rather be intrinsic and not
imposed by regulation to achieve perfect
results.
Most experts believed many supervisory
authorities clearly identified behavioral
culture as one of the main risk drivers.
They felt that financial institutions indeed
receive regular feedback regarding their
culture, for example by issuing surveys,
participating in board meetings, evaluating
process documentation, or conducting
interviews to understand how the bank
deals with certain aspects. However, in
most cases, it is a specific issue within
the financial institution that causes the
evaluation or assessment in the first place,
as the broad culture within a bank with
many employees is very hard to identify.
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Summary and outlook

To conclude, organizational culture was
identified by all participants as one of
the most essential factors influencing
the behavior of employees in financial
institutions. Although it is possible to test
or evaluate the culture using different
frameworks, it is still unclear how exactly
the financial institutions affected will
deal with this topic in the future. The
ECB is currently discussing whether
KPIs for culture should be introduced
in financial institutions. The panelists,
however, view the introduction of KPIs
rather critically, as, in their opinion,
a positive change in organizational
culture should be motivated by intrinsic
factors in order to be as sustainable and
successful as possible. KPIs are most
often formulated as accountable output,
however, it remains unclear whether
this focus on output leads to the desired
result or effect. With regard to regulatory
frameworks, all panelists agreed that
regulating organizational culture is viewed
positively, not least because it is easier to
obtain a budget for culture change when
regulators put a higher emphasis on the
topic in general.

Overall, the culture within a financial
industry is an immensely important
factor influencing human decisionmaking and the entire performance of
banking institutions. In particular, the
tone from the top is one of the most
important factors, which, according to
the panelists, has the greatest influence
on performance, behavior, and decisionmaking. Nevertheless, all panelists agreed
that focusing too much on top-level
management could send the wrong signal.
The question of how culture is measured
and monitored within banks remains
important for the future. The topic is
moving into the focus of the institutions,
particularly in light of the increasing
number of major scandals and problems
in the financial sector. It will be very
important to examine incentive systems
and the root causes of misconduct.
Regulators are putting more and more
emphasis on this topic, resulting in a
higher number of cultural assessments
and audits in the future. How exactly
culture should be changed remains a
case-by-case decision based on the
specific needs of each institution.
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Appendix – poll results

The graphs below show audience
responses. On average, 112 participants
voted via the interactive presentation
software.

Fig. 1 – Are culture and behavior relevant to banks when ﬁghting ﬁnancial crime?
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Fig. 2 – Which internal function should lead cultural initiatives within your bank?
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Fig. 3 – Do you believe that ﬁnancial authorities should regulate and supervise
culture within banks more tightly?
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Fig. 4 – Do you believe that it is possible to measure cultural aspects?
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Fig. 5 – What measure would create the most impact within your organization?
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Fig. 6 – The fundamental reason for institutions not dealing with culture in relation
to ﬁnancial crime is legal liability
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