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Your Contact Persons

Stay on track with our tracking tool
Crypto currencies as a new investment 
product increasingly attract also “tradi-
tional banking clients” – but, on the 
downside, also enable abuse. Therefore, a 
proper and reliable tracking of transactions 
is of utmost importance to detect suspi-
cious and prevent illegal crypto currency 
business. Unlike in the past, people have 
become much more cautious about 
“public” posting of public keys, making 
tracking transactions using public keys 
increasingly challenging. 

However, existing tools for creating trans-
parency in crypto currency transactions 
rely on a steadily “worsening” information 
basis and lack automated or intelligent 
(machine learning-enabled) analyses – 
Deloitte’s tracking tool fills that void and 
enables your compliance!

Our solution explained in a nutshell
In order to counter this problem, Deloitte 
Germany has chosen a new approach for 
the development of its own tracking tool. 
To sum it up, our tool is based on a 
powerful graph database combining 
publicly available transaction data (“which 
transactions belong to which wallet and 
who owns the wallet?”), enhances it with 
additional information (e.g. the “unspent 
amount” of a transaction, time patterns, 
transaction activity etc.) and performs 
various algorithms and heuristics to recog-
nize affiliations and identify anomalies. 

Your benefits and advantages with 
Deloitte CCTT
The central core of Deloitte CCTT’s analysis 
is based on so-called “supervised learning”, 
resulting in predictions of the classifica-
tion of the transaction wallet and wallet 
identity – this will make it possible to make 
conspicuous patterns and irregularities in 
transactions visible even in the case of thin 
information, supporting your compliance 
with regulatory requirements (especially 
regarding AML, CTF and fighting fraud). 
Other advantages include an audit-proof 
monthly reporting to present your case 
and support timely SAR filing as well as 
an in-depth investigation module to fulfill 
requests from the authorities. 

The Deloitte tracking tool can be used 
immediately without installation as it is 
purely web-based.2 Furthermore, it can 
easily be integrated into existing trans-
action monitoring and other peripheral 
systems with the help of a universal API 
interface mapping. 

2  Cloud-based installation hosted by AWS and compliant with the EU-GDPR and German Government-backed 
attestation scheme “Cloud Computing Compliance Controls Catalog (C5)” introduced in Germany by the 
Federal Office for Information Security (BSI).
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Crypto means big business –  
and a big deal for compliance

Deloitte’s Crypto Currency Transaction 
Tracking Tool

In the context of the implementation of 
the 5th EU anti-money laundering directive, 
established banks are allowed to participate 
in the trading with and regulated custody 
of crypto assets since January 1, 2020 – this 
interest is reflected by currently 55 appli-
cations1 for a license filed at the BaFin by 
financial service institutions.

The potential of crypto assets resp. crypto 
currencies as a chance to enhance the 
traditional banking business is enormous, 
however, so are the accompanying challeng-
es compliance departments are facing in 
order to handle the risks related to the cryp-
to business from a regulatory point of view. 

Albeit, the direction of development of 
the underlying regulatory conditions and 
supervisory expectations regarding the 
business with crypto assets are apparent 
yet still changing and this requires financial 
institutions always being able to react in an 
agile manner in case of upcoming changes 
in the future.

Make use Deloitte’s expertise to cover 
your crypto business needs
The introduction of offers related to crypto 
assets requires decisions on the strategic 
positioning within the market (competition), 
regarding legal and regulatory consequenc-
es as well as regarding the actual introduc-
tion resp. establishment on the market. 

Our cross-functional approach (Consulting, 
Tax & Legal, Audit, Financial and Risk Advi-
sory) ensures a full coverage of the rele-
vant areas: technology, business process, 
ecosystem set-up, accounting and regula-
tion. Furthermore, we preserve a constant 
communication with major exchanges  
(e.g. Börse Stuttgart) and regulatory 
authorities (e.g. BaFin). 

As a first step, we are happy to support you 
with introducing your very own crypto wallet 
management (crypto custody business) for 
your customers and subsequently with the 
compliant introduction of this offer by imple-
menting e.g. Deloitte Crypto Currency Trans-
action Tracking Tool (for monitoring crypto 
transactions) – in short, Deloitte CCTT.

Crypto Wallet Management for your 
customers
Depending on your strategic decision and 
individual business model, there may be 
two options to handle the custody of cryp-
to assets: extending your available systems 
(in-house approach) or using parallel plat-
forms (outsourcing approach).

We support you in both cases from the 
strategic planning to the technical imple-
mentation of a wallet offer with the ultimate 
goal to enable your customers the conver-
sion of fiat currencies in their existing bank 
accounts via regulated exchanges into 
crypto currencies (and vice versa). 

Should you then decide to extend to offer 
so your customers can make wallet-to- 
wallet transactions without an intermediary 
exchange, we support your compliance 
team by means of our tracking tool for 
monitoring crypto transactions.

Situation

Our solution

Our services at a glance

Crypto currencies are a new investment product and 
increasingly attract traditional banking clients as well

Crypto transaction data processing to identify 
violations of graylists/blacklists

Audit-proof monthly reporting 
to present your case and 
support timely Suspicious 
Activity Report (SAR) filing 

New regulatory framework for crypto issuance; 
Anti-Money laundering monitoring tool needed 
as part of internal control measures before license 
is granted

Challenges

Public available information
Existing, publicly available tools 
(e.g. WalletExplorer) are used as a 
basis for clustering and labelling 
of Bitcoin addresses, i.e. grouping 
Bitcoin addresses to the same 
wallet and iden-tifying the user 
behind it. 

Automated tracking
Transactions of the created 
clusters are tracked auto-mati-
cally and analyzed for indications 
of illegal activi-ties. The automati-
zation allows a tracking of a large 
scale concatenation of trans-
actions within in short time. 

Machine learning
Self-learning algorithms 
(supervised learning) search 
Bitcoin transactions with 
predefined characteristics for 
anomalies and constantly 
refine the pattern detection.

Risk assessment
Automated risk assessment of 
clusters according to their 
legality based on criteria 
specified by the customer. 

high risk

low risk

average risk

Predictive tool
Self-learning algorithms 
enable predictions

In-depth investigation 
module to meet regulatory 
requirements

Uplift of known crypto addresses 
(e.g. bank transactions) to identify 
unknown relationships:

· Search based on public keys
· Understand real-world activities
· Identify high-risk activities
· “Follow the money”

When it comes to creating transparency for crypto currency trans-
actions, the existing tools lack automated and Machine learning 
enabled analytical parts. Deloitte’s new tracking tool fills that void 
and supports your compliance

1 German government reply to inquiry of MP Frank Schaeffler (July 2020). 


