Helping Wealth Managers face their
IT challenges with cloud services
Instead of changing the entire IT landscape, Wealth Managers
can rely on business-enabling IT with the use of cloud services.

Disruptive forces in the industry
The influence of disruptive technologies
is changing the Wealth Management
industry. In other industries, such as
media, marketing, retail, or banking, technology changes have resulted in significant
shifts and disruption to previously well-established business models. For Wealth
Managers, the speed of innovation and
the threat of disruption vary. Significant
changes have already had a major impact
on their business, due to tighter regulations, changing customer needs, and

shifts in the market. Wealth Managers who
seriously want to establish themselves as
a leading supplier of first-class advice and
customer service have a lot of catching-up
to do to prepare adequately for success in
the long-term. In order to keep pace and
remain competitive, it is crucial that companies successfully transform, strengthen,
and enhance their IT/business linkage. This
enables them to meet growing customer
demands and satisfy high customer
expectations.

One specific substantial challenge that lies
ahead of Wealth Managers is leveraging
the benefits that cloud computing has
to offer. Wealth Managers should give
serious consideration to using this technology in their business. However, IT must
be ready and requires a certain level of
maturity to implement cloud computing in
its landscape.
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Winter is coming to legacy systems
The IT landscapes of traditional Wealth
Managers consist of legacy systems
demanding high maintenance effort. The
term ‘legacy’ may indicate that the systems
in use are out of date. In special cases
these systems may have their justification,
but it seems questionable whether relying
on them is a forward-looking approach.
Most legacy systems are a result of postponed IT investments or simply the lack of
the will or the knowledge to make changes
to IT. At first glance, the maintenance of a
running environment looks more interesting than tackling impending challenges.
But the historically grown complexity and
criticality of IT environments hinder muchneeded change efforts. What remains
is a landscape full of obsolete operating
systems, old versions of core software,
and a mixture of home-grown one-off
solutions. Such IT infrastructures are
contradictory to present-day expectations
of Wealth Management clients for fancy-looking front-ends and special purpose
reports.
With the rapid development of new technical functionalities, processing, and storage
technologies, computing resources have
become cheaper, more reliable, and more
widely deployable. It is, therefore, today
more necessary than ever that Wealth
Managers make the best and most efficient use of opportunities that are crucial
to the long-term success of their business.
Patchwork IT systems might have a right
exist, but looking into the future they will
certainly not be able to fulfill the constantly changing and growing demands
of customers regarding technology and
cost-effectiveness.
Business is accepting the new role of
IT departments
IT departments in the Wealth Management industry often seem to have
accepted their role as a support function.
Newly emerging challenges in the business
force decision-takers to rethink this status
and to move IT out of the comfort zone.
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Due to increasing costs in the industry, the
focus on profitable client relationships or
changing client segmentation approaches
are just some of the challenges that need
to be carefully considered and remedied.
On top of that, growing regulatory requirements throughout the financial services
sector increase the pressure on financial
institutions and their IT departments,
particularly with regard to Compliance
issues. To anticipate future risk factors,
Compliance rules are being extended
with more (complex) regulations and thus
becoming stricter. Digital technologies
emerging from other industries and the
public sector are shifting the communications channels from offline to online via
mobile and social media. Apart from that,
Big Data, robotics, and hot topics such
as Robo-Advisory are converging on the
Wealth Management industry. Even the
technical core of financial institutions, the
core banking system, is in the focus of the
industry, needing IT change.
All these influencing factors are forcing IT
departments to redefine their role. The
major task ahead is both accepting this
responsibility and seeing any challenges
associated with structural changes as an
opportunity to grow and extend one’s
abilities. If this is handled intelligently, IT
departments will be able to provide the
rapid provisioning and elastic scaling of
services and also focus on the relevant
competences that are at the core of the
business. As a consequence, IT should
in future act as an important business
enabler and not merely as a support
function.
Technological opportunities with
cloud services
Acceptance of change is a key to success,
but in order to compete in the digital
business, Wealth Managers also need to
overhaul their understanding of IT and
recognize their uncovered potential. As
already indicated, in other industries the
smart use of technology has been identified as a source of competitive advantage.
This can surely be projected onto the

Wealth Management industry which has
traditionally been reliant on IT functions.
It is important not just to look at current
opportunities of IT solutions but rather to
analyze what technology will be capable
of in future and how to get there. In this
context, cloud computing can serve as
a technology and a starting point for
highly individualized digital services. It has
proved to be a valid solution that need to
be focused on. Furthermore, cloud computing can be employed using a modular
approach, thus allowing Wealth Managers
to face modernization challenges without
rebuilding their IT landscape entirely.

Start of the cloud journey
Business needs to strive for
clarity on vendor service levels
and commercial terms, as well as
their technical capabilities. Furthermore, a broad set of considerations needs to be addressed
before starting the cloud journey
•• Identification of business
benefits
•• Viability check of legacy or
planned applications
•• Implementation approach
•• Determination of focus on data
or applications
•• Required cloud type
•• Financial considerations
•• Identification of business operation changes and challenges
with cloud
•• Considerations regarding
Service Provider
•• Data management in the cloud
•• Security impact of cloud
adoption
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Cloud maturity
Cloud services have offered long-held
promises of increased agility for delivery
at pace, elasticity to adapt to the changing
scale, and a way to balance costs and
value. They help to achieve high processing reliability and other qualitative success
factors such as better collaboration and
flexibility.

With a high level of cloud maturity,
Wealth Managers have the opportunity
to deploy scalable, secure architecture
with omni-channel capabilities and speed
up innovation with agile solutions (see
Fig. 1). The adoption of cloud technologies
also allows Wealth Managers to use their
resources more efficiently by means of
better budget management and alloca-

tion. Last but not least, it can help the
organization to obtain flexibility, optimize
costs, and build an enabling IT infrastructure.

Public/private cloud integration

Fig. 1 – Cloud maturity levels

3
2
1
Deliver IT resources
eﬃciently to achieve
costs savings on HW,
SW, and maintenance

IT resources are scalable,
eﬃcient, and supported
by a cloud-in-the-box
solution

Cost Eﬃciency

Agility

Omni-channel capabilities
& customer-centric innovations leverage cloud
to create a competitive
advantage

Business
Transformation

Increasing cloud beneﬁts
Business
Capabilities
Delivered

• IT Costs reduction

• Faster time-to-market

• Non-core services
& infrastructure
transferred to cloud

• Scalability
• eCommerce

• Innovation
& optimization
• Integration of brick
and clicks: Omnichannel
• Seasonal bursting
& cloud elasticity

Cloud Solutions
& Services

• Private Cloud
(on-premises)

• Hybrid Cloud

• Cloud Bursting

• Private Cloud

• Agile/DevOps

• Virtual Private Cloud

• Virtual Private Cloud

• Hybrid Cloud

• Public Cloud

• Public Cloud

• Private Cloud
• Virtual Private Cloud
• Public Cloud

Adoption
Opportunities

• Replace/Upgrade
existing non-core
applications
(e. g. ERP, CRM)
• Rationalize applications and streamline
infrastructure by
moving the cloud

• Identify processes
not yet automated
and move them to
the cloud (e. g. mobile,
social analytics)

• Externalize some
core services and
functionalities
• Develop advanced
data analytics

• Build on success
examples to increase
cloud spending allocation

3

Helping Wealth Managers face their IT challenges with cloud services

Introducing the Deloitte Cloud Computing Maturity Framework
Cloud services have been hyped in the
past. It seemed to be easy to migrate
to the cloud and that those who did not
take this journey would miss something.
However, reality shows that missteps and
pitfalls slowed cloud migrations down and
prevented organizations from making the
most of the cloud opportunity.

Adopting cloud computing should be
the result of a very well thought-out
and planned process. To help framing
the adoption, Wealth Managers need to
deeply understand how they may benefit
from a diverse and sliding scale of capabilities. It is not a case of adopting a single
cloud, but instead, seeking opportunities
where one or more clouds may provide
value. Thus, rather than a discussion of
‘cloud’ or ‘not cloud’, enterprises should
consider building cloud capabilities in
order to evaluate the added values of
cloud-based solutions and their integration into the IT landscape.

demand of the Wealth Manager, certain
core dimensions – as shown in Fig. 2 – can
be analyzed at a higher level of detail. In
order to gain great transparency and the
best insight, it is recommended to involve
all relevant people such as subject matter
experts, key members of management,
and other candidates in interviews and
workshops. By comparing the results with
benchmarks and expert knowledge, a
rating can be conducted on a detailed level.
Fig. 3 shows an example with a rating scale
from 0 to 5 for a certain field of analysis. A
market analysis of potential vendors can
add value to the analysis at this point.

To successfully adapt to cloud services,
specific capabilities are required which
must be matched to business needs. To
determine these capabilities, based on the

Fig. 2 – Example of core dimensions as part of the maturity assessment
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Fig. 3 – Assessment of the maturity level and maturity stage deﬁnitions using the example of cloud strategy
Maturity Stage Deﬁnitions
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Stage 0
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Non-existent
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Weight

Current Stage

Desired Stage

3,00

3,00

3

3

3,00
Cloud Strategy
The strategic planning performs only with
internal IT resources to support business
goals. There is no management awareness
that a Cloud strategic planning is needed
to support business goals.
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The cloud strategic planning is a documented,
living process and permanently aligned with
business goals, business- related developments and changing technology. Risk and
value-added considerations are continuously
updated in the Cloud strategic planning process and a benchmarking against industry
norms takes place. Realistic long-range IT
plans are developed and constantly updated
to reﬂect. The strategic plan includes how
Cloud Computing developments can drive
the creation of new business capabilities and
improve the competitive advantage of the
organization.

n/a
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A comparative analysis of the current
situation and the future state permits
the identification of weak spots where
action is required. Possible proposals for
improvement and recommendations can
then be derived and subsequently developed. In order to improve the maturity
rating and to close pain points considered
as most important by the client, a high
level road map can also be created.
In all phases of the maturity assessment
it is recommended to involve consultants
with industry and technology know-how.
They will apply their profound expertise
from cross-industry projects related to
cloud computing and other IT landscapes.
Furthermore, the practitioners have
in-depth market insights enabling them to
conduct industry benchmarking against
competitors.
The Cloud Maturity Framework helps to
improve the organization’s cloud knowledge during the assessment. In addition,
specific initiatives or even cloud services
can be identified and displayed on a high
level road map.
Use Case: Cloud Archiving Solution for
compliant long term data storage
One of the possible and very popular
applications of cloud technology is
the provision of data storage capacity
via cloud service. This enables clients
to engage in business which requires
unknown amounts of data to be stored
without having to go through the trouble
of sizing, planning, acquiring, and setting
up the necessary hardware. Moreover, it
avoids the maintenance efforts for datacenters, servers, hard drives, and/or other
components.
In the banking, insurance, and generally
the wider financial services industry, companies are subject to increasing regulatory
pressure. This development is constantly
driving up the record-keeping effort and
thus the need for compliant data storage.
Ever higher mountains of documents
need to be stored for long periods of time,
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whilst ensuring the integrity of the data
as well as retrievability at short notice.
As a result, record-keeping and records
management have changed from being a
simple necessity to being a critical challenge, even – if not especially – for industry
giants.
In this environment it is often uncertain
how much storage capacity companies will
need in future, given uncertainty about
newly emerging rules and regulations.
Cloud storage provides these companies
with the certainty that, no matter what,
they will always have additional volume
at their fingertips, and only pay for their
actual usage . Given the large economies
of scale realizable by storage data providers, this service usually comes at an
attractive price.
Compared to the cloud data storage for
retail consumers many might be familiar
with (Google’s GDrive, Apple’s iCloud,
Dropbox, Amazon Drive), compliant cloud
data storage is harder to establish as it
comes with additional requirements. To
ensure records are kept in their original
state and cannot be tempered with, a
solution referred to as WORM (write once,

read many) is called for. WORM generally
comes in three different forms (hardware-,
software-, and systemic WORM) and
essentially achieves that data, once
written, cannot be altered anymore. The
combination of the WORM concept with
modern cloud technology paves the way
for flexible and hence future-ready archiving solutions even for critical records.
Defining the cloud service and deployment model
The great variety of cloud services can
be overwhelming for users. There is no
“one-size-fits-all” strategy when it comes
to a cloud deployment. Future technology needs and business growth strategy
need to align with each other to meet the
demands of the business.
The decision to make use of cloud services
also depends upon the current applications and infrastructure, confidentiality
policies, and the level of in-house capability required to support the infrastructure. As a result, cloud technology offers
different service (IaaS, PaaS, and SaaS)
and deployment models (Private Cloud,
Community Cloud, Public Cloud, and
Hybrid Cloud) to suit various business

Fig. 4 – Cloud computing deployment and service models
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requirements as shown in Fig. 4. IaaS,
PaaS, and SaaS stand for Infrastructure
as a Service, Platform as a Service, and
Software as a Service respectively. The
deployment model determines ownership and access, while the service model
specifies the technical location of data and
applications. Decisions regarding deployment and service models have cost and
security implications and should be made
in conjunction with the overall IT strategy.
With so many different cloud deployment
options including public vs. private deployments, internal vs. external hosting and
various hybrid permutations, no single
security approach and no list of security
controls can cover all circumstances.
When moving to cloud computing technology, the Cloud Capability Model can
therefore play an important role in helping
Wealth Managers to adopt a risk-based
approach to determine (i) the deployment
model and hosting option best suited
to the Wealth Manager’s risk tolerance
and then (ii) the detailed security control
requirements that will have to be implemented in the context of the selected
deployment model.
This approach enables Wealth Managers
to ensure that any inherent risks are
appropriately mitigated and benefit fully
from the advantages associated with
the implementation of cloud computing
technology.
Cloud is more than a technology
platform
The cloud represents a fundamental
shift in how companies attain, use, and
manage technology capabilities. It is
not a new form of managed service or
a different type of technology platform.
Even though the promises are attractive
to every industry, moving into the cloud
is a complex transformation that takes
planning, commitment, and sustained
effort. It is as much a shift in mindset as it
is in technology, and no one is immune to
the many challenges the journey entails.
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Global vision, local expertise
Deloitte is widely known for its strong
consulting competence and market
responsiveness. Especially its Wealth
Management practice possesses sound
knowledge and an understanding of the
issues that matter for the industry. We
serve a great variety of players ranging
from globally integrated banks, private
banks, and Wealth Managers to Family
Offices. Consequently, Deloitte has built
strong and proven expertise in the Wealth
Management business with a dedicated
team made up of highly qualified and
motivated professionals. Apart from that,
Deloitte addresses all phases of cloud
activation and operations, from planning,
architecting, and scoping, through migration, activation, and maintenance. Our
resilient data centers provide a highly
secure infrastructure with 24x7 support.
The Deloitte cloud offering also includes
backup and restore procedures, disaster
recovery assurance planning, delivery of
disaster recovery, and global application
connectivity.
The Deloitte advantage
•• Our technology agnostic approach
combined with our strong package
vendor relationships means we can
provide detailed insight and objective
guidance.
•• We have dedicated practices for every
major enterprise solution on the market,
staffed by advisors and engineers with
significant downstream vendor experience.
•• We have consultants that are specialists in regulatory, compliance, risk, and
resilience across industries who are part
of our cloud services team.
•• If clients no longer wish to manage their
own technology infrastructure or cloud
environment, we can migrate them to a
cloud-managed services platform.
Whatever your cloud requirements are,
the Deloitte cloud team can work with you
to define, configure, and price a carefully
tailored solution.
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