Augmented security
How cognitive technologies can address the cyber workforce shortage

ABOUT THE AUTHORS
Deborah Golden
Deborah Golden is a principal in Deloitte & Touche LLP’s Advisory practice, with more than 20 years
of information technology, security, and privacy experience encompassing various industries. She specializes in Cyber Risk Services, as well as within the Federal, Life Sciences & Health Care, and Financial
Services industries.

Ted Johnson
Ted Johnson is the Defense and National Security research manager with Deloitte’s Center for Government Insights within Deloitte Services LP. He is a retired commander in the United States Navy, where
he primarily focused on cyber policy and signals intelligence. During the course of Johnson’s military career, he was a speechwriter for the chairman of the Joint Chiefs of Staff, a White House Fellow, a military
professor at the Naval War College, and an aide-de-camp to the director of the National Security Agency.
He holds bachelor’s and master’s degrees from Hampton University and Harvard University, respectively,
and a doctorate of law and policy from Northeastern University.

ABOUT THE DELOITTE CENTER FOR
GOVERNMENT INSIGHTS
The Deloitte Center for Government Insights shares inspiring stories of government innovation, looking
at what’s behind the adoption of new technologies and management practices. We produce cuttingedge research that guides public officials without burying them in jargon and minutiae, crystalizing essential insights in an easy-to-absorb format. Through research, forums, and immersive workshops, our
goal is to provide public officials, policy professionals, and members of the media with fresh insights that
advance an understanding of what is possible in government transformation.

Federal Cyber Risk Services
Federal agency security investments are at an all-time high, yet cyberattacks are still on the rise,
both in number and sophistication. While today’s constantly evolving, fast-paced technology powers new strategic and mission initiatives, it also opens new doors for cyber criminals. Our Secure.
Vigilant.Resilient. approach helps you manage the cyber risks you know and get ahead of the ones
you don’t.

CONTENTS
Introduction | 2
All in a day’s work | 3
Racing with the machine | 5
Evolving approaches to cybersecurity | 9
Meeting the challenge | 12
Endnotes | 13

Augmented security

Introduction

I

With no signs of the cyber workforce shortage letting up, new strategies should be devised to best utilize the available talent and meet public and private
cybersecurity objectives. One of the most promising
approaches is to combine cognitive technologies
with cybersecurity professionals; this can address
the myriad activities faced by the industry and ultimately aid in addressing the shortage of available
talent. Through the use of advanced analytics, automation, and artificial intelligence, it’s possible to “train
the technology” to deliver
key insights that optimize
cyber professionals’ work,
streamline operational processes, and improve security
outcomes. These efficiencies
could permit a reallocation
of cyber talent as well as the
realignment of the tasks they
perform, resulting in a more
holistic approach to help mitigate the effects of a workforce
shortage.

T may seem counterintuitive, but 0 percent unemployment in an industry is not a good thing. It’s
often accompanied by high turnover, salary inflation, skill mismatches between workers and the positions they fill, and numerous vacant positions. Yet,
this condition seems to be the reality for cybersecurity professionals, one of most consequential professions supporting an increasingly interconnected
world. The demand for adequately trained and
knowledgeable cyber personnel far exceeds the available
talent pool.

One of the most
promising approaches
to address the
workforce shortage
is to combine
cognitive technologies
with cybersecurity
professionals.

Recent reports confirm this
situation to be true, and it’s
unlikely to get better anytime
soon: Cybersecurity unemployment is at 0 percent with
more than 1.5 million job
openings anticipated globally
by 2019.1 Meanwhile, cyberthreats are increasing, and the
annual cost of cybercrime is
expected to rise from $3 trillion today to $6 trillion by
2021.2 This statistic is particularly troublesome news for government agencies
responsible for protecting their citizens and corporations defending against crime. In an attempt
to address this demand, federal and commercial
marketplaces plan to spend $1 trillion globally on
cybersecurity products and services between now
and 2021.3

In an effort to challenge the
traditional means in which cybersecurity is addressed, private and public organizations should
rethink their approach toward talent and consider
leveraging cognitive technologies to facilitate more
cybersecurity insights in less time. Such an approach may enable a more secure cyber environment by taking targeted, proactive measures to prevent incidents before they happen.
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All in a day’s work

B

EFORE tackling the cyber talent shortage, one
basic question should be addressed: What do
cybersecurity professionals do? The answer
would seem to be straightforward enough, but the
field has grown so large and complex that cybersecurity professional has often become a catch-all
term that embodies a range of specializations, skills,
and job functions. Some are experts with deep technical skills focusing on software development or
digital forensics. Others specialize in the legal and
administrative aspects of the profession, such as
privacy, compliance, or customer service. And there
are those practitioners who are self-taught, holding
a number of certifications but with little “on-thejob” experience applying those skills. Just as each
baseball position requires specific talents—pitchers
and catchers are not interchangeable—cybersecurity professionals, too, often have different skills and
responsibilities. These distinctions can be critically
important in order to understand the quantity and
quality of a cyber workforce.

at another organization is performing physical security work—or even law enforcement activity. These
differing views of job responsibilities can lead to
confusion when describing cybersecurity skills and
shortages. Ultimately, they can result in a potential
mismatch of resources to responsibilities, reducing
professionals’ overall ability to provide the most impactful coverage of the cyber environment.

To further complicate the issue, there is often great
variability in how public and private organizations
define cybersecurity and cyber-related skills. Some
law enforcement agencies define cyber skills as active work—hacking into criminal organizations,
tracking stolen credit card numbers, and determining the locations of criminally operated servers—as opposed to defensively operating firewalls
and scanning the network for breaches, which many
private-sector cybersecurity analysts perform on a
day-to-day basis. Furthermore, an information security officer in one organization may be spending a
lot of time on network administration and securing
information sharing sites, while that same position

In a 2010 report, the Center for Strategic and International Studies highlighted the need to outline cybersecurity job descriptions and facilitate alignment
across the industry. The study recommended that
the US federal government should “sponsor an effort to create an initial taxonomy of cyber roles and
skills,” ensure alignment between desired workforce
skills and certification and licensing requirements,
and develop a standard occupational classification
for the cybersecurity workforce.4 To facilitate this
approach, the report proposed job descriptions for a
number of cyber roles that were eventually incorporated into executive guidance from the White House.
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It also encouraged the use of executive surveys, college graduate recruitment strategies, and legislation
to identify and address workforce shortages.

dress the workforce shortage. For example, some of
the defined duties of a secure network administrator are typically to identify security weaknesses in
network architectures, divert unwanted traffic, and
characterize expected network behavior—all tasks
that can benefit tremendously from insights derived
from data analytics and automation. Whether helping threat analysts monitor anomalous traffic, security auditors scan wireless connections, or network
engineers block malicious packets, cognitive technologies can be leveraged to help reshape the existing talent’s workload. Once a sound understanding
is gained of all the activities carried out by cybersecurity professionals, it is much easier to determine
which can be addressed by cognitive systems, which
require human talent, and how much of the workforce shortage can be addressed.

An intelligence official noted that to be effective in
cyberspace, the United States needs about 30,000
people with specialized security skills—it currently
has 1,000.5 And the shortage extends beyond highly
technical talent; it includes those with niche skills
who can write secure code, design secure network
architectures, and develop software tools for network defense and reconstitution following an event.6
In partial response to these recommendations and
the clear need for specific cyber talent, the National
Institute of Standards and Technology created a
working group, the National Initiative for Cybersecurity Education (NICE), to help set standards that
categorize and describe cybersecurity work. Titled
the NICE Cybersecurity Workforce Framework, it
maps skills to 7 categories, 33 specialty areas, and
52 work roles.7 With common terminology, it can
be much easier to identify and communicate exactly
which skills are in short supply, which specialties
can best leverage insights from cognitive systems,
and which tasks can be automated.

Ultimately, while there are commonalities, every
organization and government agency is unique in
its needs and resources. There is no one-size-fitsall solution that will address the talent challenges
across sectors, regions, and positions. Thus, in order to grasp the specific effects the talent shortage is
having, each organization should craft an accurate
picture of the responsibilities and tasks assigned to
each of its cybersecurity positions. With this information in hand, it can begin exploring how cognitive technologies can address the shortage.

The characterization of cybersecurity jobs can play
an important role in helping an organization identify and devise tailored technological solutions to ad-
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Racing with the machine

S

can typically be categorized in three primary ways:
in product applications to improve customer benefits, in process applications to improve an organization’s workflow and operations, and for insights
that can help inform decisions.11

KILLED cybersecurity personnel across the
spectrum of roles are typically highly prized,
practicing what is more of an art than an exact
science. And they, perhaps better than anyone else,
understand the state of the profession. Recent studies show that 82 percent of cybersecurity professionals from eight different countries report a shortage of cybersecurity skills; 71 percent believe this
shortage does direct and measurable damage; and
76 percent believe there isn’t enough investment in
cybersecurity talent.8

For example, an executive at a leading investment
firm noted its cybersecurity analysts were spending
30 to 45 minutes working through checklists in the
course of investigating security alerts. Moreover,
because the work was monotonous, the analysts
began skipping steps, resulting in less rigorous
examinations of incidents. But by automating the
process, investigations were conducted in 40 seconds, and analysts were freed up to focus on remediation. The end result? Productivity of analysts
tripled, with each one doing the work it would have
taken three people to do prior to the integration
of automated processes.12 Not only did this help

Cybersecurity professionals agree: Nine out of ten
believe that technology could help compensate for
skill shortages, and that “the solutions most likely
to be outsourced are ones that lend themselves to
automation” and other cognitive technologies.9
Here again, a framework to define and categorize
skills can be useful. In identifying the work roles
that are best suited to technological solutions and
those where cognitive technologies can support
faster, smarter human decision making, the cyber
talent shortage can be addressed—or at least the
gap may be minimized.

With talent already
in short supply, time
spent on tasks requiring
little human problemsolving ability wastes
the skills and limited
resources available to
an organization.

The role for cognitive
technologies
So what exactly are cognitive technologies and how
might they address the talent shortage? Cognitive
computing refers to the “systems that learn at scale,
reason with purpose, and interact with humans naturally.”10 They include technologies such as artificial
intelligence, text and speech processing, automation and robotics, and machine learning. Their use

5

Augmented security

Moving from the mundane

address the firm’s talent shortage, but it seemed to
aid in retention as well—employees were more satisfied now that the tedium of checklist completion
was replaced with more challenging and exciting
work.

Discussions concerning the greater use of automation and similar tools for repetitive, mundane,
and administrative tasks are sometimes met with
the fear that “robots are taking our jobs.” As such,
there is often worry and consternation surrounding
efforts to integrate more cognitive technologies into
different industries. When grocery stores brought in
self-checkout kiosks, cashiers feared they’d no longer be needed. The advent and widespread adoption
of ATMs caused many to believe that bank tellers
were on the brink of becoming passé. But in both
instances, the number of grocery store cashiers14
and bank tellers15 actually grew over time, and neither seem in any danger of becoming obsolete.

But to truly leverage the power of cognitive technologies, an organization could have employed
data analytics to examine extremely large amounts
of network traffic. One estimate shows that “a
medium-size network with 20,000 devices (laptops,
smartphones, and servers) will transmit more than
5 gigabits of data every second and 50 terabytes of
data in a 24-hour period.”13 Using supercomputers and artificial intelligence systems to analyze
such large data streams could have helped detect
advanced threats in near-real-time, identified the
most likely types of attacks against the network,
revealed patterns of network and user behavior for
stronger authentication procedures, and improved
management of all devices connected to the network. Thus, analysts would not only accomplish
more in less time, their workload would be focused
and prioritized on the most pressing issues.

In the cybersecurity profession, the automation
of these sorts of tasks is typically welcomed. With
talent already in short supply, time spent on tasks
requiring little human problem-solving ability
wastes the skills and limited resources available to
an organization. A recent study found that organizations spend about 21,000 hours investigating false
or erroneous security alerts at an average cost of
$1.3 million annually.16 These alerts could be handled by cognitive systems, which would only notify
cybersecurity personnel when more investigation is
warranted. Similarly, compliance reporting, security checklists, and standard network administration tasks could also be managed through automation, resulting in additional time and cost savings.
And given its size, budget, and scope of responsibilities, the federal government’s savings on its nearly
$20 billion cybersecurity budget could be quite
significant.17

Importantly, such technological advances also
require savvy cyber professionals with a particular
set of skills that can recognize and act on the insights
gleaned from processing big data sets. Just as the
cyberthreat is emblematic of a changing world, the
talent required to mitigate those threats should also
change and adapt to the evolving security environment. Cognitive technologies can help direct the
efforts of these professionals, thereby getting the
best utilization of their time and skills.
Ultimately, cognitive technologies can mitigate
the effects of cyber talent shortages in two primary
ways. First, the lingering, unaddressed, or low-priority cybersecurity issues resulting from personnel
strains and shortages can be remedied by applying
cognitive technologies. And second, they can help
inform smarter decisions through the use of artificial intelligence and advanced techniques, such as
data analytics, which permits a forward-looking,
predictive approach to security challenges.

By conducting a detailed analysis of the time its
cyber talent spends on particular tasks, organizations can identify the time and money spent on such
activities to determine the size of the benefit from
automation. Moreover, they may have a much better understanding of where their skills shortage is
most acute. As a result, the time and talent recovered from integrating cognitive technology can be
smartly reallocated to where they are needed most.
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Extending the cyber
workforce
Perhaps a greater benefit of cognitive technologies than the automation of repetitive tasks is the
analysis of large data sets to identify insights and
discern patterns that may have otherwise gone
unnoticed. The amount of activity and alerts that
occur in and around networks is simply too vast and
complex for detailed human examination, even if
no workforce shortage existed. But with the assistance of advanced analytics and machine learning,
cyber professionals can more quickly pinpoint the
cause of issues or even address incidents before they
occur. This pairing of data-derived insights with
skilled personnel is an especially potent combination that can significantly reduce the impacts of a
talent shortage.

Cognitive technologies
used for cybersecurity
are not a job taker,
but a job reallocator.

Consider predictive cyber analytics. This technique uses supercomputer processing power to sift
through extremely large sets of data to identify malicious code, anomalous patterns, and other network
threats that may not be readily apparent. When
these insights are combined with an organization’s
knowledge of its own network, cyber professionals
can identify the network’s weak points, characterize
the type of attacks the network is most susceptible
to, and prioritize addressing the pertinent vulnerabilities. In this way, human-machine teaming can
produce better outcomes in less time.

professionals and extend their capabilities far
beyond the scope of what could be accomplished
alone by even the most talented workforce. With
these tools, cyber talent can be more precise in the
application of their skills and resolve most issues in
much less time.

Cognitive consonance

One of cognitive technologies’ greatest advantages
for cybersecurity is that they allow organizations
to take a proactive approach instead of the more
prevalent reactive stance. Being able to predict
where threats are most likely to occur, and then prevent them before they do, can change the security
paradigm. Cognitive technologies can also contribute to behavioral analytics that can defend against
insider threats, identify compromised credentials
of employees, or quickly detect breaches. And
machine learning allows networks to learn in real
time so that when malicious or anomalous events
occur, mitigation can begin immediately based on a
set of programmable rules or human direction.

In a tight information technology and cybersecurity
skills market, professionals are usually more than
willing to race with the machine instead of raging
against it. They are not worried about whether they
will lose their jobs to automation, but rather how
their jobs will change with its adoption.
Cognitive technologies can manage rote security
tasks including tasks such as resetting passwords
and deactivating malicious hyperlinks in phishing
emails, only pushing specific incidents to analysts
for further review. They can detect when a network
is being attacked and respond at machine-speed to
reduce impact. Data analytics and machine learning algorithms can identify threats to a network
before attacks occur and recommend measures to
address those vulnerabilities. They can scan the

Interactive data analysis, proactive discovery,
and threat characterization can empower cyber
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reams of legal and regulatory requirements and
identify insights that help reduce the number of
hours personnel spend on manual compliance and
administrative work. And they can automate routine security updates and functions to ensure a network’s hygiene doesn’t lapse due to human error. A
cybersecurity professional’s time and talents are put
to best use when paired with cognitive technologies
(see figure 1).

Put simply, cognitive technologies used for cybersecurity are not a job taker, but a job reallocator. These
capabilities allow companies to address workforce
shortfalls by reassigning existing personnel without
needing to hire or let staff go, while also improving
processes and adding rigor to decision making.

Figure 1. The cyber professionals' workload
WITHOUT COGNITIVE TECHNOLOGIES

USING COGNITIVE TECHNOLOGIES

Cyber professionals spend too much time on
routine and repetitive activities, wasting
valuable time and talent already in
short supply.

With cognitive technologies, time and talent can be
focused on those tasks requiring human ingenuity.
New insights are identiﬁed,
permitting proactive security.

!

Password resets

!

Account lockouts

Firewall alerts

Automation
handles routine
tasks.

!
Incident alerts
The typical
workday is ﬁlled
with mundane
tasks while key
insights and events elude
overburdened talent.

Machine pairing
augments human talent,
accomplishing tasks
more quickly.

!

Routine, repetitive tasks
Tasks requiring human and machine pairing
Activities resulting from data-derived insights
Network breach
Source: Deloitte analysis.
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Evolving approaches
to cybersecurity

T

credit card numbers or related financial transaction
data have been stolen. Hospitals have been increasingly singled out for ransomware attacks where
hackers hold medical information hostage until a
payoff is made. And phishing attacks have been the
most prevalent form of delivering advanced, persistent threats and are responsible for 95 percent of
all successful attacks on enterprise networks in all
sectors.19

HE effect of integrating cognitive technologies to address talent shortages often goes
beyond insights from advanced analytics and
automating specific tasks and actions. It changes
the organization, too. Operations change. Workflow
changes. Office structure and relationships change.
And the processes associated with hiring, training,
and retaining talent change. These evolutions are
required to meet the demands of cybersecurity
operations, compensate for talent shortages, and
incorporate cutting-edge technology.

Knowing which data are most targeted by hackers
and which methods they use to compromise
networks can help prioritize cybersecurity efforts
and the skills necessary to accomplish them.

Ultimately, a strategic approach should be taken
to integrate cognitive technologies and reallocate
cyber talent. Organizations will need to gauge their
internal demand for cybersecurity services informed
by the threats they face, create a supporting talent
strategy for the skill sets they need most, and ensure
they are organized in the best way to accomplish
their security objectives.

Talent strategies
Organizations should use the same analytic rigor
devoted to key business and risk-based decisions
and apply it toward hiring, training, and retention
strategies. To accomplish this, they need to better
understand the data they have and how best to make
use of it to glean insights on workforce strengths
and areas for improvement. This approach can help
predict workforce needs, which skill sets are available within the organization, and which areas can
be augmented by cognitive technologies. Naturally,
these requirements change over time, so companies and federal agencies should have an ongoing
dialogue about their talent pools. Leaders should
routinely ask: Do we have the right workforce skills?
Are we automating the right things? Are we letting
humans do the right work?

Threat environment
Before an organization hires additional cybersecurity staff or reshuffles its current employees, it
should first look at its threat environment and
related vulnerability data. Federal agencies have
often been targeted because of the vast amounts of
personally identifiable information they hold, such
as social security numbers, fingerprint scans, and
security clearance investigation materials.18
Telecommunications companies have faced denialof-service threats, particularly with the proliferation
of Internet of Things devices. Retail corporations
and banks have been victims of cybercrime in which

To fill cybersecurity openings, experienced
personnel can be hired, or new graduates could be

9

Augmented security

Leaders should routinely ask: Do we have the right
workforce skills? Are we automating the right things?
Are we letting humans do the right work?
trained and groomed over a period of time. However,
advanced analytics and automation reduce the
workload of current personnel so that organizations
can identify who could be retrained to fill some of
the existing job vacancies. And the cost of retraining
them is typically going to be a better value addition
than trying to hire experienced people in an incredibly competitive market. Further, practitioners note
that although industry demand for cyber talent is
growing at 11 percent per year, American universities are only meeting 5 percent of that annual
growth.20 The advantages of in-house hires through
talent reallocation seem immediately obvious.

for cybersecurity jobs. This is a win-win outcome for
workers and banks alike.
Talent reallocation not only provides an opportunity to tailor-match personnel to open positions, it
also aids in retention; as workers engage in work
better suited to their talents, there is less turnover,
reducing the amount of effort required to find and
attract outside talent. Further, cognitive systems
can enable the reallocation of specific parts of each
individual’s workload so that daily tasks can be
geared toward solving more complex issues.

Internal processes
and structures

But where is the talent reallocated? Simply shifting
personnel without deliberate matching of skills, aptitude, and preferences can have detrimental effects
on an organization, its mission, and the retention
of its workforce. As indicated above, cybersecurity
professional tracks are rapidly evolving and many
require specialization. Organizations have had the
most success with their cybersecurity personnel by
developing individually tailored career progression
plans.21

New technologies, talent placements, and the everpresent cybersecurity threat will require many organizations to reconsider the roles of their most senior
cyber professionals. For many firms, there seems to
be a disconnect between chief information officers,
chief technology officers, and the human resources
department. Further, these senior positions are relatively new additions to the executive level and must
contest for resources and prioritization without the
advantage of an organizational history that helps
validate their requests.

Returning to bank tellers and the advent of ATMs,
banks found that the teller job evolved once people
began using machines for simple transactions. So
while cash-handling became a less important skill
for tellers to have, interpersonal skills became more
critical since customers who came into banks had
more complex transactions and questions that
required more human interaction.22 Some tellers
were not as well-equipped for this new role, but
banks recognized that displaced cash handlers were
detail-oriented, good with numbers, quick learners,
and able to focus over long periods of time—the
same skill sets that some cybersecurity jobs require,
such as regulatory and compliance positions.23 As a
result, some banks began training transition tellers

One part of this many-sided challenge regarding
cybersecurity leadership is often determining who
is responsible for managing operations. Who do the
cyber professionals report up to? Is it a chief information officer, a chief risk officer, or a chief operating officer? Where does responsibility for the work
belong?
Some of the difficulties associated with hiring and
retaining skilled cybersecurity staff can stem from
internal issues within an industry or individual
organizations, specifically as it relates to structure
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and accountability. To get this right, organizations
should focus on placing skilled personnel in the
right positions with the right amount of authority
and influence within the organization. If they do not
have the right people in this area, then they likely
cannot recruit them, retain them, or train them.

challenges, opportunities, and objectives are not
integrated into an organization’s business decisions,
there could be insufficient structural support and
accountability to allow for secure and efficient operations. One way to evolve this norm is to incorporate
the ideas and input of cybersecurity professionals,
from junior personnel up through executives. Once
they are fully incorporated and empowered, an
organization could be optimally positioned to meet
its cybersecurity objectives.

Because cybersecurity is a highly specialized and
technical pursuit, it can seem out of place in some
traditional boardrooms. However, if cybersecurity
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Meeting the challenge

T

and deliberate actions to ensure security and talent
objectives are met.

HE cybersecurity threats facing public- and
private-sector organizations require that they
be secure, vigilant, and resilient. This objective is complicated by the widespread shortage of
cybersecurity professionals. As other industries
have shown, however, cognitive technologies can
assist in addressing cybersecurity personnel shortfalls and provide organizations the latitude to reallocate talent to more complex and rewarding positions. But this will require significant forethought

While there is a talent shortage within the cybersecurity profession, there is no shortage of talent
in the US or global workforce from which public
and private organizations can draw. Organizations
that can best integrate cognitive technologies to
address labor shortfalls may find an abundance of
hidden talent and approaches ready to take on new
challenges.

12

How cognitive technologies can address the cyber workforce shortage

ENDNOTES
1.

Cybersecurity Ventures, “Cybersecurity unemployment rate drops to zero percent,” Quarter 3 Report 2016, http://
cybersecurityventures.com/career-news/, accessed April 2, 2017.

2.

Cybersecurity Ventures, “Hackerpocalypse: A cybercrime revelation,” 2016 Cybercrime Report, http://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/, accessed April 2, 2017.

3.

Ibid.

4.

Karen Evans and Franklin Reeder, “A human capital crisis in cybersecurity: Technical proficiency matters,” A Report
of the CSIS Commission on Cybersecurity for the 44th Presidency, November 2010, http://www.nationalcyberwatch.
org/ncw-content/uploads/2016/03/101111_Evans_HumanCapital_Web-2-1.pdf, accessed April 14, 2017.

5.

Tom Gjelten, “Cyberwarrior shortage threatens US security,” NPR Morning Edition, July 19, 2010, http://www.npr.
org/templates/story/story.php?storyId=128574055, accessed April 14, 2017.

6.

Evans and Reeder, “A human capital crisis in cybersecurity.”

7.

National Institute for Standards and Technology, “NICE Cybersecurity workforce framework,” http://csrc.nist.gov/
nice/framework/, accessed April 3, 2017.

8.

Center for Strategic and International Studies, Hacking the skills shortage: A study of the international shortage
in cybersecurity skills, https://www.mcafee.com/ca/resources/reports/rp-hacking-skills-shortage.pdf, accessed
April 3, 2017.

9.

Ibid.

10. John E. Kelly III, Computing, cognition, and the future of knowing: How humans and machines are forging a new age of
understanding, IBM, October 2015, http://www.research.ibm.com/software/IBMResearch/multimedia/Computing_Cognition_WhitePaper.pdf, accessed April 4, 2017.
11. David Schatsky, Craig Muraskin, and Ragu Gurumurthy, “Cognitive technologies: The real opportunities for business,” Deloitte Review 16, January 26, 2015, https://dupress.deloitte.com/dup-us-en/deloitte-review/issue-16/
cognitive-technologies-business-applications.html.
12. Conner Forrest, “Help wanted: How automation can help with the security skills gap,” TechRepublic, September
27, 2016, http://www.techrepublic.com/article/help-wanted-how-automation-can-help-with-the-security-skillsgap/, accessed April 4, 2017.
13. David Lopes Pegna, “Big data sends cybersecurity back to the future,” ComputerWorld, March 12, 2015,
http://www.computerworld.com/article/2893656/the-future-of-cybersecurity-big-data-and-data-science.html,
accessed April 25, 2017.
14. Lydia DePillis, “Forget the haters. Grocery self-checkout is awesome,” Washington Post, October 9, 2013, https://
www.washingtonpost.com/news/wonk/wp/2013/10/09/forget-the-haters-grocery-self-checkout-is-awesome/,
accessed April 4, 2017.
15. James Pethokoukis, “What the story of ATMs and bank tellers reveals about the ‘rise of the robots’ and jobs,”
American Enterprise Institute Ideas, June 6, 2016, https://www.aei.org/publication/what-atms-bank-tellers-riserobots-and-jobs/, accessed April 4, 2017.
16. Ponemon Institute, The cost of malware containment, January 2015, http://www.ponemon.org/local/upload/file/
Damballa%20Malware%20Containment%20FINAL%203.pdf.

13

Augmented security

17. The White House, “Fact sheet: Cybersecurity national action plan,” February 9, 2016, https://obamawhitehouse.
archives.gov/the-press-office/2016/02/09/fact-sheet-cybersecurity-national-action-plan, accessed April 18, 2017.
18. Deborah Golden, Rebecca Tyler, Danielle Eucker, and Joseph Meyers, “Prioritizing IT spending through cyber
risk assessment,” Deloitte, Journal of Government Financial Management, fall 2016, https://www2.deloitte.com/
us/en/pages/public-sector/articles/prioritizing-it-spending-through-cyber-risk-assessments.html, accessed April
5, 2017.
19. FireEye, Spear-phishing attacks: Why they are successful and how to stop them, http://www2.fireeye.com/rs/fireye/
images/fireeye-how-stop-spearphishing.pdf, accessed April 5, 2017.
20. Interview with Dave Witkowski, managing director, Deloitte, February 16, 2017.
21. Interview with Tim Li, managing director, Deloitte & Touche LLP, February 20, 2017.
22. Pethokoukis, “What the story of ATMs and bank tellers reveals about the ‘rise of the robots’ and jobs.”
23. Brian Buntz, “How to train cybersecurity professionals of the future,” Internet of Things Institute, February 18,
2017, http://www.ioti.com/security/how-train-cybersecurity-professionals-future, accessed April 5, 2017.

14

How cognitive technologies can address the cyber workforce shortage

ACKNOWLEDGEMENTS
The authors would like to thank Sharon Chand, Dave Witkowski, and Tim Li for their input and expertise.

CONTACTS
Deborah Golden
Advisory principal
Deloitte & Touche LLP
+1 703 623 8306
debgolden@deloitte.com

David Witkowski
Consulting managing director
Deloitte Consulting LLP
+1 571 882 5425
dwitkowski@deloitte.com

Bill Eggers
Managing director
Deloitte Center for Government Insights
Deloitte Services LP
+1 202 246 9684
weggers@deloitte.com

Ted Johnson
Defense and national security research manager
Deloitte Center for Government Insights
Deloitte Services LP
+1 571 882 6623
tejohnson@deloitte.com

15

Follow @DU_Press
Sign up for Deloitte University Press updates at www.dupress.deloitte.com.
About Deloitte University Press
Deloitte University Press publishes original articles, reports and periodicals that provide insights for businesses, the public
sector and NGOs. Our goal is to draw upon research and experience from throughout our professional services organization,
and that of coauthors in academia and business, to advance the conversation on a broad spectrum of topics of interest to
executives and government leaders.
Deloitte University Press is an imprint of Deloitte Development LLC.

About this publication
This publication contains general information only, and none of Deloitte Touche Tohmatsu Limited, its member firms, or its
and their affiliates are, by means of this publication, rendering accounting, business, financial, investment, legal, tax, or other
professional advice or services. This publication is not a substitute for such professional advice or services, nor should it be
used as a basis for any decision or action that may affect your finances or your business. Before making any decision or taking
any action that may affect your finances or your business, you should consult a qualified professional adviser.
None of Deloitte Touche Tohmatsu Limited, its member firms, or its and their respective affiliates shall be responsible for any
loss whatsoever sustained by any person who relies on this publication.

About Deloitte
Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”), its
network of member firms, and their related entities. DTTL and each of its member firms are legally separate and independent
entities. DTTL (also referred to as “Deloitte Global”) does not provide services to clients. In the United States, Deloitte refers to
one or more of the US member firms of DTTL, their related entities that operate using the “Deloitte” name in the United States
and their respective affiliates. Certain services may not be available to attest clients under the rules and regulations of public
accounting. Please see www.deloitte.com/about to learn more about our global network of member firms.
Copyright © 2017 Deloitte Development LLC. All rights reserved.
Member of Deloitte Touche Tohmatsu Limited

