
Automotive Data Treasure
Vehicle digitalization and the question
of data treasures.
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The automotive industry 
is forging ahead with big 
ideas and numerous tech-
nical vehicle innovations, 
and it is modernizing its 
products, primarily by 
digitizing vehicle functions 
and auxiliary services.

Even more so than smart-
phones, which are already 
firmly integrated into 
everyday life, vehicles 
today collect and process 
vast amounts of data. On 
the path of development 
from driver assistance 
systems to autonomous 
driving, the data volumes 
required will increase by 
an order of magnitude 
again. These data are 

valuable and in demand; 
they not only reveal the 
driver’s footprint, but 
can also report on their 
driving style, the wear of 
parts, or nearby points of 
interest.

Because of these 
far-reaching vehicle exten-
sions, whether in the 
form of on-board internet 
connections or modern 
sensor technology within 
the vehicle, software is a 
key success factor in this 
industry for the first time. 
Particularly in the area of 
vehicle technology devel-
opments, a controversial 
debate has erupted on 
how to best combine 

improved road safety with 
users’ privacy and the 
protection of their data. 
Furthermore, this study 
examines the depend-
ency between consumer 
knowledge of data privacy 
guidelines and their 
acceptance of and willing-
ness to pay for networked 
vehicle services.

The results show that 
when providers deal with 
the recording and pro-
cessing of user data in a 
transparent way, the will-
ingness of vehicle occu-
pants to share information 
voluntarily goes up.

23% 41% 23% 9% 4%

64% of respondents see data
privacy as a buying
criterion.

of respondents see data
privacy as a buying
criterion.

Yes, always

Yes, most of the time

Sometimes
Only rarely
No



Automotive Data Treasure | Vehicle digitalization and the question of data treasures.

3

Study design and structure
The results and data of this study are 
based on a representative survey of 
people over the age of 18 in the EU5 
markets: Germany, Great Britain, France, 
Spain, and Italy. At the beginning of August 
2017, more than 1,000 consumers were 
interviewed in cooperation with Research-
Now in each country about their attitudes 
and perspectives regarding data protec-
tion, as well as their current or potential 
use of Connected Car Services. In addition 
to overall trends, the differences within 
the various age groups were examined.

Definition of ‘Connected Car Services’
Connected Car Services (CCS) encom-
passes all the technical functions in the 
vehicle for which an internet connection 
and/or communication capabilities are 
required between the vehicle and the 
environment. These include, among other 
things, traffic information in real-time, 
collision protection, and transmitting the 
condition of the vehicle’s wear parts.

Definitions of safety, security & 
privacy
While the term “safety”, in the automotive 
context, describes all measures for limiting 
injuries to occupants in the event of an 
accident, the term “security” refers to the 
protection of the vehicle and vehicle data 
against unauthorized access or hacking. 
In addition to this, the term “privacy” is 
understood to mean all precautions and 
actions for the protection of personal 
data, as well as the assurance that these 
are collected, stored, and used only to 
the extent previously permitted by the 
legal owner of these data. Thus, privacy is 
the third risk dimension, alongside safety 
and security, in the context of the overall 
safety aspect in the automotive industry. 
Related to this, over recent decades cus-
tomers and manufacturers have become 
more aware of these other dimensions in 
addition to occupant protection in case of 
accidents.
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Starting point and question
Fundamental EU data protection
According to Article 8 of the Charter of 
Fundamental Rights of the European 
Union, every European citizen has the 
right to the protection of their personal 
data. The Member States have until May 
2018 to apply all the rules changed by the 
EU law to national legislation. After this 
point, the new EU General Data Protection 
Regulation (EU-GDPR) takes effect, replac-
ing Directive 95/46/EC on the protection 
of individuals with regard to the pro-
cessing of personal data and on the free 
movement of such data, dating from 1995. 
A fundamental question now arises as to 
what influence these new legal framework 
conditions will have on the attitudes of 
consumers, and whether the topic of data 
privacy affects customer preferences 
with regard to car manufacturers and 
products.

Market perspective
The global market for CCS, as estimated by 
Statista GmbH in Hamburg, had a volume 
of approximately EUR 322 million in 2017. 
With a share of approx. 85%, maintenance 
and diagnostics services play the central 
role.

The European market, which has about 
EUR 62 million (2016) in sales for these 
services, is forecast to rise to approxi-
mately EUR 715 million in sales by 2021 – a 
tenfold increase in just five years. Europe 
would thus become the largest market 
for these services, ahead of even China 
and the US. This is a clear sign of industry 

expectations with regard to networked 
vehicle technologies. What is already 
evident is that the topics of in-car internet 
and networking will play an increasingly 
important role in vehicle purchasing 
decisions. In a survey almost two years 
ago, 82% of respondents said they wanted 
vehicle navigation to show the exact 
location of the best value gas stations and 
repair shops. As many as 89% of respond-
ents were in favor of an intelligent mainte-
nance system.

The right balance between the desire 
to serve customer expectations while 
shaping technological progress and, on 
the other hand, the privacy of customers’ 
personal data without exception, will rep-
resent a Herculean task for both vehicle 
manufacturers and their suppliers.

This tension between techno-
logical progress and customer 
enthusiasm on the one hand, 
and consideration of the legal 
framework for the protection of 
personal data on the other, leads 
to the following questions: 

 • To what extent does the increase 
in vehicle networking shift con-
sumers’ focus of interest toward 
the subject of data privacy?

 • How high do automotive cus-
tomers believe the risk of data 
misuse in their vehicles to be?

 • Who, in the opinion of custom-
ers and users, is responsible for 
the protection of privacy?

The European 
market will 
show a tenfold 
increase in just 
five years.
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Key results
In addition to the vehicle functions already 
mentioned, such as integration of real-
time information into the navigation 
system and status monitoring of vehicle 
components, safety and comfort are 
also increased in instances where the 
vehicle can independently notify roadside 
assistance of its condition and location 
in the event of a breakdown. In view of 
the discussion on CCS, the survey shows 
that more than half of respondents from 
the EU5 countries already use networked 
vehicle services or would like to use them 
in their next vehicle. Only around 11% 
of respondents stated that they had no 
interest in these services.

This result shows that as demand has 
steadily grown over the last few years, the 
majority of consumers today already have 
an interest in Connected Car Services.

The Connected Car and its functions

53%       of respondents
already use CCS or want to use it
in their next vehicle.

       of respondents
already use CCS or want to use it
in their next vehicle.

13%
40%

11%
29%

7%

I currently
use CCS

I would like
to use CCS

in my next car

I am not
interested

in CCS

I have never
heard of CCS

Don't know
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As a next step, it is important for manufac-
turers and suppliers to know what indirect 
advantages the respondents see in CCS 
capabilities. The focus here is on increases 
in safety as a result of networked vehicle 
services, which 80% of respondents 
perceived as a very relevant gain. This is 
followed by advantages in fuel consump-
tion, which 75% of respondents attached 
great importance to. A share of 40% of 
respondents viewed the entertainment 
function as a substantial added value.

In line with the perceived advantages of 
networked services, respondents con-
sidered the importance and relevance of 
safety services such as a congestion assis-
tant, collision protection, and a lane-keep-
ing or lane-changing assistant (77%), 
navigation services like route planning and 
parking / restaurant / gas station / hotel 
searches (72%), and vehicle management 
like vehicle condition, repair shop man-
agement, and remote services (70%) to be 
particularly relevant. By contrast, only 37% 
of respondents thought entertainment 
services like music and film streaming, 
social media, and apps were important or 
very important. At this point it is interest-
ing for manufacturers to know how high 
the willingness to pay is among customers 
and users. While pay-per-use concepts 
have been implemented in many areas, 
over 70% of respondents were willing to 
bear monthly costs for CCS. However, only 
about 25% of respondents considered 
spending more per month on CCS than 
it costs to fill a car with gas (EUR 49). For 
clarity it should be mentioned here that 
the majority of these spend-happy drivers 
had a net household income of EUR 2,500 
per month or more.

The perceived benefits of CCS

55%
26%

41%

34%

15%

25%

29%

18%

14%

17%

14%
2%

3%

3%
4%

SafetySafety

Which benefits of Connected Car Services
are most important to the customer?
Which benefits of Connected Car Services
are most important to the customer?

Fuel consumptionFuel consumption

EntertainmentEntertainment

Very important

Rather important

Equal

Rather unimportant

Not important
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Increases in 
safety – 80% 
of customers 
see that as key 
advantage of 
Connected Car 
Services

17%

48%

27%
6% 2%

SafetySafety

NavigationNavigation

Vehicle ManagementVehicle Management

EntertainmentEntertainment

How important are the perceived benefits of Connected
Car Services to the customer?
How important are the perceived benefits of Connected
Car Services to the customer?

How much are customers willing to pay for Connected
Car Services per month?
How much are customers willing to pay for Connected
Car Services per month?

3
%16%29%48%

19%36%36%

4
%5%

4
%

4
%

5%

21%36%34%

16% 17%30%24%13%

Very important

Important

Equal Unimportant

Less important

€ 0

€ 1–49

€ 50–99

€ 100–299

≥ € 300
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With the growing use of improved navi-
gation functions and real-time security 
systems, the exchange of personal data 
also goes up. Against the backdrop of the 
current debates on data privacy, includ-
ing at the political level, a clear picture 
of users’ opinions and attitudes is very 
important to the industry. The study 
shows that for 80% of respondents, it was 
important or very important to choose for 
themselves which information is transmit-
ted where, and therefore retain personal 
control over the exchange of their data.

If future CCS services are to meet the 
need for personal control, devices and 
applications must be much more trans-
parent with regard to the transmission of 
data than is currently the case. Specific 
questions on this topic were answered as 
shown in the figure in the EU5 countries.

Trust is a good thing, but control is a better one. 80% 
want self-determination over their data.

My Data – My Property

Control over personal data transmissionControl over personal data transmission

45% 35%
16% 2% 2%

Very important Important Equal Less important Unimportant

20%

13%

11%

39%

33%

25%

22%

27%

23%

6%

12%

16%

13%

15%

25%

Are you aware which of the devices and applications you use record, utilize,
and transmit which of your personal data?
Are you aware which of the devices and applications you use record, utilize,
and transmit which of your personal data?

Are you aware to which extent you have consented to the transmission and use
of personal data on the devices you currently use?
Are you aware to which extent you have consented to the transmission and use
of personal data on the devices you currently use?

Do you know which of your data are already being recorded and stored, and how
long third parties have access to them?
Do you know which of your data are already being recorded and stored, and how
long third parties have access to them?

No

Only rarely

Sometimes

Yes, most of the time

Yes, always
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With regard to the reputation of the 
European automotive industry, it is clear 
that for survey participants from the EU5 
countries, local manufacturers enjoy a 
strong confidence margin at almost 50%, 
ahead of manufacturers from the US and 
Asia. Only just over 17% of respondents 
considered European manufacturers to be 
rather or very untrustworthy.

Likewise for confidence in IT service 
providers: 34% of respondents perceived 
European providers to be trustworthy or 
very trustworthy, placing them just ahead 
of the competition from the compari-
son regions. For this purpose, the study 
enquired into how reliable car manu-
facturers / IT service providers from the 
above mentioned regions seem in relation 
to personal data.

The widespread acceptance of Connected 
Car Services and their resulting success 
are dependent not least on customers’ 
trust in the technology and the correct 
handling of users and their rights.

The relationship of trust with the providers

Not trustworthy at all

Rather trustworthy Rather untrustworthy

EqualVery trustworthy

European OEM
European provider

American OEM
American provider

Asian OEM
Asian provider

How trustworthy customers rate the following providers?How trustworthy customers rate the following providers?

17% 10%

30%

24%

36%

40%

9%

16%

8% 10%10%

10%
23%

24%

39%

42%

16% 15%

12%

9% 7%11%
19%22%

41%37%

21%17%

12%13%
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The responsibility for data security
The results of the survey reveal that 51% 
of customers thought car manufactur-
ers have an obligation to protect their 
personal data. For comparison, 31% of 
respondents saw responsibility for data 
security with the government. A mere 18% 
believed that this responsibility lies with 
them personally. 18%

51%

31%

Respondents see responsibility for data security
with the …
Respondents see responsibility for data security
with the …

… government

… company/car manufacturer/
   IT provider
… customer
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In view of the ever-increasing relevance of 
data privacy and the media-effective or 
reputation-damaging events from the past 
(e.g. the hacker attack on an SUV model in 
the US or the discovery of serious safety 
gaps in the on-board network of modern 
models of a German OEM in 2015), it is 
important to strengthen and expand cus-
tomers’ trust relationship toward suppliers 
and technologies.

Against this background, it is in the 
interest of the industry to find out what 
concerns users have regarding the use of 
CCS. Are there measures that can posi-
tively influence trust, and where are the 
greatest dangers of losing confidence 
gained previously?

The survey analysis shows that the 
dominant concern was data being passed 
on or sold to third parties (63%), followed 
by the fear that the car could be hacked 
and the driver lose control of the vehicle 
(56%), as well as an anxiety over receiving 
unwanted advertising (36%).

Data security as a buying criterion – the majority 
decides in favor of privacy.

Data security – concerns and fears

What are the concerns customers have
about the security of personal data?
What are the concerns customers have
about the security of personal data?

7%

36%

63%

56%

Less than 7% of respondents
stated they had no fears about
data security.

That my car is hacked
and I lose control of the handling etc.

That my data is saved and
transmitted or sold to third parties

That I receive
unwanted advertising

I have no fears
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In light of these perceived dangers, con-
sumers have clear demands as to how the 
trust relationship can be strengthened.

Responding to the question about which 
measures would increase confidence in 
the use of personal data, 63 % of partici-
pants stated that users had to be assured 
that no personal data would be passed 
on. In addition, 48 % wished for clear 
communication about which data were 
used for what purpose. A commitment 
by the automotive industry to evaluate 
data completely anonymously would be 
welcomed by 34 %.

Only 6 % of respondents stated that trust 
does not need to be increased, in their 
view.

Data security as a buying criterion
To what extent is the issue of data privacy 
already relevant to consumers’ purchasing 
decisions?

The majority of respondents indicated 
that data security is a factor that will signif-
icantly affect their future buying decisions. 
This factor will have a major impact on 
future purchasing decisions for 64 %, who 
said they would consider it always or in 
most cases.

By contrast, only around 13 % of respond-
ents indicated that data security is rarely 
or never a purchase criterion. 

Measures to gain trust

Which measures would increase trust?Which measures would increase trust?

To be sure my personal data will not be passed on

The development of an industry-wide standard to
protect data resulting from the use of CCS

Transparent communication regarding what the data
is used for

The security that the data will not be mixed with data
from orther sources

Car manufacturer commitment regarding anonymous
data evaluation

Trust does not need
to be increased

63%

32%

48%

28%

34%

6%

23%

41%

23%9%
4%

Is data security a future buying criterion?Is data security a future buying criterion?

Yes, always

Yes, most of the time

Sometimes

Only rarely

No
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Even though customers believe respon-
sibility lies primarily with the automotive 
industry, several years ago European poli-
cy-makers recognized the need for action 
in the field of data privacy.

The political leadership has agreed on new 
data privacy standards, with effect in all 
Member States from May 2018. The new 
rules (EU-GDPR) will therefore become 
applicable law in all member countries 
within the EU.

But how important is it for automotive 
customers that governments define this 
policy and control compliance with it?

Knowledge about EU-GDPR
In order to be able to properly interpret 
answers about the importance of EU 
data protection standards and a Europe-
an-wide framework for the protection of 
personal data, this study first examined 
the degree of awareness about this regu-
lation.

Only one in four respondents stated 
that they knew the exact contents of the 
upcoming EU General Data Protection 
Regulation.

Nevertheless, 83% of respondents 
thought that EU data protection standards 
and a European-wide framework for the 
protection of personal data are important 
or very important.

The importance of data privacy standards

Do customers think, that European data protection
standards are important?
Do customers think, that European data protection
standards are important?

13%

37%

46%

2%
2%

83% of respondents consider
European data protection standards
to be important or very important.

Very important

Important

Neutral

Less important

Unimportant
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Whether because of differences in their 
general level of interest in new technolo-
gies or their habitual use of the internet 
and modern communication media, 
younger generations were clearly ahead 
in terms of knowledge about content and 
goals of the EU-GDPR. Only about a third 
of respondents aged 18 to 34 had little or 
no knowledge of the contents and objec-
tives of the regulation.

The age group above 60 had a different 
knowledge base in this regard: almost 60 
% of them did not know the law well, or 
at all. Only 2 % of respondents from the 
aforementioned age group felt very well 
informed about the EU-GDPR.

Especially for these older people, there is 
a significant need for information and edu-
cation. As a demographically significant 
generation with high purchasing power, it 
is and continues to be of great importance 
to the automotive industry.

Cross-generational education encourages
acceptance and serviceability of CCS. 

I am absolutely aware of it I am not very aware of it

I am not aware of it

I am aware of it, most of the time I am partially aware of it

≥ 6045–5935–4425–3418–24

The knowledge about content and goals of the EU-GDPR …The knowledge about content and goals of the EU-GDPR …

… in the respective age groups… in the respective age groups

14% 12%

19% 19%

28% 31%

26% 26%

13% 12%

19% 22%

17%

26%

31%

32%

24%
16%

9% 5%

27%

34%

27%

11%
2%
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The knowledge about personal data 
administration
This importance is also reinforced by the 
fact that people with good levels of knowl-
edge about data exchange, storage, and 
transfer to third parties have a higher will-
ingness to pay for Connected Car Services 
than those without such knowledge.

≥ € 300€ 100–299€ 0–99€ 1–49€ 0

Increasing awareness about the personal data
administration means ...
Increasing awareness about the personal data
administration means ...

…increasing willingness to pay for Connected Car Services …increasing willingness to pay for Connected Car Services 

22% 16% 20%
30%

42%

29% 42%
49%

44%

36%17%

24%

23% 19%
17%

6%

7%

4% 5% 2%

25%

11%
4% 3% 2%

Yes, always
Yes, most of the time

Sometimes
Only rarely

No
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Connected to this, it is also apparent in the 
results from the EU5 countries that con-
sumers with a greater knowledge of the 
objectives and content of the EU-GDRP 
are willing to spend significantly more 
money on Connected Car Services.

Among those respondents who did not 
want to pay for Connected Car Services, a 
little over 12% stated that they knew the 
objectives and content of the EU-GDPR 
well or very well, while in the group who 
were willing to spend between EUR 50 and 
99 for CCS, some 46% had good knowl-
edge of the basic regulation.

I am absolutely aware of it I am not well aware of it

I am not aware of it

I am aware of it, most of the time I am partially aware of it

≥ € 300€ 100–299€ 50–99€ 1–49€ 0

The knowledge about content and goals of the EU-GDPR …The knowledge about content and goals of the EU-GDPR …

… increasing willingness to pay 
for Connected Car Services 

… increasing willingness to pay 
for Connected Car Services 

2% 4%
13% 20%

40%

10%
16%

33%
35%

25%

23%

34%

32%
25%

14%

27%

28%

16% 15% 11%
37%

18%
6% 6% 10%
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In addition, with increased knowledge of 
the EU-GDPR, the willingness to provide 
personal data to the OEM went up, too. 
This is not insignificant, since the optimi-
zation and development of CCS services 
depend directly on the quantity and 
quality of available data.

Navigation data
Data relating to your driving behaviour
Personal data (name, address, …) No data

Data of vehicle and repair shop services
Data from the use of online services

I am not
aware of it.

I am partially
aware of it.

I am absolutely
aware of it.

The knowledge about content and goals of the EU-GDPR …The knowledge about content and goals of the EU-GDPR …

…influences customers willingness
to share their data.

…influences customers willingness
to share their data.

45%

36%

53%

63%

58%

40%
42% 41%

25%

30%

23%

10%
13% 12%

6%7%

17%

44%
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Conclusion
The results show that by building 
up knowledge in this area, potential 
resistance can be reduced. The survey 
responses regarding knowledge of data 
security and the EU-GDPR describe the 
fact that this topic is already of interest, at 
least to groups aged between 18 and 34. 
Related to this, 83% of respondents con-
sidered European-wide data protection 
standards to be important or very impor-
tant, and in addition, customer awareness 
of the industry’s data privacy efforts is 
growing. Among other things, this in turn 
increases the willingness to pay for Con-
nected Car Services, as well as the will-
ingness to make information available to 
providers. The risks that users are likely to 
face in the context of this open exchange 
are primarily the archiving, utilization, 
and sharing of data by third parties (63%), 

followed by the fear that their vehicle 
could be hacked (56%). The responsibility 
for protecting personal data lies with man-
ufacturers and service providers, in the 
view of the majority of respondents (51%). 
Not even one in five respondents consid-
ered themselves to have the responsibility.

Consequently, customer expectations 
are high and the field of action is clear. 
Data privacy and cyber security concepts 
must be taken into consideration in net-
worked vehicles with CCS services. If the 
European automotive industry opts for an 
open dialog on the subjects of security, 
data privacy, and a transparent attitude 
when dealing with user data, this aspect 
could become a relevant competitive 
advantage. Even more than this, the 
industry now needs to take advantage 
of the trust consumers already extend 

and raise awareness of data protection 
and privacy to a higher level across the 
generations. Manufacturers who imple-
ment the required security concepts and 
consider the issue of data privacy in the 
initial phases of product development 
could openly state these strengths in their 
sales pitch or media communications. 
In addition to innovative Connected Car 
Services, these product features serve 
as substantial differentiation features in 
technology and quality.

With a view to the ongoing implementa-
tion of data privacy concepts in vehicles, 
precautions should already be embedded 
in the early stages of the product creation 
process: this is referred to as a privacy- 
by-design approach. Overall, consumer 
confidence in vehicle data privacy will 
represent a major competitive advantage.
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