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Cyber security and privacy forms the foundation of customer trust in the digital age. Insurers 
understand the importance and openly disclose commitments to their customers

Sustained
customer 

trust

in the 
digital

age

Ethics

Transparency

In today’s digital world, winning our customers’ trust is 
dependent on cutting-edge cyber-security and 
transparent, market-leading data protection policies. 
Source: www.zurich.com

The processing of information and data – especially 
personal data – is a matter of trust. Your trust is of the 
utmost importance to Helvetia. To maintain your trust, 
the best possible protection of your data must be 
guaranteed.
Source: www.helvetia.com

Our customers, partners and colleagues trust us with a 
wealth of personal information and details of their 
lives. 
We handle personal data responsibly, transparently, 
with due care and in a fair and lawful manner.
Source: www.allianz.com

Cyber security and privacy

The foundation of trust
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Weathering the Cyber Storm - There are numerous topics that impact cyber security and privacy. 
Focusing on the most important issues remains a major challenge for insurers
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How do we shape the future of trust?

How can we continue to serve

our customers in the event

of a destructive attack?

How can we accelerate

the digital journey

in a secure

manner?

Despite the variety of topics that need to be considered, there are three key questions that every 
insurer should ask itself – specifically from a customer’s perspective

1 2 3 3 2 1
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How do we shape the future of trust?

How can we continue to serve

our customers in the event

of a destructive attack?

How can we accelerate

the digital journey

in a secure

manner?

To address these questions, insurers should consider three key initiatives: improve data protection, 
increase resilience against attacks and transform security into a business enabling capability

1

2

3 Increasing cyber
resilience

Operationalizing the data 
protection commitment

1

2

3
Enabling security in
agile environments
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How do we shape the future of trust?

How can we continue to serve

our customers in the event

of a destructive attack?

How can we accelerate

the digital journey

in a secure

manner?

In today’s session we discuss how insurers are operationalizing data protection and share some insights 
from ongoing projects

Increasing cyber
resilience

Operationalizing the data 
protection commitment
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Failure to manage data effectively may expose your organization to a broad spectrum of 
significant risks 

Trust

High-profile data breaches 
have made customers 
increasingly sensitive to how 
their data is used and 
protected. Customers feel 
more comfortable to share 
data with companies that 
value privacy of their 
customers. 

The upside of getting privacy 
right is the ability to use 
personal data responsibly to 
enable business 
opportunities, enhance trust 
and build a competitive 
advantage over peer 
organizations.

Security 

Storing information 
unnecessarily increases the 
attack surface leading to data 
breaches, unverified data, 
risk of theft and accidental 
data loss. Keeping fewer 
records reduces the likelihood 
of a loss as well as the 
potential severity of any 
occurrence.

Operational

Data retrieval and storage 
become increasingly 
inefficient with accumulated 
data volumes, requiring more 
time to explore archives with 
uncertainty of the accuracy 
of the data retrieved.

Large volumes of data and 
uncertainty of its content and 
dependencies can 
significantly slow down 
initiatives such as migrations 
to the cloud.

Litigation 

Keeping information beyond 
its required purpose and 
retention requirements can 
result in unexpected 
expansion of litigation cases. 

Extensive data subject 
requests can cause 
operational costs and legal 
fees of up to CHF 200’000 per 
case. Requests which are not 
resolved timely and 
completely further can result 
in drastic fines.

Regulatory 

Updated regulations globally 
impose stricter requirements:

• The General Data 
Protection Regulation 
(GDPR) introduces high 
fines, involving extensive 
legal action and media 
coverage.

• Swiss regulators re-launch 
the Federal Act on Data 
Protection and include 
personal liability of the 
Data Protection Officer.
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2018/19
Minimal compliance

Design and documentation of 
processes, guidelines and 
governance (roles and 
responsibilities)

2020/21
Operationalization

Improved and automated 
data protection processes 
integrated with technical 
solutions

2022+
Industry leading practices

Full integration of data 
protection in daily business, 
culture and vision

Privacy operationalization – Many organizations already have minimal compliance solutions 
in place and have moved into the operationalization phase

Current status of 
many organizations
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Four priority areas to operationalize data privacy – Operationalization means embedding 
privacy principles in your organization's DNA

Continuously delete personal data for which there is no longer 
and valid purpose of processing 

Data 
deletion

Restrict access to personal data on a need-to-know basis 
Identity 

and Access 
management

Embed privacy in the business DNA
Privacy 

by Design

Systematically capture and manage your data subject’s consents
Consent 

management
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Several insurers are systematically implementing the right to be forgotten

Insurer #6

Insurer #5

Insurer #1

Insurer #2

Insurer #3

Insurer #4

Organization-
wide roll-out

Deletion concept 
and architecture

Revised retention 
schedule

Central deletion 
orchestration solution

Pilot applications,
First deletion run

The field of insurers 
will split into those 
that systematically 
implement the right to 
be forgotten and those 
that remain non-
compliant
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Operationalization of „data deletion“ is a multifaceted challenge 

Retention periods

Relevant applications

Definition of “personal Data”

Dependencies

Responsibilities

Personal data has to be deleted once the retention period expires

Both deletion and anonymization are acceptable

Most organizations are currently not deleting any data

Data subjects have the right to be forgotten

• Misunderstandings!

• Data governance!

• Paradigm shift!

• Large quantities!

• Data flow! 
Referential integrity!

1

2

3

4
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Data deletion must consider data dependencies across many applications
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Central partner system Non-life front-end Non-life policy admin platform Non-life claims platform Life core platform Payments system Other system
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Deletion process and architecture – insurers centrally orchestrate their data 
deletion process

1. Identify
Identify deletion-ready data records 

based on retention schedule

2. Validate
Check for applicable depen-

dencies and deletion suspensions

3. Delete
Delete or anonymize deletion-

ready data records

4. Track
Maintain a record of executed 

deletions and errors

Central deletion orchestration

Retention 
periods

Deletion 
requests
backlog

Deletion 
suspensions

Deletion 
dependencies

Deletion 
workflow / 

process

Deletion
log

Applications processing and storing personal data

Application
X

End user 
computing

Application
Y

Application
Z

Physical 
documents

SaaS
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Key steps to get started with the data deletion journey

Deletion concept

Create a company-wide 
deletion concept 
translating the 
regulatory, business and 
IT requirements into the 
target state.

Create an 
implementation 
roadmap.

Awareness, sponsor

Create transparency 
around the status quo, 
the related risks and the 
subsequent need for 
action.

Deletion architecture

Understand the 
complexity of the 
required solution.

Define the architecture 
blueprint – including, if 
a central deletion 
orchestration capability 
is required.

Retention schedule

Define the retention 
periods for your 
organization’s personal 
data – in a data privacy 
compliant way.

1 2 3 4
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Operationalizing data protection is at the centre of customer trust. Equally important to customers is 
the resilience of services provided to them and the overall security specifically of new digital services. 
Weathering the cyber storm in the era of digitalization is a challenging journey requiring the right focus

Increasing cyber
resilience

Operationalizing the data 
protection commitment

Enabling security in
agile environments

1 2 3 3 2 1
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