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The fourth industrial revolution – accelerated by the COVID-19 pandemic – has resulted in a more digitally 
connected world. Whilst this has allowed companies and people to connect irrespective of space and time 
– fostering a feeling of a somewhat smaller world – it has also attracted organised criminals to create their
own sub-culture in the cyberspace. The 2020 edition of our annual cyber survey investigates this interesting
dynamic between the light and the dark side of the Danish cyberspace – as observed and experienced
by our participating companies across four sectors: the financial sector, the consumer goods sector, the
public sector, and the energy, resources and industrials sector.

Our survey shows several security trends in the cyberspace that are common to all four sectors. For 
example, the majority of the organisations have experienced a considerable increase in the cybersecurity 
threats in the past two to five years. Against this backdrop, the demand for cybersecurity skills has 
skyrocketed with increased competition for proficient talents. We also observed that most organisations 
now report that cybersecurity has become a topic for the C-level executives and the Board, although it still 
does not feature regularly on the agenda to make a difference.

There are also marked differences as to how organisations perceive cybersecurity in different sectors. 
For example, public sector and energy, resources and industrials sector organisations find it a bit easier 
to retain and develop cybersecurity talent, perhaps offering them a bigger purpose in their roles. 

We have also seen financial sector organisations paint a more pessimistic picture of their cybersecurity 
capabilities than others. This is contrary to the general perception of higher maturity of cybersecurity in 
the financial sector. Yet this may be due to the financial sector organisations having a more informed and 
realistic understanding of cybersecurity, having fought cybercrime for years. Lastly, supplier security 
continues to be the Achilles heel of the Danish organisations. Yet consumer businesses seem to be having 
the most issues with increasingly global and complex supply chains.

Our survey offers several key takeaways for Danish companies. Despite increased recognition 
and awareness, we still find baseline security capabilities lacking for the majority of organisations. 
Implementing basic security hygiene, training your people in threats and protection, detecting threats 
early and responding to them effectively with regular testing goes a long way in raising your defences 
against cyberattacks. Just like in a pandemic. 

Our overall conclusion this year is that cybersecurity has finally found its space in the right circles and 
caught the eye of our most senior executives. The jury is out on whether this attention and perceived 
improvement will result in the continued evolution of the cybersecurity thinking and capability in the 
Danish organisations, and result in true action. 

We are cautiously optimistic. As the world enters a new era with unprecedented focus on infection, 
disruption and resiliency, we believe cybersecurity is here to stay to play a key role in a more sustainable 
and resilient business world.

We hope you enjoy reading our survey with key insights from your peers. Please do not hesitate to 
contact us if you would like further information.
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Deloitte’s 2020 Cyber Survey is based on a total 
of 298 quantitative computer assisted telephone 
interviews (“CATI”) with Chief Information 
Security Officers (CISOs), Chief Information 
Officers (CIOs), cybersecurity managers and 
other cybersecurity responsibles employed 
with organisations across the public sector, the 
financial sector, the consumer goods sector, and 
the energy, resources and industrials sector in 
Denmark. The numbers presented throughout 
this report will primarily be averages of the 
results from across the various sectors.

The four sectors are defined as follows:

The public sector (PS) encompasses state-
owned or state-affiliated businesses and 
organisations operating within the health and 
social care sector, the defence, the security and 
justice sector, the civil government sector, the 
international donor organisations sector or the 
transport sector. 80 of the 298 CATI interviews 
were conducted in the public sector. In the 
report, the public sector is referred to as PS.  

The financial sector (FS) encompasses 
businesses operating within the banking and 
capital markets sector, the insurance sector or 
the investment management sector. 68 of the 
298 CATI interviews were conducted in the 
financial sector. In the report, the financial 
sector is referred to as FS.    

The consumer goods sector (CGS) encompasses 
B2B or B2C companies operating in the 
automotive sector, the consumer products 
sector, the retail, wholesale and distribution 
sector, or the transportation, hospitality and 
services sector. 74 of the 298 CATI interviews 
were conducted in the consumer goods sector. 
In the report, the consumer goods sector is 
referred to as CGS.   

The energy, resources and industrials sector 
(ERS) encompasses companies operating in the 
power and utilities sector, the mining and metals 
sector, the oil, gas and chemicals sector, or the 
industrial products and construction sector. 76 
of the 298 CATI interviews were conducted in 
the energy, resources and industrials sector. In 
the report, the energy, resources and industrials 
sector is referred to as ERS.   

The telephone interviews were conducted by 
Epinion from January to August 2020 on behalf of 
Deloitte. The interviews in the different sectors 
were conducted independently; as a result, 
there are slight differences in the questions 
posed to the different sectors. Deloitte has 
concurrently conducted qualitative interviews 
with CIOs, CISOs, cybersecurity managers and 
other cybersecurity responsibles of Danish 
organisations across the four sectors. These 
interviews have since been anonymised and will 
appear as quotes throughout the report.    

The survey questions were formulated by 
Deloitte Denmark’s Cyber Risk team, which 
also conducted the qualitative interviews. The 
telephone survey, as well as the qualitative 
interviews, were originally conducted in Danish 
and have since been translated into English. 
The overall purpose of the survey is to examine 
Danish businesses’ cyber resiliency, maturity and 
risk levels in the current cyber threat landscape.   

Cyber Survey  |xxxxxxxxx

Methodology
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In today’s digital world, technology impacts all 
organisations and businesses. This necessitates 
continuous improvement of businesses’ cyber 
capabilities, creating an unprecedented demand for 
cybersecurity professionals. Our survey indicates 
that it is not a concern for Danish organisations 
and businesses to retain and develop cybersecurity 
professionals, yet it appears more difficult to 
attract them in the first place. 

What does the survey show?
The fierce competition for cybersecurity capabilities 
becomes evident when we ask Danish organisations 
how easy it is for them to attract the right cyber-
security professionals. On average, 15% of 
organisations across the FS, ERS and PS indicate 
that it is easy for them to attract cybersecurity 
professionals, 64% believe that it is neither easy 
nor difficult, while 21% believe that it is difficult. 

Meanwhile, an average of 29% indicate that it is 
easy to retain professionals with cybersecurity 
competencies once they are hired, 62% believe that 
it is neither easy nor difficult, while 9% state that it 
is difficult. 

Finally, an average of 37% believe that it is 
easy to help develop the competencies of their 
cybersecurity colleagues, 51% indicate that it is 
neither easy nor difficult, while 13% state that it is 
difficult.  

Sector deep dive
Assessing the data more closely, it seems easier 
for organisations in the FS to attract the right 
cybersecurity professionals than for organisations 
in the PS and ERS. However, organisations in the 
latter two sectors seem to find it easier to retain 
and develop their cybersecurity employees. 

Cyber Survey  |xxxxxxxxx

Yes, no, maybe? 
Recruiting cyber capabilities 
is an ambiguous taskChapter One 

Cyber 
capabilities 
and 
leadership 
prioritisation

Easy Neither nor Difficult

Attract

26%

60%

14%

22%

57%

21%

14%

74%

12%

21%

64%

15%
AveragePublic Energy and 

ressources
Financial

Retain

13%

55%

33%

9%

69%

22%

5%

62%

33%

9%

62%

29%

AveragePublic Energy and 
ressources

Financial

10% 13% 13%14%

56%

31% 41%

45% 51%

37%

51%

39%

Develop

AveragePublic Energy and 
ressources

Financial

The following sectors have been surveyed for this question

 FS ERS PS

How easy or difficult do you find it to attract/
retain/develop employees with competencies 
within cyber- and information security to/within 
your organisation?
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Deloitte’s perspective
Our survey confirms a rather competitive Danish 
cybersecurity talent environment. In addition, our 
qualitative data indicates a limited pool of Danish 
cybersecurity capabilities, resulting in Danish 
organisations often searching abroad for the right 
cybersecurity professionals.

In the sector deep dive, it became evident that the 
FS appears to have an easier time attracting the right 
cybersecurity capabilities than the other sectors. 
Yet, the FS also appears to have the hardest time 
retaining and developing its cybersecurity talents. 

An explanation of this could be that, while 
organisations in the FS often have more funds to 
allocate to cybersecurity, organisations in the PS and 
ERS might be able to offer more fulfilling positions. 
It has been well documented that especially the 
younger generations, Millennials and Gen Zs, are 
increasingly focused on serving a higher purpose 
through their jobs rather than solely relying on 
monetary benefits.1 Especially organisations in the 
PS and ERS seem to be able to offer these types of 
jobs. The quotes from the PS and the ERS emphasise 
the importance of purpose to appear attractive to 
current and future talents. 

Also, more than half of the respondents state 
that they believe it is neither easy nor difficult to 
attract, retain or develop the right cybersecurity 
professionals. Based on the variety of answers, there 
seems to be great differences in the level of ease with 
which Danish organisations attract, retain or develop 
cybersecurity professionals. One explanation for 
this could be that cybersecurity needs vary greatly 
among organisations across the different sectors; 
some need more specialised capabilities than others, 
who might look for more general skills. 

In our experience, it is the deep and specialised 
cybersecurity skills (e.g. incident response 
professionals, security architects, C-level strategy 
consultants) that are hard to find, whereas more 
general skills within cybersecurity are both easier to 
find and train.  

In summary, the demand for cybersecurity has 
surged in recent years as the cyber threats have 
become more frequent and severe2. The supply of 
cybersecurity talents, however, has not grown at the 
same pace. Professional services firms have helped 
to bridge this gap to some extent. However, if the 
gap between supply and demand in cybersecurity 
capabilities continues to widen, organisations will 
struggle to keep up with the ever-changing cyber 
threat landscape.  

“It isn’t my experience that it’s hard to attract 
employees. We have a clear purpose and are thus 
not affected by the wage push that characterises 
the industry. We aren’t paying the most, but we 
offer our employees a greater purpose”. 
CISO in the Danish state (Public sector).

“We have a global mindset 
when searching for the right 
talents, which makes it a lot 
easier. Also, our business has 
a rather appealing profile, 
and many believe it is exciting 
and meaningful to work for 
an eco-friendly business”. 
Cybersecurity Business Architect of a large, Danish business 
(Energy, resources and industrials sector).

Addressing the unprecedented demand for cybersecurity skills
The demand for cybersecurity and information security skills has exploded, 
causing a shortage of qualified professionals. To solve this problem, organisations 
are increasingly searching abroad for the cybersecurity capabilities they need. 

In a talent environment like this, continuous investment in skills, people and 
training of employees are key factors in retaining your current personnel, ensuring 
development of the right skills and creation of an attractive culture that others 
want to join and stay in.

In particular, employees working at the forefront of businesses’ cyber defences 
need continuous training through innovative techniques, such as real-life 
simulations and gamification, to ensure that they keep up with and stay ahead 
of the cyber threats.

The bigger picture

“Cyber capabilities are much-coveted, and we 
especially feel that on the wage demands. We actually 
had a manager that resigned, but we managed to 
get that resignation withdrawn. We definitely feel an 
increasing demand for these profiles”. 
Chief Risk Officer of a large, Danish organisation (Financial sector).

1  (www2.deloitte.com/uk/en/pages/press-releases/articles/
deloitte-global-millennial-survey-reveals-a-resilient-and-
purpose-led-generation.html)

2  (www.cnbc.com/2020/09/05/cyber-security-workers-in-
demand.html)



10 11

2020 Deloitte Cyber Survey  | Next normal – more digital

Similarly, we see that 17% of organisations in the PS 
and 19% of organisations in the CGS indicate that 
cybersecurity is on their leadership agendas once a 
year or less frequently. In contrast, approximately one-
third of the organisations in the same two sectors state 
that cybersecurity is on their agendas at least once a 
month. 

The differences in leadership prioritisation indicate a 
varying cybersecurity maturity level across the sectors.

In summary, while the overall results show a positive 
trend for most Danish organisations, there is room 
for improvement for the remaining 32% that cover 
cybersecurity with the top management semi-

annually or less frequently. Frequency is not the 
only criterion for prioritisation; yet it is likely that a 
higher frequency offers opportunities for making 
more informed decisions due to a generally improved 
understanding of the cybersecurity landscape, and for 
aligning investments accordingly.

An important question remain unanswered by our 
survey; i.e. does the prominence of cybersecurity 
at the leadership levels yield sufficient action 
and capability to stop the cyber threats Danish 
organisations are facing? Reviewing the rest of the 
survey responses, we still believe that there is a way to 
go from an increased understanding of cybersecurity 
to tangible actions to stay ahead of the cyber threats.

The fourth industrial revolution is making 
the world more digitally connected. While the 
connectedness has fostered a feeling of the world 
becoming smaller, the cyber risk landscape has 
simultaneously grown bigger. This development 
has elevated cybersecurity from being an IT 
issue to being an unavoidable threat that the 
leadership and top management need to deal 
with. This reality is reflected in our survey, as most 
Danish organisations seem to have incorporated 
cybersecurity in their leadership agendas.     

What does the survey show?
On average, 68% of the Danish organisations across 
all sectors indicate that they have cybersecurity on 
the leadership agendas on a quarterly basis or more 
frequently. As for the remaining 32%, cybersecurity 
is on the leadership agenda twice a year or less 
frequently. 

Sector deep dive
Taking a closer look at the data, organisations in the 
FS have cybersecurity on their leadership agendas 
more frequently than those in the other sectors.  

Deloitte’s perspective
Our survey indicates that cybersecurity is 
frequently on the leadership agenda in most Danish 
organisations. It is indeed a positive outlook that an 
average of 68% of the participating organisations state 
that cybersecurity is on the leadership agenda on a 
quarterly basis or more frequently. This also shows 
that most organisations have realised the importance 
of having a well-informed understanding of the cyber 
threat landscape.

Our sector deep dive shows that the leadership in the 
financial sector has cybersecurity on their agenda 
more frequently than the other sectors. This is no 
surprise, as cybersecurity has long been an eminent 
part of the financial sector’s business operations, e.g. 
in the context of fraud detection and prevention. This 
combined with the increasingly tighter cyber 

regulations in the financial sector may have helped the 
financial sector to prioritise the cybersecurity agenda.

When assessing the three other sectors, we see a 
large variation in how often cybersecurity is on the 
leadership agenda. 30% of the organisations in the 
ERS have cybersecurity on the leadership agenda on a 
monthly basis; yet we also see that 11% of organisations 
in the same sector discuss cybersecurity less frequently 
than once a year.

35%
Monthly  
or more 
frequently

33%
Quarterly

32%
Seminannual or 
less frequently

“Cyber is fairly high on the 
leadership agenda and focus 
on cybersecurity from top 
management has increased 
significantly in the last few 
years”. 
CISO of a Danish municipality (public sector).

Briefing the top management
An organisation’s top management needs to be frequently briefed on cyber 
threats and what this means for the organisation. Such briefings should occur at 
least every quarter. 

Practice makes perfect
Frequent briefing of the top management can contribute to the organisations’ 
cybersecurity maturity levels, as it can channel investments into the right 
capabilities. 

Briefings alone, however, are not sufficient to prepare an organisation’s top 
management for major cybersecurity incidents and the resulting business impacts. 
Organisations should regularly train the board and top management in cyber risks 
aligned with the business’ threat landscape and KPIs using tailored training and 
simulations.

This will not only allow management to make better investment decisions but also 
increase the organisation’s ability to respond to and recover from major incidents 
with a potential business impact.
     

The bigger picture

Next on the 
agenda is…
cybersecurity
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The following sectors have been surveyed for this question

 FS ERS PS CGS

How often is cyber security on the top 
leadership’s agenda?
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Chapter Two 

An increasing 
threat 
level calls 
for improved 
resiliency

3 We asked businesses in the Public sector about their perception of 
the cyber threat development during the past five years, and asked 
businesses in the remaining three sectors about their perception of 
the same development during the past two years.  

4 Respondents were given the following answering options when it 
comes to the development in the threat level: 1) increased significantly, 
2) increased, 3) unchanged 4) decrease and 5) decreased significantly. 
None of the respondents indicated a significant decrease. 

The perceived cyber 
threat level has gone up, 
and up and up

Public Financial Consumer
goods

Energy and 
ressources

Average

15%

85%

28%

72%

24%

72%

22%

77%

21%

79%

Increase in 
threat level

Unchanged
threat level

Decrese in
threat level

The following sectors have been surveyed for this question

 FS ERS PS CGS

Digitisation, new technologies and increased 
interconnectivity have increased the level of cyber 
threats, causing an unprecedented demand for 
cybersecurity capabilities and increased leadership 
attention. In our survey we asked how Danish 
organisations have perceived the change in cyber 
threat levels in the past years. As anticipated, most 
Danish organisations have responded that it has 
gone up.  

What does the survey show?
According to our survey, an average of 77% of the 
Danish organisations believe the cyber threat level 
has increased or increased significantly in recent 
years3. 22% of the organisations believe that the 
cyber threat level has remained unchanged during 
the same time period, while only 1% considers the 
threat level to have been reduced. 

Sector deep dive
In our sector deep dive, we observed that all four 
sectors perceive the cyber threat level to have 
increased in the last two to five years. During this 
period, more than a quarter of the businesses in the 
PS, ERS, and CGS state that they perceive the threat 
level to have increased significantly4. Meanwhile, 
more than a quarter of the organisations in the FS 
indicate that the threat level remains unchanged. The 
CGS is the only sector in which organisations have 
indicated a decrease in the overall threat level.   

Deloitte’s perspective
Building a resilient cybersecurity defence begins 
with a detailed threat assessment; weighing the 
likelihood and business impact of cyber threats and 
implementing prioritised cybersecurity measures 
accordingly. This approach should form the basis 
of a cybersecurity strategy and related investment 
decisions that underpin capability improvements.  

Our survey shows that most Danish organisations are 
aware of the increase in cyber threats. This finding is 
positive, and the results align with the prioritisation 
of cybersecurity on the leadership agenda. In fact, a 
whopping 77% of organisations indicate a perceived 
increase or significant increase in the general 
cyber threat levels. This is a clear testimony to the 
severity of the cybersecurity issue faced by today’s 
organisations. 

“During the last two years, 
the cyber threat has 
increased, but I wouldn’t say 
we’ve seen a radical shift”. 
CISO of a large, Danish business (energy, resources and 
industrials sector).

How has the cyber threat against your organisation in 
your view developed…



2020 Deloitte Cyber Survey  | Next normal – more digital

14 15

2020 Deloitte Cyber Survey  | Next normal – more digital

For organisations in the PS, CGS and ERS, the increase 
in the cyber threat level has been substantial. In fact, 
one out of four organisations in these sectors has 
experienced a significant increase in the cyber threat 
level during the last two to five years. 

This could indicate a net increase in cyber threat 
activity; it could also indicate increasing visibility 
and a broader understanding of the cyber threat 
landscape. This is also likely to be influenced by the 
high-profile cybersecurity incidents that Danish and 
international organisations have experienced in the 
same period.

Our survey also reveals that the FS has the highest 
percentage of respondents indicating that the threat 
level has remained unchanged during the last couple 
of years. A possible reason for this is the generally 

high cybersecurity maturity of the FS, largely driven by 
strict regulations, as well as a deeper understanding of 
the cyber threat landscape. 

In fact, being at the forefront of cybersecurity might 
have resulted in the FS not seeing the developments 
in the cyber threat level but assessing it to be at a 
constant high. The quote from the organisation in the 
financial sector supports this argument.  

In our experience, having visibility into one’s own 
organisation, having the needed resources available and 
having access to sufficient threat data is crucial to having 
a realistic understanding of the cyber threat landscape. 
A lack of such understanding makes it difficult to 
mitigate relevant threats and prioritise cybersecurity 
investments. A mismatch between cyber threats and 
cyber defence efforts poses a potent security risk.

Briefing the top management
An organisation should not only be aware of the general cyber threat landscape and 
threat level but also have deeper insights into the specific threats that the organisation 
is facing. This involves assessing which assets need to be further protected and knowing 
about the potential attackers’ modus operandi. Every organisation should map its most 
valuable assets, i.e. its “crown jewels”, define its most crucial business priorities and 
investigate what vulnerabilities and threats are associated with the existing systems and 
technologies.    

“Sensing” a cyber-attack
Companies have historically invested in detecting cyberattacks. Such detection is based 
on a combination of technology, processes and people. Recent cyberattacks have shown 
that this does not suffice. For example, the NotPetya attack in 2017 was able to wipe 
out half of the affected companies’ critical assets in less than two hours. Today it is also 
important to sense what attack vectors are more important for your organisation, e.g. 
through threat intelligence, threat assessments and crown jewel identification, and by 
regularly ensuring that you are cyber resilient and protecting your crown jewels.

Proactive threat intelligence
Businesses with a highly developed threat intelligence programme are able to anticipate 
approaching cyber threats to their organisation and – in most mature organisations – take 
proactive countermeasures before the threats become actual attacks (e.g. emergency 
patching a vulnerability outside maintenance windows before an imminent attack).

The bigger picture
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organisations find themselves to be partly resilient, 
resilient to a lesser degree or not resilient at all in terms 
of cyberattacks targeting new technology. 

Finally, there seems to be a challenge with cyber 
resilience related to suppliers and third-party providers 
across the different sectors. 5% of the FS organisations 
state that they are not at all resilient in this area; 
none of the respondents from the other two sectors 
indicates this.

Deloitte’s perspective
Our survey shows a high level of perceived cyber 
resiliency when it comes to handling customer data. 
This is a positive development that can possibly 
be accredited to EU’s General Data Protection 
Regulation (GDPR) combined with an increased focus 
on data privacy and general compliance with privacy 
regulations. It is promising to see that the increased 
focus on and awareness of privacy issues have also 
led to increased confidence in handling and protecting 
customer data. 

It is worth noting the significant differences between 
the FS and the other sectors. 53% of the respondents 
in the FS feel that they are highly resilient when it 
comes to handling customer data. Meanwhile, 78% of 
organisations in the CGS and 83% of organisations in 
the ERS feel that they are resistant to cyberattacks in 
the same area. Additionally, 7% of the FS organisations 
indicate that they are not at all resilient when it comes 
to handling customer data – the only sector to do so. 

It is difficult to decipher the actual meaning of this 
result. It could be that the FS organisations have a 
more realistic understanding of the threats targeting 
customer data because of their higher cyber maturity 
levels, generally speaking. It could also be that FS 
organisations perceive this question more broadly 
than organisations in other sectors. Customer data is 
at the centre of what banks do, and a large data breach 
could result in significant financial and reputational 
losses, whereas the direct effects may be less severe in 
other sectors. Finally, it could also be an expression of 
FS organisations’ inability to fully comply with the 

privacy regulations. If this is the case, this is obviously a 
rather worrying result. 

Assessing the organisations’ cyber resiliency when 
it comes to cloud services and new technology, FS 
organisations again stand out from the remaining 
sectors. According to 71% of the FS organisations, they 
are only partly resilient, resilient to a lesser degree 
or not resilient at all as regards to new technology. 
For organisations in the CGS and in the ERS, these 
numbers are 53% and 48%, respectively. A similar 
trend applies to cloud services.

A possible explanation for this is that, with the growing 
consumer demands and expectations, especially 
businesses in the CGS rely more on innovative 
technologies to help retain customer loyalty, surpass 
consumer expectations and create competitive 
advantages. This has necessitated a rapid increase 
in the adoption of new technologies, thus also an 
increased need for ensuring that resilient cybersecurity 
efforts are made. 

The FS, FinTech (financial technology) companies 
aside, has historically not been as adaptable and 
accommodating as regards digital transformation due 
to internal and external challenges5. This might have 
made the financial sector companies feel less cyber 
resilient in terms of new technology.

“As for suppliers, I have 
to admit that this is an 
area where we aren’t very 
resilient yet. It’s part of this 
year’s roadmap and we need 
to start working on it”. 
CISO of a large, Danish business (consumer goods sector).

Because of the surging level of cyber threats, it 
is now a well-known fact that cyberattacks have 
become a question of when – not if – they will 
occur. Having a resilient cyber defence in place has 
therefore become an essential cog in the business 
life cycle, as it enables organisations to rapidly 
respond to and recover from cyberattacks suffering 
minimal damage. According to our survey, Danish 
organisations believe that they are either resilient 
to a high degree or to some degree when it comes 
to cyber threats in five key areas of their business.      

What does the survey show?
According to our survey, an average of 71% of Danish 
organisations indicate that they are highly cyber 
resilient in terms of handling customer data. 29% 
believe that they are partly resilient, resilient to a 
lesser degree or not resilient at all. 

When it comes to a key enabler of digital 
transformation, cloud services, roughly six out of ten 
organisations believe that they are highly resilient. 
Slightly more than one-third believe that they are 
resilient to some degree, while 4% indicate that they 
are either resilient to a lesser degree or not resilient 
at all. 

When it comes to new technology, Danish 
organisations indicate a lower level of resiliency. 
On average, 43% believe that they are highly resilient 
in this area, while almost 50% believe that they are 
partly resilient. 8% believe that they are resilient 
to a lesser degree, while 1% state that they are not 
resilient at all.

On average, 46% of our respondents state that 
they are highly resilient to cyberattacks related to 
marketing and sales activities, while 54% indicate 
that they are partly resilient, resilient to a lesser 
degree or not resilient at all. 

Finally, more than four out of ten respondents state 
that they are highly resilient to cyberattacks targeting 
suppliers and business partners, while approximately 
the same number of respondents feel partly resilient. 
One-tenth of the respondents believe that they are 
resilient to a lesser degree, while 2% feel that they are 
not at all resilient5. 

Sector deep dive
The majority of businesses in the CGS and the ERS 
perceive their cyber defence to be highly resilient to 
cyberattacks when it comes to protection of customer 
data. For businesses in the FS, almost half of the 
respondents feel that they are only resilient in this area 
to some degree, to a lesser degree or not at all.

Assessing the participating businesses’ cyber resiliency 
when it comes to new technology, businesses in the 
FS again stand out compared to businesses in the CGS 
and ERS. 71% of the FS 

4 The question formulation has been altered slightly across the different sectors. We asked businesses in the 
consumer goods sector to assess their resiliency level in terms of suppliers and business partners, but we asked 
businesses in the financial sector and in the energy and resources sector to assess their resiliency level in terms of 
suppliers and business partners that are not system integrated.

5 (https://www2.deloitte.com/sg/en/pages/financialservices/
articles/realizing-the-digital-promise.html)

In an emergency, you 
need resiliency

Handling
customer

data

Using 
new

technology

Using 
business
partners/
suppliers

71%

24%

54%

34%

43%

49%

46%

46%

43%

45%

11%

To a high
degree

To some
degree

To a lesser
degree

Not at 
all

Using
cloud

servies

Marketing
and

sales

The following sectors have been surveyed for this question

ERS CGS

To what degree do you feel that your organisation is 
resistant to cyberattacks in the following areas...

 PS
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Finally, more than half of the respondents in each 
of the sectors indicate that they are only partly 
resilient, resilient to a lesser degree or not resilient 
as for cyberattacks targeting business partners 
and suppliers. This is a rather worrying result, as 
we have seen an increase in cyberattacks targeting 
the supply chain. An explanation could be that 
the transformation of the linear supply chains to 
interconnected ecosystems has made it increasingly 
challenging to manage risks across the entire supply 
chain. For large organisations, there may be several 

thousands of different third, fourth and fifth parties 
to consider. 

Nevertheless, it is now more crucial than ever for 
organisations to conduct sound third-party risk 
management, as the cost of failure and regulatory 
scrutiny increases6. 

“Regarding customer data, I would say we’re a little less 
than highly resilient. It can definitely get better, and 
we’ve also had an annoying incident already. When it 
comes to GDPR, I wouldn’t say that cybersecurity is our 
biggest problem - our own ability to handle data is”. 
Chief Risk Officer of a large, Danish business (Financial sector).

Understanding core business processes
Identifying and protecting core business data / processes is critical to ensuring that the 
business resiliency is maintained during a cyberattack. This includes identifying the 
scope of what is deemed to be critical and having comprehensive fallback solutions, 
such as backups, that entail regular testing and validation. This will ensure that the core 
infrastructure, applications and data are made available to maintain core business 
operations.

Detect and Respond
Cyberattacks are part and parcel of reality. Visibility of threats is first paramount 
to ensuring that businesses have time to respond before the threat impacts the 
organisation. Developing a Security Operations Centre (SOC) and incident response (IR) 
capabilities is essential to proactively fight against potential cyberattacks and have access 
to subject matter experts who can contain and remediate such attacks. 

The bigger picture

Chapter Three

Does the 
self-perception 
align with 
reality?6 https://www2.deloitte.com/ch/en/pages/risk/articles/third-party-

risk-management-global-survey.html?id=ch:2sm:3ev:awa_third_
party_risk:elevate
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in the PS and ERS might not be as cyber resilient as 
they think.

Generally speaking – and in our experience – self-
evaluations tend to paint too positive a picture. 
This could also be the case with the surveyed 

organisations. While it is positive to see Danish 
organisations aspire to be at the high cyber maturity 
levels, we strongly recommend testing these 
assumptions and maturity levels independently and 
closing any gaps between the self-evaluations and 
the independent assessments.

With an ever-evolving cyber threat landscape, 
it is important for organisations to have a 
realistic understanding of their underlying cyber 
vulnerabilities. A lack of such understanding may 
cause them to focus on the wrong capabilities 
and not be able to prioritise limited cyber 
budgets on the right improvements. 

One way to get an initial understanding of whether 
an organisation’s cyber capabilities match the 
cyber threat level is by conducting self-evaluations. 
We asked the surveyed Danish organisations to 
do so, and the state of their own cybersecurity 
defences is on average slightly above 6 on a 0-10 
scale according to themselves.  

What does the survey show?
In our survey, we asked the respondents to 
envision an ideal organisation where cybersecurity 
is deeply rooted; cyber and information security 
resources are adequate; and thorough threat 
assessments and contingency plans are in 
place. They would then indicate how close their 
organisation is to this ideal on a scale from 0 to 10, 
with 10 being the highest level of maturity.

According to our survey, Danish organisations rank 
themselves at 6.7 out of 10 on average. 66% of the 
respondents rank themselves above this average, 
while 34% rank themselves below.  

Sector deep dive
According to this self-evaluation, organisations 
in the FS and CGS are more mature compared 
to organisations in the PS and ERS. There is also 
a large variation in the self-ratings among the 
organisations, especially in the CGS, PS and ERS 
compared to the FS.

Deloitte’s perspective
According to our survey, the average Danish 
organisation across all sectors ranks itself slightly 
above the middle of the 0-10 scale. This indicates a 
cyber maturity level above average for most Danish 
organisations, but still with some way to go to 
achieve higher maturity. 

The data also yields large variations in self-
evaluations across the different sectors. This is 
especially true in the PS and ERS, where 28% and 
30%, respectively, rate themselves as a 5 or below. 
Meanwhile, we see that close to 30% of organisations 
in the same sectors rate themselves as 8 or higher. 
This indicates rather considerable differences in 
cyber maturity across the sectors. 

The outlook is different for the FS. In this sector, only 
7% rank themselves as 5 or below, indicating not 
only higher but also more consistent cybersecurity 
maturity across the sector.

The average self-evaluation in the CGS and in the 
FS is around 7, i.e. higher than the average rating in 
the other two sectors. This is in stark contrast to the 
rather critical self-evaluations of the FS organisations’ 
own cyber resiliency. This possibly indicates a higher 
understanding of the threat landscape rather than 
low maturity. This could also mean that organisations 

Check yourself 
before you wreck 
yourself

“We’re a 3 out of 10. The strategies are 
half-hearted. There is a general lack of money 
and time – security and the right solutions 
come with a certain price tag”. 
CISO in the Danish state (public sector).

“We’re a 4 out of 10, I 
would say. To rank higher, 
we need a larger budget 
and more resources”. 
Information Security Director of a large, Danish 
business (consumer goods sector). 

Self-evaluations
It can be challenging to conduct a self-evaluation without painting too positive a picture 
of what reality looks like. Nevertheless, a correct understanding of your own starting 
point is crucial to recognising in what areas you need to improve and where you need to 
prioritise your budget, and to establishing a strategic direction for the future. Therefore, 
we urge every organisation to obtain an independent assessment of their cybersecurity 
maturity. For example, security testing is a good practice that we highly recommend to 
further test these evaluations conducted internally or by external parties. 

The bigger picture

0                   1                   2                   3                   4                   5                   6                   7                   8                   9                   10

Public             Financial             Consumer             Energy and ressources

The following sectors have been surveyed for this question

 FS ERS PS CGS

Imagine an ideal organisation where cybersecurity 
is deeply rooted, the organisation’s cyber resources 
are sufficient and there is a clear threat assessment 
and contingency plan. How close do you believe 
your organisation is to that ideal?
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A single vulnerability 
is all it takes
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Self defence plan Awareness training
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Cyber hygiene procedure Response plan

In an increasingly digitised and interconnected 
world, it is crucial that organisations are protected 
by robust and resilient cybersecurity defences. 
Our survey, however, shows that Danish organisa-
tions lack comprehensive and consistent imple-
mentation of baseline cybersecurity measures. 

What does the survey show??
Our survey reveals notable differences across the 
sectors when it comes to adoption of baseline 
cybersecurity measures, such as incident response 
plans, self-defence plans, cyber hygiene and cyber 
awareness training. 

On average, 57% of the Danish organisations have fully 
implemented a self-defence plan. Meanwhile, only 46% 
have an incident response plan fully implemented, 
while 48% conduct regular awareness training. 
Cyber hygiene is fully implemented in 43% of the 
organisations.

Sector deep dive
On average, 15% of the organisations in the CGS, FS and 
ERS have all four cyber measures fully implemented. 
In the FS, 9% of the participating organisations indicate 
that they have all four measures fully implemented, 
which is approximately half of the companies in the 
three other sectors. 

On average, we see that more than one-third of the 
organisations do not have a proper self-defence plan 
fully implemented. As for incident response plans, the 
PS is doing better than the other three. Further, across 
all four sectors, we see sporadic implementation of 
cyber awareness and good cyber hygiene. 

Deloitte’s perspective
To start on a positive note, our survey indicates that, 
on average, almost half of the participating Danish 
organisations have either implemented the baseline 
cybersecurity measures in full or in part. This is a 
positive sign combined with increased leadership 
involvement in cyber and increased threat awareness. 

It is, however, still alarming to see that most 
organisations are lagging behind when it comes to 

having all four of these baseline security measures fully 
implemented. Measures implemented in part may 
not get these organisations through a major security 
disaster. 

Our survey shows that, on average, less than one-
sixth of the organisations have all four baseline 
cybersecurity measures fully implemented. This is 
surprising given the positive self-evaluations where 
66% have rated the level of their own cybersecurity as 
7 or higher. This supports our previous observation 
that these organisations may be over-estimating their 
cybersecurity abilities.

We see that 46% of the businesses in the CGS and FS 
do not or only partly have a cyber self-defence plan in 
place. This is approximately 10 percentage points more 
than in the two other sectors, which slightly contradicts 
the fact that the CGS and FS had the highest average in 
their self-evaluations.  

Further, it is of concern to see that 41% of the 
organisations in the CGS and 30% of the organisations 
in the ERS directly state that they do not have an 
incident response plan fully implemented. A good and 
tested incident response plan is the first line of defence 
when your cyber defences are breached; not having 
prepared for such a scenario should not be acceptable.

The CGS has the highest level of respondents, 62%, 
indicating that regular cyber awareness training is 
either implemented in part or not at all. Again, this 
supports the observation that organisations in this 
sector may be over-estimating their cyber defences, as 
educating their first line of defence – their employees – 
on how to stay safe in cyberspace is an essential part of 
cyber resiliency.

Lastly, our survey indicates that the percentage of 
organisations that have partly implemented good cyber 
hygiene is quite similar to the percentage of companies 
that have cyber hygiene fully implemented. This may be 
due to a lack of understanding of what cyber hygiene 
entails, but it can also point to the challenge of reaching 
a state where vulnerabilities are regularly identified and 
mitigated – especially for legacy environments. 

Strategic self-defence plan
An operational and a strategic plan to defend an organisation against cyber threats start 
with a detailed threat assessment, weighing the likelihood of the threats materialising and 
conducting analyses and penetration tests in order to map and expose the organisation’s 
vulnerabilities. As a next step, security efforts must be prioritised; a budget has to be drawn 
up; and the strategically most important actions to be taken before, during and after a 
cyberattack need to be identified and operationalised. 

Cyber hygiene
Several major organisations and businesses are lagging behind technologically, and older 
systems pose a significant security risk. Structured and frequent cyber hygiene, including user 
control, updates of software and hardware and a requirement to regularly change passwords, 
significantly increases the level of cybersecurity, and often it does not cost anything but time.  

Incident response plan
A good incident response plan outlines several plausible incident scenarios combined with an 
overview of the detailed steps that need to be taken in order to mitigate the threat. The plan 
must clearly identify key roles and responsibilities necessary to respond to a cyber incident. 
It then needs to be tested through red-team exercises and war gaming. Additionally, the 
incident response plan needs to align with other contingency plans in case of major incidents.       

Awareness training
The Centre for Cybersecurity (CFCS) of Denmark estimates that “unconscious insiders” are i
nvolved in up to half of the security incidents recorded, which underlines the importance of 
conducting awareness training frequently. Organisations that are furthest ahead in this area 
utilises gamification or in-your-face, real-time awareness training to increase the effect of 
the training.

The bigger picture

The following sectors have been surveyed for this question

 FS ERS PS CGS

Which of the following is implemented in your organisation 
in order to improve your cyber and information security?
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