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WHAT WE WILL COVER TODAY

Lay of the Cyber 
landscape in Denmark

How does it feel like to have a Cyber 
incident?

What can we do about it?

© 2020 Deloitte 3
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LAY OF THE DANISH CYBER LANDSCAPE

© 2020 Deloitte 4
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What we’ve covered in the survey…

Deloitte’s 2020 Cyber Survey is based on a total of 298 quantitative computer-assisted telephone interviews (“CATI”) with Chief Information Security Officers (CISOs), Chief Information 
Officers (CIOs), cybersecurity managers and other cybersecurity responsibles employed with organisations across the public sector, the financial sector, the consumer goods sector, and 
the energy, resources and industrials sector in Denmark. The telephone interviews were conducted by Epinion from January to August 2020 on behalf of Deloitte. 

The four sectors are defined as follows:

The public sector (PS) encompasses state-owned or state-affiliated businesses and organisations operating within the health and social care sector; the defence, 
the security and justice sector; the civil government sector; the international donor organisations sector; or the transport sector. 80 of the 298 CATI interviews 
were conducted in the public sector. In the report, the public sector is referred to as PS. 

The financial sector (FS) encompasses businesses operating within the banking and capital markets sector, the insurance sector or the investment management 
sector. 68 of the 298 CATI interviews were conducted in the financial sector. In the report, the financial sector is referred to as FS. 

The consumer goods sector (CGS) encompasses B2B or B2C companies operating in the automotive sector; the consumer products sector; the retail, wholesale 
and distribution sector; or the transportation, hospitality and services sector. 74 of the 298 CATI interviews were conducted in the consumer goods sector. In the 
report, the consumer goods sector is referred to as CGS. 

The energy, resources and industrials sector (ERS) encompasses companies operating in the power and utilities sector; the mining and metals sector; the oil, gas 
and chemicals sector; or the industrial products and construction sector. 76 of the 298 CATI interviews were conducted in the energy, resources and industrials 
sector. In the report, the energy, resources and industrials sector is referred to as ERS.
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Recruiting cyber capabilities is an ambiguous task
Cyber capabilities

Key findings: 
• On average, 15% of organisations across the FS, ERS and PS indicate that it is easy for them to attract 

cybersecurity professionals; 64% believe that it is neither easy nor difficult; and 21% believe that it is 
difficult. 

• An average of 29% indicate that it is easy to retain professionals with cybersecurity competencies once they 
are hired; 62% believe that it is neither easy nor difficult; and 9% state that it is difficult. 

• An average of 37% believe that it is easy to help develop the competencies of their cybersecurity colleagues; 
51% indicate that it is neither easy nor difficult; and 13% state that it is difficult. 

• It seems that it is easier for organisations in the FS to attract the right cybersecurity professionals than for 
organisations in the PS and ERS. However, the PS and the ERS seem to find it easier to retain and develop 
their cybersecurity employees. 

Our perspective: 
• Cybersecurity needs vary greatly among organisations across the different sectors; some need more 

specialised capabilities than others, who might look for more general skills. 

• Younger generations, Millennials and Gen Zs, are focused on serving a higher purpose through their jobs 
rather than solely relying on monetary benefits. 

• Specialised cybersecurity skills (e.g., incident response professionals, security architects, C-level strategy 
consultants) are hard to find, whereas more general skills within cybersecurity are both easier to find and 
train. 

14% 21% 12% 15%

60% 57% 74% 64%

26% 22% 14% 21%

Public Financial Energy and
resources
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In today’s digital world, technology impacts all organisations and 
businesses. This necessitates continuous improvement of businesses’ 
cyber capabilities, creating an unprecedented demand for 
cybersecurity professionals. 

“
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The perceived cyber threat level has gone up, and up and up
An increasing level of cyber threats 

Our perspective:
• Increased cyber threat awareness is positive. The results align with the prioritisation 

of cybersecurity on the leadership agenda.

• A substantial increase in the cyber threat level could indicate a net increase in cyber 
threat activity, enhanced visibility and a broader understanding of the cyber threat 
landscape, which is likely to have been influenced by the high-profile cybersecurity 
incidents that Danish and international organisations have experienced in the same 
period.

• The FS has the highest percentage of respondents indicating that the threat level 
has remained unchanged for the last couple of years. This could be due to the FS 
generally having a high cybersecurity maturity level, largely driven by strict 
regulations. 

85%
72% 72% 79% 77%

15%
28% 24%

21% 22%

Public Financial Consumer goods Energy and resources Average

Increase in threat level Unchanged threat level Decrease in threat level

Key findings: 
• An average of 77% of the organisations believe the cyber threat level has increased or increased significantly in recent years. 3. 22% of the organisations believe that the cyber 

threat level has remained unchanged during the same time period, while only 1% consider the threat level to have been reduced. 

• During a period of 2-5 years, more than a quarter of the businesses in the PS, ERS and CGS state that they perceive the threat level to have increased significantly.

• More than a quarter of the organisations in the FS indicate that the threat level remains unchanged. The CGS is the only sector in which organisations have indicated a decrease in 
the overall threat level. 
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In an emergency, you need resiliency
Building resiliency

Key findings: 
• An average of 71% organisations indicate that they are highly cyber resilient in terms of 

handling customer data. 29% believe that they are partly resilient, resilient to a lesser 
degree or not resilient at all.  In general, organisations in the FS perceive their cyber 
defence regarding customer data to be at a lower level of resiliency compared with the 
CGS and the ERS.

• More than four out of ten respondents state that they are highly resilient to 
cyberattacks targeting suppliers and business partners, while approximately the same 
number of respondents feel partly resilient. One tenth of the respondents believe that 
they are resilient to a lesser degree, while 2% feel that they are not at all resilient. 

• Six out of ten organisations believe that they are highly resilient in terms of key enabler 
of digital transformation, cloud services. Slightly more than one third believe that they 
are resilient to some degree, while 4% indicate that they are either resilient to a lesser 
degree or not resilient at all. 

• On average, 43% believe that they are highly resilient in this area of technology, while 
almost 50% believe that they are partly resilient. 8% believe that they are resilient to a 
lesser degree, while 1% state that they are not resilient at all.

• 5% of the FS organisations state that they are not at all resilient in the area of suppliers 
and third-party providers. None of the respondents from the other two sectors 
indicates this.

Our perspective:
• Our survey generally shows a high level of perceived cyber resiliency when it 

comes to handling customer data. This can possibly be accredited to EU’s 
General Data Protection Regulation (GDPR) combined with an increased focus on 
data privacy. 

• In terms of cyberattacks in the area of customer data, organisations in the FS in 
general believe they have a lower level of resiliency. This may be due to customer 
data being the centre of FS business operations. 

• It is worrying that more than half of the respondents in each of the sectors 
indicate they are only partly resilient, resilient to a lesser degree or not resilient 
to cyberattacks targeting business partners and suppliers. An explanation could 
be that the transformation of the linear supply chains to interconnected 
ecosystems has made it increasingly challenging to manage risks.

71% 71%

43% 46% 43%

24% 24%

49% 46% 45%

2% 2% 8% 6% 11%

Handling customer
data

Using cloud services Using new
technology

Marketing and sales Using business
partners/suppliers

To a high degree To some degree To a lesser degree Not at all
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Digitisation, new technologies and increased interconnectivity have 
increased the level of cyber threats, causing an unprecedented 
demand for cybersecurity capabilities and increased leadership 
attention. 

“
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Check yourself before you wreck yourself
Self-perception and reality

Key findings: 
• According to our survey, organisations assess themselves at 6.7 out of 10 on average 

when asked to self-assess the state of their cybersecurity defences on a scale from 0 to 
10. 66% of the respondents rank themselves above this average, while 34% rank 
themselves below.

• According to this self-evaluation, organisations in the FS and CGS are more mature 
compared to organisations in the PS and ERS. There is also a large variation in the self-
ratings among the organisations, especially in the CGS, PS and ERS compared to the FS.

Our perspective:
• The average Danish organisation across all sectors ranks itself slightly above the middle 

of the 0-10 scale. This indicates a cyber maturity level above average for most Danish 
organisations, however, still with some way to go to achieve a higher maturity level.

• The data yields large variations in self-evaluations across the different sectors, 
especially in the case of the PS and ERS, which may indicate rather considerable 
differences in cyber maturity across the sectors. 

• As for the FS, only 7% rank themselves as 5 or below, indicating not only a higher but 
also a more consistent cybersecurity maturity level across the sector.

0 1 2 3 4 5 6 7 8 9 10

Public Financial Consumer Energy and resources

Imagine an ideal organisation where 
cybersecurity is deeply rooted; the 
organisation’s cyber resources are sufficient; 
and there is a clear threat assessment and 
contingency plan. How close do you believe 
your organisation is to that ideal?

Self-evaluation of cybersecurity
defences on a scale from 0 to 10 
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A single vulnerability is all it takes
Implementation of baseline cybersecurity measures

Our perspective:
• It is positive that data indicates that almost half of the 

participating organisations have either implemented the 
baseline cybersecurity measures in full or in part. 

• On average, less than one sixth of the organisations have all 
four baseline cybersecurity measures fully implemented. This 
is surprising given the positive self-evaluations.

• It is of concern to see that 41% of the organisations in the 
CGS and 30% of the organisations in the ERS directly state 
that they do not have an incident response plan fully 
implemented.
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Key findings: 
• On average, 57% of the organisations have fully implemented a self-defence plan. Meanwhile, only 46% have an incident response plan fully implemented, while 48% conduct 

regular awareness training. Cyber hygiene is fully implemented in 43% of the organisations.

• On average, 15% of the organisations in the CGS, FS and ERS have all four cyber measures fully implemented. In the FS, 9% of the participating organisations indicate that they have 
all four measures fully implemented, which equals approximately half of the companies in the three other sectors. 

• On average, we see that more than one third of the organisations do not have a proper self-defence plan fully implemented. Across all four sectors, we see sporadic 
implementation of cyber awareness and good cyber hygiene. 

Self-defence plan Awareness training Cyber hygiene procedure Response plan
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With an ever-evolving cyber threat landscape, it is important for 
organisations to have a realistic understanding of their underlying cyber 
vulnerabilities. A lack of such understanding may cause them to focus on 
the wrong capabilities and not be able to prioritise limited cyber budgets 
on the right improvements. 

“
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HOW DOES IT FEEL 
TO HAVE A CYBER INCIDENT

© 2020 Deloitte 14



2020 Deloitte Cyber Survey | Next normal – more digital 1515© 2020 Deloitte

“Everyone has a plan… 
…‘till they get punched in the mouth.”
Mike Tyson



16Deloitte © 2020

Another 
round

Exhaustion – emotional and physical.
Adrenaline in place of energy.
Some respite, but never enough. 
Advisors telling you to keep going, to 
change approach, or both.

Seeing stars

Surprise, at the event itself, and that 
‘the plan’ isn’t working as expected.
Shock from the scale and 
acceleration of disruption.
Disbelief of destruction of expected 
or basic infrastructure.

The sound and 
the fury

Everyone demanding attention and 
action, loudly and constantly.
Overload of information, often 
incomplete or contradictory.
Emotions running high, clouding 
judgements, tunnel vision. 

The count
A knock-down blow catching you 
unawares.
Have you the stamina to recover and 
regroup?
Is there the fortitude to stand up 
again and persevere? 

…789

How does it feel if you are unprepared when the attack happens?

© 2020 Deloitte
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Business extinction is now a credible scenario

© 2020 Deloitte

Destroy Value

Clients’ fears about sensitive data you hold on their 
behalf. Regulators’ fears over market confidence, or 
contagion. Suppliers’ fears of collateral damage. 

Recovery time and costs to return business to 
normal. Delayed or lost sales, penalties, 
regulatory / legal fines. Stolen assets (cash, 
tradable commodities, intellectual property). 

Erode Reputation & Trust

Deplete Assets

Disrupt Operations
Direct loss of productivity (employees, platforms 
unable to function) Indirect loss (people and 
systems diverted to recover from the incident). 

Extinguish Presence
Attacks with sufficient ferocity and speed can overwhelm organisations 
to a point where recovery is not possible, causing business collapse.

Services without sufficient resilience can be destroyed 
without hope of recovery; eradicating past investment 
and future returns.   



2020 Deloitte Cyber Survey | Next normal – more digital 18

MOVING TO A POSITION OF
RESILIENCE

18

Shifting mindset and
governance

Moving to active resilience  
on business continuity and  

vendor management

Leveraging the best of
data and tech

© 2020 Deloitte
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Denial

Build walls, 
protect everything

Protect assets, 
trust nothing

That’s not 
a good

idea

Can we
really do 

that?

Protect & Detect Respond & Recover

• Response
• Recovery
• Risk-sensing
• RQ
• AI
• Automation

3

2

1

Say we are
breached… 
what then?

A brief history of Cyber Resilience
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A brief history of Cyber Resilience

© 2020 Deloitte
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A brief history of Cyber Resilience

© 2020 Deloitte

Denial

Build walls, 
protect everything

Protect assets, 
trust nothing

That’s not 
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Can we
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• Recovery
• Risk-sensing
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• Automation

3

2

1

Say we are
breached… 
what then?
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A brief history of Cyber Resilience

© 2020 Deloitte
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What are your peers doing about it?

© 2020 Deloitte

How are CISOs 
spending the 

Cybersecurity budget?

Budget spend Budget as %

Budget 
allocation

Cyber 
insurance

Investment

Outsourcing

Large FS organisations 
tended to outsource less 

compared to midsize and 
small FS organisations.

Organisations spent over 75% of their total 
Cybersecurity budget on operational 

activities vs transformational.

Cybersecurity budget was mostly 
spent on Cybersecurity 
Monitoring & Operations (20%), 
Endpoint & Network Security 
(18%) and Identity & Access 
Management (14%).

On average, Cybersecurity budget is 0.34% as a 
percentage of total revenue and 10.1% as a 
percentage of the total IT budget.

Only 7% of large FS organisations 
choose not to buy any Cyber 
insurance compared to a quarter of 
midsize organisations.

Data security, protective 
technology and access 

control are the top areas of 
investment.
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What can we do more? Planning for a rainy day…

© 2020 Deloitte

Incident

Day 0

Preventative Controls Reactive Activities

Recover

Day 30

Crisis Management
&

Communications 

Business 
Recovery & 

Coordination
Technical 

Investigation

Digital Forensics

Data Privacy

Legal

Identify Protect

Day 90
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Is cyber security  
embedded in  
our business? Do we have  

the right skills?

What do we  
need to protect  

the most?
What is the  

likely threat?

Do we have the  
appropriate  

security measures  
in place?

What is our  
cyber risk  

management  
setup?

How do we  
manage third  

party risk?
What if the worst  

happens?

What can we do more:
Challenge the status quo

In our discussions with Board members, cyber is 
a topic that comes up time after time. This is 
partly because of its  technical nature – boards 
feel ill equipped to ask the right  questions and to feel 
confident they are protecting their  business appropriately.

Board members don’t need to be technical
experts.  But you do need to know enough 
about cyber to  be able to have an 
informed conversation with  your experts, 
and understand the right questions  to ask.

So here’s our take on the key 
questions to ask if you want to make 
sure you’re protecting  what’s most 
important to your business.

25
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