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Disruptive outsourcing solutions 

incorporating cloud and automation 

are empowering shared services 

organisations to work smarter, scale 

faster, increase productivity and, 

ultimately, gain competitive 

advantage. However, the very 

forces that drive innovation and 

efficiency improvements often 

create real challenges: 

 

1. Extended attack surface. The 

growing use of mobile, web-

based applications and 

telematics to provide novel ways 

of conducting business 

introduces new threat vectors. 

Organisations use an extended 

enterprise to grasp performance 

objectives, which can increase 

the attack surface. These 

vectors must be managed.  

 

2. Sensitive data to protect. The 

shared services organisations are 

stewards of sensitive information. 

To stay relevant and trustworthy, 

organisations that are entrusted 

with our data must protect our 

data.  

 

3. Cyberattacks are likely to 

happen. The World Economic 

Forum's Global Risks Report 

2018 foresees that cyberattacks 

and data fraud are the biggest 

risks in terms of likelihood after 

extreme weather events and 

natural disasters.  

 

4. Complex regulatory landscape. 

The global regulatory landscape is 

complex with a wide variety of 

constantly developing and 

sometimes conflicting laws and 

regulations around how and for 

what purposes sensitive data may 

be obtained and for what 

purposes and how long they may 

be stored and used.    

 
 

How to manage cyber-risk while 

outsourcing 

The adoption of new technologies creates and exacerbates information 
security risks for shared services organisations. Effort and expertise are 
needed to address security and cyber-risks. 
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Data security is the main 

contractual concern 

The Deloitte Global Outsourcing 

Survey of more than 500 executives 

from leading organisations indicates 

that cyber-risk has become a topic 

in many organisations.  

When selecting a cloud service 

provider and designing solutions, 

executives’ primary contractual 

concern is data security (68 

percent), followed by performance/ 

resilience (45 percent) and 

providers’ compliance with 

laws and regulations (39 percent). 

 

Nearly everyone has cyber-risk 

measures in place 

In 2016, we observed that 

approximately two-thirds of 

respondents were either modifying 

processes or had processes in place 

to address cyber-risks. 

The 2018 survey tracks and builds 

on our earlier observation. Nearly 

all respondents (95 percent) have 

cyber-risk measures in place. About 

one-third (35 percent) of 

organisations contractually enforce 

security and data risk protocols with 

their providers and conduct period 

evaluations/audits.  

 

Monitoring cyber-risk 

Clearly, organisations recognise the 

importance of proactive monitoring 

of cyber-risk, and they are being 

increasingly proactive in its 

management. Today, 78 percent of 

organisations reported that their 

outsourcing engagements were 

audited within the past 12 months; 

this is in line with 77 percent 

reported in 2016. More audits were 

completed and passed (61 percent 

in 2018 versus 53 percent in 2016), 

and fewer material issues were 

identified (15 percent in 2018 

versus 22 percent in 2016). 

 

 

 

 

 

 

 

 

 

 

  

How is your organisation 

addressing cyber-risks when 

making decisions to outsource? 

 Has your organisation’s 

outsourcing initiative been 

reviewed by internal/third-party 

audits in the last 12 months? 

 

 

 
Source: The Deloitte Global Outsourcing Survey 2018 

 Key cyber-risks 

 

  
 

 
 

 

 
Employees exposing sensitive 
data intentionally or unintentionally 
causing financial theft/fraud 

 
Third-party vendors with access 
to company data, network, systems 
and infrastructure being hacked 

 
Individuals or groups conducting 
espionage or destroying data 
causing business disruption 

 

35%

34%

19%

8%
5%

Contractually enforced  data

risk/security protocols

Conduct periodic evaluations

Shared data risk/security

protocols

Expect provider to determine

data risk/security protocols

Not focused on cyber-risk

61%15%

14%

8% 2%

Audit was completed and

passed

Audit was completed and
material issues were

identified

Organisation has not had an
audit in the last 12 months

Organisation does not
know/audit was not
completed

Audit was completed and

failed
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So how to win? 

We give you four tips to manage 

cyber-risk so that you can stay in 

the game. 

 

1 Put a senior executive at the 

helm  

Board and leadership should own 

the cyber-awareness strategy and 

culture. The senior management 

team defines the organisation’s 

cyber-risk appetite and prioritises 

accordingly to enable execution in 

line with the strategy; the team is 

accountable for cyber-risk 

management.  

The IT leadership is the main driver 

in its execution, but the strategy 

must support the entire value chain.  

The shared services leaders support 

integration of cyber-risk 

management into business growth 

and shared activities.     

2 Understand who might want 

to attack, why and how 

A risk assessment helps you to 

understand your risk landscape. Ask 

yourself the following questions: 

Who might attack me 

(cybercriminals, hacktivist, nation 

states, competitors, etc.)? What are 

they after and what are the key 

business risks (theft of intellectual 

property, financial fraud, reputation 

damage, business disruption, etc.)? 

What tactics might they use (third-

party compromise, spear phishing, 

software vulnerabilities, stolen 

credentials, etc.)?  

 

3 Establish cyberprogrammes 

to manage risks and 

opportunities 

Based on your organisation’s risk 

appetite and risk landscape, you 

should develop a cyber-risk 

programme, which ensures 

governance and secure, vigilant and 

resilient cyberpractices. Are controls 

in place to guard against known and 

emerging threats? Are you able to 

detect malicious or unauthorised 

activity, including the unknown? Are 

you able to recover quickly?  

 

4 Know your vendors 

You should require from your 

vendors that they have the needed 

safeguards in place and that only 

assigned and screened employees 

have access to data and systems.  

Let security be an integrated part of 

the contracts; you should not 

assume that the responsibility is 

naturally taken.  
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About the Deloitte 

Outsourcing 

Survey  

Deloitte conducts the biennial 

global outsourcing survey to 

understand the state of the 

outsourcing market and to identify 

trends. 

In this survey, we focused on 

understanding the impact of 

disruptive solutions such as cloud 

and RPA on the outsourcing 

landscape. 

521 
Executives from leading 

organisations 

 

25 
Sectors across 6 industries 

 

86% 
Respondents belong to 

organisations with more than  

$1 billion in annual revenue 
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