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Reporting on cyber risk
Foreword from William Touche
Dear Public Company Director,
This is a first picture of cyber reporting across UK plc. We hope you find our findings valuable.
As you would expect, we found a varied picture, and you will find the results of our analysis stimulating.
You will be aware that cyber crime is growing more rapidly than cyber security, and organisations have
never been more at risk from cyber attacks. Recent high‑profile attacks on companies in the retail,
media and industrial sectors have highlighted the type of damage that can be done by hackers and
cyber terrorists. This growing threat comes at a time when there is also increasing focus from investors
and regulators on how organisations manage risk.
Company directors are informing themselves about the types of cyber threat their company faces, and
the most important information assets and systems to monitor and protect. They are also much better
prepared to respond to a successful attack – and know who would be the company’s spokesperson in
the case of a major data breach. It is not a question of whether there will be cyber attacks, it probably
never was, but it is a question of when, by whom and with what degree of expertise your company will
be attacked.
In October 2016, the UK Financial Reporting Council (FRC) wrote to audit committee chairs and finance
directors, commenting that they “encourage companies to consider a broad range of factors when
determining the principal risks and uncertainties facing the business, for example cyber security”.
Some investors have gone so far as to call for “a compulsory rigorous external cyber audit”.1 The value
destruction capability of a cyber attack is very high and therefore risks and mitigating activities should
be sufficiently highlighted to investors to enable them to make informed decisions.
In the USA, the AICPA is developing new guidance around company reporting on cyber risk. It has
proposed not only a description of the entity’s cyber risk management programme but also an
assessment of the effectiveness of the controls that are part of the programme. SEC guidance on cyber
risk disclosure also exists and is a good and thoughtful framework which we have taken into account in
forming our survey questions. Such regulatory developments are rarely isolated and we encourage
UK listed companies to be on the front foot when it comes to high quality reporting in this area.
This is the very first survey of cyber reporting practices covering the full FTSE 100 and it should help
you identify examples of good practice and will offer insight to all listed companies about how to keep
the users of annual reports informed.2 We have included a helpful summary to enable you to identify
potentially worthwhile additions to your existing reporting in the appendix.
Our analysis examined whether the FTSE 100 are identifying cyber as a principal risk, how they are
categorising and describing the risk and its impact. We have looked particularly at cyber crime, and
whether they have reported an increase in the level of cyber risk since the prior year.
We have considered how clearly companies are describing the ownership of cyber risk and whether
the board is leading the way and demonstrating that they provide appropriate challenge to
management. In our view, the time is coming when boards will want greater expertise and experience
around the table for specialist areas such as technology.
1	F T Adviser article,
December 2, 2015
2	The survey covers the
annual report published
most recently as at
30 September 2016 for
all FTSE 100 companies
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“…We know
that with new
opportunities
come new
vulnerabilities.
So alongside the
ability to transact,
process and
store data on an
unprecedented
scale so comes
the risk of being
compromised on
an unprecedented
scale”
Ciaran Martin, CEO of National
Cyber Security Centre in UK

Because of the importance of cyber risk, its constant evolution and the scale of potential impact, we
would expect it to be a focus area on every board’s agenda. The findings show that boards are not
taking sufficient credit for the activity they undertake regarding cyber risk by describing their activities
in their report for the year. As this is an area of interest to investors, we would encourage boards to
ensure cyber risk does not “slip through the net” when finalising reporting.
So, what can we conclude from a review of FTSE 100 annual report disclosures?
•• Every sector, although not every company, identifies cyber as a principal risk – think carefully if you
have not done so.
•• The value destruction capability of cyber risk is very high, ranging from remediation demands to
huge reputational damage. Detailed disclosure is therefore worthwhile to highlight the risks to
shareholders and lets them know you are taking it seriously.
•• The better disclosures are company specific, year specific and provide sufficient detail to give
meaningful information to investors and other stakeholders.
•• Boards and board committees are increasingly educating themselves about the cyber threat and
challenging management on how they are dealing with the risk.
•• Companies should take credit for what they are doing, including describing who has executive
responsibility, board level responsibilities, the policy framework, internal controls, and disaster
recovery plans.
•• Boards should think about what could be missing from their disclosures. We have provided some
useful pointers in the appendix.
•• Finally, if your disclosure does not look strong enough after taking credit for what the company is
doing already, it is time to ask whether you are actually doing enough to manage cyber risk.
Whilst the digitally connected world of course presents threats, it also presents huge opportunities
for those nimble enough to embrace them. The opportunity is not just about new business models,
but also about the increased engagement with customers and suppliers, enabling better information
exchange, increased efficiency and value accretion.
Do get in touch with your Deloitte partner, the cyber risk and crisis management specialists named in
the contact list or my Deloitte governance team if you would like to discuss any areas in more detail.
And don’t forget you can join us at the Deloitte Academy where we host live updates to air current
issues and enable you to swap notes with your peers.
Yours faithfully,

William Touche
Vice‑Chairman
Leader of Deloitte UK Centre for Corporate Governance
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1. Do companies describe cyber risk clearly?
In this section, we look at whether cyber has been identified as a principal risk in the strategic report.
If so, we ask how those risks have been categorised – for instance as strategic or as operational risks
– and whether companies have disclosed a change in the likelihood of the risk since their previous
annual report.
We also look at how specific companies have been around their exposure to different types of cyber
crime and how companies described the potential impact of cyber risk on their operations.

87% of FTSE 100
companies
disclosed cyber
as a principal risk

1.1 Did companies recognise cyber risk as a principal risk?
We started by seeing whether cyber risk was identified in the annual report of each FTSE 100 company.
Only five companies did not mention cyber risk; four of these were in the mining industry and one in
the construction industry.
We identified four key elements reported in relation to cyber risk: cyber crime, IT systems failure
(not necessarily related to cyber crime), data protection (the risk of data loss) and data theft or
misappropriation. When defining their principal risks some companies focused on one (or two) of
these key elements, and although some are more relevant to certain companies, in our opinion the
better disclosures we saw incorporated discussion of all key cyber risk elements.
Figure 1. Types of cyber risk identiﬁed in FTSE 100 annual reports

Cyber crime/attack/threat

Failure of IT systems
Data protection/protection of
'sensitive information'

Data theft/misappropriation
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87% of the FTSE 100 clearly pulled out one or more elements of cyber risk as a principal risk in their
disclosures. IT systems failure was identified in the principal risks disclosure by 71% of the FTSE 100
and cyber crime or cyber attack was identified by a slightly higher 72%.
Data protection risk – the risk around sensitive information, in particular compliance with data
protection regulations – was identified by 59% while data theft or misappropriation of data, including
intellectual property (IP) was specifically identified as a risk in only 33% of annual reports – although of
course some companies will see this as falling under a broader risk of cyber crime.
For one third of the FTSE 100 to call data theft out as a principal risk indicates just how reliant we all are
on technology, and how this increases our vulnerability.

3
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64% of companies
recognise that
cyber risk is
increasing year
on year

Figure 2. Cyber risks as categorised in FTSE 100 annual reports (%)
Presentation of cyber risk in principal risk section by category

Risk review

Material existing
5%and emerging risks
3%
Material
existing
and emerging risks to the Group’s future performance
5%
3%

Operational risks (including business execution risks)
External risks

ii) Infrastructure and technology resilience
Furthermore, outﬂows related to a multiple notch credit rating
As the dependency on digital channels and other technologies grows,
downgrade are included in the LRA stress scenarios and a portion of the
Strategic
risks
(including commercial risks)
the impact of technology issues can become more material and
liquidity pool held against this risk. There is a risk that any potential
immediate. This is also the case in many other industries and
downgrades could impact the Group’s performance should borrowing
organisationsrisks
but particularly impactful in the banking sector.
costs and liquidity change significantly versus expectations. Legal and Compliance
Group’sand
technology,
real-estate
For further information, please refer to Credit Ratings in the Liquidity
InformationThe
systems
technology
risk and supplier infrastructure is critical
to the operation of its businesses and to the delivery of products and
Risk Performance section on page 199.
services to customers and clients and to meet our market integrity
obligations. Sustained disruption to services provided by Barclays, either
iv) Adverse changes in foreign exchange rates on capital ratios
directly or through third parties, could have a significant impact to
The Group has capital resources and risk weighted assets denominated
customers and to the Group’s reputation and may also lead to potentially
in foreign currencies. Therefore changes in foreign currency exchange
large costs to rectify the issue and reimburse losses incurred by
rates may adversely impact the sterling equivalent value of foreign
customers, as well as possible regulatory censure and penalties.
currency denominated capital resources84%
and risk weighted assets. As a
result, the Group’s regulatory capital ratios are sensitive to foreign
iii) Ability to hire and retain appropriately qualified employees
currency movements, and a failure to appropriately manage the Group’s
The recognised
Group requires acyber
diverse risk
mix ofas
highly
skilled
balance
sheetcompanies
to take accountthat
of foreign
currency movements
could
Most
of the
categorised
their principal
risks
part
of and qualified
colleagues to deliver its strategy and so is dependent on attracting and
result in an adverse impact on regulatory capital ratios. The impact is
operational
risk.with any accuracy, but it may have a material adverse retaining appropriately qualified individuals. Barclays ability to attract and
difficult to predict
retain such talent is impacted by a range of external and internal factors.
effect on the Group if capital and leverage ratios fall below required
levels.
External regulatory changes such as the introduction of the Individual
Some reports grouped cyber risks together with the risk of
catastrophic events, due to their potential
Accountability Regime and the required deferral and claw back
Operational
provisions of our compensation arrangements may make Barclays a less
major
impact. risk
attractive proposition relative to both our international competitors and
The operational risk profile of the Group may change as a result of
other industries. Similarly, meeting the requirements of structural reform
human factors, inadequate or failed internal processes and systems,
may
the competitiveness
in the market
for talent. Internally,
1.2orDid
companies
disclose a change in the likelihood
ofincrease
the risk
since the prior
year?
external
events.
restructuring of our businesses and functions, and an increased focus
A clear
majority
(56tocompanies
or 64%) risk.
thatThis
included
risk may
as aallprincipal
riskonalso
mentioned
that
The Group
is exposed
many types of operational
includes: cyber
on costs
have an impact
employee
engagement
and
and
other internalcompared
and external criminal
breakdowns
thefraudulent
risk has
increased
to theactivities;
previous
year; 30 retention.
companies (34%) did not mention any change
in processes, controls or procedures (or their inadequacy relative to the
Failure to attract or prevent the departure of appropriately qualified
in the
riskscope
andofone
company
(in systems
the financial
size and
the Group’s
business);
failures orservices
an attempt,sector) reported that the risk has decreased for
employees who are dedicated to overseeing and managing current and
by an external party, to make a service or supporting infrastructure
future regulatory
standards and expectations,
or who have the
them,
although without further explanation. This last disclosure
was unexpected
as our experience
unavailable to its intended users, and the risk of geopolitical cyber threat
necessary skills required to deliver the Group strategy, could negatively
activity
which destabilises
or destroys
the Group’s
information
is that
financial
services
companies
face
an ever‑increasing
level
of
threat
as
one
of
the
key
industries
impact our financial performance, control environment
and level of
technology, or critical infrastructure the Group depends upon but does
employee engagement.
targeted
by
cyber
crime.
not control. The Group is also subject to the risk of business disruption
arising from events wholly or partially beyond its control, for example,
iv) Losses due to additional tax charges
natural disasters, acts of terrorism, epidemics and transport or utility
The Group is subject to the tax laws in all countries in which it operates,
The
better
disclosures
welosses
saworacknowledged
failures,
which
may give rise to
reductions in serviceand
to explained an increase in cyber risk irrespective of
including tax laws adopted at the EU level, and is impacted by a number
and/or
the Group. All
of these risks
are also
thecustomers
number
andeconomic
qualityloss
of to
mitigating
actions
undertaken.
of double taxation agreements between countries. There is risk that the
applicable where the Group relies on outside suppliers or vendors to
Group could suffer losses due to additional tax charges, other financial
provide services to it and its customers. The operational risks that the
costs or reputational damage due to a range of possible factors. This
Group
is
exposed
to
could
change
rapidly
and
there
is
no
guarantee
that
Barclays plc 2015 annual report (p.122) clearly explains the
includes a failure to comply with, or correctly assess the application of,
the Group’s processes, controls, procedures and systems are sufficient to
relevant tax law, a failure to deal with tax authorities in a timely and
rationale
increase
risk
in their
disclosure:
address,behind
or could the
adapt
promptlyin
to,the
such
changing
risks
to avoid the
effective manner or an incorrect calculation of tax estimates for reported
risk of loss.
and forecast tax numbers. Such charges, or the conduct of any dispute
with a relevant tax authority, could lead to adverse publicity, reputational
i) Cyber attacks (emerging risk)
damage and potentially to costs materially exceeding current provisions,
The risk posed by cyber attacks continues to grow. The proliferation of
which could have an adverse effect on the Group’s operations, financial
online marketplaces trading criminal services and stolen data has
conditions and prospects.
reduced barriers of entry for criminals to perpetrate cyber attacks, while
at the same time increasing motivation.
v) Critical accounting estimates and judgements
Attacker capabilities continue to evolve as demonstrated by a marked
The preparation of financial statements in accordance with IFRS requires
increase in denial of service attacks, and increased sophistication of
the use of estimates. It also requires management to exercise judgement
targeted fraud attacks by organised criminal networks. We face a
in applying relevant accounting policies. The key areas involving a higher
growing threat to our information (whether it is held by us or in our
degree of judgement or complexity, or areas where assumptions are
supply chain), to the integrity of our financial transactions, and to the
significant to the consolidated and individual financial statements
availability of our services. All of these necessitate a broad intelligence
include provisions for conduct and legal, competition and regulatory
and response capability.
matters, fair value of financial instruments, credit impairment charges
for amortised cost assets, impairment and valuation of available for sale
Given the level of increasing global sophistication and scope of potential
investments, calculation of current and deferred tax and accounting for
cyber attacks, future attacks may lead to significant breaches of security
pensions and post-retirements benefits. There is a risk that if the
which jeopardise the sensitive information and financial transactions of
judgement exercised, or the estimates or assumptions used,
the Group, its clients, counterparties, or customers, or cause disruption
subsequently turn out to be incorrect, this could result in significant loss
to systems performing critical functions. Failure to adequately manage
to the Group, beyond what was anticipated or provided for.
cyber threats and to continually review and update processes in
response to new threats could result in increased fraud losses, inability
As part of the assets in the Non-Core business, the Group holds a UK
to perform critical economic functions, customer detriment, regulatory
portfolio of generally longer term loans to counterparties in ESHLA
censure and penalty, legal liability and reputational damage.
sectors, which are measured on a fair value basis. The valuation of this
portfolio is subject to substantial uncertainty due to the long dated
nature of the portfolios, the lack of a secondary market in the relevant
loans and unobservable loan spreads. As a result of these factors, the
Group may be required to revise the fair values of these portfolios to

4
122 I Barclays PLC Annual Report 2015
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1.3 Were companies specific about the types of cyber crime they face?
Companies that are more specific about the nature of the cyber crime they have experienced or
believe they are exposed to are more likely to be more specific about the management or mitigation
they seek to apply (see section 3) – this of course encourages better disclosure overall.
Figure 3. Types of cyber crime FTSE 100 companies disclose they face
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10

Terrorist related attack

Foreign governments/
geopolitical cyber threat

Targeted fraud attacks

Distributed denial
of service attacks

Malware (including
computer viruses)

0

Hacking/hacktivists

5

Unauthorised access

Number of companies that mentioned

20

The more specific
the description of
the risk, the better
the disclosure
of risk mitigation
activities

Type of cyber crime

The most common threat mentioned was unauthorised access to systems (19%), a threat broadly
faced by all companies with digital assets.
Other threats included reference to hacking and/or hacktivists (13%), malware (including computer
viruses) (13%), denial of service attacks (5%), targeted fraud (5%), acts of terrorism (3%) and a few even
mentioned foreign governments/geopolitical threats (4%). It was more common to see specifics about
the nature of threats faced from companies in the financial services sector.
Disclosing this level of detail about the nature of the cyber risk a company is exposed to can help
demonstrate to investors and wider stakeholder groups that the directors and management clearly
understand the threats facing their organisation and management is therefore better able to develop
appropriate mitigation strategies.

5
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And the impacts?
•	Disruption to
operations
•	Damage to
reputation
• Loss of data
• Financial loss
• Regulatory fines

1.4 How did companies describe the impact of cyber risk?
The most common impact, mentioned by 68% of the FTSE 100, was the potential disruption of
business/operations, 58% mentioned reputational damage, and 45% mentioned data loss.
The majority of the FTSE 100 also mentioned financial loss when discussing the potential results of
cyber risk. We observed discussion of impact on revenue, profit, remedial costs and knock‑on effects
on cash flows. A substantial minority of reports cited potential penalties arising from regulatory
non‑compliance and other legal consequences, such as contractual damages or inability to meet
contractual obligations. We have classified financial loss as distinct from theft or fraud leading to funds
being misappropriated.
A few companies comment on the potential impact on the financial reporting process and the integrity
of financial reporting, particularly in relation to the impact of IT systems failure.
The graph below groups the impacts that were identified, which included loss of assets (especially
intellectual property for industries with advanced technologies, such as pharmaceuticals), increased
environmental, health and safety risks (relevant to mining and oil and gas industries), poor product
quality (most relevant to manufacturers), loss of licence (mentioned by media companies), restrictions
to trade, impact on growth and adaptability.
Figure 4. Potential impact of cyber risk as described in FTSE 100 annual reports
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62
Worldpay Group plc
Annual Report and Accounts 2015

A good example of describing the impact of the risk in relation to data security is presented by Worldpay Group plc,
Principal risks and uncertainties
below:
continued

PRINCIPAL RISK 5:

Data security
Movement in
the year:

Link to strategy
We focus on understanding our
customers in core market segments
page 42
We will realise the full potential
of our business model
page 48

Financial loss and reputational damage due to a breach of confidential data or
technology disruption caused by internal/external attack to Worldpay or third-party
suppliers/merchants.
Risk appetite
Worldpay has no tolerance for the loss of, or otherwise unauthorised or accidental
disclosure of, customer or other sensitive information. The operation of inadequate or
ineffective security controls could expose Worldpay to the risk of violating statutory
requirements and/or industry regulations, resulting in reputational damage and
financial loss.
Risk indicators
Number of attempted security breaches
Number of security breaches
Number of breaches to policy
PEN testing results
Ethical hacking results
Number of identified security risks outstanding
Potential impacts
The loss of, or otherwise unauthorised or accidental disclosure of, customer or
other sensitive information could result in regulatory or legal sanctions and/or
significant reputational damage
Additional costs by way of compensation, litigation, fines and loss of sponsorship
Mitigants
Worldpay operates multi-layer cyber
security defences which are
monitored for effectiveness and to
ensure they remain current
Extensive monitoring of attempts to
breach the system takes place with
detailed analysis to ensure all
potential threats are identified and
defendable

Actions in 2015
Maintained Worldpay’s PCI
compliance groupwide and prepared
for PCI v3.0
Upgraded our core Data Centre DDoS
(Distributed Denial of Service)
protection and our US DDoS
protection
Additional anti Malware deployed into
production
Migrated Off Host applications/
services from RBS into Worldpay data
centres

Worldpay Group plc 2015 Annual Report, p62
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Impact

Increasing implementation and enforcement of more stringent anti-bribery and anti-corruption legislation
There is an increasing global focus on the implementation and enforcement
of anti-bribery and anti-corruption legislation.
For example, in the UK, the Bribery Act 2010 has extensive extra-territorial
application, and imposes organisational liability for any bribe paid by
persons or entities associated with an organisation where the organisation
failed to have adequate preventative controls in place at the time of the
offence. In the US, there has been significant enforcement activity in
respect of the Foreign Corrupt Practices Act by the SEC and DOJ against
US companies and non-US companies listed in the US. China and other
countries are also enforcing their own anti-bribery laws more aggressively
and/or adopting tougher new measures.

A company’s own
employees remain
one of the biggest
threats to cyber
security, intentional
or otherwise,
but very few
companies publicly
acknowledge this
fact. Education and
culture are the best
defences here

Despite taking measures to prevent breaches of applicable anti-bribery
and anti-corruption laws by our personnel and associated third parties,
breaches may still occur, potentially resulting in the imposition of significant
penalties, such as fines, the requirement to comply with monitoring or
self-reporting obligations, or debarment or exclusion from government
sales or reimbursement programmes, any of which could materially
adversely affect our reputation, business or results of operations.

We are the subject of current anti-corruption investigations and there can
be no assurance that we will not, from time to time, continue to be subject
to informal inquiries and formal investigations from governmental agencies.
In the context of our business, governmental officials interact with us in
various roles that are important to our operations, such as in the capacity
of a regulator, partner or healthcare payer, reimburser or prescriber, among
others. Details of these matters are included in Note 27 to the Financial
from page 186. acknowledge all significant
1.5Statements
Did companies

risks?
Failure to adhere
to applicable
laws, rules and
regulations
Although
perhaps
an unpalatable
issue
to discuss, in our experience and based on the current
Any failure to comply with applicable laws, rules and regulations may result Failure to comply with applicable laws, including ongoing control and
evidence,
employees remain one of the biggest threats
to cyber security and data loss as there are no
regulation, could materially adversely affect our business or results of
in civil and/or criminal legal proceedings being filed against us, or in us
example, once
a product hastheir
been approved
marketing
becoming subject
to regulatory
sanctions. Regulatory
have 100operations.
completely
reliable
safeguards.
Veryauthorities
few FTSE
annualForreports
identified
own for
employees
as
by the regulatory authorities, it is subject to continuing control and
wide-ranging administrative powers to deal with any failure to comply with
regulation,
such
as
the
manner
of
its
manufacture,
distribution,
marketing
continuing
regulatory
oversight
and
this
could
affect
us,
whether
such
one of the threats to cyber security.
and safety surveillance. For example, if regulatory issues concerning
compliance with current Good Manufacturing Practice or safety
regulations for pharmaceutical products (often referred to as
An example of disclosure on the topic of employee threatmonitoring
is provided
by AstraZeneca, which refers to
pharmacovigilance) arise, this could lead to loss of product approvals,
“intentional or inadvertent actions by our employees or vendors”:
product recalls and seizures, and interruption of production, which could
create product shortages and delays in new product approvals, and
negatively impact patient access and our reputation.
failure is our own or that of our contractors or external partners.

Failure of information technology and cybercrime
We are dependent on effective IT systems. These systems support key
business functions such as our R&D, manufacturing, supply chain and
sales capabilities and are an important means of safeguarding and
communicating data, including critical or sensitive information, the
confidentiality and integrity of which we rely on.
Examples of sensitive information that we protect include loss of clinical trial
records (patient names and treatments), personal information (employee
bank details, home address), intellectual property of manufacturing process
and compliance, key research science techniques, AstraZeneca property
(theft) and privileged access (rights to perform IT tasks).
The size and complexity of our IT systems, and those of our third party
vendors (including outsource providers) with whom we contract, have
significantly increased over the past decade and makes such systems
potentially vulnerable to service interruptions and security breaches from
attacks by malicious third parties, or from intentional or inadvertent actions
by our employees or vendors.

Any significant disruption to these IT systems, including breaches of data
security or cybersecurity, or failure to integrate new and existing IT systems,
could harm our reputation and materially adversely affect our financial
condition or results of operations.
While we have invested heavily in the protection of our data and IT, we may
be unable to prevent breakdowns or breaches in our systems that could
result in disclosure of confidential information, damage to our reputation,
regulatory penalties, financial losses and/or other costs.
Significant changes in the business footprint and the implementation of the
IT strategy, including the creation and use of captive offshore Global
Technology Centres, could lead to temporary loss of capability.
The inability to effectively backup and restore data could lead to permanent
loss of data that could result in non-compliance with applicable laws
and regulations.
We and our vendors could be susceptible to third party attacks on our
information security systems. Such attacks are of ever-increasing levels of
sophistication and are made by groups and individuals with a wide range of
motives and expertise, including criminal groups, ‘hacktivists’ and others.
From time to time we experience intrusions, including as a result of
computer-related malware.

AstraZeneca PLC Annual Report and Form 20‑F Information 2015, p220

As recognition increases that the internal threat is significant, we expect to see more UK companies
acknowledging the significant threat of employee action, intentional or otherwise (e.g. phishing emails)
and
theandrisk
is managed
or mitigated.
220explaining
AstraZeneca how
Annual Report
Form 20-F
Information 2015
In this section, we look at whether the FTSE 100 demonstrate how seriously companies take ownership
of cyber risk in the corporate governance statement. We focus attention on whether the board or
a board committee is clearly leading the way and whether disclosures demonstrate that the board
provides appropriate challenge to management.

8
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2. Do boards demonstrate ownership?
76

3i Group Annual report and accounts 2016

Corporate Governance

Audit and Compliance Committee report

2.1 Did boards take ownership of the risk in their annual report?
76% of FTSE 100 companies mentioned cyber security in the corporate governance statement –
11% fewer than identified cyber risk as one of their principal risks and uncertainties. Despite the
executive and boardroom focus on this risk, our survey found that only 5% of FTSE 100 boards
What the Committee reviewed in 2016
appear
to have a director with direct specialist expertise. We looked for executive or non-executive
The Committee met six times during the year and the members’ attendance at meetings is shown in the table on page 68.
During thedescribed
year the Committee’s
activities
included
considering
the following:
directors
as having
current
or recent
experience
in cyber security, or in Chief Information
Officer,
Chief
Technology
Officer,
Chief
Information
Security
Officer or IT director roles. A handful of
– Annual and half-yearly reports
– Conﬁrmation of the external Auditor’s independence
other
boards
mentioned
information technology or digital
skills
in biographical
details or skills tables,
– Quarterly
performance
updates
– Policy
and approval
of non-audit fees
– The FY2016 Audit plan, including the Auditor’s signiﬁcant audit
Key accounting judgements and estimates
but– without
providing sufficient detail to conclude on the
relevance
of
this
experience.
Digital and
risks, (being the valuation of the unquoted investment portfolio and
– Developments in ﬁnancial reporting
the calculation
of carried interest) as well as the area of audit focus
technology
skills
the boardroom vary widely from company
to company.
– Fair, balanced
andin
understandable
– Valuation reports and recommending the investment asset
valuations to the Board

(revenue recognition)
– Auditor performance and effectiveness
– Regulatory
position
to audit
tender
matter
covered
bywith
theregard
audit
committee

Most frequently, cyber security was mentioned as a
(60%) or
theFinancial
risk committee
(14
companies;
56%
of
those
with
a
risk
committee).
In
almost
every
case
cyber
reporting
External audit
security had not been identified specifically as a matter to be dealt with by one of these committees in
the summary of their terms of reference provided in the annual report. The audit committee has the
Internal control and risk management
Risk reviews
bandwidth and skills necessary to act as the catalyst driving the necessary increased focus on cyber
Review
of 3i’s systemthe
of internal
control and
management
– Cyber security
risk– and
providing
challenge
torisk
management.
– External and Internal audit reports
– Review of Corporate Governance changes including the risk
appetite
and viability statement
The level
ofstatement
audit committee
disclosure on cyber
– Internal audit effectiveness review

– Regular reviews of compliance with regulatory rules
– Annual report on taxation
– Litigation
was
highly variable with many audit committee
– Liquidity and going concern

risk
reports simply citing cyber security in a list of topics considered as part of internal financial control.
InInmany
cases,
this
does not
add much
to anand
investor’sGiven
understanding
of the to
board’s
interest
in and
addition
to areas
of signiﬁcant
accounting
judgement
the signiﬁcant changes
the taxation
environment
monitoring the
announced as part of the OECD’s Base Erosion Proﬁt Shifting
ownership
of effectiveness
the topic. of 3i’s risk management, the
Committee particularly focused on the matters described below.

(“BEPS”) project in October 2015, the Committee received an
update on the impact of BEPS on the Group in addition to the
As one of the changes to the UK Corporate Governance Code
annual update it receives from the Tax Director on the Group’s
for theof
2016
onwards, theinclude
Directorsmore
are required
Some
thereporting
betteryear
disclosures
than a passing
comment regarding the focus of the board
taxation status more generally. As an authorised Investment
to make a statement in the Annual Report as to the longer-term
theFor
Company
does not
paywill
tax on
capital proﬁts
the
onviability
providing
challenge
to management
in thisTrust
area.
instance,
they
mention
the inwork
of 3i assuitable
well as enhanced
risk disclosures.
The Committee
United Kingdom. However the changes coming into force
received
regular
updates
throughout
the
year
on
the
work
being
performed or even a programme of continuous monitoring
cyber
riskare
byexpected
the board
itselfthe
or resources
by
over theof
next
few years
to increase
undertaken to support the viability statement and risk disclosures,
needed to comply with the various reporting requirements.
a board
These
typically
includingcommittee.
forecasts for capital
andprogrammes
liquidity, the stress
tests of include the receipt of a regular report in relation to
The Committee also considered the appropriateness of the
3i’s ﬁve-year
strategic
plan and
an assessment
theHead
key risks
cyber
security,
regular
updates
from of
the
offor
IT, arranged
visits
to IT insecurity
centres,
meeting
with
Group’s tax
disclosures
the Annual
Report and
on its website.
3i’s viability. A report was prepared for the Board in January 2016
external
experts
or obtaining
and
assessing
external
expert
reports
prepared
on the
company.
which detailed
the process
undertaken
across
the business
to
The improved
investment
performance
and
good ﬂow of
develop suitable scenarios against which to test 3i’s ﬁnancial
realisations led the Committee to review both carried interest
performance as well as the results of these stress tests. This report receivable and payable balances. Internal Audit also carried
then updated
and
presented
to the Committee
in May 2016.
Anwas
extract
from 3i’s
Audit
and Compliance
Committee
report: out a review of carry payable and receivable in the year.
The Committee agreed to recommend the viability statement and Following discussions with management and the external
risk disclosures to the Board for approval.
Auditor, the Committee was satisﬁed that carried interest
was being appropriately accounted for.
The Committee received two presentations in the year from the
IT Director on cyber security risk management. Management
In the year, management performed a detailed review of the
engaged external advisers in late 2015 to assess the threat to
IFRS 10 accounting for subsidiaries in the parent company’s
cyber security, including the potential impact of cyber attacks,
balance sheet. The Committee considered and reviewed the
on both 3i’s information and infrastructure and its portfolio
accounting adjustments as well as the external Auditor’s ﬁndings
companies. The Committee assessed the results of this review,
and reporting in this area. These adjustments had no impact on
including the proposed actions to strengthen risk management
the Group’s reported result.
further, and were satisﬁed that 3i’s capability was proportionate
to its size and business activity. The Committee will receive an
update on cyber security and the implementation of
recommended actions in FY2017.

3i Group plc 2016 Annual Report, p76

“In the light of
so many cyber
events in the
news, corporate
boardrooms
are beginning
to understand
the complexities
and reputational
risks they face;
however for some
there is still no
clear ‘owner’ of
this varied, often
technical, and
always complex
issue. While many
organisations
may have a CISO,
CTO or CIO there
is often a lack
of coherence in
Board leadership
with the right level
of understanding,
accountability or
authority”
Dominic Cockram, Partner,
Regester Larkin by Deloitte
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including capital
investments,
shareholder returns
and the dividend policy.
Reviewed the
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the UK
of the strategic

logistics network.

ongoing, sustainable programme of returns of
capital to investors.

MARKS to
AND
SPENCER GROUP
PLC
> £150m returned
investors
through
DIRECTORS’
REPORT: GOVERNANCE
a share buyback
programme.
> Total dividend for the 2015/16 up to 18.7p,
a 3.9% increase on last year.

> Consider scenarios for future business requirements. > Substantial progress made in development
> Evaluate proposals for improved network design.
of logistics network design in support of
> Investigate opportunities for further operational
business requirements.
ACCOUNTABILITY
> Detailed
improvements.
transition planREPORT
to move CONTINUED
to a single
AUDIT COMMITTEE
tier network.
> Lessons learned from early stages of project
leading to improved processes for current
and future development phases.

> Review of international
> Key growth drivers in franchise markets
AUDIT COMMITTEE
UPDATESin the
SIGNIFICANT ISSUES
franchise operations
context of a changing macro-environment.
identiﬁed.
The Audit Committee has as
The
Committee
receives
a
detailed
PROPERTY,
FIRE,
HEALTH,
AND
SAFETY
> Identify and prioritise initiatives to deliver the
> Increased focus on proven markets
suitable accounting policies
update from the business at each
> concepts.
Updated on the property Fire Health
international strategy.
and
adopted and whether manag
committee meeting, with one or more
Safety
Management
Plan
> Deliver the relevant
> Writeand
product ranges
down
of assets
and exit(FHSM)
costs linked
44 for local
appropriate judgements and
areas represented.
Business
updates
are
MARKS AND SPENCER
GROUP
PLC
which includes
customers.
to withdrawal
from safety
Balkanarrangements,
region.
planned
on
a
rolling
12-month
basis
and
DIRECTORS’
REPORT:
GOVERNANCE
monitoring
> Build an international supply chain that is ﬁt
Throughout the year, the ﬁnan
> Proposed
store performance,
openings keptand
under review
performance
targets.
worked closely with Deloitte to
for the future. reviewed at every meeting. Any matter
to ensure
appropriate
balance of food and
identiﬁed
by internal audit
as in need
the business is transparent an
> Adapt and implement
e-commerce
business
full
line
stores
in
target
markets.
> Discussed the management of electrical
of
discussion
is
added
to
the
agenda
of
required level of disclosure reg
model to drive sustainable and proﬁtable growth.
safety and the policies and
a future meeting. Some of the 2015/16
issues considered by the Com
arrangements in place.
updates are listed below:
to the ﬁnancial statements, as
ACCOUNTABILITY
> Progress
> Review the business’s programme
Governance
made
pinpointing
particular
Discussed internal
management
issues were addressed, whilst
> Updated
oninthe
improvements
to
AUDIT
COMMITTEE
REPORT
CASTLE
DONINGTON
DISTRIBUTION
for improvement
and implementing
governance processes
and post investment
review
processes
to CONTINUED areasinternational
matters that may be business
& risk
governance,
including
CENTRE RESILIENCE
a ‘One
Best Way’ approach
to programme
underpinning
improve delivery.
a third-party
FHSM inspection
plan, and
The main areas of judgement
management.
key programmes
> Updated on Business Continuity,
our global minimum standard for FHSM.
considered by the Committee
initiatives.
contingency
options and/or board committees disclose that
Ourand
survey
results showed that 39%including
of FTSE
100 boards
they rigour has been a
appropriate
>
Noted
the
continued
partnership
with
36
and embedding
plan for
outlined in this section. All acc
> Review
> Clearly deﬁ
ne the
Company’s
riskthe
appetite
and
of risk appetite
statements
in the
Discussed new
Birmingham
City
Council
for
Health
MARKS
AND
SPENCER
GROUP
PLC
received
at least UPDATES
one report
on cyber
security
the
year. context
Just
18%
disclose
‘regular’
receipt
of
AUDIT COMMITTEE
SIGNIFICANT
ISSUES
e-commerce
fulﬁduring
lment.
can
be found in note 1 on pag
determine
the
nature
and
extent
of
principal
risks.
of
the
principal
risks
and
objectives.
Corporate Governance
& Safety and the West Midlands
DIRECTORS’ REPORT: GOVERNANCE
Where further information is p
> Discuss and determine
> Agreed
the
Company’s
scope,
appropriate
developments
and
The
Audit
Committee
haslookout
assessed
whetherof these
The
Committee
receives
a detailed
PROPERTY,
FIRE,
HEALTH,
SAFETY
> Discussed
therelation
triggers longer-term
toAND
the
business
Fire
Service
for ﬁre safety,
as wellperiod
as
updates
to
the
Board
and/or
committees
in
to
cyber
security.
Disclosed
frequency
notes
to the ﬁnancial stateme
suitable
accounting
policies
have
been
and
accounting
for
current
position
timeline
in respect
of the
newly
required
disclosure
update
fromrequirements.
the business at eachviability disclosures,
continuity
action
plan
and
service
partnerships
with local
NHS
Ambulance
> Updated
on the
property
Firethe
Health
adopted
and emergency
whether
management
has made included the note reference.
and principal
long-term
viability
statement,
in line with
committee
meeting, or
withupdates
one or more
standards
required toto
protect
the
Trusts and
responders.
‘regular’
reports
variesrisks.
from
monthly
bi‑annually.
and
Safety
Management
(FHSM)
Plan
appropriate
judgements
and estimates.
UK Corporate
Governance
Code.
areas represented. Business updates are
Company
in the
situation
of a triggered the
Each of the areas of judgemen
which
includes
safety
arrangements,
planned on a rolling 12-month >
basis and
event,facilitated
as well
as consideration
GROSS
MARGIN
AND
been identiﬁed as an area of fo
monitoring
performance,
and of
Throughout
the year,
the ﬁframework
nance team has
> Introduced
internal
Board
Conduct an internally
Board Evaluation
Reviewed progress
reviewed at every meeting. Any>
matter
customer
expectations.
ETHICAL
SOURCING
therefore the Committee has
performance
worked
closelyaction
with Deloitte
to ensure
that
> Agreed
2016/17
plan with
clear process
Obtain and evaluate
directortargets.
feedback on the
against the 2015/16
Theidentiﬁ
following
example
Marksectiveness
and
Spencer
Group
plc
includes
commentary
in
the
main
corporate
ed by internal
audit as infrom
needLEADERSHIP
&
EFFECTIVENESS
detailed reporting from Deloit
>
the
business
is
transparent
and
provides
the
Updated
on
the
improvements
in
gross
for
processes, eff
and
working
of
the
Board
monitoring
during
the
year.
Board Action Plan.
>
Discussed
the
link betweenofCastle
Discussed
the
management
electrical
of discussion is added to the agenda of OUR>BOARD
required
disclosure
regarding
cant
marginlevel
andof
sourcing
strategy,
keysigniﬁ
drivers
CONTINUED
and Committees.
Donington
store
inventories.
safety
and theand
policies
and
governance
statement
on
the board’s
activity,
followed
by the audit
committee’s
description
their
a future meeting.
Some of the 2015/16
OF GOODWIL
issues
considered
bytarget
the Committee
in
relation ofIMPAIRMENT
to
delivering
the
growth
in
the
> Agreed a robust set of Group level risks
> Assess the effectiveness
arrangements
in place.
of the
Company’s risk
Half yearly
review
of
updates
are listed
below:
toplan,
the ﬁnancial
as well as how these TANGIBLE AND INTANGIBL
and keystatements,
areas of risk.
CYBER
SECURITYcontinuity.
activities
around
and
business
and
management
systems.
mitigating
activities,whilst
which
are mindful of
Group Risk
Proﬁle, cyber security
issues
were addressed,
being
> Updated on the improvements to
The Committee has consider
> Review completeness
> Updated
> Noted
andon
ordering
of the
Group
coveringDONINGTON
core internalDISTRIBUTION
the cyber
security
measures regularly
themay
internal
risks andsensitive.
impacts of
CASTLE
mattersmonitored.
that
be business
international governance, including
assessments made in relation
Risk Proﬁle, including
developed
Board’swage
approach
keyat
risk
movements,
and external
risks,
in place
M&S,
and notedand
the proactive> Further
external
factors,the
including
inﬂation
CENTRE
RESILIENCE
a third-party FHSM inspection plan, and
impairment of goodwill, bran
The
main
areas
of
judgement
that
have
been
to
considered appropriate
mitigating
factors.
risk
appetite
and
agreed
a
set
of
risks driven by business
approach adopted by the business.
and currency volatility risk, and
> Updated on Business Continuity,
our global minimum standard for FHSM.
and intangible ﬁxed assets, in
considered
bymitigating
the Committee
to ensure that
> Ongoing robust debate around risk appetite.
Group-level
statements.
and areas of
discussed
actions.
BOARD ACTIVITIESchange
and buildings, store assets an
including contingency options
> Discussed the protection around
appropriate
rigour
has
been
applied
are
> Considered movements in key risks resulting
> Noted the continued partnership with
emerging risk.
The Committee received deta
and embedding the plan forACTIONS ARISING customer data, including encryption PROGRESS
>
TOPIC
ACTIVITIES/DISCUSSION
Discussed
supplier
relationships
and
outlined
in this
section.
All accounting
policies
from
changes
to
likelihood
or business
Birmingham City Council for Health
from management outlining
e-commerce fulﬁlment.
and regular reviews of the security
changes
to
team
structure
within
our
can
be
found
in
note
1
on
pages
90-94.
impact, recategorising as appropriate.
& Safety and the West Midlands
> Conduct a thorough
> Accelerated
measures
Sourcing
Offi
ces,ofleading
to a change
reviewinofplace.
UK store estate,
rollout
new Simply
Food
stores.
Discussed strategic
Strategy
Where
further
information
is provided
in the
> Discussed the triggers to the>
business
Fire Service
forcyber
ﬁre safety,
as well as
>
Assess theformat
strength
M&S’s
security
plans
in
place
to
ensure
the
business‘s
Conducted
a review
> Robust
including
andofproﬁ
tability.
Senior
leadership
appointments
made
in
priorities,
including
in
culture.
notes to the ﬁnancial statements, we have
continuity action plan and the service
partnerships
local
NHSreview
Ambulance
>
Updated
onwith
therisk.
external
of the
areas
of
cyber
security
systems
FAIR, BALANCED AND UND
of the
Company’s
cyber
> policies,
Improve capability
capability and
in buying,
merchandising
critical
areas
provenremain
talent.sufficiently
the
combined
Food
included
thewith
note
standards required to protect
Trusts
andour
emergency
responders.
>
company’s
cyber
security
Updated
on
thereference.
ethical trading
>the
Discuss
thein
structure
approach
to systems,
goingdesign
forward.
> robust
and
design
respect of
of Clothing
& Home.
Centralised
authority through
and
Clothing
&
security
position.
At the request of the Board, t
Company
in the situation of a triggered
which
were
assessed
against
an
approach,
including
M&S standardshas
and
Each
ofcapabilities
the of
areas
ofcomprehensively
judgement
> introduction
in light of
recent changes
Existing
> cyber
Reviewsecurity
organisational
capability
across to data
Design
Director below
structure.
Home proposition.
considered whether, in its opi
event, as well as consideration of
GROSS
MARGIN
AND and considered
external
framework,
auditing,
noting
independent
ethical
been
identiﬁ
ed product
as an
areaforums
ofgiven
focusintroduced
and
protection
legislation.
and
consideration
to
future
> reviewed
all departments.
New
design
and
Annual Report and Financial S
customer expectations.
ETHICAL
SOURCING
the proposed
improvement
plan.
audits undertaken
by an
accredited
third
thecolleagues
Committee
has
also knowledge
received
>
objective
assessment
of business
developments
in the area
of
cyber
security.
> Provide
Improvean
processes
around
succession
planning
to therefore
encourage
to
share
balanced and understandabl
party
on
all
factories
used
by
M&S.
detailed
reporting
from
Deloitte.
>
>
Updated
on
the
improvements
in
gross
capabilities
in
light
of
the
relevant
risks.
Areas
of
risk
identiﬁ
ed
and
future
> Discussed the link between Castle
to ensure candidates
build
required
skillset.
and upskill.
> Agreed
regular
updates
be provided
provides the information nec
margin
strategy,
keythe
drivers
> Provide more challenge
tosourcing
accepted
practices.
Identiﬁ
edagreed.
actions
bringcompliance
brand proposition
Donington and store inventories.
> Discussed
to theand
Committee
throughout
year.> priorities
theto
ethical
shareholders to assess the Gr
IMPAIRMENT
OF
GOODWILL,
BRANDS
to delivering
growth
in the
> Become more agile
and lessthe
risktarget
averse
in piloting
to life
in store. process, reporting structure,
monitoring
and performance, business m
TANGIBLE AND INTANGIBLE ASSETS
plan, and key
areas of risk.
new initiatives. BUSINESS
CYBER SECURITY
CONTINUITY
and escalation procedures, and
The structure of the report co
The
Committee
has
considered
the
>
Drive
simplicity
in
our
culture,
organisational
improvements
made
in
this
area.
> Updated on the cyber security measures
>>
Noted
the internal
risks and
impacts
Updated
on progress
made
in the of
provide a strong focus on the
assessments made in relation to the
structure and processes.
in place at M&S, and noted the proactive
external
factors,business
including
wage inﬂ
ation
international
following
the
messages in the Strategic Re
impairment of goodwill,
brands, tangible
GOVERNANCE
AND
COMPLIANCE
> Continued investment
approachthe
adopted
by the business.
and
currency
volatility
risk, and
to promote
cash
generation
due
to
better
Discussed
Group’s
implementation
ofsustainable
several
initiatives, > Strong
ensuring these changes do n
and intangible ﬁxed assets, including land
discussed
actions.
> Updated
business growth
over themitigating
long-term.
buying,
loweron
capital
expenditure
and
capital structure
including
the increased
levels of crisis
the improvements
to theassets. of transparency in disclosure
and buildings,
store
assets and software
> Discussed the protection around
> Utilise improved cash-ﬂ
ow
position
to
implement
robust
cost
management.
and ﬁnancial strategy,
management
training.
whistleblowing
policy,
anti-bribery
useful for stakeholders, and t
The Committee received detailed reports
> Discussed supplier relationships and
customer data, including encryption
> £150m
returned
to investors
ongoing, sustainable programme of returns of
including capital
policy,
and Code
of ethicsthrough
andtreatment
continues to provide a clear m
from
management
outlining
the
and regular reviews of the security
changes
to team
structure
withinthreat
our
>
Discussed
the current
national
a share
capital to investors.
buybackincluding
programme.
investments,
behaviours,
stronger employee
reﬂective of the Company as
measures in place.
Sourcing
Offiof
ces,
leading to a change
level, level
preparedness
with the >
Totalawareness
dividend for
2015/16 up
to 18.7p,
shareholder returns
andthe
compliance
monitoring.
in introduction
culture.
of shopping centre/retail
>
a 3.9%
increase
on last
year.UNDERSTANDABLE A broad outline of the structu
and
the dividend
policy. review of the
Updated
on the external
FAIR,
BALANCED
AND
>
park
preparedness
assessments,
and
Discussed
and
reviewed
the
process
Report was given to the Com
> Updated on the ethical trading
company’s
> Consider scenarios
progress
made
into
development
future
business requirements. > Substantial
Reviewed
thecyber security systems,
keyfor
areas
of improvement.
the
Board
the has the planning process, along w
Atundertaken
the request by
of the
Board,
theassess
Committee
which were assessed against>
anEvaluate proposals
approach,
includingnetwork
M&S standards
for improved
design. and
of logistics
network
design
inbusiness.
support of
development
long-term
viability
broad indication of content. T
considered
whether,
inofitsthe
opinion,
the 2015/16
external
framework,
and
considered
auditing,
noting
independent
ethical
>
Discussed
the
strategy
and
focus
for
> Investigate opportunities for further operational
business requirements.
of the strategic
received a full draft of the rep
Annual
Report
and Financial compliance,
Statements is fair,
the proposed
improvement plan.
undertaken
by an accredited
third > Detailed
>
2016/17
which includes
international
Updated
on international
improvements.audits
transition
plan to move to a single
logistics
network.
weeks prior to the meeting at
balanced
andkey
understandable,
and whether it
party
onand
all sourcing,
factories used
by
M&S.
retail
cyber
security,
and
noted
risks
and
mitigating
tierprovides
network.
> Agreed regular updates be provided
be requested to provide its ﬁn
the
information
necessary
for
and global terrorism.
actions,
and
the
continued
support
> Lessons
learned
from
early
stages
of
project
> Discussed the ethical compliance
to the Committee throughout the year.
Feedback was provided by th
shareholders
to
assess
the
Group’s
position
from
Head
Officeprocesses
to the local
teams.
leading
to
improved
for
current
monitoring process, reporting structure,
and performance, business model and strategy. advance of that meeting, high
and future development phases.
BUSINESS CONTINUITY
and escalation procedures, and
where the Committee believe
Marks and Spencer Group Plc Annual
Report and
Financial
Statements
2016,ofpages
36continues
and 44to
The structure
the report
was required. The draft repor
improvements
made
in this area.
>
>the
> Key
Updatedinternational
on progress made in
Review of international
franchise
operations
in the
growth
driversfocus
in franchise
markets
Reviewed
provide
a strong
on the key
strategic
international
business followingcontext
the
of a changing macro-environment.
identiﬁ
ed. in the Strategic Report, whilst
strategy,
including
messages
GOVERNANCE
AND
> Identify and prioritise
> Increased
implementation
of several initiatives,
initiatives
to COMPLIANCE
deliver the
proven
key
priorities.
ensuringfocus
theseon
changes
domarkets
not dilute the level
>
including the increased levels of
crisis
Updated on the improvements to the
international
and
strategy.
ofconcepts.
transparency in disclosure that we know is
> Deliver the relevant
> Write
management training.
whistleblowing
policy, for
anti-bribery
product ranges
local
down
of
assets
and
exitthat
costs
linked
useful for stakeholders, and
the
business
policy, and Code of ethics and
customers.
to continues
withdrawal
Balkan
region.
tofrom
provide
a clear
message that is
> Discussed the current national threat
> Build an international
>
supply
chain that
is ﬁt employee Proposed
openings
kept
behaviours,
including
stronger
reﬂectivestore
of the
Company
as aunder
whole.review
level, level of preparedness with the
for the future. awareness and compliance monitoring.
to ensure appropriate balance of food and
introduction of shopping centre/retail
broad
outline
of the structure
> Adapt and implement e-commerce business
fullAline
stores
in target
markets. the Annual
> Discussed and reviewed the process
park preparedness assessments, and
Report was given to the Committee early in
model to drive sustainable and proﬁtable growth.
key areas of improvement.
undertaken by the Board to assess the
the planning process, along with a similarly
long-term viability of the business.
broad indication of content. The Committee
> Discussed the strategy and focus for
received
a full in
draft
of the report
some two
> Progress
> Review the business’s
Governance
made
pinpointing
particular
Discussed
internal
programme
management
> Updated
2016/17 which
includes international
on international
compliance,
weeks
to the meeting
at which it would
areas
forprior
improvement
and implementing
governance
processes
and
post
investment
review
processes
to
& risk
retail and sourcing, cyber security,
and noted key risks and mitigating
be requested
provide itstoﬁnal
opinion.
a ‘One
Best Way’toapproach
programme
underpinning
improve delivery.
and global terrorism.
actions, and the continued support
Feedback was provided by the Committee in
management.
key programmes
from Head Office to the local teams.
advance of that meeting, highlighting any areas
and initiatives.
Reviewed international
strategy, including
key priorities.
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where the Committee believed further clarity

Discussed new
Corporate Governance
developments and
disclosure requirements.

> Clearly deﬁne the Company’s risk appetite and
determine the nature and extent of principal risks.
> Discuss and determine the Company’s longer-term
viability disclosures, accounting for current position
and principal risks.

> Review
of risk appetite
in the
was required.
The draftstatements
report was then
context of the principal risks and objectives.
> Agreed scope, appropriate lookout period
and timeline in respect of the newly required
long-term viability statement, in line with
the UK Corporate Governance Code.

Reviewed progress
against the 2015/16
Board Action Plan.

> Conduct an internally facilitated Board Evaluation
> Obtain and evaluate director feedback on the
processes, effectiveness and working of the Board
and Committees.

> Introduced internal Board framework
> Agreed 2016/17 action plan with clear process
for monitoring during the year.

Half yearly review of
Group Risk Proﬁle,
covering core internal
and external risks,
risks driven by business
change and areas of
emerging risk.

> Assess the effectiveness of the Company’s risk
management systems.
> Review completeness and ordering of the Group
Risk Proﬁle, including key risk movements, and
considered appropriate mitigating factors.
> Ongoing robust debate around risk appetite.

> Agreed a robust set of Group level risks
and mitigating activities, which are
regularly monitored.
> Further developed the Board’s approach
to risk appetite and agreed a set of
Group-level statements.
> Considered movements in key risks resulting
from changes to likelihood or business
impact, recategorising as appropriate.

Conducted a review
of the Company’s cyber
security position.

> Assess the strength of M&S’s cyber security
policies, capability and areas of risk.
> Discuss the structure of our approach to
cyber security in light of recent changes to data
protection legislation.
> Provide an objective assessment of business
capabilities in light of the relevant risks.

> Robust plans in place to ensure the business‘s
cyber security systems remain sufficiently
robust going forward.
> Existing capabilities comprehensively
reviewed and consideration given to future
developments in the area of cyber security.
> Areas of risk identiﬁed and future
priorities agreed.

Governance in focus | Cyber risk reporting in the UK

3. Are mitigating activities well explained?
In this section, we look at how effectively FTSE 100 companies describe the management and
mitigation strategies they apply to cyber risk, in particular:
•• executive level responsibilities;
•• contingency, crisis management or disaster recovery plans;
•• IT policies;
•• internal controls over cyber risk;
•• systems testing;
•• third party expertise, including external assurance; and

The better
disclosures
mention clear
ownership and
reporting lines in
relation to cyber
security and
regular board
engagement

•• other ways of mitigating or managing the risks, such as staff training, insurance and
continuous monitoring.
3.1 Do companies disclose who is responsible for cyber risk in the company?
One straightforward way that companies can demonstrate to investors that they take addressing
HIKMA
PHARMACEUTICALS
– ANNUAL
2015 thought about where responsibility lies at executive level,
cyber
risk
as a priorityPLC
is to
showREPORT
they have
Risk and control – Continued
the reporting lines to the CEO and the board and whether a specialist non‑executive director
is needed.
The better disclosures mention clear ownership and reporting lines in relation to cyber security and
Risk and description
Mitigation and control
regular
board engagement.
Financial

Executive responsibility: Chief Financial Officer

11% of the FTSE 100 mentioned that they created a new role/body to have overall accountability
• The Group is exposed to a variety of financial
• Extensive financial control procedures have been implemented and
aredemonstrating
assessed annually as partthe
of the
internal audit programme
risks similar
most majorthe
international
for cyber
risktoduring
previous year,
increased
focus on cyber risk in those
manufacturers such as liquidity, exchange
• A network of banking partners is maintained for lending and deposits
organisations.
rates, tax uncertainty and debtor default
• Management monitors debtor payments and takes action where necessary

• Where it is economic and possible to do so, the Group hedges its exchange

rate and cyber
interest rate
exposure– neither a director nor an employee – attends
One company mentioned that an external
expert
• Management obtains external advice to help manage tax exposures and
board meetings, which is a way of ensuring
theinternal
board
has access
has upgraded
tax control
systems to that expertise without adding
a director
with expertise
this area.
Legal, intellectual
property andin
regulatory
Executive responsibility: General Counsel

The Group is exposed to a variety of legal, IP
Expert internal departments that enhance policies, processes, embed
We •observed
that only 27% of FTSE •100
annual reports clearly identified a person or team with
and regulatory risks similar to most relevant
compliance culture, raise awareness and train staff
major
international
industries
such
as
responsibility for cyber security.
• First class expert external advice is procured to provide independent
litigation, investigations, sanctions and
potential business disruptions

services and ensure highest standards
• Board of Directors and management provide leadership and take action
as necessary

Information technology

Executive responsibility: Chief Information Officer
• If information and data are not adequately
secured and protected (data security, access
controls), this could result in:

• Utilise appropriate levels of industry-standard information security
solutions for critical systems

- Increased internal/ external security threats

• Continue to stay abreast of cyber-risk activity and, where necessary,
implement changes to combat this

- Compliance and reputational damages

• Improved alignment between IT and business strategy

- Regulatory and legal litigation in case
of failure to manage personal data
- Reduced information accountability due
to limited sensitive data access controls

Organisational growth
Hikma
Annual
Report
2015, p56
ExecutivePharmaceuticals
responsibility: Corporate Plc
VP of–HR
and MENA
Operations
• The fast growing pace of the organisation
carries the inherent risk to maintaining
adequate talent acquisition strategies,
organisational structure and or/management
processes that serve the changing needs of
the organisation. In turn, this may affect
other risks within the Company

• Keeping our organisation structures and accountabilities under review, and
maintaining the flexibility to make changes smoothly as requirements change
• Employ HR programmes that attract, manage and develop talent within
the organisation
• Continuously upgrade management processes that meet so that they become
and remain the standard of a global company of our size

Reputational

Executive responsibility: VP of Corporate Strategy and Investor Relations and VP of Communications
• Monitor the internal and external sources that might signal reputational issues
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The level of
disclosure of
policies and
internal control
activities over
cyber needs
improvement

3.2 What do companies disclose about contingency plans, crisis management or disaster
recovery plans?
More than half of FTSE 100 companies mentioned contingency plans, crisis management or disaster
recovery plans as a mitigating action for cyber risk. However, only just over half of these (58%) report
that they had been tested during the year.
We expect that some companies did not take credit for having suitable plans in place and that plans
are likely to be tested regularly. It would be helpful to stakeholders to understand that plans are in
place and that they are tested, especially in sectors with a particularly high exposure to cyber risk in
their operations.
We have also looked for the board’s involvement in assessing disaster recovery, crisis management
or contingency plans in relation to cyber security, in particular involvement in how the scenario
would be managed for reputation and business continuity purposes. However, we did not find any
evidence of board involvement described in last year’s FTSE 100 annual reports – perhaps an area for
consideration in future reports?

Audit Committee Report
(continued)

3.3 Do companies disclose internal controls and IT policies as ways of managing cyber risk?
We consider that all FTSE 100 companies would be expected by their investors and other stakeholders
to Matter
haveconsidered
internal controls and IT policies inAction
place to prevent IT security issues.
Compliance with laws and regulations
The Group’s Head of Compliance presented to the Committee during the
The Group operates in a heavily regulated industry across a
29%
of FTSE
100 companies
mentioned
policies
relation
cyber/data
security as
year settinginternal
out the key obligations
andin
controls
in placeto
across
the Group
number
of geographical
jurisdictions. The area
of compliance having
that are designed to prevent and detect instances of non-compliance
continues to evolve in all of our markets. Compliance with
a mitigating
factor.in place
8% inofeach
alljurisdiction
companies
mentioned
to or reviewed
improvement
in their internal
with relevant lawsreview/update
and regulations. The Committee
Internal
the laws and regulations
that
Audit
reports
covering compliance with laws and regulations. In addition,
could have
effect onto
material
amounts
reported during
and
policies
ina direct
relation
cyber
security
the
year.
disclosed in the Group’s financial statements is a key risk area our external auditor reports to us on the results of their procedures
which are designed to obtain sufficient appropriate audit evidence
considered by the Committee. This includes matters such as
taxation, licensing, data protection, money laundering, fraud regarding compliance with the provisions of those laws and regulations
However,
only 38% of companies mentioned
internal
place
a mitigating
factor in relation
generally
recognised controls
to have a directin
effect
on theas
determination
of
and other legislation.
material amounts and disclosures in the financial statements. The above
to cyber risk, and only 7% disclosed any changes
to
improve
internal
controls
relating
to cyber risk
procedures provide the Committee with assurance that sufficiently robust
policies and procedures are in place to prevent and detect instances of
during the year.
non-compliance with laws and regulations that could have a material
impact on the amounts reported in the Group’s financial statements.

Some disclosures discuss how they ensure
and monitor adherence to group policies by their
The Committee was also kept fully apprised of any engagements with
regulatory
authorities
a number
of reviews
carried
by the to protect their
commercial partners, suppliers, contractors
and
whatincluding
measures
they
have
inout
place
Gambling Commission in 2015.
data and information technologies where third parties are involved, either through outsourcing or
We engage PricewaterhouseCoopers (PwC) as our main tax advisor. Our
other arrangements.
in-house Director of Tax (together with PwC) present to the Committee
Paddy Power Betfair plc talked about their

periodically in relation to Group tax compliance. The combination of
this independent advice, our in-house expertise and the procedures and
reporting
providedas
by our
external auditor assists in providing assurance
internal
controls
follows:
to the Committee that the processes, assumptions and methodologies
used by the Group in relation to taxation amounts reported and disclosed
in the Group’s financial statements are appropriate.

Data Integrity and IT Security
The integrity and security of our systems are key to the
effective operation of the business and appropriate revenue
recognition. As the Group regularly collects, processes
and stores personal data through its business operations
(including name, address, email, phone number and financial
data such as bank details and betting history) it must
ensure strict compliance with all relevant data protection
and privacy related laws and regulations in all jurisdictions
where it operates. The Group is potentially exposed to the
risk that customer or employee personal data could be
inappropriately collected, lost or disclosed, or processed in
breach of data protection regulation. This could also result in
formal investigations and / or possible litigation resulting in
prosecution and damage to our brand and reputation.

The Group has appropriate data protection policies in place in order to
protect the privacy rights of individuals in accordance with the relevant
Data Protection legislation. The Group’s Legal and Compliance teams
ensure the business adheres to industry best practice standards and
relevant laws of data protection compliance. The Group has made
significant investment in IT security resources and partners with a variety
of external security specialists to ensure security arrangements and
systems are up to date with emerging threats.
IT security is embedded in IT operations and development processes. The
Group’s Information and Security function continuously assesses the risks
and controls around security and IT operations. The function reported
to the Committee during the year. The specialist external IT auditor
examined and tested the effectiveness of controls during the audit. Based
on assurances from management and the external auditor the Committee
is satisfied with internal controls and the residual level of risk.

Paddy Power Betfair plc Annual Report 2015, p54
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Both a policy framework and internal controls are important forms of mitigation in terms of cyber
security, however because of the pace of evolution and increasing sophistication of cyber threats we
would ordinarily expect other measures to be in place to mitigate cyber risk and encourage companies
to disclose these additional measures to improve their disclosures.
3.3 Do companies disclose other forms of management or mitigation?
In our experience, larger companies will generally have all or most of the management or mitigation
strategies above: someone who deals with cyber risk, a policy framework, internal controls and
disaster recovery plans. However there are other effective ways of targeting cyber risk which can help
to offer additional confidence to investors and other stakeholders. We surveyed the FTSE 100 to see
what types of other targeted measures they disclosed.
Staff training
28% of FTSE 100 companies mentioned delivering staff training in relation to cyber risk during the year
and 10% of companies mentioned that cyber related training had been delivered to the board.
Insurance
5% of FTSE companies mentioned insurance against cyber risk – something cyber professionals
believe has become critical.

Other targeted
measures included
training for staff
and the board,
cyber insurance,
external assurance,
systems testing
and continuous
monitoring of
systems and
vulnerabilities

Systems testing
22% of the FTSE 100 mentioned that some form of vulnerability testing3, penetration testing4 or other
cyber risk specific testing had been performed during the year. This is particularly helpful disclosure
as it demonstrates that the company has a way of identifying and addressing flaws in their existing
protections and that it is committed to fixing those flaws.

3	Vulnerability testing is
a process that defines,
identifies, and classifies the
security holes (vulnerabilities)
in a computer, network,
or communications
infrastructure
4	Penetration testing is the
practice of simulating how
an attacker might try to
exploit vulnerabilities in a
computer system, network or
Web application
13
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External assurance or assistance
Just 9% of the FTSE 100 disclose external assurance activities in relation to cyber risk. One company
mentioned ISO certification (ISO27001) and another mentioned a less specific ‘internationally
49
Overview
The
Strategic Report
Governance
Financial statements
recognised
certification’
as a mitigating
factor. Additional information
Continuous monitoring
Another management strategy disclosed was the use of global 24/7 security operations monitoring
centres, demonstrating the level of importance and the level of control those companies maintained
in relation to cyber security. Easyjet mentioned ‘quarterly vulnerability scanning’, which is a good
example of a clear disclosure of continuous monitoring.
Examples
Good examples of disclosure of principal risks, including management or mitigation strategies, are
specific to the business and tell investors and other stakeholders the key things they need to know.
We consider that, along with the other examples provided in this publication, it’s worth taking a look at
the disclosures provided by Wolseley Group plc, Experian plc and BT Group plc (below).

Operational risks

Security and resilience

vulnerabilities they simulate cyber-attacks. When we learn of
potential attack routes, or get intelligence about attacks on similar
organisations, we treat the information proactively and resolve it
with the same speed and rigour as a real attack.

These include the evolving threat of cyber-attack, as hackers
increasingly see Internet Service Providers (ISPs) as attractive
targets. Others include component failure, physical attack, copper
cable or equipment theft, fire, explosion, flooding and extreme
weather, power failure, overheating or extreme cold, problems
encountered during upgrades and major changes, and suppliers
failing to meet their obligations.

We’ve reviewed the resilience and disaster recovery capability of
our critical systems, main data centres and our most important
exchanges. This has helped us make judgements on where to
invest in better and stronger systems and infrastructure. We’re also
continuing to develop cross-site recovery for our critical systems
where this didn’t previously exist. There are also several major
change programmes underway to intensify IT and network controls
to meet new levels of risk.

Resilient IT systems, networks and associated infrastructure are
essential to our commercial success. There are a lot of different
hazards that could significantly interrupt our services.

Potential impact

A malicious cyber-attack or breach of security could mean our data
is lost, corrupted, disclosed or ransomed, or that our services are
interrupted. We might have to pay fines, contract penalties and
compensation, and have to operate under sanctions or temporary
arrangements while we recover and put things right.
A big interruption to our services, from cyber-attack or otherwise,
could mean immediate financial losses from fraud and theft;
contract cancellations; lost revenue from not being able to process
orders and invoices; contractual penalties; lost productivity and
unplanned costs to restore and improve our security; prosecution
and fines. Ultimately individuals’ welfare could be put at risk
where we weren’t able to provide services or personal data was
misappropriated.
Our revenues, new business and cash flow could suffer, and
restoring our reputation and re-building our market share might
take an extended period of time.

Link to strategy and business model
• Deliver superior customer service Trend:

What’s changed over the last year?

We’ve invested in scanning and monitoring tools and automated
cyber defences. But the rate of major cyber-related incidents
needing a manual response keeps rising. We’ve increased the size
of our Cyber Defence Operations team accordingly. To probe for

How we’re mitigating the risks

We use encryption to prevent unauthorised access to data
travelling over our networks, or through direct access to computers
and removable storage devices.
But encryption alone can’t eliminate this risk. People can be tricked
into downloading malware or giving away information by phone or
email. So we also implement extra layers of access control, block as
many malicious emails as we can, and run awareness campaigns for
customers and employees to make sure they stay vigilant.
We ask suppliers for evidence of compliance with our security
policies. We also run an audit programme to test this. We simulate
cyber-attacks to test how well protected our websites, networks
and internal controls are.
A control framework helps us prevent service interruptions,
supported by tried and tested recovery capabilities. Proactive
problem management helps us address the root causes of common
incidents.
We continue to invest in resilience and recovery capabilities for
critical IT systems, as well as addressing vulnerabilities in our
physical estate as we become aware of them. We also have a rolling
programme of major incident simulations to test and refine our
procedures for crises.
By replacing equipment approaching the end of its service
life, we’re moving more of our legacy estate to new, more resilient
facilities. We’ve also made sure that we have geographicallydistributed locations that support cross-site recovery.

BT Group plc Annual Report and Form 20‑F 2016, p49
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4. Are cyber security breaches described?
In this section, we look at whether FTSE 100 companies describe their experience of cyber breaches
and how they have addressed the challenge of disclosure.

Risk impact
Failure to manage EHSS risks could lead to signiﬁcant harm to
people, the environment and communities in which we operate,
ﬁnes, failure to meet stakeholder expectations and regulatory
requirements, litigation or regulatory action, and damage to the
Group’s reputation and could materially and adversely affect our
ﬁnancial results.

the CET seeks to ensure there is a control framework in place to
manage the risks, impacts and legal compliance issues that relate
to EHSS and for assigning responsibility to senior managers for
providing and maintaining those controls. Individual managers seek
to ensure that the EHSS control framework is effective and well
implemented in their respective business area and that it is fully
compliant with all applicable laws and regulations, adequately
resourced, maintained, communicated, and monitored.
Additionally, each employee is personally responsible for ensuring
that all applicable local standard operating procedures are
followed and expected to take responsibility for EHSS matters.

Strategic report

4.1Environment,
Did companies
cyber security breaches?
health anddisclose
safety and sustainability
Mitigating
activitiessecurity breach reasonably regularly.
Risk deﬁnition
Almost
all companies experience some degree
of cyber
The Corporate Executive Team is responsible for EHSS
Failure to manage EHSS risks in line with our objectives and
However,
all oflaws
these
are sufficiently significant
will abecome
governancethat
for the they
Group under
global policy. public
Under that knowledge.
policy,
policies andnot
with relevant
and regulations.

as potential obligations to remediate contaminated sites. We have
also been identiﬁed as a potentially responsible party under the
US Comprehensive Environmental Response Compensation and
Liability Act at a number of sites for remediation costs relating to
our use or ownership of such sites. Failure to manage these
environmental risks properly could result in litigation, regulatory
action and additional remedial costs that may materially and
adversely affect our ﬁnancial results. See Note 45 to the ﬁnancial
statements, ‘Legal proceedings’, for a discussion of the
environmental related proceedings in which we are involved. We
routinely accrue amounts related to our liabilities for such matters.

Our risk-based, proactive approach is articulated in our refreshed
Global EHS Standards which support our EHSS policy and
objective to discover, develop, manufacture, supply and sell our
products without harming people or the environment. In addition
to the design and provision of safe facilities, plant and equipment,
we operate rigorous procedures that help us eliminate hazards
where practicable and protect employees’ health and well-being.

Governance & remuneration

We observed that most of the FTSE 100 mentioned an increase in cyber security breaches in their
industry, however substantially fewer (10%) cited cyber security incidents in their organisation. Two of
those ten, both within the financial services sector, mentioned ‘distributed denial of service’ (DDoS)
Context
attacks.
type
of attack
causes
The GroupThis
is subject
to health,
safety andoften
environmental
laws oftemporary business disruption due to complete or partial
various jurisdictions. These laws impose duties to protect people,
failure
of IT systems.
the environment and the communities in which we operate as well
Six companies specifically mentioned other types of cyber crime, including theft of intellectual
property (one company), data security breaches (two companies, one including unauthorised access
to a server with consumers’ personal data). Companies also mentioned computer viruses and other
Through our continuing efforts to improve environmental
sustainability
we have reducedpersistent
our value chain carbon
intensity
malware, phishing, disruptive software attacks,
and advanced
threats.
per pack, water consumption and waste generation. We actively
manage our environmental remediation obligations and seek to
ensure practices are environmentally sustainable and compliant.

Information protection
Risk deﬁnition
Failure to protect and maintain access to critical or sensitive
computer systems or information.

Context
We rely on critical and sensitive systems and data, such as
corporate strategic plans, sensitive personally identiﬁable
information, intellectual property, manufacturing systems and trade
secrets. There is the potential that malicious or careless actions
expose our computer systems or information to misuse or
unauthorised disclosure.
Several GSK employees were indicted for theft of GSK research
information. While the charges against the individuals are
concerning, based on what we know, we do not believe this
breach has had any material impact on the company’s R&D activity
or ongoing business. GSK is conducting a full internal review into
what occurred, and planning to continue to enhance the multiple
layers of data protection that we already have in place.

We assess changes in our information protection risk environment
through brieﬁngs by government agencies, subscription to
commercial threat intelligence services and knowledge sharing
with other Pharmaceutical and cross-industry companies.
We aim to use industry best practices as part of our information
security policies, processes and technologies and invest in
strategies that are commensurate with the changing nature of
the security threat landscape.

Investor information

Risk impact
Failure to adequately protect critical and sensitive systems
and information may result in loss of commercial or strategic
advantage, damage to our reputation, litigation, or other business
disruption including regulatory sanction, which could materially
and adversely affect our ﬁnancial results.

Mitigating activities
The Group has a global information protection policy that is
supported through a dedicated programme of activity. To increase
our focus on information security, the Group established the
Information Protection & Privacy function to provide strategy,
direction, and oversight while enhancing our global information
security capabilities.

Financial statements

An example of disclosing a cyber breach but Our
ensuring
the focus
is shared
on the
company
EHSS performance
results are
with the
public each addressing risks
year in our Responsible Business Supplement.
going forward is below:

A 2016 Regester
Larkin survey
showed that almost
half of corporate
communication
teams did not
have a cyber
communications
plan or guidelines
in place for a cyber
incident. This
further underlines
the need for board
level focus

We are also subject to various laws that govern the processing
of Personally Identiﬁable Information (Pll). the Group’s Binding
Corporate Rules (BCRs) have been approved by the UK
Information Commissioner’s Ofﬁce for human resource and
research activities data. BCRs have been signed by 23 European
states allowing us transfer PII internationally between the Group’s
entities without individual privacy agreements in each European
Union country.

GlaxoSmithKline plc Annual Report 2015, p239

GSK Annual Report 2015 239

A 2016 Regester Larkin survey showed that almost half of corporate communication teams did not
have a cyber communications plan or guidelines in place for a cyber incident. This further underlines
the need for board level focus.
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5. Professional guidance
In the absence
of a specific UK
cyber disclosure
framework the SEC
Guidance provides
information
investors would
expect

Cyber risk is a risk worldwide and a patchwork of guidance is emerging.
EU regulation, including the upcoming Directive on security of network and information systems
(NIS directive) and the General Data Protection Regulation (GDPR) will require disclosure to
monitoring organisations around cyber incidents, but this will not necessarily have a knock‑on
effect to public reporting.
There is some specific guidance and new plans in the USA and we expect the expectations from
UK regulators and investors around disclosure only to increase in this area.
5.1 Disclosure guidance
There is no specific disclosure guidance in the UK, although both investors and the FRC have
mentioned cyber risk as one risk that should be considered when reporting on principal risks
and uncertainties.
In the USA, there is existing guidance on disclosures around cybersecurity. The Securities and
Exchange Commission (SEC) Division of Corporate Finance issued disclosure guidance as far back
as 2011, reminding registrants of their existing responsibilities and helping to tailor advice to the
particular challenges of cyber. The guidance takes pains to point out that disclosure is not expected to
provide a roadmap that could expose features of the company’s cybersecurity and put it at risk.
5.2 Cyber risk management and related controls
Currently, there is no single approach for reporting to stakeholders on an entity’s cyber risk
management program and related controls designed to meet the needs of a broad range of users
(i.e. boards, existing and prospective customers, suppliers, regulators, investors, analysts).
In response the AICPA in the USA is currently formulating a cybersecurity examination engagement,
intended to expand cyber risk reporting to address the marketplace need for greater stakeholder
transparency. The idea is to provide a broad range of users with information about an entity’s cyber
risk management programme that would be useful in making informed decisions. This proposed
reporting mechanism would consist of:
•• a description of the entity’s cyber risk management programme; and
•• an assessment of the effectiveness of the controls that are part of the programme.
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Key features of the SEC guidance include:
•• inclusion of cyber risk as a risk factor, where relevant, having considered the probability of cyber
incidents occurring and the quantitative and qualitative magnitude of those risks;
•• adequately describing the risk, which could include;
–– discussion of aspects of the registrant’s business or operations that give rise to material
cybersecurity risks and the potential costs and consequences;
–– to the extent the registrant outsources functions that have material cybersecurity risks,
description of those functions and how the registrant addresses those risks;
–– description of cyber incidents experienced by the registrant that are individually, or in the
aggregate, material, including a description of the costs and other consequences;
–– risks related to cyber incidents that may remain undetected for an extended period;
–– description of relevant insurance coverage; and
–– disclosure of known or threatened cyber incidents to place the risk in context – this encourages
discussion of specific real events rather than theoretical events;
•• management’s discussion and analysis should include description of material events, trends or
uncertainties relating to cyber risk, including those arising from actual incidents;
•• disclosure of the impact of cyber incidents on particular business segments or future viability; and
•• discussion of deficiencies in disclosure controls and procedures identified through management’s
assessment of the effectiveness of those controls.
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Further resources
This section pulls together additional resources that may be useful as a deeper dive on governance topics of interest, or which we believe
can add insight on cyber risk and the impacts that can be associated with it.
As always, do get in touch with your Deloitte partner or with us in the Deloitte governance team if you would like to discuss any areas in
more detail. All our governance publications are available to read and download from www.deloitte.co.uk/governancelibrary.
External resources – UK
FRC’s letter to audit committee chairs
and finance directors on summary of key
developments for 2016 annual reports.

Audit insights: cyber security –
Closing the cyber gap
(ICAEW Information Technology
Faculty publication).

Audit insights: cyber security –
Taking control of the agenda
(ICAEW Information Technology
Faculty publication.

Article: Nearly half of communication teams
feel unprepared to communicate about
a cyber incident.

External resources – USA
AICPA cyber security resource centre,
including links to exposure drafts referred
to in this report.

SEC disclosure guidance on cybersecurity.
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Governance in Brief
Cyber risk – how are boards responding?
explores the results of the third annual
FTSE 350 UK Cyber Governance Health Check
run by UK government and provides insights
into how boards are strategically managing
and responding to cyber risk.

EU Privacy Legislation explores the recent issues
with transfer of data between the EU and the US
and the existing solutions, the EU General Data
Protection Regulation (GDPR) which is set to be
enforced from 25 May 2018, and includes
a series of questions to consider when
determining how well prepared your
organisation is for the upcoming changes.

Other recommended Deloitte publications
Beneath the surface of a cyberattack: a deeper look
at business impacts questions whether leaders
accurately gauge the impact a cyberattack can
have on their organisation and whether common
assumptions about the costs and recovery
process associated with data breaches paint
a clear picture. It considers, in financial terms,
the broad and extended business impact of
cyberattacks, including both direct and
intangible costs.
Focus on: The board’s‑eye view of cyber crisis
management discusses the potential effects of
a cyber breach. It looks at the role the board
plays in helping organisations determine how to
respond to the new cyber threat landscape, the
six different types of crisis triggers for which
most organisations should be prepared, and
what steps your board needs to take to ensure
risk sensitive assets are secured.

Risk appetite: Is your disclosure where you want it?
presents a pragmatic, multi‑stage approach to
risk management and determining risk appetite,
outlining the key content for each stage and
concluding with a range of key questions for
boards to consider.

Reputation matters: Developing reputational
resilience ahead of your crisis identifies two
fundamentals in building reputational resilience
– identification of risks from an outside in
perspective, and being prepared for a crisis
through a robust crisis readiness programme.
Looking ahead, it will be the organisations that
understand, protect and develop their
reputation asset that will be best placed to
maintain shareholder value.

Cybersecurity and the role of internal audit
highlights the critical role of internal audit in the
ongoing battle of managing cyber threats, both
by providing an independent assessment of
existing and needed controls, and helping the
audit committee and board understand and
address the diverse risks of the digital world.
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Appendix: How to disclose cyber risk
Some ideas to help you enhance reporting on cyber risk in the annual report
We include below ideas based on areas of reporting we identified from completing this first survey covering cyber risk reporting across all
FTSE 100 annual reports. It can provide inspiration for improved disclosures on cyber risk in your annual report.
Ideas
Describing cyber risk
1.

Have you included cyber risk as a principal risk in your strategic report?

2.

Have you considered the key areas of exposure for your industry/company and disclosed each one that represents
a principal risk:
•• Cyber crime
•• IT systems failure
•• Data protection
•• Data theft or misappropriation

3.

Have you thought about and correctly categorised each cyber risk and how cyber risk most affects your
industry/company?
Note: Most FTSE 100 companies in our survey presented cyber risk within operational risks category.

4.

Have you disclosed changes to the principal risk(s) associated with cyber since the previous year:
•• Change in likelihood
•• Change in potential impact
•• Change in potential timing
Note: The better disclosures we saw acknowledged and explained an increase in cyber risk irrespective of the amount and quality
of mitigating actions due to the increasing sophistication of cyber criminals.

5.

Have you disclosed specific types of cyber crime that you have experienced or expect to be exposed to:
•• Unauthorised access
•• Hacking or hacktivists
•• Malware, including computer viruses
•• Distributed denial of service (DDOS) attacks
•• Targeted fraud attacks, including phishing attacks
•• Terrorism related attacks
•• Geopolitical cyber threats, including threat of attack by foreign governments

6.

Have you clearly disclosed the threat posed by employee action or inaction?

7.

Have you disclosed any cyber threats in relation to commercial partners, suppliers, contractors and other third parties?

8.

Have you clearly disclosed the potential impact if identified cyber risks were to crystallise:
•• Financial implications (including impact to revenue, profit, cash flows, any remedial costs, financial fraud)
•• Disruption to business/operations
•• Loss of commercial or strategic advantage
•• Loss of or detriment to client or contract
•• Reputational damage, including loss of investor or stakeholder trust
•• Legal implications (inability to meet contractual obligations, regulatory non‑compliance and penalties,
contractual damages)
•• Impact to the integrity of the financial reporting process
•• Misappropriation of funds or assets
•• Loss of intellectual property

20

Y/N

Governance in focus | Cyber risk reporting in the UK

Ideas

Y/N

Board ownership
9.

Do you talk about cyber risk in the corporate governance section of the annual report?

10.

Do you talk about cyber risk in the audit or risk committee sections of the annual report, and if cyber risk monitoring
has been delegated to a board committee, is the split of responsibilities clearly explained?
Note: In our view, in most companies the audit committee will be the catalyst driving the necessary increased focus on cyber risk
and applying challenge to management.

11.

Where you discuss the board or board committee involvement, is there evidence of understanding, education
and challenge?

12.

Is board level responsibility for cyber risk acknowledged and any designated board member identified?

13.

Where an individual or team below board level leads on cyber risk, is that clearly disclosed with a direct reporting line
to the board described?
Mitigating cyber risk

14.

Have you disclosed contingency plans, crisis management or disaster recovery plans that form part of cyber risk
mitigation? If yes, have you disclosed whether these plans are tested regularly (preferably at least annually)?

15.

Have you disclosed IT or cyber policies in place to manage cyber risk, together with any updates or reviews during
the last year?

16.

Have you disclosed the existence of key internal controls in place to manage cyber risk, together with any relevant
improvement or review in the last year?

17.

Have you discussed how you monitor the adherence to your company’s IT security policies by your commercial partners,
suppliers, contractors?

18.

Have you discussed any measures you have in place to protect your data and information technologies where a third
party is involved, either due to outsourcing or other arrangements?

19.

Have you mentioned staff training or awareness programmes in relation to cyber security?
Note: Better FTSE 100 annual reports also mention cyber security training provided to the Board.

20.

Have you mentioned insurance in relation to cyber security (if any)? If so, have you disclosed which exposures are
covered by cyber insurance?

21.

Have you mentioned systems testing, such as penetration testing, vulnerability testing or other cyber risk specific testing
that has taken place during the year?

22.

Have you mentioned engaging external assurance or other external advice to mitigate cyber risk? If so, it is helpful to be
specific regarding which external parties you have engaged with or what services have been obtained.

23.

Have you disclosed any certification regarding cyber security (ISO or equivalent)?

24.

If you use security operations monitoring centres to monitor cyber security full time, has this been disclosed?

25.

Are there any other relevant mitigating actions that could usefully be disclosed?
Disclosing cyber security breaches

26.

Have you disclosed any cyber security breaches experienced during the year? If so, have you explained any remediating
actions taken or controls put in place?
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Contacts
Risk advisory: cyber risk
If you would like to contact a specialist in cyber risk regarding any matters in this report, please use the detail provided below:

Phill Everson
Tel: +44 (0) 20 7303 0012
Email: peverson@deloitte.co.uk

Stephen Bonner
Tel: +44 (0) 20 7303 2164
Email: stephenbonner@deloitte.co.uk

Regester Larkin by Deloitte
Regester Larkin by Deloitte advises on high impact strategic risks and managing uncertainties, crises and issues, whether as a result
of geopolitical, economic, financial, or cyber-related events or through corporate misdeed or high impact operational or technological
failures. They also provide forensic, cyber response, claims management, regulatory and financial restructuring expertise through
Deloitte’s cross-firm crisis management risk advisory practice.

Rick Cudworth
Tel: +44 (0) 20 7303 4760
Email: rcudworth@deloitte.co.uk
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Dominic Cockram
Tel: +44 (0) 20 7303 2288
Email: dcockram@deloitte.co.uk
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The Deloitte Centre for Corporate Governance
If you would like to contact us please email corporategovernance@deloitte.co.uk or use the details provided below:

Tracy Gordon
Tel: +44 (0) 20 7007 3812
Mob: +44 (0) 7930 364431
Email: trgordon@deloitte.co.uk

Corinne Sheriff
Tel: +44 (0) 20 7007 8368
Mob: +44 (0) 7824 609772
Email: csheriff@deloitte.co.uk

William Touche
Tel: +44 (0) 20 7007 3352
Mob: +44 (0) 7711 691591
Email: wtouche@deloitte.co.uk

The Deloitte Academy
The Deloitte Academy provides support and guidance to boards,
committees and individual directors, principally of the FTSE 350,
through a series of briefings and bespoke training. Membership of
the Deloitte Academy is free to board directors of listed companies,
and includes access to the Deloitte Academy business centre
between Covent Garden and the City.
Members receive copies of our regular publications on Corporate
Governance and a newsletter. There is also a dedicated members’
website www.deloitteacademy.co.uk which members can use to
register for briefings and access additional relevant resources.
For further details about the Deloitte Academy, including
membership, please email enquiries@deloitteacademy.co.uk.
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