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Co-determination rights of the works council in the 
introduction, application and expansion of IT systems
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The essential co-determination rights under the German Works Constitution Act (Betriebsverfassungsgesetz – BetrVG)

I. Co-determination rights in the introduction, application and expansion of IT systems

Co-determination pursuant to Section 87 para. 1 No. 6 BetrVG
(Introduction and use of technical equipment designed to monitor the behavior and 

performance of employees)

Best practice in attracting the works council to support the implementation of IT systems

• Early involvement of the works council and comprehensible information also about 
data protection and technical aspects in the implementation of the IT system

• Interdisciplinary consistent implementation of the IT system from an employment 
law, data protection and technical point of view

• Incorporation of works agreement negotiations into the implementing partner's 
schedule

Co-determination pursuant to Section 87 para. 1 No. 1 BetrVG
(co-determination in issues relating to the organization of the company 

and the conduct of employees in the company)

The essential co-determination rights in the introduction, application and expansion of IT systems 

Co-determination pursuant to Section 87 para. 1 No. 7 BetrVG
(co-determination on health protection within the framework of the 

statutory provisions)

Co-determination pursuant to Section 87 para. 1 No. 14 BetrVG
(co-determination in the design of mobile work performed using 

information and communication technology)

Co-determination pursuant to Sections 94, 95 BetrVG
(co-determination in personnel selection and appraisal principles)

Co-determination pursuant to Sections 111, 112 BetrVG
(co-determination in the event of operational changes)
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Realization of co-determination rights

I. Co-determination rights in the introduction, application and expansion of IT systems

Conciliation Board

• The conciliation board replaces the lack of 
agreement between the employer and the 
works council 

• The establishment of a conciliation board 
can only be enforced for a specific IT 
system; but not to an RBV IT

Framework Works Agreement IT 
(Rahmenbetriebsvereinbarung IT - RBV IT)

• Framework for the introduction, application and 
expansion of IT systems

• If necessary: additional works agreements on 
special IT systems

• RBV IT is customary in the market, preserves co-
determination rights and creates legal certainty

Claim for removal and injunctive relief

• Exists in the event of a violation of the co-
determination rights pusuant to Section 87 
para. 1 BetrVG

• Enforcement in court, also by means of a 
preliminary injunction, possible

Information of the works council

• The works council has a right to information 
within the scope of its duties

• When introducing and using IT systems, it must 
be comprehensively informed about the IT 
system and the relevant data processing

RBV IT

Conciliation 
Board

Removal and 
injunctive relief

Information
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Data protection and co-determination

I. Co-determination rights in the introduction, application and expansion of IT systems

Privacy 

& 

Participation

Works agreements under data 
protection law (only) on a 

voluntary basis

Partial overlap of purposes
Works council as a body must 
comply with data protection 

requirements

No direct co-determination 
from GDPR and BDSG 

(German Data Protection Act)
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Data protection requirements for the introduction, 
application and expansion of IT systems
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Legal basis

Data protection law in a business context

Federal law

Federal Data Protection Act (BDSG)
& Special Regulations

(TKG, TMG, TDDDG, SGB, UWG)

State law

Data Protection Act of the German federal states

GDPR

Significant fines, Art. 83 GDPR

• Up to € 10 million or 2% of the annual turnover 
generated worldwide for violations of the GDPR 
organisation and administrative obligations

• Up to € 20 million or 4% of the annual turnover 
achieved worldwide for violations of substantive 
regulations and rights of data subjects

Strict liability, Art. 82 GDPR 

• Liability and right to compensation against the 
controller or against the processor

• Personal liability of managing directors/board 
members (in conjunction with Section 43 (2) GmbHG, 
Sections 93 (2), 91 (2) AktG)

€ 35.3 million fine – H&M

Spying on employees (including private living conditions)

€ 10.4 million fine – notebooksbilliger.de

Video surveillance of employees without legal basis
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No (specific) legal basis in employee data protection?

Legal Update: Revision of employee data protection

There may be a need for adaptation to consent 
forms, privacy policies, records of processing 
activities, works agreements that are based on 
Section 26 para. 1 sentence 1 BDSG

Assessment and documentation of suitable 
legal bases (e.g. Art. 6 para. 1 lit. b or f GDPR) 
when introducing new IT systems, taking into 
account current developments

Observation of current developments (e.g. 
statements from the supervisory authorities 
and initiatives of the German legislator)

Practical consequences

CJEU Judgment of March 30, 2023 – C-34/21: "Apart from having a normative content specific to the area regulated, which is distinct from the 
general rules of that regulation, those more specific rules must seek to protect employees’ rights and freedoms in respect of the processing of their 
personal data in the employment context and include suitable and specific measures to protect the data subjects’ human dignity, legitimate interests 
and fundamental rights.

Section 26 para. 1 sentence 1 BDSG* 
inapplicable?

Comprehensive revision of employee 
data protection

Key issues paper
(BMI and BMAS)

*) "BDSG" refers to the German Federal Data Protection Act
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Principles of data protection law

Data protection law in a business context

Principle Regulation - GDPR Meaning

Lawfulness, fairness, transparency Art. 5 para. 1 lit. a Legal basis and transparent processing for data subjects
(for employee data, e.g. Art. 6 para. 1 sentence 1 lit. b GDPR)

Purpose limitation Art. 5 para. 1 lit. b Data collection and further processing for specified, explicit 
and legitimate purposes (further processing compatible?)

Data minimisation Art. 5 para. 1 lit. c "As much as necessary, as little as possible"

Accuracy Art. 5 para. 1 lit. d Data must be accurate and up-to-date

Storage limitation Art. 5 para. 1lit. e "As long as necessary, as short as possible"

Integrity and confidentiality Art. 5 para. 1 lit. f Do not disclose data to unauthorized third parties and 
protect it from unauthorized access, loss and/or damage

"Privacy by Design" Art. 25 para. 1 Technical and organisational measures to guarantee 
compliance with the data protection principles

"Privacy by default" Art. 25 para. 2 Privacy-friendly default settings ensuring that only necessary 
data is processed

Accountability Art. 5 para. 2 Controllers are responsible for compliance with the 
principles and must be able to demonstrate compliance 
(documentation)
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Data Processing in the Group

Data protection law in a business context

Constellations (Examples) What to consider?

• Intra-group outsourcing (e.g. IT, HR, payroll 
accounting, etc.)

• Group controlling by parent company (requires 
corresponding reports/data access)

• Active data exchange (e.g. shared Active Directory, 
Data Lake, Data Warehouse)

• Other cooperations (e.g. group-wide software with 
a mutual database/tenant)

• General Data Protection Principles

• No particular privilege for groups of companies

• Documented legal basis for intra group data 
transfer (exception: order processing)

• Necessary data protection agreements (e.g. Data 
Protection Agreements pursuant to Art. 28 GDPR, 
Joint Controller Agreement pursuant to Art. 26 
GDPR, purpose limitation clause)

• Compliance with the "need-to-know" principle (e.g. 
through adapted role and authorization concept, 
anonymization and pseudonymization)

• Data deletion (group-wide data retention 
concept?)

• Third country transfers?

• Centralized data protection governance?
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Case Study: Works Agreement and Testing in Workday
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Using the example: State Labour Court Baden-Württemberg, Ruling as of February 25, 2021 – Case 17 Sa 37/20

and German Federal Labour Court, Decision to submit to the ECJ as of September 22, 2022 – Case 8 AZR 209/21 (A)

IV. Case Study: Works Agreement and Testing in Workday

German Federal Labour Court, Decision 
to submit to the ECJ as of September 22, 
2022 – Case 8 AZR 209/21 (A)

Questions:
• When processing employee data on the 

basis of a works agreement, must the 
other requirements of the GDPR – such as 
Art. 5, Art. 6 Para. 1 and Art. 9 para. 1 and 
para. 2 GDPR – always be complied with, 
and if so, to what extent can this be 
reviewed by the courts retrospectively?

• It is not precluded that real data may be 
processed for "test purposes" as part of 
the provisional operation of Workday if 
so-called "dummy" test data is not 
sufficient. This must be substantiated in 
detail by the party that bears the burden 
of proof in this respect.

State Labour Court Baden-Württemberg, 
Ruling as of February 25, 2021 – Case 17 
Sa 37/20

• Works agreement is the legal basis for the 
use of real data in the implementation of 
Workday.

• Section 26 para. 1 sentence 1 BDSG* or 
Art. 6 para. 1 lit. f GDPR are not legal 
bases for the processing of real data 
during the implementation of Workday, 
because the testing is not necessary for 
the implementation of the employment 
relationship or personnel administration.

Facts of the case

• Claim for damages by an employee 
(plaintiff) against his employer 
(defendant) for violation of GDPR

• When implementing the cloud-based HR 
system "Workday", the employer 
processed personal employee data (“real 
data”) for testing purposes.

• There was a works agreement / 
toleration agreement for the 
implementation, but the employer used 
employee data for the implementation 
that was not covered by the works 
agreement.
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A closer look

Works agreement according to the GDPR

• The fate of Section 26 para. 4 sentence 1 BDSG is unclear.

• What we hope for: Works agreement deemed to be generally possible as a permission for corporate data processing, i.e. even if no other legal basis applies.

Possible regulatory content from a data protection point of view:

• If applicable, clarification of the applicable legal basis 

• Specific measures to protect the data subjects

• Purpose of data processing, description of the system(s)

• Interfaces to other systems, if necessary

• Data and data subjects (categories, if applicable)

• If necessary, reporting mechanisms

• Retention periods

Requirements for regulatory content, Art. 88 para. 2 GDPR, [Section 26 para. 4 sentence 2 BDSG]

Works agreement as a legal basis for the data processing, Art. 88 para. 1, recital 155 GDPR, [Section 26 para. 4 sentence 1 BDSG]

Article 88 para. 2 GDPR: "Those rules shall include suitable and specific measures to safeguard the data subject’s human dignity, legitimate interests and fundamental rights, with

particular regard to the transparency of processing, the transfer of personal data within a group of undertakings, or a group of enterprises engaged in a joint economic activity and

monitoring systems at the work place."
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Orientation Guide DSK "Datenschutz und Datensicherheit in Projekten: Projekt- und Produktivbetrieb"

IV. Use of Real Data for Testing Purposes

▪ Live operation to a limited extent in 
terms of time and scope

▪ Parallel operation of old and new 
systems/processes temporarily 
possible

▪ Necessary: IT concept which 
documents the purpose of the 
processing and the goal of the pilot 
operation result

▪ If personal data processed: security 
concept and risk analysis

1 3

2 4

添加标题

▪ Ensuring the basic usability of 
programs and devices for the planned 
purpose

▪ No users, only testers

▪ Isolated test environment

▪ No personal data (anonymized data / 
dummy data)

Pilot operationIntegration and 
acceptance test

Regular/productive 
operation

▪ Uncovering design or implementation 
flaws in a close-to-productive 
environment with realistic scenarios

▪ Limited to detailed scenarios and short 
time periods

▪ Use of personal data only possible in 
exceptional cases and within narrow 
limits

▪ Operation of the automated process in 
accordance with the defined 
requirements and agreed objectives

▪ (Written) approval by management

▪ Data protection laws must be observed

▪ Security measures used must be in 
placed and effective

Functional test

ECJ Judgment of October 20, 2022 –
Case C-77/21
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Use and Necessity of Real Data for Testing Purposes
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An Exemplary Project Timeline of a Workday Implementation

2023 2024 2025

Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Fabl
e

Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Fabl
e

Global Design Local Design

Prototype 1

CCS*

Prototype 2

Prototype 3

Gold

Testing: SIT / E2E / UAT / (PY Compare)**

1

Conversion 
Cycle

2

Conversion 
Cycle

3

Conversion 
Cycle

4

Conversion 
Cycle

5

Conversion 
Cycle

• As part of a Workday implementation, multiple data load cycles must be performed. Here: 5

• The loaded data can still accumulate in the first cycles, also due to the changing functional requirements (e.g. new fields through local design)

• Each cycle includes an extract of the data from the legacy systems (often several) and is intended to enable a repeatable, correct and accurate run of 
the data load to practice the  final upload

Deploy

*Customer Confirmation Sessions
** System integration Test / End-to-End-Testing / User Acceptance Testing / Payroll Compare Tests
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Legacy Workday

Why real employee data for the prototypes?

Sales

Management 

Sales Transformation 

Manager

Colleague Colleague

Manager

Colleague Colleague

• The correction of the structures is tested from loading cycle to loading cycle, corrected in order to achieve the best possible result 
for the final upload. The errors in data quality are only visible with real data!  

• When implementing HR systems, data quality of HR data  is the most important key element

• The data is usually not available in the same format/structure  in the old systems as in the new system. 

• The process of data transformation is complicated, multi-layered, and error-prone. 

• Each employee record has 100+ data points, all of which must be correctly linked to each other, in addition to the personal data, 
every organizational aspect must also be reflected correctly in the new system. 

1
Correction in the legacy 

system and/or in the 
transformation process

75% data 

quality

Correction in the legacy 
system and/or in the 

transformation process

85% data 

quality

Correction in the legacy 
system and/or in the 

transformation process

90% data 

quality

2 3
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Why doesn't anonymized data reach the desired goal? 

• The errors in the employee records can only occur if we use real records. This is due to the versatility of the errors, which often 
come from the local, specific properties of the legacy systems.

• The validation of the data is usually done in 2 ways 

The validation of the data can only be done on real data, otherwise various of the countless possible sources of error 

cannot be detected. 

Technical: 
1:1 comparison (e.g. via reports) whether the same amount 
of information has arrived in the new system 

Typical/exemplary errors: 
• In India, all phone numbers have not been transferred 
• Dutch employees were only charged 60%

Business: 
1:1 comparison (usually manually directly in the system) 
whether the incoming data also corresponds to the 
information in the old system  

Typical/exemplary errors: 
• For German employees, the phone number has a 

double country code (+4949...) 
• In China, the first and last names were swapped 
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Q&A
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Thank you for your 
attention
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Deloitte Legal
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Models, concepts and 
systems to increase 

efficiency

Outsourcing and Legal 
Managed Services

Where legal meets business

Our three overlapping service areas enable us to advise our clients when and where they need them and in the most suitable form in 
each case in the realization of their visions.

Legal advicewho work closely together 
across national borders and together with 

other Deloitte practice units

above

in 

2.500

75+

Attorneys

Countries

Legal
Advisory

Legal
Management

Consulting

Legal
Managed 
Services

Services from Deloitte LegalDeloitte Legal, that's

As part of Deloitte's global network, Deloitte Legal works with a wide range of other disciplines, providing multinational legal solutions and globally integrated services:

We create (added) value

in harmony
with your company-wide vision

tailor-made
for your business units and branches

technology-supported
for improved collaboration and 
transparency

tuned
to your regulatory requirements
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It can be enormously challenging to manage numerous 
legal services providers around the world and issues can 
slip into the cracks. 

As one of the global leaders in legal services, Deloitte Legal 
works with you to understand your needs and your vision, 
and to coordinate delivery around the world to help you 
achieve your business goals.

Key

Deloitte Legal footprint

Deloitte Legal practices

1. Albania
2. Algeria
3. Argentina
4. Australia
5. Austria
6. Azerbaijan
7. Belgium
8. Benin
9. Bosnia
10. Brazil
11. Bulgaria
12. Cambodia
13. Cameroon
14. Canada

15. Chile
16. Colombia
17. Costa Rica
18. Croatia
19. Cyprus
20. Czech Rep.
21. The Rep of Congo
22. Denmark
23. Dominican Republic
24. Ecuador
25. El Salvador
26. Equatorial Guinea
27. Finland
28. France

29. Gabon
30. Georgia
31. Germany
32. Greece
33. Guatemala
34. Honduras 
35. Hong Kong SAR, China
36. Hungary
37. Iceland
38. Indonesia
39. Ireland
40. Italy
41. Ivory Coast
42. Japan

43. Kazakhstan
44. Kosovo
45. Latvia
46. Lithuania
47. Malta
48. Mexico
49. Montenegro
50. Morocco
51. Myanmar
52. Netherlands
53. Nicaragua
54. Nigeria
55. Norway
56. Paraguay

57. Peru
58. Poland
59. Portugal
60. Romania
61. Senegal
62. Serbia
63. Singapore
64. Slovakia
65. Slovenia
66. South Africa
67. Spain
68. Sweden
69. Switzerland
70. Taiwan

71. Thailand
72. Tunisia
73. Turkey
74. Ukraine
75. Uruguay
76. United Kingdom
77. Venezuela

It can be very challenging to coordinate a large number 
of legal advisors around the world without losing sight of 
individual aspects.

As one of the world's leading legal firms, Deloitte Legal 
helps you overcome challenges and realize your vision; 
Deloitte Legal is your central contact for your worldwide 
legal advice needs.

Deloitte Legal is strongly positioned worldwide
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