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Foreword
Dear readers,
It is with great pleasure that we present
RXUYHU\ȴUVW(0($7HFKQRORJ\HGLWLRQRI
Inside magazine. This edition addresses the
current hot topics capturing the technology
market’s attention and provides you with
technological related views and business
SUDFWLFHVLQWKHȴQDQFLDOLQGXVWU\
With the underpinnings of IT shifts, it has
never been more important for CIOs and
Technology Leaders to anticipate and
understand current and future disruptive
technologies rising in the global and
connected world. Over the past few years,
an exponential number of new players
KDYHHQWHUHGWKHȴQDQFLDOPDUNHWVZLWK
SURGXFWVUDQJLQJIURPSD\PHQWV$UWLȴFLDO
Intelligence, blockchain and Robot Process
Automation to name but a few. These
innovations are challenging the current
companies’ business models. To maintain
the leading role in value chain creation,
LQFXPEHQWȴUPVZLOOQRWRQO\KDYHWRDGMXVW
UDGLFDOO\WKHLUSURFHVVHVEXWDOVRGHȴQH
new ways to collaborate in an ever-growing
global world.
In this fast-paced world involving and
connecting global business players, we
believe it is important to provide you with
an edition gathering diverse views from
LQWHUQDWLRQDOFRQWULEXWRUV7KH(0($
7HFKQRORJ\HGLWLRQLVDMRLQWHRUWE\
technology professionals from across the
Deloitte network, sharing their knowledge
and perspectives.

Michel de la Belliere
Partner
(0($)6&RQVXOWLQJ
co-Leader
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At Deloitte, we truly believe that CIOs,
having a cross-dimensional view on new
technologies, will be the ones better
positioned to shape the future of their
ȴUPȇVEXVLQHVV)RUWKLVUHDVRQWKLV
edition showcases innovative thinking
DQGSUDFWLFDODQDO\VLVIURPWKUHHGLHUHQW
perspectives that are all critical for a
successful technology transition:
• Digital Perspective: How and to what
extent digital innovations disrupt the
WHFKQRORJ\ODQGVFDSHDQGLQȵXHQFH\RXU
business strategy and model
• Transformation & Technology
Perspective: How technology changes
can reengineer and improve your
processes
• Risk & Cyber Perspective: How
technology reinforces trust and
FRQȴGHQFHDVWKHFRUQHUVWRQHVLQ
companies today
Change is the only true constant. We wish
you an insightful read of the contributions
that we hope will provide your company
with the right tools and mindset to surf on
the wave of game-changing technology.
Welcome to this edition!

Richard Widdas
Partner
(0($)6&RQVXOWLQJ
co-Leader

Koen Vandaele
0DQDJLQJ3DUWQHU
(0($&RQVXOWLQJ
Leader
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Editorial
Dear readers,
:HDUHSOHDVHGWRVKDUHZLWK\RXWKLV(0($
Technology edition of Inside magazine.
In this edition, we react to the increasing
number of game-changing technologies
that transform your business and the
society globally by providing you with
an edition that includes the views of
contributors from accross our network.
ΖQDZRUOGRIȴHUFHFRPSHWLWLRQ
information and information management
are recognized as one of the primary
assets of a company. This is why CIOs and
Technology Leaders are not only expected
to be service providers for the business,
but also for more and more partners,
innovators and change agents that manage
the emergence of new technologies. In this
edition, we aim to present the key trends,
which might well be your business as usual
in the coming years.

These digital innovations are only sustained
E\HɝFLHQWDQGDJLOHRUJDQL]DWLRQVWKDW
have made the necessary investments in
their core functions. In section two, we will
cover the elements that will enable you
WRPDNHWKHPRVWRIWKHEHQHȴWVRIQHZ
technologies through the internal delivery
chain.
None of these technologies can deliver
WKHLUEHQHȴWVZLWKRXWWUXVW7KHWUXVW
customers have when making a payment
or when employees validate an electronic
identity is key to securely manage the
growing number of players required to
deliver a service. The customers’ trust in
the services you provide should be at least
equal to the one employees have in the
system they log in to every morning.
We hope this edition will provide you with
inspiring thoughts and will bring you even
more success in anticipating these coming
trends.

New technologies have shaken the client/
provider relationship and organizations
now need to adapt their business models
to face new competitors and business
models which will enable them to tackle
new opportunities. In this way, digital and
related services providing transformations
are a key topic we want to emphasize with
the development of FinTech hubs and the
new ways of consuming retail services.

Stephen Marshall
Partner
*OREDO)67HFKQRORJ\
Leader

Patrick Laurent
Partner
(0($)67HFKQRORJ\
Leader

Harry Goddard
Partner
(0($7HFKQRORJ\
Leader
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From a digital
perspective
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What makes a
successful FinTech
hub in the global
FinTech race?
Louise Brett
Partner
Fintech Leader
Deloitte

Financial technology, or FinTech, refers to the application
RIGLVUXSWLYHWHFKQRORJLHVLQWKHȴQDQFLDOVHUYLFHV
industry. Although FinTech is not new, it has been under
the spotlight in recent years as advances in exponential
technologies and new business models have challenged
existing products, services and processes, and enabled
faster, cheaper or more engaging solutions to be
created. FinTech innovations can come from both startXSVDQGLQFXPEHQWȴQDQFLDOLQVWLWXWLRQV
A FinTech hub is the focal point for FinTech
activity within a region or a network. It is
the ecosystem encompassing the entire
infrastructure, organizations and people
within the hub, as well as how those
elements are organized and engage with
HDFKRWKHU+XEVDUHRIWHQGHȴQHGDV
cities, as is the case with this article, but
FDQDOVREHZLGHUUHJLRQV HJ6LOLFRQ
Valley), countries, or narrower locations
(e.g. Level39 in London).

Just as organizations have distinctive traits
WKDWGLHUHQWLDWHWKHPIURPFRPSHWLWRUV
and peers, FinTech hubs possess inherent
attributes that make them unique based on
their history and local intricacies. However,
as with organizations, there is a common
VHWRILGHQWLȴDEOHDQGLQWHUUHODWLQJIDFWRUV
that contribute to the overall success of
the hub.
In this article, we look at the key factors
contributing to the success of FinTech
hubs across the globe and draw a
connection to the key factors that CIOs
and management need to consider when
creating an innovative environment in their
organizations.

9
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Four key factors contributing to the success
of FinTech hubs
In partnership with the Global FinTech Hubs Federation, Deloitte released the Connecting
Global FinTech report in April 20171 that analyzed 44 hubs from around the world
according to a number of qualitative and quantitative factors. These factors comprise the
fundamental building blocks for a hub to thrive, and include:
Talent

Capital

Demand

Policy and Regulation

Overall, we found that the strength of a FinTech hub is directly related to the ability of
)LQ7HFKRUJDQL]DWLRQVWRDFFHVVWDOHQWFDSLWDODQGGHPDQGDVZHOODVWKHHHFWLYHQHVV
of progressive policies and regulations designed to enable FinTech growth.

01. Talent

The ability to attract, develop and retain
talent in three key domains is crucial to a
FinTech hub’s success on a global scale.
These domains are:
• Finance
 'RPDLQH[SHUWLVHZLWKLQȴQDQFLDO
services: an understanding of not only
the products and services but also the
pain-points and opportunities within
existing processes.
• Technology
Technical expertise: the ability to develop
the software and hardware required to
turn ideas into solutions.
• Entrepreneurship
Less tangible than the other two
domains, entrepreneurial talent is
the ability to identify commercial
opportunities and bring together
resources required to materialize ideas.
This is a key factor that distinguishes
successful hubs from less successful
ones.

1.

10

KWWS'HORLWWHFRXNȴQWHFKKXEV

Peripheral talent pools are key as well;
legal, marketing and business development
skillsets all serve to bolster the talent mix
within a hub. This mix, in turn, nurtures a
culture of innovation that is an extremely
powerful pull factor and serves to attract
and retain talent on a global stage.
Although our report found that most
European hubs agreed there is good
access to talent within their hubs, access
to talent was less consistent across other
areas of the globe. In particular, a number
of emerging hubs across Asia cited a
WHFKQRORJ\VNLOOVVKRUWDJH VSHFLȴFDOO\
software developers and engineers) as
DVSHFLȴFFKDOOHQJHLQWKHLUKXE
With the recognition of the importance
of developing and sustaining the talent
pipeline, some hubs have implemented
VSHFLȴFSROLFLHVDQGSURJUDPVWRLPSURYH
access to FinTech talent. Examples include
the UK’s Tech Nation Visa, which enables
tech talent from across the world to work
in the UK’s digital technology sector, and
Hong Kong’s FinTech Career Accelerator
6FKHPHDJRYHUQPHQWOHGSURJUDPWKDW

co-ordinates the placement of highly
HGXFDWHGVWXGHQWVLQȴQDQFLDOVHUYLFHV
organizations, FinTech start-ups and
regulatory authorities.
Once hubs have established themselves
globally, they have the natural advantage
of becoming a magnet for talent and
creating a virtuous cycle of attracting and
retaining talent. Creating this ‘culture of
innovation’ is an organic and unpredictable
attribute for a hub to attain; and leads
WRGLHUHQWQLFKHVDQGVWUHQJWKVDFURVV
hubs. For example, talent from armytrained technicians in Israel have enabled
the hub to lead in cyber security FinTech
innovations.
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02. Capital
6WDUWXSVQHHGDFFHVVWRVHHGDQGVFDOH
capital to develop and grow their ideas,
and will move to where they can raise
investment. Therefore, access to capital,
whether it comes from private investors
(e.g. angel investors, venture capital, and
private equity communities), governments
or corporates, is a key driver of FinTech
activity across hubs. As Venture Capital (VC)
investment deals are the best documented
of these sources of capital, they are viewed
by the industry as a credible barometer
for the state of FinTech activity across
hubs. Higher values and volumes of VC
investment activity is therefore a proxy for
higher levels of FinTech activity.
In addition to start- and scale- up funding
for FinTech companies, investment is
also required to fund initiatives such as
QRWIRUSURȴWDFFHOHUDWRUVVDQGER[HV
and incubator programs that foster
collaboration within the FinTech ecosystem.

In some areas, entrepreneurial patriarchs
who have actively built and exited
companies also serve as a strong source
of capital, re-investing further into the hub.
3HWHU7KLHODQG(ORQ0XVNLQ6LOLFRQ9DOOH\
are examples of this trend.
*OREDOO\86ELOOLRQRI9&LQYHVWPHQW
was put in to FinTech across 1,436 deals
LQ&KLQDDQGWKH8QLWHG6WDWHV
DFFRXQWHGIRUWKHPDMRULW\RIWKHVH
LQYHVWPHQWVZLWK86ELOOLRQDQG86
billion being invested respectively.
6LQFHDODUJHYDOXHRI9&LQYHVWPHQWV
come from a small number of hubs, it’s
unsurprising that our report found 32
SHUFHQWRIKXEVVXUYH\HGLGHQWLȴHGORZ
access to capital as a primary challenge in
their hub, while 25 percent cited low exit
RSSRUWXQLWLHVDVDPDMRUFKDOOHQJH

&KLQDLQFUHDVHGVLJQLȴFDQWO\([FOXGLQJ
exceptional “mega-rounds” of Chinese
investments in 2016, global VC investment
LQ)LQ7HFKLQWKHȴUVWKDOIRILQFUHDVHG
by over 28 percent year on year.
FinTech investment globally is expected to
continue increasing in the near-term and
access to capital is expected to improve
as investors become more familiar with
FinTech innovations.
FinTech investment globally is expected to
continue increasing in the near-term and
access to capital is expected to improve
as investors become more familiar with
FinTech innovations.

However, on a positive note, a more recent
report issued by Innovate Finance in July
20172VKRZVWKDWLQWKHȴUVWKDOIRI
VC investment from countries other than

*OREDO)LQWHFK9&GHDOYDOXH3

USA
US$6.2 billion
China
US$7.7 billion

$500m
$100m
$10m
$10m

 KWWSQHZLQQRYDWHȴQDQFHFRPUHSRUWVKYFȴQWHFKLQYHVWPHQWODQGVFDSH
3.

Deloitte “Connecting Global FinTech” report
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03. Demand

As with any other industry, demand drives
supply in the FinTech space. Demand for
FinTech products can come directly from
consumers (business-to-consumer or B2C)
or other businesses (business-to-business
or B2B).
7KHPRUHHVWDEOLVKHGDȴQDQFLDOVHUYLFHV
industry is within a hub, the more likely it
is for the hub to have a stronger FinTech
market. This is because consumers within
those markets are likely to be more
HGXFDWHGDERXWȴQDQFLDOSURGXFWVDQG
are therefore less averse to trying new
ȴQDQFLDOSURGXFWVDQGVHUYLFHV6HFRQGO\
HVWDEOLVKHGȴQDQFLDOLQVWLWXWLRQVORRNLQJ
WRH[SDQGRULPSURYHWKHLURZQRHULQJV
can provide a source of investment for
B2B FinTech companies. This is why, for
example, Barclays has invested in setting
XSLWV5Ζ6(SURJUDPLQNH\ȴQDQFLDOVHUYLFHV
centers such as New York and London.
Although this generalization is true for
WKHPDMRUȴQDQFLDOKXEVQRWHGLQRXU
report such as London, New York, Chicago,
6DQ)UDQFLVFR+RQJ.RQJDQGRWKHUVD
VWURQJȴQDQFLDOVHUYLFHVLQGXVWU\GRHVQRW
always equate to a strong FinTech hub.
For example, although Tokyo has a strong
ȴQDQFLDOVHUYLFHVLQGXVWU\UHJXODWLRQDQG
other factors have meant that FinTech has
EHHQVORZWRWDNHRFRPSDUHGWRVRPHRI
WKHRWKHUȴQDQFLDOKXEV
Our report also found that most hubs
surveyed from across the world believed
they have good access to FinTech
demand. However, around a third of
KXEVLGHQWLȴHGWKDWPXFKRIWKHGHPDQG
comes from outside of their local markets,
thus highlighting the global nature of
FinTech. This was particularly in the case
of smaller hubs, such as Lisbon, or more
geographically remote hubs, such as
Auckland.

04. Policy and Regulation

Regulatory sandboxes5

Policy and regulation are key factors that
contribute to the success of a FinTech
hub. Governments and regulators need
to strike a balance between promoting
LQQRYDWLRQDQGHHFWLYHFRPSHWLWLRQZKLOH
protecting investors and consumers. These
bodies provide the framework, policies4
and procedures that both encourage and
safeguard FinTech within the hub.

USA
Canada

Testament to how important supportive
regulations are to FinTech growth, are two
of the world’s leading FinTech hubs, London
DQG6LQJDSRUHDOVRNQRZQIRUWKHLU
progressive regulatory bodies: the Financial
&RQGXFW$XWKRULW\DQGWKH0RQHWDU\
$XWKRULW\RI6LQJDSRUHUHVSHFWLYHO\7KHVH
regulators have put in place initiatives that
foster FinTech collaboration within their
KXEVVXFKDV)LQ7HFKRɝFHVDFFHOHUDWRU
programs, international agreements and
sandbox environments where FinTech and
ȴQDQFLDOLQVWLWXWLRQVFDQȆWHVWȇLQQRYDWLRQV
in a safe production environment with less
onerous regulations.
7KH)&$DQG0$6DUHUHJDUGHGDV
pioneers, leading the new wave of FinTech
JURZWK7KH8.LQSDUWLFXODUKDVEHQHȴWHG
IURPȴUVWPRYHUDGYDQWDJHLQVHWWLQJ
up a regulatory sandbox to support
FinTechs. However, with their model
being adopted across the globe and as
regulatory sandboxes and inter-regulator
co-operation agreements become more
commonplace, progressive regulators will
need to continue regulatory reforms in
order to maintain an edge in supporting
FinTech growth.
2XUUHSRUWLQGLFDWHGWKDWE\0DUFK
six regulators had replicated the FCA’s and
0$6ȇUHJXODWRU\VDQGER[UHJLPHVLQWKHLU
MXULVGLFWLRQVZKLOHHLJKWRWKHUUHJXODWRUV
had proposed similar initiatives. By August
2017, a number of additional regulators
had also announced sandbox regimes,
e.g., Bahrain and Lithuania. The trend is
likely to continue, especially given that the
European Union Commission is presently
reviewing the possibilities of a Europe-wide
regulatory sandbox.

Live
Proposed

 )RUH[DPSOHWZRVXEVWDQWLDOSLHFHVRIUHJXODWLRQWKDWZLOOFRPHLQWRHHFWDFURVVWKH(8LQDUHWKHUHYLVHG3D\PHQWV6HUYLFHV'LUHFWLYH 36' DQG*HQHUDO
'DWD3URWHFWLRQ5HJXODWLRQ *'35 ZKLFKDLPWRSXWFXVWRPHUVLQFRQWURORIWKHLURZQGDWDDQGNHHSLQJWKDWGDWDVDIH0RUHLQIRUPDWLRQRQWKHLPSDFWRIWKHVH
UHJXODWLRQVRQ)LQ7HFKVFDQEHIRXQGKHUHKWWSEORJVGHORLWWHFRXNȴQDQFLDOVHUYLFHVSVGDQGJGSUIULHQGVRUIRHVKWPO
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Netherlands

Norway

Thailand

Russia

UK

Singapore
Hong Kong
Taiwan

Indonesia
Switzerland

Malaysia
Australia

Dubai

Abu Dhabi

Regulator aside, governments also play
an important role in supporting FinTech
growth. The government in India, for
example, has established policies and
programs and provided investment to
support the development of FinTech and
VWDUWXSVLQWKHFRXQWU\7KH6WDUWXS
ΖQGLDSURJUDPZKLFKSURYLGHVVLPSOLȴHG
regulatory processes, tax exemptions,
patent reforms, mentorship opportunities
and increased government funding for

start-ups is one such example. Other
initiatives led by the central government
in India include the introduction of a
QDWLRQZLGH8QLȴHG3D\PHQWVΖQWHUIDFH
a central digital identity base that enables
e-KYC to be completed economically and
the demonetization of bank notes in 2016
ȃDOORIZKLFKDUHH[SHFWHGWREHQHȴW
FinTech growth.

5.

The European Union Commission are expected
to publish their FinTech action plan in the fourth
TXDUWHURI6RXUFHKWWSHXURSDHX
UDSLGSUHVVUHOHDVHB0(02BHQKWP
13
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As a CIO, what does this mean for me?
As can be seen above, the success of FinTech hubs depend on a variety
of interdependent factors. While there is no magic formula, we discussed
four key factors that need to be taken into consideration when creating
a successful FinTech ecosystem. These factors are equally important for
management looking to create a supportive environment for FinTech
innovations within their organizations.

7KHPRUHHVWDEOLVKHGDȴQDQFLDO
services industry is within a
hub, the more likely it is for the
hub to have a stronger FinTech
market.

Talent
Just as successful hubs need to secure
a pipeline of FinTech talent, innovative
organizations need to develop FinTech
competencies through a combination
of attracting new blood, training
existing talent pools and creating an
environment that retains high-caliber
innovators and technologists and
begins to adopt the DNA & start-ups.

Key considerations for CIOs and
management:
• What are the talent gaps in your
organisation? How are you going to
address those?
6.

http://annualreport2013.volkswagenag.com/
group-management-report/sustainable-valueenhancement/research-and-development/keyUGȴJXUHVKWPO

7.

https://www.statista.com/statistics/314863/
research-and-development-expenses-of-tesla/
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• How do you develop a culture
and set of performance metrics
and frameworks that attracts and
retains, rather than drains, talent?
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Capital
In the same way that access to capital
investment can make or break a
start-up’s success, the ability for
innovative teams to access internal
funding and resources is crucial to an
organization’s ability to innovate. On
WKHȵLSVLGHVLPSO\WKURZLQJPRQH\
at ‘innovations’ does not guarantee
success and organizations with the
largest innovation funds are not always
the most successful. For example,
although Tesla is widely regarded as a
forward-thinking innovative company,
7HVODUHSRUWHGO\RQO\VSHQW86
million on R&D in 20136, in contrast to
automotive competitor Volkswagen’s
reported 2013 R&D spending to be
86ELOOLRQ7.

Demand
If there is no demand, there is no
YLDEOHSURGXFWRUVHUYLFH6XFFHVVIXO
innovative organizations pay attention
to their customer’s needs and know
ZKHUHDQGKRZWKH\ȴWLQWKHLU
FXVWRPHUVȇOLYHV0RUHWKDQWKDW
successful organizations know where
other companies’ products and
VHUYLFHVȴWLQWKHLUFXVWRPHUVȇOLYHV
and know when to partner with other
parts of the ecosystem to provide
a seamless experience for their
customers.

Policies and Regulations
As we saw previously, policies and
regulations can both enable or
constrain FinTech developments within
hubs. Governance structures, policies,
and procedures all serve to support
or restrict an organization’s ability to
LQQRYDWH6XFFHVVIXORUJDQL]DWLRQV
need to balance, on the one hand,
robust governance and controls to
manage risk and compliance with
regulations, and on the other hand,
ȵH[LEOHSURFHGXUHVDQGSROLFLHVWKDW
VXSSRUWUDWKHUWKDQVWLȵHLQQRYDWLRQV

Key considerations for CIOs and
management:

Key considerations for CIOs and
management:

Key considerations for CIOs and
management:

• What funding is available for
innovative initiatives?

• How well do you know your
customers? And the wider
ecosystem?

• What are the risks and governance
processes in place to make
decisions?

• What networking or partnering
opportunities are there? What
is the process for establishing
collaboration opportunities?

• What are the reporting lines for
innovation arms or acquisitions?
$UHWKHUHFRQȵLFWLQJJRYHUQDQFH
models and policies between
innovation practices and the main
organization?

• How are investments structured?

15
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Compliance and
&RPSHWLWLYHQHVV
Why open banking may
be the solution for banks
Pascal Eber
Partner
Operations Excellence &
Human Capital
Deloitte

Ronan Vander Elst
Partner
Deloitte Digital
Deloitte

Esther Bauer
0DQDJHU
6WUDWHJ\5HJXODWRU\ 
Corporate Finance
Deloitte

Andy Fossion
Consultant
Deloitte Digital
Deloitte

$OH[DQGUH+DYDUG
6HQLRU0DQDJHU
Operations Excellence
& Human Capital
Deloitte

As the European Union tries to respond to an ever-evolving
payment landscape in Europe through the Revised Payment
6HUYLFHV'LUHFWLYH 36' EDQNVDUHIDFLQJLPSRUWDQW
challenges while trying to be compliant. The legislation
created a panoply of opportunities, but also challenges, from
a strategic, organizational, and technological perspective.
As banks try to navigate this maze, they will need to
reconsider their operating models and how open banking
may be the next logical step.

16
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Payment initiation
service providers
3Ζ63 LQWLDWH
payments between
the payee’s and
payer’s accounts and
account information
service providers
$Ζ63V DJJUHJDWH
information between
customers’ payment
accounts.

Checks
1960’

18

Transfer
1970’

36'Ȃ5HJXODWLQJLQQRYDWLRQDQG
change
Throughout history, humans have had
payment systems that allowed them to
WUDGHJRRGV7KHVHKDYHEHHQVXEMHFWWR
evolution over time, moving from simple
bartering, grains, or shells to gold-backed
currencies. Over the past few years, this
evolution has accelerated rapidly.
These new payment systems imply a
QXPEHURIQHZFKDOOHQJHVΖQDQHRUWWR
respond to these changes and encourage
competition and innovation, the European
Union put into place the Revised Payment
6HUYLFHV'LUHFWLYH 36' 
36'ZLOORSHQWKHPDUNHWWRQHZSD\PHQW
players and extend the scope of services,
increasing competition with the aim to
HQFRXUDJHLQQRYDWLRQUDSLGLW\HɝFLHQF\
DQGVDIHW\LQSD\PHQWV6SHFLȴFDOO\WZR
new types of third parties will be able
to participate in the market: Payment
ΖQLWLDWLRQ6HUYLFH3URYLGHUV 3Ζ63V WRLQLWLDWH
payments between the payee’s and payer’s
DFFRXQWVDQG$FFRXQWΖQIRUPDWLRQ6HUYLFH
3URYLGHUV $Ζ63V WRDJJUHJDWHLQIRUPDWLRQ
between customers’ payment accounts.
7KHSURYLVLRQVRI36'LPSO\DQXPEHU
of challenges for banks that need to be
addressed sooner rather than later.

Stripe cards
1980’
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New types of competition will
nibble on banks’ margins and banks’
customer basis
$JLOHDQGȵH[LEOHQRQEDQNSOD\HUVKDYH
already entered the payment services
market, such as Amazon, eBay, and
Facebook, without the need to maintain
heavy banking infrastructure nor
comply with complex legislations. They
will now have access to parts of banks’
infrastructures and data, which banks
will be required to share through APIs
(Application Program Interfaces). They will
position themselves in attractive niche
PDUNHWVEHQHȴWLQJIURPH[FHOOHQFHLQ
customer experience and lower cost bases
than banks. Non-bank players (especially
merchants) will be able to cherry-pick and
IRFXVRQWKHPRVWSURȴWDEOHVHUYLFHV
As new players will be able to provide
information and payments services,
customers will have broader access to
formerly traditional banking services, like
DGYLFHRQWKHLUȴQDQFLDOVLWXDWLRQGHEW
credit, and other general questions.1
ΖQGHHGUHTXHVWLQJDORDQRUEHQHȴWLQJ
IURPȴQDQFLDODGYLVRU\ZRXOGPDNHPRUH
sense with an aggregated view on all of the
customer’s assets.

Chip cards
1990’

This is a real danger to banks margins,
but also banks’ customer bases. A recent
survey that was carried out by Deloitte
in a European country shows that 58
percent of consumers with mobile banking
applications would be willing to change
to a mobile-only bank to have the ability
to perform a greater number of bankingrelated services. Additionally, 49 percent
stated they would trust digital payment
services providers, and respectively
43 percent retailers, to access banking
services.2

Consumer willingness to switch

58%

of consumers with
mobile banking
applications would be
willing to switch to a
mobile-only bank

Source: Deloitte

Online payments
2000’

1.

Open banking – A consumer perspective, Faith Reynolds, January 2017

2.

'HORLWWHȂ+RZWRȵRXULVKLQDQXQFHUWDLQIXWXUHȂ2SHQEDQNLQJ

Mobile payments
2010

19

Inside magazine issue 16 | Part 01 - From a digital perspective

Bank business models will need to
HYROYHDQGFROODERUDWLRQZLOOIRVWHU
FRPSHWLWLYHQHVV
%DQNVZLOOEHDEOHWRUHDFWWR36'E\
either complying or competing. In this
context, banks need to decide their future
EXVLQHVVPRGHO7KH\ZLOOQHHGWRGHȴQH
whether they want to position themselves
as one-stop-shop advisers competing with
innovative new players in the banking world
or become specialists focusing on being
balance sheet providers, innovators, or
infrastructure providers.3 One-stop-shop
providers face risks and challenges through
new competition as well as the opportunity
to take advantages of the possibilities
available through teaming up with FinTechs
and other innovative companies. These
EDQNVZLOOHVVHQWLDOO\QHHGWRȴQGZD\V
to drive revenue by enhancing service
RHULQJVDWPLQLPDOFRVWVDQGEXLOGLQJ
on capabilities that are available to them
through new technological advances.
2QHVWRSVKRSEDQNVZLOOEHDEOHWREHQHȴW
from aggregating services to enhance
customer value and customer experience,
being able to compete with FinTechs and
challenger banks. For example, they will
be able to leverage the precious amount
of information that will be accessible
through APIs upon customers’ request,
giving customers a global view on all
transactions or monetizing this information
to merchants for their own marketing and
targeting strategies.
The current state of regulation and the
market are still frightening for banks,
especially considering the blur around
savings and securities accounts. The
IUDPHZRUNGHȴQHGE\36'LVRQO\SDUWLDO
resulting in only payment accounts being
LQFOXGHGRUQRWFOHDUO\GHȴQHGVWDQGDUGV
for APIs. The numerous questions that
remain, make grasping the existing
opportunities complex and some banks
may lose courage when faced with this
situation.
Let us look at the example of unknown API
standards for example. Today this is already
generating worry and leading to thoughts
on how they can be standardized in the

future (e.g., Berlin group, Open banking
working group). At the same time, FinTechs
such as Yodlee and Budget Insight have
FUHDWHGH[WUHPHO\ȵH[LEOHVROXWLRQVWKDW
allow the aggregation of accounts beyond
payment accounts. By working together
with companies that have embraced
this uncertainty and complexity in their
DNA, banks can take advantage of the
opportunities of today’s environment.
7KLVH[DPSOHSURYLGHVMXVWDTXLFNJODQFH
at the enormous scope of opportunities
that may arise once banks venture into
open banking. By changing their business
models from closed models that consider
data as proprietary structures toward
open models that embrace collaboration
with other players, open banks will be able
to deliver new value to customers and be
more competitive compared to traditional
closed banks.
Organizational impacts will be
VLJQLȴFDQWDQGZLOOSRVHFKDOOHQJHV
to banks
36'UHTXLUHVEDQNVWRLPSOHPHQW
VLJQLȴFDQWFKDQJHV7KHVHFKDQJHV
include compliance requirements, such
as the opening of APIs and new security
UHTXLUHPHQWVOLQNHGWR6&$ 6HFXUH
Customer Authentication) requirements.
Furthermore, if banks decide to compete
UDWKHUWKDQMXVWFRPSO\IXUWKHUFRXQWOHVV
new activities will result, including
integrating partnerships with innovative
companies that may have completely
GLHUHQWZD\VRIIXQFWLRQLQJDQG

governance; the need to treat and exploit
new data (e.g., obtained from other banks
or other companies) requiring big data
capabilities, or developing new in-house
solutions for automation. In order to be
able to address these choices and pursue
the strategy chosen by banks, decision
makers will need to reevaluate and adapt
HR and IT strategies to these new demands.
)URPDFRPSOLDQFHSHUVSHFWLYHVSHFLȴF
regulatory and technical expertise within
organizations as well as adapted ITLQIUDVWUXFWXUHVDQGȴQDQFLDOUHVRXUFHVZLOO
be required. At the same time a myriad
of other regulations, including GDPR4 and
0L)L'ΖΖ5 have similar demands in terms
RIUHVRXUFHVDQGEDQNVIDFH6RSKLHȇV
FKRLFHLQWHUPVRISULRULWL]DWLRQRISURMHFWV
generating a need for trained resources
that can be complicated to address.
When going beyond pure compliance, these
requirements become even more pointed.
To compete with innovative players, banks
will need to further develop existing
capacities including change management,
digital IT, and architecture, and also
acquire new capabilities such as customer
experience and user experience to be
able to ensure that their digital (and nondigital) experience is on par with innovative
players.

The current state of regulation
and the market are still
frightening for banks, especially
considering the blur around
savings and securities accounts.

 3OHDVHUHIHUWRΖQVLGH0DJD]LQHΖVVXHȂ7KHIXWXUHPRGHOVRIEDQNLQJLQ(XURSHDYDLODEOHDWKWWSVZZZGHORLWWHFRPFRQWHQWGDP'HORLWWHOX'RFXPHQWV
ȴQDQFLDOVHUYLFHV%DQNLQJOXWKHIXWXUHPRGHOVEDQNLQJLQHXURSHSGIIRUPRUHGHWDLOV
4.

General Data Protection Regulation

 0DUNHWVLQ)LQDQFLDOΖQVWUXPHQWV'LUHFWLYHΖΖ
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2SHQEDQNLQJȂVKLIWLQJIURPFORVHGWR
open banking models
Open banking will represent a paradigm
shift in today’s world. While today, products,
services, functions, and data are treated
as proprietary, the world of tomorrow will
see bank products, services, functions and
data shared for use with third parties that
ZLOODLPWRFUHDWHEHQHȴWIRUFXVWRPHUVDQG
new business values.6 Incumbent banks
that embrace open banking in order to be
able to compete, may be able to create new
VRXUFHVRIUHYHQXHDQGPD\EHQHȴWIURP
VLJQLȴFDQWDGYDQWDJHVJLYHQWKHLUVWURQJ
expertise, brands, and trust, as well as
access to an existing client base.
'HXWVFKH%DQNDQG1RUGHDDUHMXVWWZR
examples that highlight how compliance
and competiveness with third parties are
not mutually exclusive and have opened
websites for developers to experiment and
test with ideas and APIs.
• Deutsche Bank’s dbAPI interface
provides access to the bank’s proprietary
environment to allow developers to
test their ideas and innovations using
anonymized banking data. The creation
of this portal goes hand-in-hand with
another initiative—the hackathon—which
is a three-day event allowing developers
to test their APIs for three days and
allowing the winning team to collaborate
with Deutsche Bank’s Digital Factory.7
• Nordea has launched an API platform
WKDWDLPVWRPHHW36'UHTXLUHPHQWV
EXWDOVRVHHNVWRFDSLWDOL]HRQ36'
to advance open banking. The bank

SURYLGHVDȴUVWLWHUDWLRQRIDSRUWDODQG
community hub for developers with
access to a sandbox environment and
APIs in order to encourage collaboration
with third parties and innovators.8
Initial APIs available include the account
information service and the payment
initiation service API
Fidor goes even further, putting open
banking at the heart of their business
model. Fidor (bought last year by BPCE)
was founded with the idea to propose a
GHGLFDWHGRSHUDWLQJV\VWHP ȴGRU26 ZLWK
APIs to manage all features that a customer
requires in his daily banking life. The idea
behind Fidor is to promote open and
transparent banking and therefore to leave
the possibility for customers to manage
their data through any other application
that could propose value-added services
and improve the banking services.

Incumbent banks
that embrace open
banking in order to
be able to compete,
may be able to
create new sources
of revenue

Deutsche Bank, Nordea, and Fidor are
only some examples of banks that are
experimenting with open banking
WRGHOLYHUEHQHȴWVWRHQGFXVWRPHUV
Today a number of banks and other players
DUHDOUHDG\GDULQJWRPDNHDȴUVWVKLIW
toward open banking and it is likely that
in the future other banks will follow—
sooner or later. The three banks show
KRZGLHUHQWO\RUJDQL]DWLRQVFDQWDNH
DGYDQWDJHRIWKHRSSRUWXQLWLHVRI36'
and open banking to collaborate in order
to remain competitive.

6.

Open Banking: What Does the Future hold? Deloitte Digital, April 2017

7.

Deutsche Bank

8.

Nordea Bank
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6WLOOFRQVLGHUHGVFLHQFHȴFWLRQDIHZ
\HDUVDJR$UWLȴFLDOΖQWHOOLJHQFH $Ζ LV
now becoming a part of our business
HQYLURQPHQWMXVWDV$ODQ7XULQJKDG
predicted. AI is reinventing the entire
HFRV\VWHPRIWKH)LQDQFLDO6HUYLFHVΖQGXVWU\
)6Ζ ZLWKQHZEXVLQHVVPRGHOVGHVLJQHGWR
EHPRUHHHFWLYHDFFXUDWHDQGVHOIDGDSWLYH
By increasing the level of automation and using
dynamic systems, AI supports decision management,
enhances customer experience, and increases
RSHUDWLRQDOHɝFLHQF\
This article deals with the potential implications and
DSSOLFDWLRQVRI$ΖLQWKH)6Ζ)LUVWDJHQHUDOSUHVHQWDWLRQ
will demystify AI. Then, a second part will describe some
DSSOLFDWLRQVLQ)6ΖDQGPRUHVSHFLȴFDOO\DQ$ΖSRZHUHG
FKDWERWGHDOLQJZLWK0L)Ζ')LQDOO\ZHZLOOIRFXVRQWKH
outputs and actionable insights for CIOs.
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“I believe that at the end of the
century the use of words and
general educated opinion will
have altered so much that one
will be able to speak of
machines thinking without
expecting to be contradicted.”
Alan Turing,
Computing Machinery and intelligence, 1950
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Ȋ$UWLȴFLDOΖQWHOOLJHQFH
is the science and
engineering of making
intelligent machines,
especially intelligent
computer programs.
It is related to the
similar task of
using computers
to understand
human intelligence,
but AI does not
KDYHWRFRQȴQH
itself to methods
that are biologically
observable.”

'HP\VWLI\LQJ$UWLȴFLDOΖQWHOOLJHQFH
AI encompasses, among other things, cognitive automation, cognitive engagement,
and cognitive insights:

&RJQLWLYHDXWRPDWLRQ
Enable machines to
replicate human actions
DQGMXGJPHQWZLWK
robotics and cognitive
technologies1

&RJQLWLYHHQJDJHPHQW
Use intelligent agents
and avatars to deliver
mass consumer
personalization at
scale and smarter,
more relevant insights
to amplify end user
experience1

&RJQLWLYHLQVLJKWV
Employ data science and
machine learning to detect
critical patterns, make
high-quality predictions,
and support business
performance2

John McCarthy,
6WDQIRUG8QLYHUVLW\
Thanks to cognitive intelligence,
AI-powered systems are able to mimic
some aspects of human intellect by:
• Recognizing and understanding
elements for which they are programed.
7KLVLVWKHȴUVWVWHSRIFRJQLWLYH$Ζ
For example, syntax of a text, shapes
LQKDQGZULWWHQWH[WȴJXUHVRUIDFHVRQ
an image or a video, syntax of voice, and
much more.
• Applying context and interactions
The capacity to represent links between
GLHUHQWSLHFHVRILQIRUPDWLRQ
For example: “Bob is a dog. Dogs are
animals. Dogs hate cats.”
• Reasoning and making decisions
Consists of interpreting the information
recognized, possibly by making links with
context. Then, decisions are made based
on AI insights.

24

• Identify semantics
Reasoning and making decisions also
works as an enabler to identify the
meaning of information recognized.
For example, the sentence “I am going
to the bank” can have two meanings
(the establishment or the riverbank), it
is necessary to know the context and
to make a link to better understand the
meaning of this sentence.
• /HDUQLQJDQGLPSURYLQJ

The last and most crucial step of cognitive
AI is the function of learning from the
data provided, but also from mistakes
in order to self-improve. This capacity is
referred to as machine learning.
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$UWLȴFLDOLQWHOOLJHQFHFDSDELOLWLHV3

Learn and
LPSURYH
Identity
semantics

Reason and
make decisions

$UWLȴFLDOΖQWHOOLJHQFH
capabilities
Apply context
and interact

Recognize and
understand

1.

Deloitte - Cognitive Advantage

2.

Deloitte - Demystifying
$UWLȴFLDOΖQWHOOLJHQFH

3.

Deloitte LLC framework
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Major trends that are
SURIRXQGO\DHFWLQJ)6Ζ
%HIRUHIRFXVLQJRQVSHFLȴF$ΖXVHFDVHV
LQ)6ΖWKLVVHFWLRQZLOOSUHVHQWWKHPDMRU
WUHQGVWKDWFXUUHQWO\DHFWWKHȴQDQFLDO
services industry. The year 2017 seems to
PDUNDWXUQLQJSRLQWLQ)6Ζ0DMRUWUHQGV
DUHSURIRXQGO\DHFWLQJWKLVLQGXVWU\
with digital transformation, which is
revolutionizing business organizations.

26

0DFKLQHLQWHOOLJHQFHLVRQHRI
the main technological trends4
for 2017, helping companies to
make better decisions thanks
to AI capabilities.
4.

Deloitte University Press – Tech Trends 2017
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Major trends in FSI

Exponential growth of data volume:
First, the increasing use of social networks and
connected devices due to the Internet of Things (IoT)
has led to an exponential growth of data volume

New players on the marketplace:
New players such as FinTechs and startups
are entering the marketplace with
innovative solutions

Digital
Transformation
in FSI

Increasing customer expectations:
Customers’ needs are constantly
evolving with increasing
levels of expectations

New risks: Innovative technologies
simultaneously lead to new problems
such as privacy and new risks such
as fraud and cybercrime

New regulations: New regulations
aim to limit the usage of personal data
(e.g. General Data Protection Regulation)
or to increase investor protection (e.g. MiFID II)

New technologies: Finally, new technologies
deal with Big Data problems to help process
large amounts of structured and unstructured data

27
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0RVWFRPSDQLHVLQWKHȴQDQFLDOVHFWRU
KDYHDOUHDG\LQLWLDWHGWKHLU$ΖMRXUQH\
Around nine companies out of ten have
already started working with AI.5 In 2017,
32 percent of companies in the banking
industry are in the developing phase of
WKHLU$ΖMRXUQH\

7KH$ΖMRXUQH\LQWKHEDQNLQJLQGXVWU\ 

5

Developing

32%
Maturing

17%
Learning

40%
Not yet started

11%
Financial companies adopt AI with
VSHFLȴFDSSOLFDWLRQVLQPLQGVXFKDV
FXVWRPHUVHUYLFHEDFNRɝFHRSHUDWLRQV
ȴQDQFLDODGYLVHUVIUDXGGHWHFWLRQDQG
risk management. In 2017, 65 percent of
companies in the banking industry believed
WKDW$ΖZRXOGKDYHDVLJQLȴFDQWLPSDFW
on customer service5.

Top 5 impacts of AI on the banking industry5

Customer service

%DFNRɝFH2SHUDWLRQV

)LQDQFLDODGYLVRUV

)UDXGGHWHFWLRQ

5LVNPDQDJHPHQW

5.
28

52%

42%

31%
29%

'HORLWWHȂ$ΖDQG\RX3HUFHSWLRQVRI$UWLȴFLDOΖQWHOOLJHQFH
IURPWKH(0($ȴQDQFLDOVHUYLFHVLQGXVWU\

65%
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FSI case study: a chatbot for MiFID
This section will focus on one of the current
KRWWRSLFVLQ)6ΖWKDWKDVDSURIRXQG
HHFWRQFXVWRPHUVHUYLFH7KHUHJXODWLRQ
0DUNHWVLQ)LQDQFLDOΖQVWUXPHQWV'LUHFWLYH
ΖΖUHVKDSHVWKH)6ΖDQGZHLQYHVWLJDWHKRZ
$ΖFDQKHOSȴQDQFLDOSOD\HUVWRGHOLYHUD
superior customer experience while still
being compliant.
MiFID II, reshaping FSI
0L)Ζ'ΖΖLVDUHIRUPRI0L)Ζ'ΖWKDWZLOO
HQWHULQWRIRUFHLQ-DQXDU\0L)Ζ'
I provides harmonized regulation for
investment services across the European
(FRQRPLF$UHDΖWVSULPDU\REMHFWLYHV
are to increase competition as well as
consumer protection, notably after the
subprime crisis of 2008 that led to political
change around safety and soundness in
WKHȴQDQFLDOV\VWHP

7RGD\ȴQDQFLDOVHUYLFHVSURYLGHUV
LPSOHPHQW0L)Ζ'SURFHGXUHVZLWK
questionnaires to gather the required
LQIRUPDWLRQIURPWKHLUFOLHQWV$0L)Ζ'
questionnaire is composed of three
GLHUHQWVHFWLRQV
1.  ΖQYHVWPHQWREMHFWLYHVRIWKHFOLHQW
2. Knowledge and experience of investors
3. Financial situation

Focusing on consumer protection,
0L)Ζ'ΖΖHPSKDVL]HVWKHSURSHQVLW\WR
take risks and the ability to bear losses for
consumers. One of the main requirements
is to categorize clients as retail,
professional, and eligible counterparties
with an increasing level of protection. For
each kind of client, clear procedures must
be implemented to assess their suitability
for a given investment product.
0L)Ζ'ΖΖLVRQHRIWKHPRVWDPELWLRXV
reforms introduced by the EU in response
WRWKHFULVLV0L)Ζ'ΖΖDQG0L)Ζ5
reinforce consumer protection and
VHFXULWLHVPDUNHWVE\LQWURGXFLQJVSHFLȴF
rules such as best execution, client
UHSRUWLQJFRPSOH[ȴQDQFLDOLQVWUXPHQWV
and more. Therefore, the complexity of
these new laws and regulations is now
SURPSWLQJȴQDQFLDOVHUYLFHVSURYLGHUVWR
LQLWLDWHFRPSUHKHQVLYHΖ7SURMHFWVDQG
operational changes.

29
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A chatbot is a computer program
that mimics conversations with
users applying AI.
:K\ȴQDQFLDOVHUYLFHVSURYLGHUV
should reconsider the way to tackle
MiFID requirements
&XUUHQWO\ȴQDQFLDOVHUYLFHVSURYLGHUVXVH
SDSHURUHOHFWURQLFIRUPVIRUWKH0L)Ζ'
TXHVWLRQQDLUHV7KH0L)Ζ'TXHVWLRQQDLUHV
are particularly long and exhaustive (11
to 57 questions, depending on the bank).
The time estimated to complete such a
questionnaire is on average about 20 to
PLQXWHV0RUHRYHUWKHFOLHQWPD\KDYH
VRPHGLɝFXOWLHVLQXQGHUVWDQGLQJVRPH
questions, and this can lead to errors in
WKHHYDOXDWLRQRIWKHULVNSURȴOH
0L)Ζ'TXHVWLRQQDLUHVFDQQHJDWLYHO\
DHFWFXVWRPHUH[SHULHQFHLILQFRUUHFWO\
LPSOHPHQWHG6RPHFRPPRQSLWIDOOV
include asking hard-to-understand
questions or requesting too much
information. In this context, chatbots can
EHXVHGWRLPSURYHH[SHULHQFHIRUVSHFLȴF
segments such as self-directed and digitally
savvy customers.
A chatbot is a computer program that
mimics conversations with users applying
AI. Chatbots were initially limited to
FRQYHUVDWLRQVDERXWDVSHFLȴFWRSLFEXW
they are growing and diversifying with
advanced functionalities. Chatbots can
be used to tackle problems linked to
WKH0L)Ζ'TXHVWLRQQDLUHΖQWKHFRPLQJ
examples, we will see an application in
relation to retail clients, however it
is easily adaptable for professional
clients or eligible counterparties.
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Key functionalities of a chatbot
A chatbot can be embedded into any
bank application. For example, when
the customer has enough liquidity in
his personal accounts, the AI-powered
system will directly make the proposition
to invest. The client has the possibility to
interact with the chatbot to complete the
PDQGDWRU\0L)Ζ'TXHVWLRQQDLUHWKURXJK
DQLQWXLWLYHDQGXVHUIULHQGO\MRXUQH\
The solution synthetizes natural language
text, extracting data from the user inputs
at a rapid pace. The client’s answers
are stored in the database in order to
create a full picture of client knowledge
and experience, complete with risks and
REMHFWLYHV0RUHSUHFLVHO\WKHFKDWERWXVHV
Natural Language Processing (NLP)
to understand the customer’s inputs.
Therefore, by chatting with the customer,
the solution can gather information
UHTXHVWHGIRUWKH0L)Ζ'TXHVWLRQQDLUH
DQGGHWHUPLQHWKHSURȴOHRIWKHLQYHVWRU
0RUHRYHUWKHUHLVWKHSRWHQWLDOWRFROOHFW
initial data directly from the user account
in order to focus on questions that are
PRUHVSHFLȴFGXULQJWKHFRQYHUVDWLRQ

The chatbot is a breakthrough
in performing investment
SURȴOLQJE\RHULQJDQLQQRYDWLYH
XVHUH[SHULHQFHIRUWKH0L)Ζ'
questionnaire.
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0DLQEHQHȴWVRIWKHFKDWERW
In this context, the chatbot is a
breakthrough in performing investment
SURȴOLQJE\RHULQJDQLQQRYDWLYHXVHU
H[SHULHQFHIRUWKH0L)Ζ'TXHVWLRQQDLUH
Indeed, it asks personalized and accurate
questions to the client and from this is
able to search for the available requested
information and saves time by focusing
RQWKHFOLHQWREMHFWLYHVΖWFDQVDYHWLPH
IRUȴQDQFLDOVHUYLFHVSURYLGHUVDQGIRUWKH
customers by avoiding manual inputs of
customers’ answers but also because the
chatbot can handle multiple conversations

VLPXOWDQHRXVO\0RUHRYHUWKLVVROXWLRQ
represents a key step toward paperless
organizations.

characteristic. This way, the chatbot
is ready to handle any kind of change
LQWKH0L)Ζ'TXHVWLRQQDLUH

The chatbot is very easy to adapt
IRUȴQDQFLDOVHUYLFHVSURYLGHUVΖW
FDQEHDGDSWHGWRGLHUHQWNLQGVRI
questionnaires addressed to multiple types
of customers (retail clients, professionals,
HOLJLEOHFRXQWHUSDUWLHV DQGIRUGLHUHQW
kinds of providers (retail banks, private
EDQNV ΖWVLQYHVWRUSURȴOHHYDOXDWLRQ
model can also be easily adapted if the
provider wants to change the weight of one

User friendly and easy to adapt, this
VROXWLRQFDQEHDUHDODVVHWLQWKHȴQDQFLDO
services industry by saving time for both
ȴQDQFLDOVHUYLFHVSURYLGHUVDQGFXVWRPHUV
while providing digital and mobile solutions
to their evolving habits, toward a simple
and smarter interface. This endeavors to
provide a great customer experience.
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Key takeaways for CIOs
0DMRUWUHQGVDUHSURIRXQGO\DHFWLQJ)6Ζ
such as the exponential growth of data
volume, evolving client expectations, the
emergence of new risks, and increasing
regulatory pressures. In this context,
$ΖLVUHVKDSLQJWKHȴQDQFLDOLQGXVWU\
by enhancing customer experience,
increasing the level of automation,
and enabling organizations to derive
deep and actionable insights to
support decision management. Huge
expectations are currently surrounding
AI, and it could be the next breakthrough
LQWKHȴQDQFLDOLQGXVWU\VXSSRUWLQJ
digital transformations. Within the
QH[WWKUHHWRȴYH\HDUVZHH[SHFWDQ
exponential increase in the number of
AI-based applications.6 Companies know
the great potential that AI could bring.
Most companies already started taking
WKHLUȴUVWVWHSVLQWKHLU$ΖMRXUQH\E\
adopting technologies through proofsof-concept to rapidly test new models for
implementation.
Chatbots are becoming one of the most
HHFWLYH$ΖDSSOLFDWLRQVZKLFKDUH
becoming a privileged way to interact
with customers across a large panel
of industries, including FSI. They limit
human intervention and the potential
risk of operational errors. They can also
provide a seamless customer experience,
with natural language capabilities,
sentiment analysis, and process
automation. While providing a great
customer experience with personalized
advice and recommendations, chatbots
DOVRVDYHWLPHIRUȴQDQFLDOVHUYLFH
providers, enabling them to deal with the
new challenges they are facing.
$ΖUHSUHVHQWVDNH\GLHUHQWLDWLRQIDFWRU
XQORFNLQJEHQHȴWVWKURXJKRSHUDWLRQDO
HɝFLHQF\DQGHQKDQFHGXVHUH[SHULHQFH
It is rapidly becoming a necessity to jump
quickly onto the AI bandwagon to take
advantage of this technological trend.
Indeed, it enables to achieve competitive
advantages through automation, cost
optimization, insight-driven decisions,
and customer experience enhancement.
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Nevertheless, despite the disruptive
potential of AI, key challenges need to
be tackled in order to unleash its true
power. Main concerns related to AI
LPSOHPHQWDWLRQLQ)6ΖDUHLGHQWLȴHGLQ
a survey published in 2017 by EFMA and
Deloitte,7 such as hacking and cybercrime,
scarcity of technical talent, and limited
understanding of data technology.
0DLQFRQFHUQVDERXW$UWLȴFLDOΖQWHOOLJHQFH

12%

12%

Hacking/
Cybercrime

Scarcity of
technical
talent

12%

9%

Limited
Sustainability
understanding
of data
technology

More generally, executives are
concerned about the impacts of AI
on their organizations and business
models. Companies should start
building knowledge and expertise and
develop key competencies around AI
in an attempt to better understand
its implications in terms of security,
compliance, and scalability. They could
adopt a dedicated approach to start small
and rapidly implement new prototypes
into production. It is fundamental that
key building blocks are implemented with
the required capabilities to ensure proper
GDWDPDQDJHPHQWDFURVVWKHȴUP$Q
initial step is to start testing AI through
DȴUVWVLPSOHSURRIRIFRQFHSWZKLFK
enhances awareness and demonstrates
its true potential. Given the role that CIOs
play in security, data management, and
digital operations, they are in the ideal
position to lead the AI revolution, and to
demonstrate its power and usefulness
DFURVVWKHȴUPZLWKFRQFUHWHXVHFDVHV
Successful projects require support from
executives and accountable stakeholders;
it is hence crucial to convince them
by demonstrating its importance and
EHQHȴWV

9%

Existential
threat to
humnatiy

8%

No ownership/
Accountability

Huge expectations
are currently
surrounding AI, and
it could be the next
breakthrough in the
ȴQDQFLDOLQGXVWU\
supporting digital
transformations.

6.

'HORLWWH$UWLȴFLDOΖQWHOOLJHQFH $Ζ JRHV
mainstream

7.

'HORLWWHȂ$ΖDQG\RX3HUFHSWLRQVRI$UWLȴFLDO
ΖQWHOOLJHQFHIURPWKH(0($ȴQDQFLDOVHUYLFHV
industry
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Blockchain meets
reinsurance - A contract
management system solution
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*OREDOȴQDQFLDOFRPSDQLHVFRQWLQXHWRH[SORUHWKHQHZ
RSSRUWXQLWLHVEORFNFKDLQWHFKQRORJ\FRXOGRHUZKLOH
continuing to evaluate the possible paradigm shift that it
can trigger on their business. After an era of proofs-ofconcept, the technology is now moving to the stage of live
production and wide adoption.
Blockchain is one of the most promising
LQQRYDWLRQVIRUȴQDQFLDOVHUYLFHV
companies. According to the World
Economic Forum,1ȴQDQFLDOVHUYLFHVZLOOEH
transformed by blockchain technology, with
the expectation that at least 10 percent
of the global GDP will be processed by
blockchain platforms by 2025.
Over the last few years, the hype around
blockchain has been growing. From its
emergence as a technical experiment,
blockchain now reaches toward wider
adoption, ready to brandish its full potential.
0RUHWKDQ86ELOOLRQKDVEHHQLQYHVWHG
by venture capital companies and the
number of blockchain technology-related
startups are on the rise, with the more
established companies starting to mobilize

1.

resources in an attempt to identify the full
impact of blockchain on their business
PRGHOV6RPHXVHFDVHVDUHDOUHDG\OLYH
and many are awaiting their move into
production.
Given that the advantage of the new
technologies are greatest in a multi-player
situation, numerous companies have
entered into industry consortia to align on
standards for implementation and identify
areas of the value chain where blockchain
technology can be applied to its greatest
ability. Following the R3 consortium that
gathered over 80 banks and was launched
in 2015, the insurance and reinsurance
industry has set up the B3i consortium as
ZHOODVWKH5LVN%ORFNFRQVRUWLXPLQWKH86

7KH)XWXUHRI)LQDQFLDO6HUYLFHVȂ+RZGLVUXSWLYHLQQRYDWLRQVDUHUHVKDSLQJWKHZD\ȴQDQFLDOVHUYLFHVDUHVWUXFWXUHGSURYLVLRQHGDQG
consumed. World Economic Forum June 2015
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B3i consortium
The Blockchain Insurance Industry Initiative
(B3i) is a collaboration of insurance and
reinsurance companies created in October
2016 to explore the potential use of
EORFNFKDLQDQGWRLQFUHDVHHɝFLHQF\LQWKH
exchange of data between reinsurance and
insurance companies. Originally composed
RIȴYHPHPEHUV $HJRQ$OOLDQ]0XQLFK
5H6ZLVV5HDQG=XULFK WKHFRQVRUWLXP
welcomed ten new members at the
beginning of 2017 (Achmea, Ageas, Generali,
+DQQRYHU5H/LEHUW\0XWXDO5*$6&25
6RPSR-DSDQ1LSSRQNRDΖQVXUDQFH7RNLR
0DULQH+ROGLQJV;/&DWOLQ %LȇVYLVLRQLVWR
MRLQWO\H[SORUHWKHSRWHQWLDORIEORFNFKDLQ
technology in industry-wide use cases to
better serve end-clients.
7KHVWDUWLQJSRLQWZDVWRGHYHORSDȴUVW
SURRIRIFRQFHSWIRU3URSHUW\&DW;/
reinsurance contract management.

The proof-of-concept was announced
GXULQJDQLQVXUDQFHVXPPLWLQ0RQWH
&DUORLQ6HSWHPSHUDQGRSHQHGIRUPDUNHW
testing.
:HDUHFRQȴGHQWWKDWEORFNFKDLQZLOOSOD\
a pivotal role in the insurance industry
in the upcoming years. As outlined in
various Deloitte publications, blockchain
will form the foundation of the industry’s
next-generation infrastructure. It will
redraw processes and call into question
orthodoxies that are fundamental to today’s
business models. Deloitte has already
started to build real enterprise focused
cross-industry blockchain frameworks
with several use cases, both for property
& casualty and L&A insurance. Examples
include subrogation, proof of insurance,
ȴUVWQRWLFHRIORVVDQGSDUDPHWULF
insurance.

It is in this context Deloitte supported
a large global insurance company in
the development of a proof-of-concept
in the reinsurance business. The client
had already done one proof-of-concept
with blockchain before and was one of
WKHȴUVWELJLQVXUDQFHSOD\HUVH[SORULQJ
blockchain technology. In 2017, in addition
to their participation in B3i, the large
global insurance company and Deloitte
agreed to work together in order to
implement a smart contract platform for
a complex reinsurance program, focusing
on the overall contract handling processes
between the reinsurance entity and the
primary insurance operating entities.

Blockchain enabled Reinsurance platform
Manual process
Agree on Contract T&C in Paper

INSURANCE
ENTITY

REINSURANCE
ENTITY
Automated process
Reinsurance Blockchain Platform

Draft a New
Contract

1

2

Claims
Handling

4

3

Negotiating and
Signing of Contract

Premium
Calculation

2.
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Reinsurance News. B3i to launch
blockchain reinsurance platform at
0RQWH&DUOR596
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Reinsurance processes are famously
LQHɝFLHQWΖWLVDFRPSOH[EXVLQHVVDQGVWLOO
involves many manual processes.
%ORFNFKDLQWHFKQRORJ\RHUVJUHDWSRWHQWLDO
in initiating, processing, and settling
transactions between primary insurers and
reinsurers through its shared ledger, being
able to track and trace every event and
transfer value without needing a central
database. For the proof-of-concept, the
FOLHQWLGHQWLȴHGVHYHUDOEXVLQHVVREMHFWLYHV
• 0LQLPL]HWKHH[WHQWRIPDQXDO
collaboration required between
the primary insurer, reinsurer, and
retrocessionaires in creating contracts
and claims
• Create transparency between the
primary insurer, reinsurer, and
retrocessionaires around contracts
and claims
• Facilitate the processing and application
of claims in real time
• Facilitate the automated processing of
settlements
• Explore the capacity to interface with
legacy platforms
ΖQRUGHUWRIXOȴOOWKHVHIXQFWLRQDO
requirements, the Deloitte team proposed
and agreed on a series of technical
requirements with the client:
• Build an extensible and modular
platform for deploying blockchain-based
reinsurance smart contracts
• Implement a user interface (UI) for the
collaborative creation of contracts and
the application of claims
• Implement connectivity of the UI to the
blockchain through the use of application
programming interfaces (APIs)
• Determine and assist the client in
implementing an infrastructure to
VXSSRUWWKHȴQDOSURRIRIFRQFHSW

Smart Contract
A smart contract is a software algorithm
integrated into a blockchain with trigger
DFWLRQVEDVHGRQSUHGHȴQHGSDUDPHWHUV
The term can be misleading as it is not
formally a contract (nor is it particularly
smart). In this proof-of-concept, it is
encrypted and time-stamped into a
blockchain when created, and executes
itself without the need for trusted third
parties. This is one of the blockchain
functionalities where companies see the
KLJKHVWEHQHȴWDVLWFDQGUDVWLFDOO\UHGXFH
the time and cost of actual contract
processing. As an example, all terms and
conditions of an insurance contract can be
integrated as parameters of the algorithm
and trigger reimbursement in the case of a
claim.
ΖQRUGHUWREXLOGWKLV3R&DVHHFWLYHO\DV
possible, an agile approach was formulated.
The three sprints below were required
WRGHYHORSDOOGHȴQHGIXQFWLRQDOLWLHVDQG
related interfaces:
• 6SULQWIRFXVHGRQWKHFUHDWLRQRIWKH
contract processing module
• 6SULQWGHYHORSHGWKHFODLPVSURFHVVLQJ
module
• 6
 SULQWVHWXSWKHPXOWLOD\HUSURFHVVLQJ
settlement, and contract and claim
exporting

Reinsurance is a complex
business and still involves
many manual processes.

• %XLOGXVHUSURȴOHVDQGFDSDELOLWLHV
for the primary insurer, reinsurer, and
retrocessionaires
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After approximately two months of
development, we delivered a fully functional
proof-of-concept to the client. This PoC
proved the hypothesis that blockchain can
EHYHU\HHFWLYHLQPDQDJLQJFRPSOH[DQG
large reinsurance contracts. The smart
contract platform implemented as part of
the PoC allows insurers and reinsurers to
interact securely and quickly across the
contract lifecycle, utilizing a number of
selected, pre-designed contract templates.
Any one party can create a new contract
on the platform and compile the various
terms and conditions; negotiation over
terms and conditions is handled directly on
the platform, while providing a secure audit
trail, guaranteed by blockchain technology.
Upon contract signage, all information
is directly saved in the blockchain, and
can be “called upon” automatically once
the relevant claims are applied against
it, whereupon the payments resulting
from the claim are then automatically
redistributed to the participants in the
contract.
The platform notably reduces the manual
UHFRQFLOLDWLRQHRUWVDQGDSSOLHVD
management-by-exception methodology
for controlling activities. Looking forward,
a full integration with core insurance
systems, which was not part of this PoC,
ZLOOXQGRXEWHGO\EHQHȴWWKHRYHUDOO
management of reinsurance contract
processes, guaranteeing increased security,
WUDQVSDUHQF\DQGHɝFLHQF\
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Blockchain for core insurance systems
Blockchain technology will act as the
catalyst of a profound restructuring for
LQVXUHUVDVLWZLOOKDYHDPDMRULPSDFWRQDOO
steps of the core insurance value chain.
We see the following three potential use
cases as most relevant:
01. 3HRSOH%DVHGRQ6PDUWΖGHQWLW\
insurers can verify identity and enlist
new customers much faster and at
lower costs.
02. Contract: Through blockchain, all
GLHUHQWSDUWLHVRIDFRQWUDFWZLOO
EHQHȴWIURPDMRLQWSODWIRUPWKDWZLOO
reduce costs, errors, and the duration
of the process.
03. Claim: The creation and processing
of claims based on smart contracts
ensures a transparent, responsive, and
irrefutable process.

This PoC demonstrates that blockchain
technology will have the potential to
innovate not only the reinsurance business,
EXWDOVRWKHHQWLUHȴQDQFLDOVHUYLFHVVHFWRU
through three mechanisms.
Blockchain technology will cause a
SDUDGLJPVKLIWIRUWKHȴQDQFLDOVHUYLFHV
industry. Business data, rules, and
processes relating to a single contract can
be put integrally into a smart contract,
which is audit-trailed by design. APIs
interacting with the independent contracts
can be set up, facilitating integration into
a micro service architecture. This opens
various new roles or changes existing ones
ZLWKLQȴQDQFLDOFRPSDQLHVVRPXFKLQGHHG
that over time, blockchain-enabled business
could be the backbone of an industrywide shared services center for selected
processes.

Upon contract signage,
all information is directly
saved in the blockchain,
and can be “called upon”
automatically once
the relevant claims are
applied against it.
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An obvious trend is
that customers lean
toward more customized
products and services.
Despite the peer-to-peer nature of the
system, validators will still be needed
to authenticate participants and to be
arbitrators in case of disputes. In a pure
blockchain ecosystem, anyone could run
the code and act as validator, but taking into
account the current regulatory framework
and existing trust models, we expect the
emergence of regulated validators under
the authority of existing entities, which
ȴQDQFLDOFRPSDQLHVEHVWHPERG\GXHWR
their market position.
An obvious trend is that customers lean
toward more customized products and
services. Blockchain, together with Big Data,
DUWLȴFLDOLQWHOOLJHQFHDQGWKHΖQWHUQHWRI
Things, is one of the technologies that will
be the driving forces for future innovation.
In a blockchain-inspired insurance world,
superior access to customers and risk
assessment tools will continue to be
key in running a successful business.
Blockchain can serve as the infrastructure
to orchestrate the complex ecosystem
UHTXLUHGLQDGGUHVVLQJVSHFLȴFQHHGVRI
customers, which often go beyond the
traditional insurance-focused business
platforms. On top of this infrastructure,
other innovative technologies might
act as modules, e.g., create a tailored
FXVWRPHUMRXUQH\H[SHULHQFHZLWKDUWLȴFLDO
intelligence and the Internet-of-Things,
balanced risk models for user based
insurances with Big Data, or automated
KDQGOLQJRIEXVLQHVVZRUNȵRZVZLWK
blockchain.

Adoption of Blockchain by Corporations

Technical progress
is not yet fully
satisfactory,
both for public
and private
blockchains,
especially over
scalability, privacy
and security.

Regulation authorities
mainly adapted
a wait-and-see
approach. Although
they are in principle
open-minded about
blockchain, global
initiatives are not
yet launched, i.e.,
intensive stakeholder
management needed.

Blockchain technology is gaining
momentum across all insurance market
stakeholders. The technology is positioned
to become a strategic imperative for large
companies. Industry-wide consortia, such
as B3i and RiskBlock, aim to maximize
WKHSRWHQWLDOEHQHȴWRIEORFNFKDLQ7KH
presented blockchain proof-of-concept
provides strong evidence that the
WHFKQRORJ\LVYHU\HHFWLYHLQPDQDJLQJ
complex and large reinsurance contracts.
Blockchain technology is positioned

Legal enforceability
continues to be
uncertain, with
special focus
on e-signature
acceptance and the
true court value of
smart contracts.

6RFLDODFFHSWDQFH
of such a new
paradigm is all
but certain, as
VLJQLȴFDQWDQG
potentially painful
disruption will need
to occur, including
MREORVVHVDQG
failing businesses.

to become the industry infrastructure
backbone of the future, enabling a
paradigm shift in many ways. It provides
WKHRSSRUWXQLW\WRSRVLWLYHO\DHFWWKH
products and services provided to the
customer, improves business processing,
and evolves the role of existing industry
market players. The time when the
blockchain initiative was mainly about
proofs-of-concept and experimentation
is over. The era of blockchain as a key
strategic value creator is upon us now.
6RXUFHV
Deloitte Germany Blockchain institute Point
of View: “Banking on a public platform - How
Blockchain can change banking”
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Digital onboarding
IRUȴQDQFLDOVHUYLFHV
A must-have for
digital natives
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ΖQWKHȴQDQFLDOVHUYLFHVLQGXVWU\WKHOHYHORIVHUYLFHRHUHGWR
customers coupled with a strong branding are key to attract
DQGUHWDLQFOLHQWV$UULYDORIQHZSOD\HUVRQWKHȴQDQFLDO
services market like neo-bank a few years ago and FinTechs
PRUHUHFHQWO\UHVKDSHGWKHODQGVFDSHRIȴQDQFLDOVHUYLFHV
providers and accelerated digitization of many processes and
VHUYLFHV&XVWRPHUVH[SHFWIURPWKHLUȴQDQFLDOLQVWLWXWLRQV
(e.g. bank, insurance) a high level of services and personalized
FRPPXQLFDWLRQDVWKH\HQMR\LQRWKHUDUHDVRIWKHLUOLYHV
ΖQDGGLWLRQWKH36'UHJXODWLRQHQFRXUDJHVFRPSHWLWLRQ
EHWZHHQȴQDQFLDOVHUYLFHVSURYLGHUVDQGIDFLOLWDWHVFKDQJHIURP
one provider to another. Combined, these factors are making
FXVWRPHUVOHVVOR\DOWRWKHLUFXUUHQWȴQDQFLDOVHUYLFHVSURYLGHUV
and highlight the importance of the onboarding process.

Ronan Vander Elst
Partner
Deloitte Digital
Deloitte

Maxime Heckel
Director
Operations Excellence
& Human Capital
Deloitte

Nicolas Vauclin
Manager
Technology & Enterprise
Application
Deloitte

Any customer who has tried to open a
current account or become a new client
knows how unpleasant the experience
can be: either in a branch where
they have to follow old paper-based
onboarding processes or online where
they are often redirected to a local
branch.
Every customer’s onboarding journey is
GLHUHQWEXWWKHH[SHULHQFHRIRSHQLQJ
DFFRXQWVZLWKWUDGLWLRQDOȴQDQFLDO
institutions leads to many common
friction points like being re-routed to
GLHUHQWFKDQQHOVWKHQHHGWRSURYLGH
SK\VLFDOLGHQWLȴFDWLRQDQVZHULQJWKH
same questions multiple times, and long
delays to access the account.
Improving the customer onboarding
experience should be a priority for
ȴQDQFLDOLQVWLWXWLRQVHVSHFLDOO\DVQHZ
regulations like the PSD2 will enable
FXVWRPHUVWRFKDQJHWKHLUȴQDQFLDO
service provider more easily. The
account setup should now be a formality
and should therefore be completed in
minutes, similarly to other common
VHUYLFHV HJ)DFHERRN6SRWLI\ 
2QERDUGLQJUHSUHVHQWVWKHȴUVW
FXVWRPHULQWHUDFWLRQIRUWKHȴQDQFLDO
institution and will set the tone for
the entire relationship. A move from a
lengthy, paper-based and inconvenient
process to a smooth and genuinely
omni-channel customer experience
would be a true game changer, not
to mention it could potentially save
VLJQLȴFDQWSURFHVVFRVW

1.

ΖQFUHDVLQJFRVWSUHVVXUHHYROYLQJ
customer needs and market
transformation require a profound
rethinking of the client onboarding
process.
Client onboarding encompasses the endto-end process, from the time the client
LVORRNLQJIRULQIRUPDWLRQRQDȴQDQFLDO
institution to the time his or her product
HJEDQNDFFRXQW LVDFWLYDWHGDVZHOODV
the follow-up activities performed by the
ȴQDQFLDOLQVWLWXWLRQWRHQVXUHDVPRRWK
start of the customer relationship
HJȴUVWFRQWDFWZLWKDFXVWRPHU
UHSUHVHQWDWLYH 
Three main forces are challenging
today’s traditional onboarding process:
Decreasing cost/income ratio is
a major challenge for most of the
WUDGLWLRQDOȴQDQFLDOLQVWLWXWLRQVLQ
Europe, especially with the threat of
QHZPDUNHWHQWUDQWV HJ)LQ7HFKV 
and increased regulatory burden. In
particular, the traditional in-branch
onboarding process is time consuming
and could be automated and improved
to provide a better customer experience
and enable cost reduction and revenue
increase.
&XVWRPHUVȇEHKDYLRU is evolving: they
have become more international and
mobile and thus expect simpler, quicker
DQGPRUHȵH[LEOHLQWHUDFWLRQVZLWKWKHLU
service providers. They also expect to
be able to perform all types of services
at any time, regardless of location.
They are strongly reducing face-toIDFHLQWHUDFWLRQVIRUWKHLUȴQDQFLDO
activities and look for institutions that
can provide them with an easy access
and personalized experience. Today,
38 percent1 of customers drop out of
the onboarding process because of
frustration with paper or the volume of
information required.
New market entrants are reshaping
WKHODQGVFDSHRIȴQDQFLDOVHUYLFHV
providers. On the one hand, new
purely digital companies provide great
customer experience and increase
competition between traditional
institutions, but on the other hand, new
disruptive technologies allow the latter
to keep up with change and meet client
expectations.

'HORLWWH*OREDO0RELOH
&RQVXPHU6XUYH\
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'LJLWL]LQJWKHRQERDUGLQJSURFHVVHQDEOHVȴQDQFLDOLQVWLWXWLRQVWRWUDQVIRUP
these challenges into opportunities
Digital onboarding enables a new and personalized customer experience by simplifying
WKHDFFHVVWRȴQDQFLDOVHUYLFHVZKLOHUHGXFLQJSURFHVVLQJWLPHDQGFRVWIRUȴQDQFLDO
institutions due to optimized processes:

ΖPSURYHG&XVWRPHU([SHULHQFH

• )DVWHUDQGPRUHȵH[LEOHDFFHVVWR
banking services

Reduced Cost/Income Ratio

• Reduce cost-to-serve
• ΖPSURYHVDOHVHHFWLYHQHVV

• Be perceived as innovative and
reinforce brand image

• Reduce failed client acquisitions

• Possibility to switch between inbranch and online onboarding

• Automate and accelerate processes
WRLQFUHDVHRSHUDWLRQDOHɝFLHQF\
and to reduce operational costs

• Onboarding in a matter of minutes
• Enhanced digital user experience
• 6WUXFWXUHGȴOHDUFKLYLQJ
• Reduce document loss

• Increase Assets under Management
and revenues
• Free up employee time that can be
spent on more valuable activities

• Reduced paper usage

In the banking industry, 38 percent of
FXVWRPHUVVWDWHGXVHUH[SHULHQFH 8; 
as the most important criterion when
choosing a digital bank.
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01
Customer experience is one of the
most important success factors of
the onboarding process. Financial
institutions use more and more
customer-centric methodologies
to redesign the target customer
experience.
Customers need to see onboarding
as a single process, no matter how
many channels they use. To avoid
losing customers during the process,
WKHRQERDUGLQJVWUDWHJ\PXVWRHU
cutting-edge personalized experiences
that accompany the customer during
the onboarding process across multiple
channels.
In the banking industry, 38 percent1
of customers stated user experience
8; DVWKHPRVWLPSRUWDQWFULWHULRQ
when choosing a digital bank, and 26
percent stated the easy enrollment and
login is the most important one. Giving
customers the choice of interacting via
multiple channels at any time makes
the process much more convenient
and requires an omni-channel strategy
upfront. This means giving customers
WKHȵH[LELOLW\WRVWDUWWKHLURQERDUGLQJ
process using one channel and switch to
another one at any time to pick up where
WKH\OHIWR&XVWRPHUVZKRH[SHULHQFH
“anywhere” onboarding with consistent
information across channels are likely to
think that this convenience would extend
to their day-to-day experience.
In order to design great omni-channel
customer experience during onboarding,
service design techniques enable an
organization to understand customers’
needs and empathize with them. It aims
to ensure that service interfaces are
useful and desirable from the client’s
SRLQWRIYLHZDVZHOODVHHFWLYH
HɝFLHQWDQGGLVWLQFWLYHIURPWKHȴQDQFLDO
institutions’ point of view.

Nevertheless, service design should not
only focus on customers, but should aim
WRȴQGWKHȊVZHHWVSRWȋEHWZHHQWKH
three following dimensions:
Desirability: Do users want it? This
question links onboarding to target
customer segments
Viability: Should we do it? This question
assesses the alignment of new service to
the strategy
Feasibility: Can we do it? This question
makes the link with capacity planning and
architecture

6HUYLFHGHVLJQLVDQLWHUDWLYHDSSURDFKDLPLQJDWILQGLQJWKHȊVZHHWVSRW ȋ

EMOTIONAL
INNOVATION
'HȴQHWKHYDOXDEOHVHUYLFH

FUNCTIONAL
INNOVATION

DESIRABILITY
Do users want it?

VIABILITY
Should we do it?

FEASIBILITY
Can we do it?

PROCESS INNOVATION

Service design approach should be
iterative, user-centric and co-creative:
prototypes are designed together
with customers, not only for them.
This approach is also more holistic as
it considers the service context and
formalizes the onboarding before, during,
and after the process itself.
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6HUYLFH'HVLJQLVDGLVUXSWLYH
method based on group work and
customer focus

USER CENTERED
It is all about
people

Onboarding is a
VSHFLȴFSURFHVVWKDW
requires identifying
customers and
verifying their
identity with high
level of security and
low level of risk.


CO-CREATIVE
Design with, not
just for

SEQUENCING
Sequence of
correlated
actions

EVIDENCING
Physical
touchpoint
interaction

HOLISTIC
Considering the
service context
44

To start implementing a new
RQERDUGLQJSURFHVVȴQDQFLDO
institutions need to consider their
RYHUDOOEXVLQHVVDUFKLWHFWXUH
Onboarding represents the process
by which a customer establishes a
UHODWLRQVKLSZLWKWKHȴQDQFLDOVHUYLFHV
provider. This journey encompasses all
activities performed by the institution
or the customer, from information
display, data capture, and product
DFWLYDWLRQWRNH\IROORZXSDFWLYLWLHV HJ
ȴUVWLQVWDOPHQWRQWKHDFFRXQWȴUVW
FRQWDFWZLWKDQLQVXUDQFHDJHQW 7KH
goal is to ensure a valuable onboarding
IRUWKHȴQDQFLDOLQVWLWXWLRQQRWRQO\E\
developing a new mobile app or website.
6RPHVSHFLȴFVWHSVRIWKHGLJLWDO
onboarding process require dedicated
technologies
2QERDUGLQJLVDVSHFLȴFSURFHVVWKDW
requires identifying customers and
verifying their identity with high level of
security and low level of risk, as required
by KYC and AML regulation. Five elements
need particular attention:

01

Collecting potential clients’ static data
DQGLGHQWLȴFDWLRQGRFXPHQWVDQG
checking the accuracy of the information
SURYLGHGWKURXJKGLHUHQWPHWKRGV
ΖWFDQEH2&5 2SWLFDO&KDUDFWHU
5HFRJQLWLRQ WKDWH[WUDFWVWH[WXDOGDWD
from documents or document validation,
WKDWYHULȴHVWKHDXWKHQWLFLW\RIWKH
FXVWRPHUȇVLGHQWLW\GRFXPHQWV VXFKDV
passports, driver’s licenses or national ID
FDUGV VFDQQHGE\FXVWRPHUV



The anti-impersonation step ensures
that the customers applying for the
product are “who they say they are”,
i.e. their identity matches the identity
indicated on the documents and data
that have submitted. There are two main
types of anti-impersonation solutions:
.QRZOHGJH%DVHG$XWKHQWLFDWLRQ PDLQO\
XVHGLQWKH8. DQG)DFLDO5HFRJQLWLRQ

03
9HULȴFDWLRQRIWKHFXVWRPHUVȇLGHQWLW\
DQGFRPSOLDQFH $0/&7)$QWL
0RQH\/DXQGHULQJ&RXQWHU7HUURULVP
)LQDQFLQJ LVSHUIRUPHGE\UXQQLQJ
background checks on inputted static
GDWD HJQDPHJHQGHUGDWHRIELUWK
FRXQWU\RIUHVLGHQFHQDWLRQDOLWLHV 7KH
“Know Your Customer” background
YHULȴFDWLRQZLOODVVHVVWKHSRWHQWLDO
ULVNVDFXVWRPHUFRXOGUHSUHVHQW LH
FRXQWHUSDUW\ULVN 

04

The electronic signature ensures that
a contract is duly signed between the
FXVWRPHUDQGWKHȴQDQFLDOLQVWLWXWLRQ

05

Orchestration is a key element of the
process, as it enables a smooth and
transparent experience for the customer
who does not see all systems used during
the process. Determining a basic realtime onboarding status is not trivial and
still considered as a goal to achieve by
PDQ\ȴQDQFLDOLQVWLWXWLRQV
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ΖQRUGHUWRFRYHUWKHVHDFWLYLWLHV
a large number of applications are
required and need to be perfectly
integrated to guarantee great
customer experience.
'LJLWDORQERDUGLQJUHTXLUHVȴQDQFLDO
institutions to implement the following
capabilities:
• Provide a customized and ready-to-use
front end
• Capture customer’s static data and
LGHQWLȴFDWLRQGRFXPHQWV
• Perform OCR on documents to enhance
user experience
• Ensure advanced photo and video facial
UHFRJQLWLRQ LHFRPSDULQJSKRWRDQG
video from smartphone built-in camera
DQGLGHQWLȴFDWLRQGRFXPHQWV
• 3
 HUIRUPEDVLF$0/&7)EDFNJURXQG
FKHFNV HJRɝFLDOOLVWSROLWLFDOO\
H[SRVHGSHUVRQVDGYHUVHPHGLD
• Provide electronic signature services,
to enable contracts to be signed
EHWZHHQWKHFXVWRPHUDQGWKHȴQDQFLDO
institution
Implementing a large number of
GLHUHQWDSSOLFDWLRQVZLWKLQWKHH[LVWLQJ
landscape brings traditional IT challenges
like incompatibility between technical
IUDPHZRDUNVGLɝFXOWV\QFKURQL]DWLRQ
of release cycles, etc. The complexity is
further increased by the limited scope
of the onboarding process and the highlevel of service required to provide great
customer experience. This complexity
comes with additional costs that need
to be anticipated in the business case of
the project. Implementing Service Level
Agreements with external providers is
one example of activities to control costs.
Designing architecture for digital
RQERDUGLQJUHTXLUHVDWUDGHR
between easy customer experience
design and IT complexity
Depending on several factors such as
channel strategy, the existing technology
ODQGVFDSHDQGȵH[LELOLW\LQWKH
continuous improvement of the process,
ȴQDQFLDOLQVWLWXWLRQVFDQLPSOHPHQW
onboarding solutions following two
alternatives.

components. A single external vendor
orchestrates the whole onboarding
process using several sub-FinTech
YHQGRUVΖQWKLVFDVHWKHȴQDQFLDO
institutions only contract with one vendor
DQGEHQHȴWVIURPDQLQWHJUDWHGDQGHQG
to-end technological solution. Multiple
vendors, and in particular new FinTechs,
ȵRXULVKLQWKDWGRPDLQΖQWHJUDWLRQZLWKLQ
WKHȴQDQFLDOLQVWLWXWLRQVȇΖ7ODQGVFDSHLV
OLPLWHGWREDFNRɝFHDQG&50V\VWHPV
7KHVHFRQGDOWHUQDWLYH is to orchestrate
the digital onboarding process using a
mix of internal and external technology
FRPSRQHQWV ZKHQQHFHVVDU\ ΖQ
WKDWFDVHWKHȴQDQFLDOLQVWLWXWLRQV
OHYHUDJHH[LVWLQJFRPSRQHQWV HJ
front-end development tools, document
PDQDJHPHQW DQGRUFKHVWUDWHDOOVHUYLFHV
in-house. The only missing components
that would need to be added are photo
and video recognition capability and
electronic signature.
ΖQERWKDOWHUQDWLYHVȴQDQFLDOLQVWLWXWLRQV
exclude the development of all
applications in house. For instance,
performing onboarding via video
LGHQWLȴFDWLRQUHTXLUHVDPXOWLOLQJXDO
video call center. Similarly, OCR capability
is a component that is mature on the
market and not worth developing from
scratch.

The complexity is increased
by the limited scope of the
onboarding process and the
high-level of service required
to provide great customer
experience.

7KHȴUVWDOWHUQDWLYHis to orchestrate
the digital onboarding process with
a dedicated end-to-end solution that
comes with already integrated technology
45
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03
Ζ7HRUWVGRQRWUHSUHVHQWWKHPRVW
complex and time-consuming part of
digital onboarding projects
Digitization of the onboarding process in
ȴQDQFLDOLQVWLWXWLRQVDUHFRPSOH[LQWHUPV
of architecture and technology. However,
IT does not represent the most complex
part.
Many regulations are applicable in
the onboarding process and must be
carefully analyzed before launching the
new digitized process. These regulations
HQFRPSDVV$QWL0RQH\/DXQGHULQJ
&RXQWHU7HUURULVP)LQDQFLQJ $0/&7) 
data protection and guidelines provided
E\ORFDOUHJXODWRUV HJ%D)LQLQ*HUPDQ\
&66)LQ/X[HPERXUJ 
7KHGLɝFXOW\LVQRWOLPLWHGWRDGHHS
analysis of the regulations. As digitizing
the onboarding process is a relatively
new type of project, regulations are not
explicit about all the steps of the process.
Moreover, regulators pay particular
attention to these digitized processes
and authorize projects after careful
DQDO\VLVRIWKHVXEPLWWHGȴOHV7KHVH
challenges need to be taken into account
at the beginning of the project and be
incorporated in the planning.
In addition, depending on the customer
target group, local regulations apply and
shall be considered in the process. For
example, the number of documents to
SURYLGHLVGLHUHQWEHWZHHQDGLJLWDO
onboarding in France and Belgium.

0DQ\UHJXODWLRQVDUH
applicable in the onboarding
process and must be carefully
analyzed before launching the
new digitized process.
46
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6SHFLȴFFDVH
Onboarding
H[SHULHQFHZLWK1
1XPEHU Ȋ1ȋ LVDEDQNFUHDWHGLQ
2013 in Germany that allows customers
WRUXQWKHLUHQWLUHȴQDQFLDOOLIHIURPWKHLU
smartphone. N26 processes the entire
account opening in less than 10 minutes,
DQGRHUVWKHSRVVLELOLW\WRZLWKGUDZ
cash from any ATM and receive real time
SXVKQRWLȴFDWLRQVDIWHUHYHU\WUDQVDFWLRQ
Moreover, customers can send and receive
money instantly to and from other N26
users. As of August 2017, the bank was
available in 17 European countries, and
claimed it had 500 000 customers, with 1500
new clients per day on average.
N26 announces a full online onboarding in
OHVVWKDQPLQXWHVLQFOXGLQJΖ'YHULȴFDWLRQ
and anti-impersonation performed via live
video chat. Customers are guided through
the process on a simple and clear interface:
• Fill in the online application form by
entering personal details
• 3
 URYLGHSHUVRQDOOHJDOGDWD HJWD[
FRXQWU\
• Verify your identity and collect your ID
document via a video chat with a video
agent, available in multiple languages
• Receive an SMS with a unique code to pair
your smartphone to your bank account

The fast success of this fully digital bank
highlights that many customers are ready to
change to new players when the experience
of change is satisfying, and the level of
services provided afterwards at least equal
WRWKDWRIWUDGLWLRQDOȴQDQFLDOLQVWLWXWLRQV
7KHRQERDUGLQJSURFHVVUHSUHVHQWVWKHȴUVW
LQWHUDFWLRQDFXVWRPHUKDVZLWKDȴQDQFLDO
institution. This is a unique opportunity to
create long-term loyalty. Moreover, it is the
starting point enabling the digitization of
RWKHUGLJLWDOȴQDQFLDOVHUYLFHVVXFKDVRQOLQH
loans, insurance or investments.
Re-designing existing onboarding processes
is a complex activity that involves many
processes, providers and systems. The
complexity increases due to customers’ high
expectations of top-notch user experience
8; DQGWKHLUGHPDQGIRURPQLFKDQQHO
use. A customer-centric approach during the
design phase should make it easier to achieve
these goals. Today, numerous FinTech and
non-FinTech providers are able to assist with
both end-to-end and standalone solutions.
Even if most of the underlying technology
KDVDSURYHQWUDFNUHFRUGȴQDQFLDO
institutions still need to assess integration
IHDVLELOLW\ LHFRQVLGHULQJVSHFLȴFLQWHUQDO
FRQVWUDLQWV DQGORFDOOHJDOUHTXLUHPHQWV
Indeed, some of these requirements can
be unclear and require special attention.
)RULQVWDQFHSKRWRYLGHRLGHQWLȴFDWLRQ
DQGHOHFWURQLFVLJQDWXUHUHTXLUHPHQWV HJ
DGYDQFHGYVTXDOLȴHGDFFRUGLQJWRHΖ'$6
UHJXODWLRQ $0/&7)EDFNJURXQGFKHFNVDQG
underlying customer due diligence duties
QHHGDVSHFLȴFIRFXV
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5HHQYLVLRQLQJWKH
customer banking
experience
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2OLYLHUGH*URRWH
Partner
Financial Services
Industry Leader
Deloitte

Cedric Deleuze
Partner
FS Deloitte Digital
Deloitte

Deloitte’s digital bank solution is fundamentally changing customer
UHODWLRQVKLSVZLWKQHZZD\VWRFUHDWHYDOXH7KHVROXWLRQLVGHVLJQHGWR
EXLOGLQGHSWKFOLHQWUHODWLRQVKLSVHQKDQFHSURGXFWLYLW\DQGHQDEOHEDQNV
WRHQJDJHPRUHKROLVWLFDOO\ZLWKFOLHQWVDQ\ZKHUHDQGRQDQ\GHYLFH%XLOW
RQWKH6DOHVIRUFH)LQDQFLDO6HUYLFHV&ORXG'HORLWWH'LJLWDOKDVFUHDWHGD
SUHFRQȴJXUHGGLJLWDOEDQNLQJDFFHOHUDWRUWKDWZLOOKHOSWRHQDEOHEDQNVWR
FUHDWHYDOXHE\RHULQJFXVWRPHUVEDQNLQJVROXWLRQVWKDWDUHWDLORUHGWR
WKHLULQGLYLGXDOQHHGVEHKDYLRUVDQGSDWWHUQV

0DQ\EDQNLQJFXVWRPHUVȇH[SHFWDWLRQV
are changing the way banks interact with
them on a daily basis. As a result, new
technologies, non-traditional competitors,
and regulatory changes are disrupting the
banking world, pressured by more and
more sophisticated customers. To compete
in today’s shifting landscape, it is important
for banks to wow their customers with
experiences that are genuinely surprising
in both their function and appearance.
Addressing these changes may require
speed and innovation to maintain
exceptional customer loyalty and advocacy.
0DQ\EDQNVWKDWDUHVXFFHHGLQJLQWRGD\ȇV
digital world are transitioning from a
product-centric approach to a need-based
customer model so that they are well
positioned to add value anytime, on any
device, as if it were a human interaction.

The evolving nature of digital is dynamically
changing the banking experience. For too
long retail and commercial banks have
been dependent on single applications,
ZKLFKW\SLFDOO\RHUOLPLWHGSHUVRQDOL]DWLRQ
and no context, limited services
insights and assistance, and tend to be
disconnected from the customer “hub” with
little sharing across channels.
With emerging trends and technology
advancements moving to the cloud, digital
EDQNLQJRHUVQHZRSSRUWXQLWLHVIRU
creating greater customer value as well
as new entry points for competitors. As
these competitive online services move up
WKHȴQDQFLDOVHUYLFHVYDOXHFKDLQGLJLWDOLV
UDSLGO\UHGHȴQLQJWKHEDQNLQJH[SHULHQFH
and forcing many banks to adapt to
customers’ needs that are ever more
demanding.

49

Inside magazine issue 16 | Part 01 - From a digital perspective

What your Customers Expect?
Your customers expect you to provide them with the same easy, personalized, transparent,
fast, simple and secure digital experience as in other industries and aspects of their lives.

Easy to consume
Across channels and
devices

Personalized and unique
Context-driven solutions,
designed to meet client
needs

3ULFLQJDQGYDOXH
transparency
&OHDUGHȴQLWLRQRIFRVWV
DQGEHQHȴWVRISURGXFWV
and services

Security and protection
6DIHDQGVHFXUHVROXWLRQV

To win customers and keep them, banks
may need to reimagine their customer
UHODWLRQVKLSDQGȴQGQHZZD\VWR
• Engage their customers – genuinely
VXUSULVHWKHPZLWKVHUYLFHVWKDWRHU
function as well as appearance
• Know them – know their behaviors and
patterns to tailor their experience
 DNHLWHDV\IRUWKHPȂSURYLGHD
• 0
customer service without barriers to
make it simple and easy to do business
• Earn their trust – pro-actively do the right
thing to build strong digital relationships
'HORLWWH'LJLWDO%DQNEXLOWRQWKH6DOHVIRUFH
)LQDQFLDO6HUYLFHV&ORXGLVGHVLJQHGWR
help banks create value and address the
emerging retail and commercial banking
trends and requirements for:
• Frictionless experiences – allowing
customers to interact with banks
HɝFLHQWO\DQGHDVLO\DFURVVDJURZLQJ
array of internet-connected devices,
remembering these interactions, and

50

Ȋ$SSLȴFDWLRQȋ
Products and services
that can be updated easily
and quickly

3UHGLFWLYHVROXWLRQV
Products and services
that actively anticipate
what lies ahead

aligning capabilities across those touch
points
• Personalized services – adopting smart
GHYLFHVZKHQGHDOLQJZLWKEDQNVWD
online, by phone, or in-branch, providing
personalized, informed advice and
guidance
• Transparency when comparing products
and services – making it easier than ever
for customers to evaluate competitive
banking service quality in real time
• 0
 DNLQJVHQVHRIȴQDQFLDOGDWDȂ
helping customers understand data by
providing engaging, intuitive, and useful
experiences and insights
Deloitte Digital is using innovation and
a consultancy model to fundamentally
change bank-customer relationships
by providing the technology, skills, and
experience to help banks successfully
realize a digital transformation that
removes traditional barriers, so that they
can better serve customers in a simpler,
frictionless way.

Easy to integrate
6ROXWLRQVWKDWLQWHJUDWH
and onboard easily with
legacy systems
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Where to Focus?
Digital capabilities are in a continuous process of evolution, proliferation, and adoption.
Leading banks realize that it’s not enough to seek incremental enhancements to remain
FRPSHWLWLYHWKH\LQQRYDWHXQGHUVWDQGLQJWKDWGLHUHQWLDWLQJFDSDELOLWLHVZLOOTXLFNO\
become table stakes.

1
Table Stakes
&XVWRPHUȇVGHPDQGWKLVMXVWWRGR
EXVLQHVV0DQ\ZKLFKDWRQHWLPHZHUH
innovative are now today’s standards.
• 2QOLQHDQG0RELOH%DQNLQJ
• 0RELOH&KHFN'HSRVLW

2
&RPSHWLWLYH2HULQJ
6HPLXQLTXHIHDWXUHVZKLFKHQVXUH\RX
are up to date with competition.
• 6WUHDPOLQHG330RELOH3D\PHQWV
• Virtual Wallets
• &UHGLW0RQLWRULQJ

• Text Banking
• Branch Locator
• 0RELOH%LOO3D\

3

4

ΖQQRYDWH
Emerging capabilities which customer’s
never imagined were possible going
beyond their expectations.

'LHUHQWLDWH
Unique capabilities which delight your
customers and remember why they bank
with you.

• Biometric Banking / Voiceprint

• )LQJHUSULQW6LJQRQ

• 'LJLWDOSHUVRQDOȴQDQFLDODGYLVRUV

• Personalized mobile banking

• Automated product recommendations

• 0RELOHHQDEOHGEUDQFKDSSRLQWPHQW
scheduling

• Cross-border P2P Payments
• Automated customer service - Chat Bots
• Automated and actionable insights

• 0RELOHHQDEOHGUHZDUGVV\VWHPV
• Online Portals
• (6LJQDWXUH
• $QDO\WLFV'ULYHQ%XGJHWLQJ6DYLQJVWRROV
• 6RFLDO0HGLDΖQWHJUDWLRQ
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7KHSUHFRQȴJXUHGDFFHOHUDWRUKHOSV
enable banks to rapidly create and enhance
customer value. The solution comes
integrated with a wide range of leading
cloud vendors and FinTechs—helping
EDQNVWREHQHȴWIURPSUHLQWHJUDWHG
technologies.
By utilizing the Deloitte Digital banking
VROXWLRQEDQNVFDQEHQHȴWVIURP
• $
 ȵH[LEOHRSHQDQGDGDSWDEOHVRIWZDUH
platform that delivers cutting edge
digital banking experiences to help
GULYHGLHUHQWLDWLRQLQQRYDWLRQDQG
outstanding customer and employee
experiences
• A cloud-based digital solution that is
designed to lower risk and increase value,
tailored to the ever-changing banking
industry landscape
• An approach that can increase speed
and agility to meet the increasing needs
of sophisticated customers and deliver
exceptional customer loyalty and
advocacy – while meeting the regulatory
needs of the industry

52

• A consultancy vision and platform that
allows for broad-based transformation or
incremental models that can deliver rapid
value and expand across line of business
or channel as needed to deliver on their
strategy
• An implementation starting point that
can get banks in-market quickly and
generate ROI faster
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0DQ\EDQNVWKDWDUHVXFFHHGLQJLQ
today’s digital world are transitioning
from a product-centric approach to a
needs-based customer model so that
they are well positioned to add value
anytime.

Exponential Technologies

Engage

$GYLFH

Onboard

6HUYLFH

Customer Engagement

Banking Functions

Sales and Marketing

6HUYLFHDQG6XSSRUW

• Customer Communities

• Client Onboarding

• 6RFLDO0HGLDOLVWHQLQJDQG
publication

• Households and
Relationships

• 720° B2B and B2C Client
View

• Activity and Interaction
0DQDJHPHQW

• 2HUPDQDJHPHQW

• &RPSODLQW0DQDJHPHQW

• Video Call and co-browsing

• KYC and Compliance

• Online assistance

• Chatbot

• Loan origination

• Next Best Action and
1H[W%HVW2HU

• 0RELOH$SSLQWHJUDWLRQ

• Product Portfolio
0DQDJHPHQW

• Campaign Response
Tracking

• 6DWLVIDFWLRQ6XUYH\V
• CTI Integration

• 6HJPHQWDWLRQDQG
Targeting
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3DUW
From a core
transformation/
technology
perspective
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Reengineering your
core processes and
service layer
A critical digital
ecosystem
enabler
Stéphane Hurtaud
Partner
Cybersecurity
Deloitte
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Jesper Nielsen
Director
Technology &
Enterprise Application
Deloitte
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'LJLWDOVHUYLFHVUHTXLUHDȵH[LEOHDQGUHDGLO\DGDSWLYHVHUYLFHOD\HUWRPDQDJHWKH
multitude of core processes within an organization, as well as providing a seamless
DQGHɝFLHQWVHUYLFHVWUXFWXUH:LWKRXWVXFKDVHUYLFHOD\HULWEHFRPHVLQFUHDVLQJO\
complex to build, manage, and supply services layered upon internal (core) systems,
external cloud services and FinTech service providers.
8WLOL]LQJDPRGHUQFORXGEDVHGRHULQJIRUWKHVHUYLFHOD\HUȃSUHIHUDEO\DWUXHRSHQ
$3ΖSODWIRUPȃZLOOEHFRPHDNH\GLHUHQWLDWRUIRULPSURYLQJRUEXLOGLQJQHZSURGXFWV
and services, as this will increase the go-to-market speed, provide the necessary
ȵH[LELOLW\DQGEHȵH[LEOHHQRXJKWRFRSHZLWKXQSODQQHGHYHQWVDQGFKDQJHV'RQH
well, the enterprise service management layer becomes your internal digital enabler.
Requirements from the digital
economy
The digital economy is storming ahead
and changing industries, businesses, and
organizations alike. However, some of the
technologies that are expected to be most
transformational are still in their infancy
and the disruption caused by them is hence
still ahead of us. However, this disruption is
approaching fast!

The economy is turning digital, and as
a result, digitalization and automation
DHFWDOOSDUWVRIEXVLQHVVHVΖQWKLVGLJLWDO
economy there are several big shifts taking
SODFH:HVHHGLHUHQWGLPHQVLRQV
EHLQJUDGLFDOO\DHFWHGE\WKHVHVKLIWV
due to new digital technology and digital
transformation with critical questions
about processes, capabilities, sourcing, and
locations to be addressed.

Mobile

Virtual Reality
Blockchain

Cloud

Big Data
analytics

Social
Robotics

3D Printing

Internet

Autonomous
Things
Social Media
Machine
Intelligence

1995 2000

2005 2010 2015

6RXUFH'LJLWDO(UDΖ72SHUDWLQJ0RGHOV'HORLWWH3RLQWRI9LHZ
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The big wave of disruption

2020 2025 2030
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$Ȋ6\VWHPRI$FWLRQȋLVDQHFHVVLW\IRU
organizations to adapt to the digital
economy, where the pace of innovation
and transformation of business value
propositions is changing rapidly. It is not
news that the digital economy is upon us,
EXWLWLVQRZGHȴQLWHO\WLPHWRDFW

“We always
overestimate
the change
that will occur
in the next
two years and
underestimate
the change that
will occur in the
next ten. Don’t
let yourself
be lulled into
inaction”

IT Services
• Clients / users
• Products / services
• Channels

@

Technology &
Data
• Infrastructure
• Systems
• Data
IT Processes
• Processes
• Capabilities
• Sourcing
• Locations

IT Metrics &
Funding
• IT funding
• IT cost charging
• Performance metrics

IT Organisation
• Organisation structure
• Governance
• Culture

Bill Gates
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Today’s organizations are typically
using a multitude of not-scalable
applications for delivering services,
whether internally or externally.

Global big
shifts

Standardisation

Automation

Enterprise System of Action

Strategy
cascade

IT Service Mgmt.
• Cost of service
• Innovation speed
• End user
experience
• Business alignment
• Real-time visibility

Security
Operations
• Too many alerts
• Little to no context
• Slow detection and
containment
• Multitude of tools
• Manual tooling
• Siloed IT
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9 shifts for
operation

16 dimensions

IT Operations
Mgmt.
•
•
•
•

Eliminate outages
Service dashboards
Service reporting
Cost reduction per
outage
• Reputational
damage

Facilities

HR

• Focused on manual
processes
• Low consumerization
of processes
• Poor employee
service experience
• Costly services

• HR technology
strategy missing
• Mainly manual
processes
• Low consumerization
of HR processes
• Poor employee service
experience
• Costly services
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:KDWLVDVHUYLFHOD\HUDQGZK\LVLW
necessary?
(QWHUSULVH6HUYLFH0DQDJHPHQWLVGHȴQHG
as “an integrated view of core service business
processes, often in real-time, using common
databases. ESM systems track business
resources—people, parts, assets—and the
status of customer commitments: service
requests, orders, repairs, and SLAs. The
applications that make up the system share
data across various departments (customer
VHUYLFHWHFKQLFDOVXSSRUWVDOHVȴHOGVHUYLFH
etc.) that use the information for their work.
(60IDFLOLWDWHVWKHLQIRUPDWLRQȵRZEHWZHHQ
departments and coordinates activities with
external resources involved in the service
business process.”
Today’s organizations are typically using a
multitude of not-scalable applications for
delivering services, whether internally or
externally. Here you typically think of email
requests, phone calls, and escalations
(perhaps by adding a manager on an email).
These systems have a very low satisfaction
level for users, and typically only work well
for senior people in the organization and
long-term employees. New employees are
generally struggling.

These non-scalable applications mean a
massive loss of company productivity as
resolution times are slow and require more
interactions. In other words, operating
costs are higher. In the consumerization
of IT we are also seeing more and more
workload handed back to the employees.
The time an employee uses on processes
and requests varies depending on the
seniority and experience level, but it is a
regular occurrence and takes an increasing
amount of employees’ time.
The best way to improve the situation is
through an enterprise system of action.
6XFKDV\VWHPGHOLYHUVDXQLIRUPXVHU
experience, making it easy for users to
navigate the company services, no matter
what kind of services are considered.
By standardizing and integrating the
company processes, it becomes possible
to set and deliver more formalized service
levels, which in return yields better overall
economics.

(60V\VWHPVWUDFNEXVLQHVV
resources—people, parts,
assets—and the status of
customer commitments:
service requests, orders,
UHSDLUVDQG6/$V7KH
applications that make up
the system share data across
various departments (customer
service, technical support,
VDOHVȴHOGVHUYLFHHWF WKDWXVH
the information for their work.
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“The secret of change is to
focus all of your energy, not
RQȴJKWLQJWKHROGEXWRQ
building the new”
Socrates

7KLQNȊ(YHU\WKLQJDVD6HUYLFHȋ
Any complex—or less complex—business
process can be mapped and structured
and is therefore able to become a managed
optimized service. This is the enablement
of internal digital delivery—supporting
business agility and speed, enabling
data driven decisions, and maturing the
organizational processes in anticipation of
WKHȊ%LJ6KLIWVȋ
(QWHUSULVH6HUYLFH0DQDJHPHQWPXVWDVVLVW
organizations to deliver digitally internally;
employees today expect the same service
internally as they are used to receiving
externally.

Digital delivery

Non-scalable
applications

Uniform user
experience

Low consumerization
of IT

Service
Now

Very low
satisfaction level

Everything-asa-Service

Optimized service
delivery
Challenges today
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Target situation
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What are the best options for
LPSOHPHQWLQJDVHUYLFHOD\HU"
There are several solutions on the market
that can be used to build the service layer.
7KHPDUNHWOHDGHUIRU(QWHUSULVH6HUYLFH
0DQDJHPHQWLV6HUYLFH1RZZLWKWKHLUFORXG
platform covering IT as well as business
VHUYLFHPDQDJHPHQW6HUYLFH1RZLV
recognized as a leader for their innovative
VROXWLRQVGXHWRWKHȵH[LELOLW\DQGHDVH
of use of their cloud-native platform. As
DQΖ760VROXWLRQSURYLGHU6HUYLFH1RZ
is market leader (see Gartner magic
TXDGUDQWVHJIRUΖ76HUYLFH0DQDJHPHQW
Tools). They currently have several other
additional areas covered by the platform,
mainly security operations and GRC,
facilities, and HR.

Organizations that intend to achieve
maturity level 3 (or higher) should consider
such an advanced service management
platform to ensure the possibility of endto-end business context in combination
with an adaptable platform. Combining the
rapid pace of innovation and development
RIWKHSODWIRUPIURP6HUYLFH1RZZLWKWKH
possibility to download applications or build
their own developments directly on the
platform where needed, the possibilities
for the creating and implementing of such
a service layer with a fast pace is a real
opportunity for all organizations.

ServiceNow Products Suites

IT

Security

&XVWRPHU6HUYLFH

HR

Business Apps

IT Service
Management

Security Operations

Customer Service
Management

HR Service
Management

Platform Runtime

Incident

Problem

6HFXULW\
incident
response

Vulnerability
response

Customer
service
management

Field service
management

Change

Release

Threat
intelligence

Trusted
security
circles

Incident

Problem

Asset

Cost

Change

Release

Benchmark

6HUYLFH
Level

Risk
management

Compliance
management

Asset

Knowledge

Knowledge

&0'%

Audit
management

Vendor risk
management

Request
management

Cost
management

IT Operations
Management
Discovery

Governance, Risk and
Compliance

Case and
knowledge
mgmt.

Employee
service
centre

Enterprise on-boarding
and transitions

6WXGLR

6HUYLFH
portal
designer

Delegated
development

Automated
testing
framework

Communities

6HUYLFH
0DSSLQJ

Orchestration
&0'%

Cost

Operational Intelligence

IT Business
Management
3URMSRUWIROLR

Demand

Resource

App
portfolio

63

Inside magazine issue 16 | Part 02 - From a core transformation / technology perspective

:KDWEHQHȴWVZLOOWKLVVHUYLFHOD\HU
XOWLPDWHO\SURYLGH"
7KHPDLQEHQHȴWVWKLVVHUYLFHOD\HUZLOO
provide is standardization and automation;
which ultimately delivers performance
improvements in part due to clear data
management and analytics within this layer
OLPLWHGLQIRUPDWLRQRHUVORZYLVLELOLW\LQ
most organizations today).
6RPHGLUHFWLPSURYHPHQWVRUJDQL]DWLRQV
regularly experience are:
ΖPSURYHGHɝFLHQF\DQGUHGXFHG
operational costs
2SWLPL]HGSURFHVVHVDQGZRUNȵRZVE\
automation and alerting, can remove
unnecessary manual work. This is
DPSOLȴHGZKHQVHOIVHUYLFHFDSDELOLWLHVDUH
implemented.

%HWWHUVHUYLFHDQGFXVWRPHU
experience
(60LPSURYHVWKHFRUSRUDWHVHUYLFH
provider game by better delivery against
employee expectations across:
• Ease-of-use
• Self-service

6HOIVHUYLFHHɝFLHQF\DQGZRUNORDG
reductions
Employees can get to the solutions they
need quicker through self-help. This means
fewer telephone calls to the service desks
or other business (support) functions.
A better ROI on the corporate ITSM
VROXWLRQLQYHVWPHQW
The more service portals are used the
better the ROI on a per user basis becomes.
6RPHH[LVWLQJV\VWHPVPD\EHSKDVHG
out, hence there is further upside for
additional technology cost savings through
rationalization.
ΖPSURYHGHHFWLYHQHVV
8VLQJDPDUNHWOHDGLQJΖ760VROXWLRQ
DQG(QWHUSULVH6HUYLFH0DQDJHPHQWDOO
employee processes, incidents, cases, and
UHTXHVWVDUHGHDOWZLWKLQWKHPRVWHHFWLYH
manner.
ΖPSURYHGSHUIRUPDQFHYLVLELOLW\
7KHXVHRIDPRGHUQΖ760DQG(60VROXWLRQ
ultimately gives insight into the value
of each business function and enables
communication to customers and other
business stakeholders.
ΖQFUHDVHGFRQWURODQGJRYHUQDQFH
(60ZRUNȵRZVFDQEHXVHGWRLPSOHPHQW
internal controls, which in turn can provide
LQVLJKWLQWRZRUNȵRZDFWLRQVDVZHOODV
reporting.
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• Service request catalogues
• Knowledge availability and self-help
• Social or collaborative capabilities
• Anytime and anyplace access
• People or customer-centric support
ΖPSURYHGDFFHVVDQGFRPPXQLFDWLRQ
FKDQQHOVSOXVPRUHHHFWLYH
communication
(60VROXWLRQVEULQJDFKRLFHRIDFFHVVDQG
communication channels. Escalation and
alerting capabilities also help to ensure
that no ticket or communication goes unactioned.
Cross business-function enablement
(60VROXWLRQVPDNHLWHDVLHUWRFRPELQH
business functions, e.g. the onboarding of
new employees as well as the exist-process.
Standardization
Optimized processes is a common way of
working with a common look and feel, and
a common service model for employees. It
RHUVWKHSRWHQWLDOWRSURYLGHDVLQJOHSRLQW
of service, no matter the service provider,
companywide.
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So now what?
6WDUWLQJZLWKDFOHDUXQGHUVWDQGLQJRIWKHEHQHȴWVRUJDQL]DWLRQV
PXVWGHȴQHDURDGPDSIRUWKHLUDPELWLRQVIRUHQWHUSULVHVHUYLFH
management. Once this is done, a detailed plan must be drawn up
taking into account many parameter requirements.
Deployment of the solution becomes a simple matter, once the
preparation work is completed, leaving scope for improvements and
new phases of services. As the digital economy and markets keep
changing, the internal services must follow and evolve at the same
SDFH<RXZLOOWKHQKDYHD SDUWO\ GLJLWDOO\HQDEOHGRUJDQL]DWLRQDEOH
WRGHOLYHUȵH[LEOHVHUYLFHVDWWKHSDFHWKHEXVLQHVVGHPDQGV
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Your RPA Journey
From an idea to a
fully functioning
robotized center of
excellence
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RPA represents a low-cost solution
for process improvement. It is a
relatively simple and inexpensive
software-based technology, it sits on
top of other applications, requires
no special hardware, and works
well in almost any IT environment.
The immediacy of the gains can
be attractive in comparison with
a lengthy system overhaul or the
cost of a globally sourced employee,
whereby a “fully loaded” robot may
equal about one-third of the cost of
a globally sourced employee. RPA is
particularly suitable for processes
with a high human error rate,
helping to avoid rework and aiding
to produce 100 percent accuracy as
well as other error implications like
reputational or regulatory risks. For
example, a process with an error rate
of 10 percent done by 20 FTEs, would
equal the savings of two FTEs.
RPA is an optimal solution for
managing highs and lows in
workloads. A process performed by
robots is much easier to manage
than one performed by a human.
0XOWLSOHURERWVRSHUDWLQJRQD
certain process can easily be
redeployed or reassigned depending
on workload, avoiding temporary
hiring, training, and relying on a
traditional learning curve.
Fast progress of digital technology
and business models will also
continue to shift the balance of
global economic power, putting
more pressure on CIOs to stay
ahead of existing and emerging
competitors. The many tools at the
disposal of CIOs make up a long
and comprehensive list. This paper
ZLOOORRNDWWKHMRXUQH\D&Ζ2ZRXOG
take if he or she settled on robotics
as a tool to stay ahead of the
technological curve.
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Use of robotics
Robots used in RPA work by interacting
with applications mimicking human actions,
and can perform many of the mundane
tasks such as rekeying data, logging into
DSSOLFDWLRQVPRYLQJȴOHVDQGIROGHUV
copying and pasting, and much more.
Robots can be seen as a virtual workforce
and can be assigned to middle and backRɝFHSURFHVVLQJFHQWHUV7KHUHDUHDOVR
IURQWRɝFHSURFHVVHVWKDWURERWVFDQ
perform, for instance prompting contact
center agents during customer interactions
and automatically capturing call close
notes. These types of activities and
processes have been adopted in industries
with intense manual or administrative
SURFHVVHVLQVHFWRUVVXFKDVȴQDQFLDO
services, insurance, and healthcare.

One of the common features among
ȴQDQFLDOVHUYLFHSURYLGHUVLVWKDWRI
dealing with large volumes of data and
transactions. In the banking industry,
there are simple processes like deposits
and transfers that make for perfect RPA
targets. For those businesses in the
ȴQDQFLDOVHFWRUZKRKDYHDOUHDG\DGRSWHG
53$LWKDVHHFWLYHO\WUDQVIRUPHGWKLV
transaction-laden industry into one that is
IDVWHHFWLYHDQGUHOLDEOH7KLVKDVKHOSHG
to improve customer service, as well as
made the lives of those who work behind
WKHVFHQHVPXFKHDVLHUDQGPRUHHɝFLHQW
In the insurance industry, there are
many processes that can be automated;
H[DPSOHVLQFOXGHPDQDJLQJSROLFLHVȴOLQJ
and processing claims, underwriting,
and the countless other administrative
tasks. RPA enables insurance providers
to manage all the necessary tasks across
multiple platforms with ease. It also
provides the scalability necessary to deal
with the many changes and challenges
businesses in this industry face on a
regular basis.
The administrative side of healthcare
involves lots of paperwork, large quantities
RIȴOHDQGGDWDPDQDJHPHQWDQGPRVWO\
manual repetitive tasks. RPA has helped
encourage an already forward-thinking
industry by streamlining the backend of
RSHUDWLRQVWRPD[LPL]HHɝFLHQF\OHYHOV
reduce errors, and reduce costs.
In summary, RPA can be used as a tool to
increase engagement and satisfaction, and
is an enabler of ongoing transformation
that touches upon many dimensions of
the workforce. It therefore needs to be
connected to a broader talent strategy,
and companies will need to change their
RSHUDWLQJPRGHOVWRPD[LPL]HYDOXH6LPSO\
SXWWKHEHQHȴWVRI53$HDVLO\WUDQVFHQG
KHDGFRXQWDQGFRVWUHGXFWLRQ53$RHUV
great potential for businesses to become
VPDUWHUDQGPRUHHɝFLHQW
The RPA Journey
The successful implementation of RPA
requires a comprehensive and inclusive
approach. When it comes to leveraging
RPA, companies generally fall into one of
two camps: those that have launched pilots
and are now trying to scale the technology,
and those that are at the early stages of
exploring its possibilities. One viable way
to begin is with a prototype or pilot that
will allow you and your organization to
become familiar with RPA. It is important
to identify sponsors with vision to promote
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the new technology and approve the
IXWXUHȴQDQFLQJRIWKHSURJUDPLQFDVHRID
successfully launched pilot.
Implementation begins by identifying the
processes in your business that could
EHQHȴWIURP53$7RFRPPHQFHFRQGXFW
a high-level assessment of the potential
process candidates for automation,
GRFXPHQWWKHUHVXOWLQJHɝFLHQFLHVDQG
FRVWVDYLQJRSSRUWXQLWLHVWRFRQȴUP
ZKHWKHU53$LVDJRRGȴW1RWHYHU\
process in the company may be suitable
for RPA implementation. This savings
EDVHOLQHFRQȴUPVDEXVLQHVVFDVHDQGLV
the starting point for internal discussions
with sponsors and stakeholders to spark
LQWHUHVWDQGREWDLQGLUHFWLRQ0RVW
importantly, this phase includes technology
demonstrations of selected RPA vendors to
serve as a proof-of-concept and platform
for knowledge gathering.
Once the scope for applying this
WHFKQRORJ\KDVEHHQGHȴQHGWKHFUXFLDO
QH[WVWHSLVWRGHȴQHWKHREMHFWLYHVRI
the RPA initiative. The biggest mistake
companies make during this phase is trying
to avoid risk by selecting smaller processes
ZLWKRXWVLJQLȴFDQWEXVLQHVVLPSDFWΖQIDFW
WKHPDLQȴQGLQJRIWKHVL[WK0Ζ76ORDQ
0DQDJHPHQW5HYLHZDQGRXU'HORLWWH
'LJLWDO*OREDO6WXG\ZDVWKDWULVNDYHUVH
companies struggle most with any kind of
digital transformation. This will result in an
unattractive business case for stakeholders
and sponsors who approved the initiative.
Overall, RPA represents an opportunity
to accelerate business strategy and
maximize both growth and organizational
performance through the automation of
select processes and the redeployment
or removal of excess capacity. As with
any large-scale business transformation,
the implementation of RPA should be
considered holistically, covering business
strategy, people strategy, process, and
technology.
Integrating RPA into your
organization’s DNA
The demand for implementing emerging
technologies no longer poses most
organizations much concern, however
scaling and a clear strategy often
SURYHGLɝFXOWIRUOHVVGLJLWDOO\PDWXUH
organizations. Establishing a clearly
GHȴQHGYLVLRQLVWKHȴUVWVWHSZKHQ
designing a strategy. Understanding
WKHFRPSDQ\ȇVKROLVWLFREMHFWLYHVDQG
desired automation capabilities (e.g., RPA,
machine learning, cognitive automation),

ZLOOKHOSWRGHȴQHWKHDFWXDOSXUSRVHRI
RPA implementation—reducing costs,
accelerating growth, or other drivers.
ΖQRUGHUWRPHHWWKHVHWREMHFWLYHVDQ
RUJDQL]DWLRQVKRXOGGHȴQHWKHGHOLYHU\
model, operating model, business case,
and roadmap to deliver scalable robotics
across the organization.
5HHQYLVLRQFRUSRUDWHFXOWXUH
A move to RPA will likely require a shift
LQZRUNLQJQRUPVWRHQDEOHWKHHHFWLYH
use of virtual teams, increase trust in
technology, and embrace innovation
and analytics. Technology has become a
fundamental part of business, however the
advantage and disadvantage of technology
is that it constantly changes in order to
IXUWKHULPSURYHDQGFUHDWHYDOXH$ȵH[LEOH
and changing corporate culture that can
be easily shaped and enhanced plays a
vital part of technology acceptance. RPA
is no exception; in order for RPA to be
truly successful and produce sustainable
results, it has to be integrated into the
corporate culture of an organization and
fully embraced across the entire company.
6WDNHKROGHUVPXVWEHDZDUHRIKRZ53$
ZLOOEHQHȴWWKHPGLUHFWO\ȃSURYLGLQJ
WKHPZLWKDGGLWLRQDOȵH[LELOLW\HQKDQFLQJ
autonomy, or enabling them to focus on
more demanding and value-adding tasks.
Only then can RPA become an integral part
of the work environment.

Organizational design
The necessity to understand the future
state of human/robot interactions will
have implications on organizational
target design, changes to roles and
responsibilities, spans of control, and
workforce planning, among other things.
Digital governance is a framework
for establishing accountability, roles,
and decision-making authority for an
organization’s RPA program. A complete
governance framework is crucial to
successfully execute a RPA implementation,
manage organizational change, redesign
processes, manage future RPA demand,
and communicate with stakeholders.
Workforce planning and talent strategy
will also play a key role in the success of an
RPA implementation. Based on the outputs
of workforce planning, organizations will
need to reconcile the capabilities they have
with the ones they will need, and devise a
plan to develop and acquire the latter. An
end-to-end review of the organization’s
talent lifecycle, from recruitment through
to transition, will be required.

Overall, RPA represents an
opportunity to accelerate
business strategy and maximize
both growth and organizational
performance through the
automation of select processes
and the redeployment or
removal of excess capacity.
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Change management
6XFFHVVIXOFKDQJHPDQDJHPHQWLVHVVHQWLDO
for a successful incorporation of new
technology into corporate culture, but
can be challenging, especially when trying
WRUHGHȴQHDFRPSDQ\ȇV'1$$JRRG
assessment of the potential obstacles is the
ȴUVWVWHSWRWDNH)RUH[DPSOHSUHVHQWLQJ
employees with the possibilities of RPA will
encourage their acceptance rather than
resistance. It is critical that employees
understand any and all impacts on their
roles and how RPA will contribute to the
bigger picture. A clear communication
VWUDWHJ\ZLOOSOD\DGHȴQLWLYHUROHLQWKH
success of change management and
RPA acceptance. All employees involved
LQDQGDHFWHGE\53$LPSOHPHQWDWLRQ
will most likely have to deal with a role
change, role elimination, or capability
change. A targeted transition plan that
addresses each of these types of change
at both the individual and department
levels will mitigate unnecessary confusion
and enable a quicker arrival at a “steady
state.” It is important to identify and close
the skill gaps. An end-to-end review of
the organization’s talent lifecycle, from
recruitment through to transition, will be
required.
Working with RPA
2QFH53$LVȴUPO\LQFRUSRUDWHGLQWR
the organization’s DNA, it is important
to incentivize the use of RPA and aim at
FRQWLQXRXVLGHQWLȴFDWLRQRIIXUWKHU53$
RSSRUWXQLWLHV1RWDOOSURFHVVHVȴWIRU53$
ZLOOEHLGHQWLȴHGRULPSOHPHQWHGIURP
the very beginning. Companies can set up
GLHUHQWLQLWLDWLYHVWRDFFHOHUDWHWKHJURZWK
of RPA, including asking for suggestions
from employees and set up a demand
management process in order to forecast,
plan, and manage the future ideas and
demand for RPA.
Performance management set during the
implementation phase focused on the RPA
will help track the lessons learned through
documenting prioritized opportunity
business cases, including robot
process design, challenges, complexity,
GHSHQGHQFLHVDQGEHQHȴWVHQDEOLQJ
easier and smoother expenditure of RPA
technology on other processes. Capacity
management on the other hand will ensure
that IT resources are properly allocated
and sized in order to meet current and
future RPA requirements in the most costHHFWLYHPDQQHU

70

RPA Maturity cycle
A center of excellence (CoE) is frequently
used when an organization needs to
adopt and manage a new technology.
Establishing CoEs for RPA will contribute
WRHHFWLYHO\GHDOZLWKDUDSLGO\HYROYLQJ
business environment and embed RPA
into the organization’s DNA. The CoE
should have senior sponsorship who
believes in RPA, champions RPA, and gets
buy-in throughout the organization. The
creation of a CoE should be considered
from the very beginning when setting
up the RPA vision with all the anticipated
future technological changes and strategy
in mind. To avoid the future rework or any
quality issues it should be set up before
any delivery has been started. Onboarding
IT to the CoE will help create internal buy-in
while allowing IT to build the knowledge
and expertise of running and maintaining
the robot workforce as RPA is scaled across
the business.

&RPSDQLHVFDQVHWXSGLHUHQWLQLWLDWLYHV
to accelerate the growth of RPA, including
asking for suggestions from employees
and set up a demand management
process in order to forecast, plan, and
manage the future ideas and demand for
RPA.
+RZWRPRYHIURP53$WR5&$
RPA should be viewed in the full context of
where it sits on the automation continuum.
Organizations that have successfully
integrated RPA will inevitably ask, “What’s
next? How do we traverse the path to more
advanced cognitive automation?” Whereas
for some organizations it may make sense
to leapfrog RPA and go straight to cognitive
automation; it does not have to be a linear
progression.
6RPHFRPSDQLHVDUHEHJLQQLQJWRFRPELQH
RPA with other technologies to automate
not only human actions but human
MXGJPHQWDQGHYHQWXDOO\LQWHOOLJHQFH
By combining RPA with cognitive and
DUWLȴFLDOLQWHOOLJHQFHFDSDELOLWLHVQDWXUDO
language processing, generation, and
other emerging technologies, companies

can create toolsets that can tackle
SURFHVVHVWKDWLQFOXGHMXGJPHQWEDVHG
processes, predictive decision-making,
and conversational user interfaces.
6HHQWKURXJKWKLVOHQV53$EHFRPHVD
foundational technology for a digitally
transformed enterprise that can evolve
in step with other quickly advancing
technologies.
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6RXUFHV
1.

2.

Robotic Process Automation: Keys
WRD6XFFHVVIXOΖPSOHPHQWDWLRQ
https://www.scottmadden.com/insight/roboticprocess-automation-keys-to-a-successfulimplementation/
Automate this The Business leader’s guide to
URERWLFDQGLQWHOOLJHQWDXWRPDWLRQ 6HUYLFH
Delivery Transformation)
https://www2.deloitte.com/content/dam/
Deloitte/us/Documents/process-andoperations/us-sdt-process-automation.pdf

3.

%HQHȴWVRI5RERWLF3URFHVV$XWRPDWLRQ
KWWSYLUWWLDFRPEHQHȴWVRIURERWLF
process-automation/

4.

7RS6WUDWHJLF&Ζ23ULRULWLHV)RU
https://www.forbes.com/sites/
oracle/2017/01/17/top-10-strategic-ciopriorities-of-2017/#29e3f8d94e42

5.

Robotic process automation - A path to the
cognitive enterprise
https://dupress.deloitte.com/dup-us-en/focus/
signals-for-strategists/cognitive-enterpriserobotic-process-automation.html

6.

Automation is here to stay… but what about
your workforce?
Preparing your organization for the new
worker ecosystem
https://www2.deloitte.com/content/dam/
'HORLWWHJOREDO'RFXPHQWV)LQDQFLDO6HUYLFHV
gx-fsi-automation-here-to-stay.pdf

7.

Digital Finance: Why (and How) Robots Are
Joining the Team
KWWSGHORLWWHZVMFRPFIRGLJLWDO
ȴQDQFHZK\DQGKRZURERWVDUHMRLQLQJWKH
team-2/

8.

6L[WK$QQXDO0Ζ76ORDQ0DQDJHPHQW5HYLHZ
DQG'HORLWWH'LJLWDO*OREDO6WXG\)LQGV
5LVN$YHUVH&RPSDQLHVDUH6WUXJJOLQJZLWK
Digital Transformation

http://www.prnewswire.com/news-releases/
sixth-annual-mit-sloan-management-reviewDQGGHORLWWHGLJLWDOJOREDOVWXG\ȴQGVULVN
averse-companies-are-struggling-with-digitaltransformation-300487650.html
9.

Building a Digital Governance Program
http://m.isaca.org/chapters3/Atlanta/
AboutOurChapter/Documents/
*:SP6:LHGPDQ'LJLWDO
Governance.pdf

10. &HQWHUVRI([FHOOHQFH0DQDJLQJ
organizational skills
http://searchmicroservices.techtarget.
FRPWLS&HQWHUVRI([FHOOHQFH0DQDJLQJ
organizational-skills
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Accelerate the value
of technologyenabled business
transformations
Taking advantage of improved user experience is not as
straightforward for corporate technologies as it is in our
daily private life.
Leveraging technologies in a corporate context
requires fully embedded technologies in the DNA of the
organization, on top of technology adoption.
Taking into consideration the new, disruptive, and
innovative environment we are living in today, it is by
mastering the art of change adapted to the ways we are
living today that new ways of working are embedded
IDVWHUDQGPRUHHHFWLYHO\DPRQJVWWKHHPSOR\HHV
ΖQUHVSRQVH'HORLWWHKDV6SRWLȴHGWKHH[SHULHQFHWKDW
drives value and accelerates measurable business
results. It has Youtubed leaders, to enable them to
deliver on the purpose, and has Uberized an experiential
MRXUQH\WKDWLVHQDEOHGE\KLJKLPSDFWHQJDJHPHQWV
combined with digital technology. Deloitte has FitBited
targeted behavioral interventions, to nudge and shape
successful change adoption, and has Wazed people
analytics throughout the lifecycle, driving a focused
HRUW

From Vision to Value: A new framework
to accelerate technology-enabled
business transformations
Improvements in customer
experience, business growth, and
reduction in operational costs are
key drivers of technology initiatives
taken by many organizations today.
However, technology-enabled
business transformations are famous
to surpass budget and timing. Some
of the main reasons are often not
the quality of the technologies or
processes deployed, but a variety
of risks related to the way the
leadership tackles the “people side
of change.” A technology-enabled
transformation is not just about
implementing more and better
technologies, it involves congruence;
aligning your company ’s culture,
people, structure, and tasks to match
disruptive and agile business-wide
technology initiatives. Change is then
more about the results extracted
from congruence, than about the
success of a series of isolated
initiatives.

73

Inside magazine issue 16 _3DUW)URPDFRUHWUDQVIRUPDWLRQWHFKQRORJ\SHUVSHFWLYH
| Part 02 - From a core transformation / technology perspective

Typically leaders consider the “people
side of change” around the start
of the technology implementation
process. Based on our experience we
notice that successful technologyenabled business transformations
embed the “people side of change”
from the start of the transformation
journey.
This poses the question of who is
ultimately responsible for embedding
the technology around the day-to-day
of an organization’s employees—in a
sustainable and stimulating way. We
see that in successful transformations
it ’s the executive board who takes the
responsibility and not only the CIO,
HR, or the business.
In terms of allocating the
responsibility, research has pointed
out that soft skills such as having a
transformative vision and solving
problems are considered as critical
success factors for a technologyenabled transformation. Purple
people—those who possess a
mix of business and technology
skills—therefore seem to be the
right candidates to counter major
risks such as an unclear vision, lack
of stakeholders’ engagement and
alignment, missing sponsorship,
and inconsistent and irrelevant
messaging, which all undermine the
technology implementation success.
In this context, Deloitte developed
From Vision to Value as a new
change management framework
based on psychology, design
thinking, behavioral economics,
scientific evidence, and Deloitte
global-wide experience in driving
transformational programs to
support leaders in effectively
managing the “people side of change”
throughout the entire transformation
journey in the technology-enabled
world.
Many organizations struggle to
deploy successful technology-enabled
business transformations. They tend
to treat change management as a
separate project, which is poorly
linked to the expected business
results, inadequately led by its
leaders, lacking a personalized and
insightful application of behavioral
74

science, as well as change adoption
analy tics.
The Deloitte From Vision to Value
framework takes these lessons
learned and generates value
by the application of five key
principles that were cr ystalized
through the experience of several
transformations.
From Vision to Value principles

Accelerated Business
Value
An experience that drives
value & accelerates
measurable business
results…

Leader Led
Leaders are enabled to
deliver on the purpose…

High Touch, High Tech
An experiential change
journey that is enabled by
high impact engagements,
combined with digital
technology…

Underpinned by behavioral science
Targeted behavior change
interventions to ‘nudge’
and shape successful
change adoption…

Precise and measurable
through analytics
People analytics throughout the change life cycle
drives a focused change
HRUWȐ

To highlight the From Vision to Value
approach and the key benefits of
the From Vision to Value principles
in deploying successful technology
adoption initiatives, we describe two
case studies.
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Case Study 1: Context
Consider the experience of a large organization
LQWKHȴQDQFLDOLQGXVWU\WKDWHPEDUNHGRQD
CRM transformation with Salesforce to cover
overall sales processes to be able to structure
and capture customer information across
GLHUHQWWRXFKSRLQWVDQGXVHWKLVLQIRUPDWLRQ
for a personalized proactive approach anytime
and anywhere. Over 5,000 employees have
been estimated to be impacted by the new
technology and need to adopt the new ways
of working. Given that the institution was
FKDOOHQJHGWROHWJRRIDVLJQLȴFDQWDPRXQW
of people and new operational and risk
procedures needed to be implemented, an
innovative yet sensitively adaptable change
approach was needed.

$FFHOHUDWHYDOXHRIWKHWHFKQRORJ\
enabled business transformation
0RVWSURMHFWOHDGHUVȴQGWKHPVHOYHV
relieved to leave elaborate business cases
behind and start the practical “sleeves
rolled up” work. However, it is exactly at
WKHVWDUWRIDSURMHFWZKHUHHRUWVDUH
QHHGHGWRGHȴQHKRZWKHEXVLQHVVYDOXH
that was put forward will be materialized,
and, more importantly, accelerated
throughout the project delivery.
Accelerated impact on the purpose is
experienced through design thinking and
immersion techniques such as change
labs. Traditional and non-traditional
change and communications activities
are delivered to ready your business.
You experience change activities that
start up front but continue to include the
practical support an organization needs
to deliver the behavioral shift that fuels
and sustains new ways of working and
delivers business results.
/HWȇVWDNHWKHH[DPSOHRIWKHȴQDQFLDO
LQGXVWU\RUJDQL]DWLRQ &DVH6WXG\ 
who embarked on a complex Salesforce
implementation. To create alignment
and commitment early on, the project
team applied From Vision to Value
WHFKQLTXHVWRGHYHORSȴYHGHVLJQ
guidelines that would guide all decisionmaking and messaging around the
CRM implementation. This is important
because CIOs and other business leaders

&DVH6WXG\&RQWH[W
A worldwide organization in the life sciences
industry implemented SAP as a result of a
merger between two companies that needed
to work as a single business. The goal of the
SAP implementation was to integrate the
production and distribution facilities. About
400 employees were heavily impacted by the
new way of working as a result of the SAP
implementation.
The challenge was to make sure that the
impact on the business and the clients at goOLYHZDVDVORZDVSRVVLEOH LHSURGXFWVDUH
still produced and shipped toward the right
FXVWRPHUV 

UDUHO\XVHWKHVDPHSDUDPHWHUVWRGHȴQH
the success of the technology-enabled
transformation. To measure the results
of a transformation in a uniform way, it
is imperative that leaders sing from the
same song sheet, which will create the
visibility and transparency they need
to demonstrate value throughout the
organization.

the business case did not include the
FRVWVDQGEHQHȴWVRIWKHLQWHJUDWLRQEXW
ZDVEDVHGRQWKHDSSOLFDELOLW\RIWKHȴYH
SULQFLSOHV7KRVHȴYHSULQFLSOHVZHUH

Throughout the project, these principles
played the role of a guiding light in tradeRVLWXDWLRQV7KHSURMHFWSULQFLSOHVZHUH
collaboratively created and committed
to by leaders during a change cockpit
session. This is a particular setup where
design thinking, psychology, and a timeboxed approach are used to empower
those in the business that need to pilot
the change with a roadmap and tools
to do so. It is a one-day scripted session
that takes place in a compelling and
unique environment and is designed to
build a sense of ownership and common
language about the transformation. After
the session, the leaders then actively
lived these principles in their work
streams and included these explicitly in
FRPPXQLFDWLRQVWRZDUGDHFWHGHQG
users. For example, during the opening of
WKHDQQXDOOHDGHUVKLSFRQIHUHQFHWKHȴYH
principles were elaborated upon, rather
than demonstrating the CRM platform
itself, hereby setting the scene for project
expectations. Moreover, when discussing
a potential extra tool integration,

Adoption over adaptation

Keep a strong focus on the
Meaningful Viable Product
Clear leadership commitment

Co-creation and co-validation
with empowered teams
CRM for all, not for everything
even used during the backlog crunching
DQGVSULQWFRQȴJXUDWLRQDVWKHVHGHȴQHG
the user stories that were going to be
delivered within a three-week span. It is
WKDQNVWRDFOHDUDOLJQPHQWRQWKHȴYH
principles that the project was delivered
on time and within budget—as no time
was lost getting distracted long approval
procedures and no money was wasted
on features that were not core to what
a CRM platform is aiming to achieve.
The result is a platform that end users
considered as meaningful as of day
one, and more importantly, that was
fully embedded in their ways of working
thanks to a complete experiential change
journey.
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(QDEOHOHDGHUVWRGHOLYHURQWKH
purpose
Leaders often underestimate the
importance of their role in the context
of a transformation. When leaders
announce a major transformation
initiative and delegate its execution,
WKH\DUHVRPHZKDWPLVVLQJWKH SURMHFW 
action. Employees listen to the leader,
they look up to the leader, and they
expect the leader to guide them
throughout the overall journey.
Leaders are considered to be the engine
of a successful technology-enabled
business transformation, enabling and
enhancing the speed of adoption. Their
role is to inspire and support employees
to get through the “roller coaster” of
emotions inherent to ensure a seamless
transformation initiative in order to
shorten the transition period whereby
SURGXFWLYLW\ORVVLVVLJQLȴFDQW
• Vision: Leaders play a key role in
developing a shared sense of direction –
clarity on what is changing, why it needs
to change, and how the organization
ZLOOEHQHȴW
• Sponsorship: Leaders demonstrate
VXVWDLQHGVWURQJXQLȴHGVSRQVRUVKLS
• Communication: Leaders establish and
communicate the business context and
rationale; establish a climate of genuine
openness to concerns
• Ownership: Leaders are responsible
for goal setting, owning the business
plan, and monitoring its progress
• Risk Management: Leaders mitigate
resource allocation, timeline, and scope
review
• Celebrate: Leaders support and
encourage recognition to manage
change fatigue
Consider the experience of the leaders
in the Life Science organization in Case
Study 2 above. The project sponsor
JDWKHUHGKLVSURMHFWVWUHDPOHDGV DOO
OHDGHUVLQWKHRUJDQL]DWLRQ VWHHULQJ
committee members, and senior leaders
in a High Impact Session one month
EHIRUHJROLYH 0RUHGHWDLOVRQD+LJK
Impact Session can be found in the
WKLUG)URP9LVLRQWR9DOXHSULQFLSOH 
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The objective of this creative and
collaborative working session was to
align and decide on the key actions for
a successful SAP implementation. This
was a critical milestone before go-live,
as leaders were not attending steering
meetings; they had no idea about the
LVVXHVDQGULVNVLGHQWLȴHGE\WKHLU
teams. The outcome was an aligned
WHDPZLWKNH\DFWLRQVGHȴQHGDQGFOHDU
responsibilities assigned.
Equipping and empowering leaders with
WKHNQRZOHGJHDQGWRROVWRHHFWLYHO\
DQGHɝFLHQWO\GULYHVSRQVRUDQGHQJDJH
employees rather than acting as a silent
partner of the transformation represents
one of the key success factors of any
technology adoption program.

When leaders
DQQRXQFHDPDMRU
transformation
initiative and
delegate its
execution, they are
somewhat missing
WKH SURMHFW DFWLRQ
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Design an experiential change journey
that is enabled by high impact
engagements, combined with digital
technology
How many of you have been involved
in one of those meetings where you are
sitting at an oval table, being presented
with carefully designed slides capturing
critical points on the transformation
journey while you are picking up on
business emergencies through your
smartphones or emails? In reality,
embedding technology-enabled business
transformations in the DNA of the
organization is all about achieving impact
and involvement.
• Personalize the experience
Even entering the room is an
experience in itself, expected to have
an impact on the participants and pull
them away of their daily routine. There
might be a screen but no ordinary table
DQGFKDLUV7KHUHLVDFOHDUȵRRUSODQ
EDVHGRQGLHUHQWWKLQNLQJIUDPHZRUNV
and walls to guide them through the
carefully designed activities. There
are video testimonials of employees
and customers, explaining what they
expect from the transformation. This is
a personalized experience that is quite
GLHUHQWIURPDURRPZLWKMXVWDQRYDO
table.

• Build engagement and shared purpose
Participants are taken along a disruptive
and intense journey. They are actively
involved in the delivery of the session
using scripted scenes tailored to the
FKDOOHQJHVRIWKHVSHFLȴFRUJDQL]DWLRQ
They learn from each other, co-create
their business future, and align on how
to manage their project. The results are
pragmatic and fully owned outcomes,
with a clear vision, action plans, and
communication activities.
• Use digital technology
Furthermore, all this hard work is
translated into a video and a visual
report that is shared throughout
the organization. Next to this,
social media is heavily used in an
overall communication campaign,
but it doesn’t stop there. It remains
important to brand the project so
that employees identify themselves
throughout the overall organization
with the transformation if they are not
directly involved. Everybody always
knows somebody who is part of the
transformation. Digital technology
strengthens the embedding of
the technologies in the DNA of the
organization as technology adoption
alone is not enough to change the
behavior of the employees.

In case of the Life Sciences organization
&DVH6WXG\ EUDQGLQJVXSSRUWHG
increased awareness of the
transformation and buy-in, for example
EUDQGHGPXJVEHDFKȵDJVDWHYHU\SODQW
entrance at go-live, branded sweets, and
users wearing t-shirts with the project
ORJRWRPDNHLWHDV\WRȴQGWKHPLQFDVH
of questions. The creation of an overall
project identity is key to deliver a smooth
go-live and to embed the new way of
working into the DNA of the organization.
In terms of communication, a technology
DGRSWLRQSURMHFWLVQRWDQ\GLHUHQWIURP
a business project: You need to speak
with high touch and use high tech to
make it stick.

77

Inside magazine issue 16 _3DUW)URPDFRUHWUDQVIRUPDWLRQWHFKQRORJ\SHUVSHFWLYH
| Part 02 - From a core transformation / technology perspective

Underpin your technology
WUDQVIRUPDWLRQE\EHKDYLRUDOVFLHQFH
Arthur Bracks’s quote, “Software doesn’t
build relationships, people do,” often
SDVVHGWKURXJKWKHȵRRUVDWWKHȴQDQFLDO
industry organization during their journey
IRUWKH6DOHVIRUFHLPSOHPHQWDWLRQ &DVH
6WXG\ :KHQVSHQGLQJVLJQLȴFDQW
amounts on a customer relationship
platform, this might not be the quote that
one wants to hear. But there is a truth
to it: The new platform should be used
by the employees to build relationships,
for it to be worth the investment, and
VRLWGLGΖQDȴUVWUHOHDVHRIXVHUV
100 percent user adoption has been
reached after only three weeks and
8,400 interactions and more than 3,400
opportunities have been created by
end users after one week. In the weeks
following the key feature, usage increased
with 50 percent. Leads are now resulting
in 20 percent more business generation
and more than 10,000 contributions to
the collaboration platform, indicating
the increased collaboration to generate
business. Finally, end users now only use
WZRWRROVLQVWHDGRIIRXUWRȴYHWRROVWR
support their customer engagements,
ZKLFKUHVXOWVLQVLJQLȴFDQWWLPHVDYLQJ
These results are materialized thanks to
a multitude of learning initiatives. The
key is to design the learning experience
keeping the shift in the ways of working
ZKDWDQGKRZ IRUWKHLPSDFWHGHQG
user population in mind.

This goes beyond knowing system
functionalities and features. It is all about
painting a compelling picture of the key
activities that the end-user will need to
GRGLHUHQWO\
8VLQJLQVLJKWVLQEHKDYLRUDOVFLHQFH
PRPHQWVWKDWPDWWHU LHNH\
moments in the working life of an
end-user where the technology would
KDYHDVLJQLȴFDQWLPSDFW KDYHEHHQ
LGHQWLȴHG)RUH[DPSOHSUHSDUDWLRQ
of client conversations, managing an
open opportunity to results, selecting
attendees for an event, etc.
These key activities showcase how
HQGXVHUVQHHGWRDFWGLHUHQWO\7KH\
were also used as a basis for developing
training sessions. Trainings should not
be focused on what the platform can do,
but rather on what the platform can do
IRUWKHHQGXVHU LHKRZWKHSODWIRUP
ZLOODGGYDOXHWRKHUGD\WRGD\ZRUN 
focusing on the events where behavioral
changes will be most critical for the
success of the technology.
Likewise, moments that matter can be
OHYHUDJHGLQGLHUHQWFLUFXPVWDQFHV
during the project lifecycle such
as a leadership conference or a
communications campaign to showcase
what the new technology means for
people in the organization

Adoption analytics can boost your
organization’s chances for success in
driving technology transformations. They
replace hunches and guesswork with
LQVLJKWVDQGTXDQWLȴDEOHGDWDDERXW
stakeholder issues and concerns.
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Business Case

Communication

Leadership support
& buy-in

Culture

Use analytics to measure and tailor
technology adoption.
Adoption analytics can boost your
organization’s chances for success in
driving technology transformations.
They replace hunches and guesswork
ZLWKLQVLJKWVDQGTXDQWLȴDEOHGDWDDERXW
stakeholder issues and concerns.
ΖQWKHȴQDQFLDOVHUYLFHVRUJDQL]DWLRQ
FDVH &DVH6WXG\ EHIRUHWKHODXQFK
of the CRM platform, the readiness for
adoption of the technology has been
estimated per region at the end-user and
manager level. The assessment entailed
both quantitative data—which can be
compared to post-go-live and with other
audiences—as well as qualitative data,
related to six dimensions:
The assessments showed the side
HHFWVȃERWKSRVLWLYHDQGQHJDWLYHȃRI
the CRM implementation.
On the one hand, the CRM platform
VLJQLȴFDQWO\FRQWULEXWHGWRWKHSODQQLQJ
of the agenda for the customer-facing
personnel, even though it was not
designed for such purposes. This allowed
DPRUHHɝFLHQWVFKHGXOLQJRIFXVWRPHU
appointments to make the best use of
each interaction with the client.
On the other hand, the results of the
data analysis pointed to a leadership
problem in one of the regions that caused
the conditions to be suboptimal before
launching the platform.

Training

Customer orientation

True magic happens when pre-go-live
readiness is combined with adoption
ȴJXUHVSRVWJROLYHERWKDVDVVHVVHGE\
the end-user group, as well as extracted
from the technology platform itself.
This is when preparatory work is fully
materialized and the perception of the
platform can be compared to the actual
use. For example, the results of the
data analysis showed a gap between
managerial speech—supportive of the
SODWIRUPEHQHȴWVȃDQGWKHLUDFWXDOXVH
These insights allowed the organization
WRIRFXVWKHLUFKDQJHHRUWVRQWKHULJKW
initiative and the right stakeholders at the
ULJKWWLPHWRHQVXUHHɝFLHQWWHFKQRORJ\
adoption.
To improve customer experience, leaders
need to consider the “people side of
change” at the start of the transformation
journey. Next to this, not only the CIO
but the complete executive board need
to take the responsibility of turning
the transformation into a success. This
happens when the new way of working
is completely embedded in the DNA of
the organization, on top of technology
adoption.
0DNLQJLWKDSSHQHɝFLHQWO\DQG
matched with the new technology
trends in a disruptive, innovative, and
agile environment requires more than
traditional ways. It encompasses a

series of methods and a distinctive and
compelling approach, which fueled the
creation of the “From Vision to Value”
Deloitte framework.
If your organization is struggling with
HHFWLYHO\GHOLYHULQJFKDQJHWKURXJK
technology adoption programs, you
might want to ask yourself the following
questions:
01. Do you, as a CIO, have the same
H[SOLFLWDOLJQHGGHȴQLWLRQRIVXFFHVV
of the transformation as the business
leaders? Case Study 1 strived toward
a successful go-live within time and
budget versus improved customer
H[SHULHQFH7KHGHȴQLWLRQRIFOHDU
“guiding lights” enabled the leaders
to work together on the same goal
to increase the potential of the
technology investment. A clear
dashboarding approach is key to
track progress and increase common
understanding.
02. How do you work with new methods
OLNH$JLOH8;RUVSULQWV"7KHVH
methods should drive acceleration
yet it cannot only be a program or
project related way of working. The
main change is the way of working
and not the implementation of the
new technology. CRM software
doesn’t build relationships, it enables
people to accelerate at getting better
DWGRLQJLW &DVH6WXG\ $OVR6$3
will not create new materials, it will
enable the employees to speed up the
process from production to end-user
FXVWRPHU 
03. How do you design the
change journey for technology
implementations? Building
engagement and shared purpose
are essential. To make this happen,
DYRLGDVVXPSWLRQV HJWKH\NQRZ
what is happening or why we are
GRLQJLW 7KH\DUHGDQJHURXVZKLOH
open and transparent communication
will increase overall awareness and
understanding about the business
transformation.
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Part 03
From a risk and cyber
perspective
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Businesses are increasingly facing growing risks involving digital evidence, which
puts them in considerable jeopardy if these risks are not adequately anticipated
and managed. These range from fraud, theft of assets, complex litigation to
GLVSXWHVWKDWLQFOXGHDFFXVDWLRQVRIȴQDQFLDOPLVPDQDJHPHQWDQGPDOIHDVDQFH
to name but a few. Legal actions can be taken both by and against organizations
and involve parties such as regulators, shareholders, competitors, customers,
HPSOR\HHVDQGKDFNHUV7KHVHDFWLYLWLHVFDQFRQVXPHVLJQLȴFDQWUHVRXUFHVDFURVV
legal jurisdictions in multiple areas of the world, and if not handled correctly, risk
may be further compounded.
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As an example, a civil
e-discovery investigation
could be looking at emails
of employees and how
certain business deals
were conducted.
(GLVFRYHU\DQGGLJLWDOIRUHQVLFV
Digital forensics, also sometimes called
cyber forensics or computer forensics, is
concerned with techniques applied to the
process for collecting, examining, analyzing,
and presenting evidence originating from
digital data sources to courts. The term
“computer forensics” is becoming less
appropriate to describe digital or cyber
forensics activities, as what a computer can
be has changed and the scope of digital
data sources has become increasingly
large. Data sources typically do not only
include the various types of computers
one easily thinks of (desktop, server,
laptop, tablet, mobile phones etc.), but
DOVRFRPSXWHUVVXFKDVWKHRQHVLQ*36
systems in cars, in the cars themselves, and
DVZDVUHFHQWO\VKRZQLQD86FRXUWFDVHD
pacemaker! One should also not forget that
digital data sources that can be forensically
examined include any type of media that
will store digital information (including the
cloud) and computer networks.
Digital forensics may seem highly similar
to e-discovery, and there is an overlap,
EXWWKHUHDUHGLHUHQFHVEHWZHHQ
digital forensics and e-discovery that
are important to understand. However,
GLHUHQWVRXUFHVPD\QRWDOZD\VFRQFXURQ
WKHVXEMHFW
E-discovery typically pertains to civil cases
DQGUHIHUVWRDZHOOGHȴQHGSURFHVVWKDW
will identify and preserve what is often
GHȴQHGDV(OHFWURQLFDOO\6WRUHGΖQIRUPDWLRQ
(6Ζ LQRUGHUWRGHWHUPLQHLIWKLV
information is relevant or privileged and
will produce this information to be used
in court. As with digital forensics, these
activities can obviously also be conducted
for internal purposes, i.e. without the
84

certainty that there will eventually be a
court case of some sort.
Digital forensics on the other hand
will mostly relate to criminal cases and
is typically linked to detailed analysis
and investigation of digital evidence,
including metadata, that is not normally
XVHGRUYLVLEOH0RUHRIWHQWKDQQRWD
determination will be made of how devices
and data were used by the defendant in the
criminal case, which includes distinguishing
user-generated data as opposed to
system-generated data.
As an example, a civil e-discovery
investigation could be looking at emails of
employees and how certain business deals
were conducted, while digital forensics
FRXOGWU\WRȴQGRXWLIDQHPSOR\HHKDG
EHHQXVLQJKLVODSWRSWRH[ȴOWUDWHFXVWRPHU
information for their future private use.
(GLVFRYHU\DQGIRUHQVLFVUHTXLUHGLHUHQW
tooling, though the lines are blurred. For
instance, information received on a hard
disk may be imaged using the same tools
LQERWKFDVHV7KHUHDUHKRZHYHUVSHFLȴF
tools for e-discovery that are related
WRWKHZRUNȵRZVIRUFRXQVHOIRUWKH
culling of selection of data and eventually
SURGXFWLRQ7KHUHDUHDOVRGLHUHQWWRROV
for digital forensics, used for detailed
investigation, such as toolkits for the
collection of data from mobile devices or
tools for disk analysis that will attempt to
UHFRYHULQIRUPDWLRQIURPGHOHWHGȴOHVRU
re-formatted disks. Even more importantly,
LQDGGLWLRQWRGLHUHQWWRROLQJWKHWZR
GRPDLQVUHTXLUHVSHFLDOLVWVZLWKGLHUHQW
expertise.
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Common challenges
The general requirements for evidence,
including digital evidence—whether
in the context of digital forensics or
e-discovery—are that evidence should be
relevant and admissible. This implies that
digital evidence has to relate to the case
and has to have been properly obtained
and preserved, because evidence must
be reliable. Properly obtaining means that
breaches of law to obtain evidence, which
may include breaches of privacy law, have
to be avoided. It is quite important to be
able to rely on the advice of legal counsel
in order to avoid cases where evidence
has not been properly obtained and can
therefore not be used. Organizations
should also be aware that stumbling on a
crime in progress can require immediate
QRWLȴFDWLRQWRODZHQIRUFHPHQWDXWKRULWLHV
Admissibility of evidence requires evidence
to have been correctly preserved and not
tampered with or accessed and potentially
PRGLȴHGXQGHUXQSURYHQFLUFXPVWDQFHV
which means there could be doubts about
the integrity and therefore the validity
of evidence—making it unreliable and
therefore unsuitable for use. This is called
continuity of evidence in the UK, or chain of
FXVWRG\LQWKH86
The role of legal counsel in these matters
is vital because they will give advice on
the relevance or admissibility of evidence,
which will include looking at proportionality
when privacy law is applicable. Obviously,
legal counsel also plays a key role in
the defense of any organization when
litigation is involved. It should be clear
that good collaboration between counsel
and technical teams is vital throughout
the entire process of digital forensics and
e-discovery, as it will be explained later on.
One of the things that makes this hard
is that evidence is now rarely located
on a single device; multiple devices and
HVSHFLDOO\WKHFORXGPDNHLGHQWLȴFDWLRQRI
relevant sources of data and data collection
more challenging.
Digital evidence is also fragile. Accidental
or deliberate change, partial or complete
destruction and relocation easily happens
and can turn evidence into something
unusable. Criminal acts add further
complexity because attacks can be hidden
through the use of botnets and all kinds of
counter-forensic techniques.
As if these problems weren’t enough,
technology can make things harder.
&RPSXWHUPHGLDVXFKDV66'V 6ROLG6WDWH

Disks) can potentially destroy parts of the
evidence of their own volition, without
instructions to do so from the computer
or user. The use of some technologies
can also make data collection without
PRGLȴFDWLRQLPSRVVLEOHIRULQVWDQFH
during the capture of live memory or of
collaboration tools where multiple users
can be working on documents as the
capture is executed, to name but a few.
Arguably, information glut is also part of
the technological challenges because of the
evolution in media sizes and cloud storage.
Volumes of data that need to be handled
have become formidable (potentially even
for a single person under investigation) and
without integration and product expertise,
WKHPDMRULW\RIRWKHVKHOIIRUHQVLFVDQG
E-discovery products can simply not handle
WKHGHPDQGVRIKLJKYROXPHSURMHFWV

Criminal acts add
further complexity
because attacks
can be hidden
through the use
of botnets and all
kinds of counterforensic techniques.
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Basic principles for the handling of
GLJLWDOHYLGHQFH
The ACPO (Association of Chief Police
2ɝFHUV JXLGHOLQHVSURYLGHJXLGDQFHIRU
the handling of digital evidence under four
principles in their good practice guide.
These principles are also highly relevant for
other parties than the police.
Those principles can be summarized as:
01. Any action taken should not change
data on computers/media. This
means integrity of evidence should
be preserved to the greatest extent
possible.
02. If it is necessary to access computers/
media, the person doing so must
be competent and be able to give
evidence regarding the relevance and
implications of what they did.
03. There should be a record of processes
applied to any evidence and these
records should be kept. One of the
key reasons for this is achieving
reproducibility, i.e., if the evidence is
provided to a third party, the third

party should be able to obtain the
same results or outcomes based on
the same evidence. The principle of
reproducibility also links to integrity
(under principle 1). If the evidence has
EHHQPRGLȴHGWKHQLWPD\QRORQJHU
be possible to obtain the same results
from the original evidence.
04. 7KHȴQDOSULQFLSOHUHODWHVWRKDYLQJD
person in charge of the investigation to
ensure laws and regulations as well as
that the above principles are adhered
to. It is important to note that properly
obtaining evidence is addressed under
this principle as well.
$SSO\LQJWKHSULQFLSOHVȂSURFHVV
makes perfect
In order to keep evidence admissible
and more generally manage risk and
increase the likelihood of achieving the
intended results, it is important to follow
a predictable process for carrying out any
investigation.

Typically such a process is described as
containing the following steps in the digital
forensics domain:
01. Collection: often called the “data
collection,” concerns the collection
of digital evidence
02. Examination: the examination focuses
on early case assessment, data
reduction, removing duplicates, and
irrelevant information
03. Analysis: the data obtained after the
examination stage has to be analyzed
in order to be suitable for presenting in
court. The matter of wrongful acts and
intent come into play at this stage
04. Reporting: the last stage concerns the
preparation of reporting suitable to be
used in a court of law
ΖQWKHFRQWH[WRI(GLVFRYHU\WKH('50
model is used. This model essentially
contains the same components as the
SUHYLRXVO\GHVFULEHGPRGHOEXWRHUV
more detail.

(OHFWURQLF'LVFRYHU\5HIHUHQFH0RGHO1

Processing

Preservation

Information
Governance

Review

ΖGHQWLȴFDWLRQ

Collection

Analysis

1.
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Production
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Inside magazine issue 16 | Part 03 - From a risk and cyber perspective

The EDRM model is composed of the
following steps:
• Information Governance: Adequate
management of information – raises
the issue of E-discovery/forensic
preparedness
• Ζ GHQWLȴFDWLRQ Identify where relevant
data may be located and determine its
nature
• Preservation:6DPHSULQFLSOHDVLQ
forensics, ensure evidence remains
admissible
• Collection: Gathering evidence for
further use in the E-discovery (forensics)
process
• Processing: Reducing the volume of
evidence (e.g., de-duplication), eliminate
irrelevant data and potential conversion
for review and analysis (text extraction,
indexing etc.)
• Review: Evaluating for relevance and
privilege
• Analysis: Evaluating evidence for content
and context, including key patterns,
topics, people, discussions etc.

In order to keep
evidence admissible
and more generally
manage risk and
increase the likelihood
of achieving the
intended results, it is
important to follow a
predictable process
for carrying out any
investigation.

• Production: Delivering results/outcomes
LQDQDSSURSULDWHIRUP PD\EHVSHFLȴHG
in detail, see for instance the United
6WDWHV$WWRUQH\ȇV2ɝFHVSHFLȴFDWLRQV
• Presentation: Present the results
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(GLVFRYHU\IRUHQVLFVSUHSDUHGQHVV
Organizations are often not well prepared
for cases where forensics or e-discovery is
required, which can be highly detrimental
to them. Preparedness consists of
proactive activities which make the
essentially reactive activities of digital
forensics and e-discovery more predictable
and reliable. The lack of preparedness
may convey an unfavorable impression to
courts and authorities, which can hamper
successful litigation (e.g. mishandling of
[potential] evidence). Lack of preparedness
also negatively impacts (information
security) incident handling capabilities. All
of these factors increase levels of risk and
cost.

• Problems in producing data in bulk;
often nobody has wondered how all
transactions can be “pulled out of
DSSOLFDWLRQ;ȋ7KHLQDELOLW\WRSURGXFH
data in bulk can be worse in cases of
cloud services

It is a mistake to think that all of this only
DHFWVODUJHURUJDQL]DWLRQVPHGLXP
size (and even small) organizations can
EHDHFWHGDVZHOOEHFDXVHWKUHDWV
that require forensics or e-discovery
preparedness remain quite similar
irrespective of organization size.
Organizations of any size should achieve
an appropriate level or readiness, i.e.,
a capability to adequately handle the
GLHUHQWVWDJHVRIWKHIRUHQVLFVH
discovery process, in order to be able
to use digital evidence for its intended
purposes.

• Unauthorized processing of information,
i.e., prohibited by laws or regulations, and
therefore not admissible

6RPHRIWKHH[DPSOHVZHHQFRXQWHU
include:
• Organizations that have issues
determining where their data is, which
includes data on backups (how many,
when, mechanism used to backup,
exclusions), in the cloud, and any
other instances of data. This can be a
surprisingly hard nut to crack. It can
FDXVHVLJQLȴFDQWGHOD\VLQWKHSURFHVV
of e-discovery or digital forensics and
may cause potential evidence to be
overlooked or neglected

• The IT department (and other parties)
prodding around on a device of an
employee can easily destroy all chances
of using it as evidence
• Lack of authoritative information on
who is the present “owner” of a device
(inventory), including basic things such
as the signature of the device owner for
receipt of a device

• Lack of policies that clarify what an
employee is allowed and not allowed to
do
Digital forensic and e-discovery readiness
will maximize the ability to use digital
evidence, thereby reducing the risk and
cost of investigation while increasing the
probability of a successful litigation. This
involves more than ensuring adequate
levels of (information) security.
Information security is more concerned
with the protection of the properties of
FRQȴGHQWLDOLW\LQWHJULW\DQGDYDLODELOLW\RI
information, which normally will not include
comprehensive forensics and E-discovery
preparedness. Key activities will include the
following:
01. 'HȴQHVFHQDULRVWKDWUHTXLUHGLJLWDO
evidence. This is a practice that
is extremely similar to preparing
scenarios for (information) security
incident handling, but concentrates on
digital evidence scenarios such as when

an organization has been hacked, data
breaches, regulator/law enforcement
requests, etc. There will be overlap
between scenarios for security incident
management, business continuity,
and these scenarios; it is important to
ensure integration.
02. Identify the sources and types
of evidence. Even for smaller
organizations this is becoming more
complex. It is important to know where
your data is and how this data can
be exported (including bulk export).
Data properties are also important to
know, as is their relation to business
processes.
03. Determine the requirements for
gathering the evidence (collection/
preservation); this includes addressing
continuity of evidence.
04. Determine the requirements for the
rest of the e-discovery/digital forensics
ZRUNȵRZ VHH('50PRGHO 
05. Document and ensure the necessary
resources can be made available in the
required time frames. Documentation
including policies (digital forensics/ediscovery readiness policy), standards,
and integration in existing processes
is key. Resources, also if these are
external, are highly important to
consider. This ranges from skilled and
H[SHULHQFHGVWDWRVSHFLDOSXUSRVH
digital forensics infrastructure.
It is important to never forget there is
not only a technical but also a legal angle
to readiness. Readiness therefore not
only requires support from e-discovery/
forensics specialists but also from legal
counsel with experience in such matters.

It is a mistake to think
WKDWDOORIWKLVRQO\DHFWV
larger organizations.
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In conclusion

It is easy to get things wrong when digital evidence is involved. Applying good practices
for handling digital evidence is required. In order to achieve this, the best approach is
a proactive one that includes forensics/e-discovery readiness as a mechanism for not
only ensuring digital evidence is handled correctly, but also reduces risk and cost by
ensuring there is an ability to make informed decisions. Doing so involves striking the
right balance in committing resources for digital forensics/e-discovery readiness in order
WRDFKLHYHDVXɝFLHQWOHYHORIUHDGLQHVVFDSDELOLWLHV7KLVLQYROYHVDGGUHVVLQJERWKWKH
technical and the legal angle.
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The aftermath
of ransomware
Stéphane Hurtaud
Partner
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Laurent de la Vaissière
Director
Risk Advisory
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Yasser Aboukir
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Risk Advisory
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7KHȴUVWVL[PRQWKVRIKDYHVHHQDQHYROXWLRQRI
ransomware, producing more viral variants unleashed by
cybercriminals and alleged state sponsored players.
ΖQ0D\ZHH[SHULHQFHGDQXQSUHFHGHQWHGUDQVRPZDUH
DWWDFN :DQQD&U\ ZKLFKDHFWHGDVLJQLȴFDQWQXPEHU
of organizations globally across a wide range of industries.
A new bar has been set for cybersecurity teams across
ȴQDQFLDOVHUYLFHVLQVWLWXWLRQVWRGHIHQGWKHLUPLVVLRQ
critical information assets in the coming months. While
the occurrence of new cyberattack methods is not going
away, there are immediate lessons that can be learned and
proactive steps to be taken by organizations to keep their
businesses resilient against ransomware threats.
In today’s current technological climate, most
people are familiar with ransomware one way
or another. This is no surprise considering the
recent increase in outbreaks of ransomware and
malware, with examples including WannaCry on
0D\DQG1RW3HW\D RU1\HWQD RQ-XQH
2017. Nearly every day there is another story
DERXWDUDQVRPZDUHDWWDFNLQWKHQHZV7KH86
Department of Justice reports1 that an average
4,000 daily ransomware attacks have taken place
since January 2016. Ransomware has become
a sizable international business, and it is now
estimated that the global cost for organizations
ZLOOUHDFK86ELOOLRQE\WKHHQGRIXS
400 percent from 2016 estimates. The average
UDQVRPUHTXHVWHGKDVULVHQWR862 but
this number pales in comparison to the hours
RIORVWSURGXFWLYLW\EXVLQHVVHVVXHUDQGWKH
resources spent trying to recover the data, as
ZHOODVWKHWLPHDQGHRUWQHHGHGWRGHWHUPLQH
the extent of the breach to ensure that the
damage has been contained.

1.

How to Protect Your Network
IURP5DQVRPZDUH86
Department of Justice, 2017

2.

The Rise of Ransomware,
Ponemon Institute LLC, January
2017
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7KHVLJQLȴFDQWULVNPDJQLWXGHRI
ransomware
The untold cost of ransomware
to business
Ransomware’s aftermath can be more
costly than the ransom itself. For instance,
DJOREDOORJLVWLFVSURYLGHUIURPWKH86
reported the NotPetya ransomware attack
DPRXQWHGWR86PLOOLRQDQGDJOREDO
manufacturer from France reported the
VDPHDWWDFNZRXOGGUDLQDERXW86
million in sales this year. A few months
after the NotPetya ransomware attack,
WKHSXEOLFUHSRUWVRIȴQDQFLDOORVVHVLQWKH
SUHVVRU6(&ȴOLQJVDPRXQWHGWRVHYHUDO
hundred million dollars and this could be
MXVWWKHWLSRIWKHLFHEHUJ
Unless good backup procedures
are followed, recovering data after a
ransomware attack is time-consuming
and in some cases impossible. During a
ransomware attack, stress, downtime,
and system recovery can cost users and
organizations weeks—even months—of
SURGXFWLYLW\6PDOOEXVLQHVVRZQHUV
can lose customer trust, intellectual
property, vital records, and at times direct
UHSXWDWLRQDOGDPDJHΖQWHUPVRISURȴWD
ransomware attack cost can range from
a few hundred euros to millions in fees,
penalties, and lost or a drop in sales.

The ransomware landscape in FSI
7KHEUHDGWKRILQIRUPDWLRQWKDWȴQDQFLDO
services store about their customers
makes them prime targets for ransomware
DWWDFNV)LQDQFLDOVHUYLFHVȴUPVDQGEDQNV
agree: 55 percent list ransomware as the
biggest cyberattack threat vector. Nearly
one third of them also say they have lost
EHWZHHQ86DQG86GXH
to ransomware attacks.3
Credit unions and small banks are seeing
VLJQLȴFDQWMXPSVLQUDQVRPZDUHDWWDFNV
They experienced 81 percent of total
LQFLGHQWVLQȴQDQFLDOVHUYLFHVDQGEDQNLQJ
in 2016, up from 54 percent in 20154. This is
largely due to the fact that they traditionally
have smaller cybersecurity budgets and
resources than larger counterparts.
Ransomware under the GDPR radar
The General Data Protection Regulation
(GDPR) focuses on strengthening and
unifying data protection for all individuals
within the European Union. Concerned
organizations are busy preparing their
compliance in respect to this new
regulation. A big part of it is related to
avoiding and responding to personal data
breaches.
7KHGHȴQLWLRQRIDSHUVRQDOGDWDEUHDFK
based on the GDPR document means “a
breach of security leading to the accidental
or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access
to, personal data transmitted, stored or
otherwise processed.”
7KLVEURDGHUGHȴQLWLRQFDQLQFOXGHPDQ\
GLHUHQWVHFXULW\LQFLGHQWVLQFOXGLQJ
ransomware attacks. This means that,
in the context of compliance with GDPR,
organizations might be obliged to notify
ransomware infections to the relevant
DXWKRULWLHVDVZHOODVWRWKHDHFWHG
individuals should it result in a high risk
to the rights and freedoms of these
individuals5.

3.

*0DUN+DUG\Ȋ)URPWKH
7UHQFKHV6XUYH\RQ6HFXULW\
DQG5LVNLQWKH)LQDQFLDO6HFWRUȋ
6$16ΖQVWLWXWH2FWREHU

4.

“Cyber Attacks on Financial Firms
Up; Ransomware Attacks Way Up,”
Insurance Journal, July 22, 2016.

5.

Regulation (EU) 2016/679 of the
European Parliament and of the
Council of 27 April 2016 on the
protection of natural persons
with regard to the processing of
personal data and on the free
movement of such data (General
Data Protection Regulation),
articles 33 and 34
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Incident response plans need to be
updated and include checks to determine
ZKHWKHUWKH*'35QRWLȴFDWLRQREOLJDWLRQLV
WULJJHUHGE\GLHUHQWLQFLGHQWVUHODWHGRU
not to ransomware attacks.

Major trends of ransomware
In early 2017, a growing number of
cybercriminals are turning their attention
from attacks against private users to
targeted ransomware attacks against
businesses. The trend is alarming as
ransomware players start their crusade for
QHZDQGPRUHSURȴWDEOHYLFWLPV7KHUHDUH
many more potential ransomware targets
in the wild, with attacks resulting in even
more disastrous consequences.
Phishing is the number one delivery vehicle
for ransomware. The motive behind this
is that phishing emails are easy to send
and lead to a faster return on investment
(ROI). Phishing, as part of social engineering
schemes, lures victims into executing
actions without realizing the malicious
drive. The less aware the targeted user
is, the more fruitful the attack. Likewise,
in case of targeted attacks (also known
as spear phishing), phishing emails are
created to look like they come from a
trustworthy sender, but link to or contain
malicious content that executes as soon
as users click it, encrypting their data and
asking for a ransom.
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6RSKLVWLFDWHGSKLVKLQJDWWDFNVDUHKDUGHU
to detect by nature and sometimes even
careful users can still fall into the trap.
6HYHUDOVWXGLHVDQGPHGLDKHDGOLQHVDUH
FRQȴUPLQJWKHIROORZLQJPDMRUWUHQGV
• The main purpose of most phishing
emails today is to deliver, directly or
indirectly, some form of ransomware
• Phishing campaigns with the highest click
rates use content that targeted users
would assume to come across during
WKHLUHYHU\GD\MREWDVNV
7KHXQDYRLGDEOHFRQWUROV
5H EXLOGLQJWKHȊ+XPDQ)LUHZDOOȋ
Anyone who uses a laptop, workstation,
smartphone, or connected device can be
targeted by some form of ransomware
or other cyber threats. The good news is
that we are seeing a growing realization
DFURVVWKHȴQDQFLDOLQGXVWU\WKDWWKHLU
workforce needs to be educated about
cyber threats in general and about
UDQVRPZDUHVSHFLȴFDOO\7KHUHLVDYDULHW\
of best practices that organizations should
follow in order to minimize their exposure
to ransomware.

Organizations should implement a strong
security awareness program that will help
users to make better decisions about the
content they receive through email, on
what they view or click in social media,
how they access the web, and so forth. It
is essential to invest in employee training
VRWKDWWKHKXPDQȴUHZDOOFDQSURYLGH
DQDGHTXDWHȴUVWOLQHRIGHIHQVHDJDLQVW
increasingly sophisticated ransomware.
Furthermore, organizations should
occasionally test all users to determine
if their security awareness training is
HHFWLYHWKURXJKRXWSKLVKLQJVLPXODWLRQV
Those tests should trigger an action plan
and measure the organization’s successes
and failures.

In early 2017, a growing
number of cybercriminals
are turning their attention
from attacks against
private users to targeted
ransomware attacks
against businesses.
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Backup remains the best
protection against data loss.
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Reported entry points of the ransomware
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The perils of not patching
The WannaCry ransomware attack
underscores the importance of keeping
software such as Windows operating
systems up to date and patched, and
the fact that many organizations do not
GRVR7KH:DQQD&U\DWWDFNDHFWHG
around 200,000 users in 150 countries
exploiting a known vulnerability in various
Windows operating systems. In June 2017,
D6RXWK.RUHDQZHEKRVWLQJJURXSSDLG
DERXW86PLOOLRQWRXQORFNPRUHWKDQ
3,400 websites running under unpatched
Linux servers that had been infected by a
ransomware variant called Erebu. This case
is believed to be the largest payout ever
following a ransomware infection. Another
UDQVRPZDUHYDULDQWFDOOHG6DPVDP
VSHFLȴFDOO\DWWDFNVDYXOQHUDELOLW\LQWKH
Red Hat JBoss software. In each of these
instances, the respective software vendors
were aware of the vulnerabilities and
had published patches to address them.
However, if organizations are not taking
the necessary steps to patch their systems
on a regular basis in order to keep them
up to date, targeted ransomware attacks
will continue to take advantage of these
vulnerabilities.

External URL

Keeping software up-to-date seems like a
simple task and a given for any securityFRQVFLRXVRUJDQL]DWLRQVXFKDVȴUPVLQ
WKHȴQDQFLDOVHFWRU8QGHUVWDQGLQJWKH
current patch management structure of
your organization begins with answering
important questions:
• Have we assigned clear roles and
responsibilities?
• Do we know our IT assets?
• What are the capabilities of our patch
management technology?

ΖI\RXGRQȇWKDYHD3ODQ%\RXGRQȇW
KDYHDSODQ
Backups remain the best protection against
data loss. As a fail-safe, organizations
should implement enterprise endpoint
backup for laptops and workstations.
7KH\PXVWVHWUHFRYHU\SRLQWREMHFWLYHV
(RPOs) for each server deemed to be at
greater risk to ransomware according
to organizational requirements based
on a data loss period acceptable to the
organization.
Even keeping backups does not necessarily
secure business data from attacks, as
recent ransomware strains scan for backup
ȴOHVDQGGHOHWHWKHP
Your optimal controls
Ransomware brought cybersecurity
back to the boardroom
The recent outbreaks of ransomware and
WKHKLJKSURȴOHGDWDEUHDFKEURXJKWF\EHU
security at the forefront of board meetings.
&Ζ2VDQG&Ζ62VFDQPDNHWKLVRSSRUWXQLW\
fruitful by focusing on the following key
messages:
• Presenting the emerging threats: Who
is attacking our organization or industry
peers? What are the latest trends? How
FDQWKLVDHFWRXURUJDQL]DWLRQ"
• 6KDULQJ\RXUWRSF\EHUULVNV:KDWDUH
the results of your last risk assessment
related to current business challenges?
What are the mitigation controls? What
are the management actions?
• Explaining your program maturity:
How are we positioned in terms of
maturity level to face the evolving
threat landscape? What is our maturity
comparing to the industry peers?
• Leveraging on internal and external
opportunities: Are there any open audit
issues or regulatory updates relatable to
the threat landscape?

• What are the inputs to our security
monitoring process?
• 'RZHPHDVXUHHHFWLYHQHVVDQG
HɝFLHQF\"
&Ζ2VDQG&Ζ62VVKRXOGEHDZDUHWKDW
good patching practices are not enough
to prevent ransomware. The next attack
after all, could involve a zero-day exploit
for which a patch has yet to be issued.
'HIHQGLQJȴQDQFLDOVHUYLFHVLQVWLWXWLRQV
against ransomware, like almost any cyber
threat, requires a layered defense.
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The ransomware
threat should be
handled with a
comprehensive
assessment of
the organization’s
countermeasures
to understand
whether they
are capable of
responding to the
latest threats.

Rethink your protection against
ransomware
A cybercriminal ally is complacency.
Traditional protection methods relying on
malware signatures and basic rules for
SURWHFWLRQKDVUHYHDOHGWREHLQHHFWLYH
against ransomware threats. Indeed, threat
players design their ransomware to bypass
traditional web and email protections,
which are prone to have set-and-forget
FRQȴJXUDWLRQV
The ransomware threat should be handled
with a comprehensive assessment of
the organization’s countermeasures
to understand if they are capable of
responding to the latest threats. We have
previously emphasized the importance of
user awareness, vulnerability, and patch
management processes and backup and
recovery strategies, but this comprehensive
assessment includes the following:
• Use of privileged accounts and access
controls
• &RQWHQWDQGZKLWHOLVWȴOWHULQJ
• 6HFXULW\FRQȴJXUDWLRQVRIHQGSRLQWV
• Use of threat-intelligence solutions
• Network segmentation and layered
security
• Robust business continuity planning
and exercising
• Crisis and incident response planning
and exercising
• Testing the business resiliency, using
targeted exercises such as “red teaming”
and threat simulation
Future trends and predictions
7KHSURȴWDELOLW\RIUDQVRPZDUHLV
ȵRXULVKLQJGXHWRWKHVLPSOLFLW\RILWV
business model and the ease of use of its
operating model. According to the latest
cyber threat intelligence, there have been
VLJQLȴFDQWLPSURYHPHQWVLQUDQVRPZDUH
variety and functionality to increase
damage and accelerate the need for
response:
• Ransomware will continue to be the
number one malware type used by cybercriminals
• Given the signs of growing competition
on the ransomware market,
5DQVRPZDUHDVD6HUYLFHLVDOVR
becoming more and more popular,
attracting new players
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• Ransomware is growing in sophistication
DQGGLYHUVLW\RHULQJPDQ\UHDG\WRJR
solutions to cybercriminals with fewer
skills, resources, or time
• A change in the targeted platforms may
also be on the horizon. Experts believe
that mobile devices, Internet-of-Things
ΖR7 SRLQWRIVDOHV\VWHPVDQG$70V
are all seen as new potential targets
• 0RUHFRPSUHKHQVLYHDQGWDUJHWHG
GDPDJHLQFOXGLQJEDFNXSȴOHV
databases, and web pages
• Use of security vulnerabilities to increase
the rate of infection
• 0HWKRGVWRLQFUHDVHUDQVRPLQFDVH
users delay payment, such as stealing
and selling data on the black market
• Change of communication methods
with victims to better negotiate ransom
amount (e.g., through chat rooms instead
RIȴ[HGEDQQHUV
• 6WHDOWKLHUHQFU\SWLRQRILQIHFWHG
computers and improved techniques
to evade detection

Conclusion
• Recent ransomware attacks
demonstrated the potential
damage on organizations and that
it can even halt some businesses
• Regulators will address more
and more challenges around
UDQVRPZDUHWKUHDWV FORXG
resources, patch management,
EDFNXSVHWF
• Phishing is the main vehicle for
ransomware
ȏ 3HRSOHDUHWKHȴUVWOLQHRIGHIHQFH
that should be trained to face the
challenging new threats
• Ransomware coupled with
unpatched vulnerabilities and
ȊȵDWȋQHWZRUNVGHPRQVWUDWHGWKDW
patch management and in-depth
security are crucial to reduce
ransomware infections
ȏ (HFWLYHEDFNXSDQGUHFRYHU\
strategies are the plan B in case of
ransomware attack
• Organizations need to take a
comprehensive approach to
ensure they can be secure, vigilant
and resilient against ransomware
threats
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The psychology
of ransomware
6RFLDOHQJLQHHULQJLVGHȴQHGDVDQDFW
WKDWLQȵXHQFHVWDUJHWHGSHRSOHWRDFWLQD
way that may or may not be in their best
interest.
A recent study based on the analysis
of splash screens—the initial warning
screens of ransomware attacks—
demonstrated that key social engineering
techniques are used to intimidate or
LQȵXHQFHYLFWLPV
Common trends include the following:
6

• A race against time: In over half, the
samples featured a ticking clock device.
Deadlines are ranging from 10 hours to
more than 96 hours.
• Consequences reminder: Should the
deadline not be honored, the encrypted
ȴOHVZLOOEHORVW6RPHVFUHHQIHDWXUHG
WKUHDWVPDGHWRSXEOLVKWKHORFNHGȴOHV
on the internet. In this instance, we

can talk about a “doxware.” Doxing is a
cyberattack where the threat players
expose and publish an individual’s or
DQRUJDQL]DWLRQȇVSULYDWHRULGHQWLȴDEOH
information online.
• Varity of imagery: 2ɝFLDOWUDGHPDUNV
DQGHPEOHPV HJWKHFUHVWRIWKH
)%Ζ DUHXVHGLQWKHVSODVKVFUHHQV
to instil the notion of authority and
credibility to the request. One of the
most prominent pop cultural images
used was Jigsaw—a character from the
horror movie Saw.
• Ransom payment assistance:
Three in four ransomware notes
asked for payment in Bitcoin. The
average amount asked was 0,47 BTC
DSSUR[LPDWHO\ȜLQWKHȴUVWZHHN
RI$XJXVW 2YHUKDOIRIVSODVK
screens included some aspect of a
help desk, such as instructions on how
to buy Bitcoins or frequently asked
TXHVWLRQV )$4V 

6.

Dr Lee Hadlington, De Montfort
8QLYHUVLW\85/KWWSV
VHQWLQHORQHFRPZSFRQWHQW
XSORDGV3V\FKRORJ\RI
Ransomware-Report-Final.pdf
97

Inside magazine issue 16 | Part 03 - From a risk and cyber perspective

98

Inside magazine issue 16 | Part 03 - From a risk and cyber perspective

EduChain
Validating your
Educational Identity
'DYLG'DOWRQ
Partner
(0($%ORFNFKDLQ/DE
Co-leader
Deloitte

Eric Piscini
Partner
Consulting
Deloitte

Lory Kehoe
Director
Consulting
Deloitte

Lisa Simpson
0DQDJHU
Consulting
Deloitte

%ORFNFKDLQLVIDVWEHFRPLQJPRUHWKDQMXVWDEX]]ZRUG$VRUJDQL]DWLRQV
continue to educate themselves on the technology and its capabilities, the
number of potential use cases where blockchain can play a real and disruptive
UROHLVULVLQJ:LWKELWFRLQFU\SWRFXUUHQF\DVWKHȴUVWXVHFDVHWKHPDLQIRFXV
KDVEHHQRQWKHȴQDQFLDOVHUYLFHVLQGXVWU\SDUWLFXODUO\DURXQGSD\PHQW
capital markets, lending, and regulatory reporting. However, there has been
a recent shift to looking beyond these use cases and identifying other areas
or processes across industries where blockchain would have an impact.
2QHVXFKDUHDLVHGXFDWLRQTXDOLȴFDWLRQV
'HORLWWHȇV(0($%ORFNFKDLQ&HQWHURI([FHOOHQFHEDVHGLQ'XEOLQKDV
developed a blockchain solution around the collection, validation, secure
VWRUDJHDQGVKDULQJRIHGXFDWLRQTXDOLȴFDWLRQV7KLVLQFUHDVHVWKHHɝFLHQF\RI
the onboarding process of new employees along with tracking the continuous
development of employees across the organization. This platform was
RULJLQDOO\GHVLJQHGWRDGGUHVVDUHJXODWRU\UHTXLUHPHQWZLWKLQWKHȴQDQFLDO
sector, and can be leveraged across industries, sectors, and geographies to
PDQDJHTXDOLȴFDWLRQUHTXLUHPHQWVRIDOOSRWHQWLDODQGH[LVWLQJHPSOR\HHV
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Identifying the use case
Regulatory compliance is a key focus
DUHDDQGSDLQSRLQWZLWKLQWKHȴQDQFLDO
services industry. Over the past number
of years, increased regulatory pressure
DQGUHODWHGȴQHVKDYHKDGDPDMRULPSDFW
on the industry, resulting in a reshape
of strategy and investment focus in
PDQ\RUJDQL]DWLRQV6HYHUDOXVHFDVHV
have previously been explored around
regulatory reporting and the ways in
which blockchain can be used to improve
WKHHɝFLHQF\DQGPLQLPL]HWKHHRUWLQ

this process. Deloitte was approached
by our client who was searching for a
PRUHHɝFLHQWDQGLQQRYDWLYHDSSURDFKWR
handling one such regulatory requirement
LQΖUHODQGȃWKH0LQLPXP&RPSHWHQF\
&RGH 0&& 
7KH0LQLPXP&RPSHWHQF\&RGH 0&& LV
a directive issued by the Central Bank of
ΖUHODQGHHFWLYHIURP'HFHPEHU
The code sets down the minimum standard
of competence required of persons
carrying out certain functions regarding
ȴQDQFLDOSURGXFWVSDUWLFXODUO\DURXQG
SURYLGLQJȴQDQFLDODGYLFHWRFXVWRPHUV
(DFKVWDPHPEHULQDUROHXQGHU
WKH0&&VFRSHPXVWKDYHDYDOLGDWHG
TXDOLȴFDWLRQIURPWKHΖQVWLWXWHRI%DQNHUV
and additionally must carry out and log
15 hours of continuous professional
development activities on an annual basis.
Failure to do so can result in a membership
being revoked, as the person would not be
OHJDOO\TXDOLȴHGWRFDUU\RXWWKLVUROH7KLV
FDUULHVKXJHUHSHUFXVVLRQVIRUWKHȴQDQFLDO
institution and there are regulatory
penalties in place for failure to comply with
WKH0&&FRGH
7KHH[LVWLQJ0&&SURFHVVZLWKLQRXU
client’s organization is a completely
manual process with reliance on data
stored in static spreadsheets, passed
around the organization and validated by
10 internal teams. Each request, update,
or amendment made to the data requires
the manual and time-consuming process
of merging, updating, extracting, and
maintaining the data. The process also
carries a large regulatory risk and there is
FXUUHQWO\QRVLQJOHYLHZRIWKH0&&VWDWXV
within the organization.
Developing a secure shared data platform
would allow for the automated extraction
and access of data from multiple
independent organizations. However, a key
GLɝFXOW\ZLWKGHYHORSLQJDQGLPSOHPHQWLQJ
this solution revolves around companies
and organizations trusting that their
sensitive data will be secured, maintained,
and available in the appropriate and
reliable manner.
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:KHUHEORFNFKDLQȴWV
Blockchain is a disruptive technology that
provides the capability for multiple users
to securely share information through
a distributed ledger without the need
for any central database maintenance
RUPDQDJHPHQW6SHFLȴFEORFNFKDLQ
characteristics enable the realization of
concrete use cases, leveraging three core
applications:
01. Immutable data storage – decentralized
consensus to track and store
information
02. Value Exchange – transactions among
peers within a network
03. 6PDUWFRQWUDFWVȂGLVWULEXWHGZRUNȵRZ
and automatic execution of pre-written
logic
A valuable example could be where a
XQLYHUVLW\PD\VLPSO\DVVLJQDTXDOLȴFDWLRQ
to a user’s identity that can be accessed
and shared as necessary and is globally
available, thereby eliminating the need for
LQGHSHQGHQWO\YHULI\LQJTXDOLȴFDWLRQVZLWK

the host organization. The data written
to this common platform is digitally signed
and encrypted.
Using blockchain technology in this
manner to deliver the secure sharing
of data across multiple organizations,
where the data is fully authenticated
through the organizations’ private key has
not been attempted before. Blockchain
ZDVLGHQWLȴHGDVDJRRGȴWIRUWKLV0&&
process, as it provides:

Over the past number of
years, increased regulatory
SUHVVXUHDQGUHODWHGȴQHV
KDYHKDGDPDMRULPSDFW
on the industry, resulting in
a reshape of strategy and
investment focus in many
organizations.

• An immutable, trusted source of
information, to ensure the accuracy
RIWKHFHUWLȴFDWHLVVXHG
• Permissioned access and visibility
of the stored data to multiple internal
and external parties and user groups
• Ease of integration with multiple systems
and data sources
• 6FDODELOLW\DQGFDWHULQJIRUPXOWLSOHW\SHV
RIGDWDEH\RQGFHUWLȴFDWHV
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In this scenario, multiple organizations
FRXOGDFFHVVFHUWLȴFDWLRQVLQUHDOWLPH
where the data may be segregated
into multiple secured compartments
E\LPSOHPHQWLQJVSHFLȴFFU\SWRJUDSK\
rules. This would allow for the seamless
RQERDUGLQJRIPXOWLSOHFHUWLȴFDWLRQ
organizations.
However, the nature of the blockchain
technology means that it will always be
slower than interacting with centralized
databases and is not designed for use
on applications that require large-scale,
real-time data access. For each transaction
processed, a blockchain must perform
all the same validations and checks as a
regular database in addition to:
• 6LJQDWXUHYHULȴFDWLRQ6LQFHWUDQVDFWLRQV
propagate between nodes in a peerto-peer fashion, every blockchain
transaction must be digitally signed using
a public-private cryptography scheme.
7KHJHQHUDWLRQDQGYHULȴFDWLRQRIWKHVH
signatures is computationally complex,
DQGUHSUHVHQWVVLJQLȴFDQWFKDOOHQJHV
and technological uncertainties that
must be overcome. By contrast, for
centralized databases, once a connection
LVHVWDEOLVKHGUHTXHVWVFDQȵRZRYHULW
ZLWKVLJQDWXUHYHULȴFDWLRQ
• Consensus mechanisms: In a distributed
database such as a blockchain, it is
necessary to ensure that nodes in
the network reach consensus, which
PD\LQYROYHVLJQLȴFDQWEDFNDQGIRUWK
communication and dealing with forks
or rollbacks. In a centralized database
GHDOLQJZLWKFRQȵLFWLQJRUDERUWHG
transactions is much less frequent since
transactions are queued and processed
in a single location.
Supporting our client
From idea conception, Deloitte undertook
a collaborative approach. The transfer
of knowledge and exploration of the
potential of blockchain within our client’s
organization was a focal point and a key
deliverable. We developed an end-to-end
solution, providing both technical and
business expertise, mapping out the
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requirements and identifying the savings
and improvements. Our technology
team developed a functioning prototype,
based on Ethereum code, including user
LQWHUIDFHVIRUIRXUGLHUHQWW\SHVRIXVHUV
As disruptive technologies accelerate,
ZHPXVWGHOLYHUSURMHFWVZLWKKLJKHU
ȵH[LELOLW\DQGDJLOLW\'HORLWWHDSSURDFKHG
WKLVHQJDJHPHQWXVLQJDJLOHDQG6&580
methodologies, which enables rapid
collaboration, feedback, and iteration
from our client to ensure the solution was
ȴWIRUSXUSRVHΖQRUGHUWRWUXO\HPEUDFH
shared learning and knowledge transfer,
the client team was co-located in Deloitte’s
(0($%ORFNFKDLQ/DELQRUGHUIRUWKH
SURMHFWWHDPWRUHDOO\EHLQYROYHGLQWKH
development of the solution.
The solution impact
The output from the proof-of-concept
(PoC) phase was a working demo prototype
that proved the capability of blockchain
to provide a viable and trusted solution
to the tracking and tracing of education
TXDOLȴFDWLRQVZLWKLQWKHȴQDQFLDOVHUYLFHV
LQGXVWU\7KHXVHRIEORFNFKDLQLQWKH0&&
process enabled our client to have a single
view of the organization and also assure
their compliance with the regulatory code.
It showcased the dramatic reduction in
man hours and manual input that was
required in the process, which thereby
ZRXOGHQDEOHVWDWRVSHQGPRUHWLPH
focused on value added tasks within the
organization. It also alleviated the pain and
WKHHRUWLQYROYHGLQRQERDUGLQJQHZVWD
improving the process for the HR function
and improving the employee experience.
0RUHRYHULWSURYLGHGDSRWHQWLDOLQGXVWU\
ZLGHVROXWLRQWRWKH0&&SURFHVVFUHDWLQJ
DVWUHQJWKHQHGHFRV\VWHPLQWKHȴQDQFLDO
services industry.

present opportunities for redeployment of
capabilities. Finally, it provides employees
ZLWKFRQWURORYHUWKHLUTXDOLȴFDWLRQVDVWKH\
FDQHQVXUHWKHTXDOLȴFDWLRQVWKH\UHFHLYH
are safely stored in one place, and with
SHUPLVVLRQFDQVKDUHWKHVHTXDOLȴFDWLRQV
as required.
0RYLQJIRUZDUG
This use case has opened up the
conversation around where blockchain
can play a role in transforming traditional
business models and processes. In fact,
the key lesson learned from this short
HRUWLVWKDWZKHQLWFRPHVWRGLVUXSWLYH
technologies and their potential impact,
the sky is the limit.
We have also proved that traditional
functions can unlock their ability to truly
innovate and create new ways of working.
As we move forward to the pilot stage,
we will explore the legal, regulatory, and
compliance considerations associated with
blockchain platforms.

As disruptive
technologies accelerate,
ZHPXVWGHOLYHUSURMHFWV
ZLWKKLJKHUȵH[LELOLW\
and agility.

However, what was unique about this
use case was the potential it has to be
leveraged and replicated across industries
and sectors. It provides a trusted way for
organizations to ensure the validity of new
VWDTXDOLȴFDWLRQVDQGWKHLUDELOLW\WRFDUU\
out their role. It also allows organizations to
PRQLWRUWKHVNLOOVHWRIWKHLUVWDZKLFKFDQ
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and e-signatures
Trusting someone
you have never seen
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2YHUWKHSDVW\HDUVWKHULVHDQGUDSLGHYROXWLRQRILQIRUPDWLRQDQG
FRPPXQLFDWLRQWHFKQRORJLHVKDVOHGWRQHZGLJLWDOVHUYLFHVDQGXVDJHV
UHVSRQGLQJWRFXVWRPHUVȇQHHGIRUPRELOLW\FRQYHQLHQFHHɝFLHQF\DQG
UDSLGLW\LQWKHVHUYLFHVUHVSRQVHWLPHΖQWKHEDQNLQJLQGXVWU\IRUH[DPSOH
WKLVHYROXWLRQZDVUHȵHFWHGE\WKHGHYHORSPHQWRIVHUYLFHVVXFKDVRQOLQHDQG
mobile banking and their rapid adoption by the customers.
+RZHYHUDVWKHVHQHZHOHFWURQLFVHUYLFHVJURZLQPDJQLWXGHWKHULVNVUHODWHG
to cybercrime, identity fraud and leakage of personal data are also increasing.
$VDFRQVHTXHQFHPDQ\RUJDQL]DWLRQVKDYHWKHVDPHFRQFHUQV
• • How can I ensure the identity of a counterpart (natural or legal person) during
an electronic transaction?
• • How can I perform digital business or administrative transactions in a
convenient, secure and seamless manner while maintaining the legal value of
these transactions?
In this context, allowing citizens and businesses to identify remotely when
performing electronic transactions is key for answering this need for mobility
DQGFRQYHQLHQFH
Consequently, the digital world needs to be protected by strong security
measures.
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Use case and challenges
Part of the trust in the digital world, remote
HOHFWURQLFLGHQWLȴFDWLRQLVWKHSURFHVVRI
identifying a person only based on data in
electronic form, without any face-to-face
meeting.
ΖQWKHȴQDQFLDOVHFWRUUHPRWHHOHFWURQLF
LGHQWLȴFDWLRQVXSSRUWVDZLGHYDULHW\RI
use-cases, for example, the bank account
opening or the online credit subscription.
6XFKDVROXWLRQW\SLFDOO\LQYROYHVVHYHUDO
stakeholders:

Independently of how the account is
RSHQHGDSURFHVVLQYROYLQJGLHUHQW
checks related to “Know your customer”
.<& DQGȊ$QWLPRQH\ODXQGHULQJȋ $0/ 
has to be performed. Documents such as
ID card or passport, proof of residence,
employment contract and client’s consent
for terms and conditions have to be
presented and validated. The client’s
signature on the contractual agreement
also has to be received.

• The provider of the remote electronic
LGHQWLȴFDWLRQWHFKQRORJ\VROXWLRQRU
platform

(OHFWURQLFLGHQWLȴFDWLRQDOORZVWKLVSURFHVV
to be performed remotely and from any
location, provided that the client has,
among others, an internet connection
HJIURPWKHFOLHQWȇVKRPHRURɝFH 
01. The client connects to the bank’s
website and initiates the account
opening process
02. Then, he/she provides the requested
personal information and supporting
documents online
03. He/she is then invited to download an
application, based on which the remote

• The provider of the service itself, such
as the bank for an online bank account
opening
For example, opening a new bank account
can be done if a person is physically within
the bank’s premises or if the bank provides
the required technologies for proceeding
with this service remotely.
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HOHFWURQLFLGHQWLȴFDWLRQLVSHUIRUPHG
A trained expert performs a liveYLGHRLGHQWLȴFDWLRQRIWKHFOLHQW IDFH
YHULȴFDWLRQDQGFURVVFKHFNLQJZLWK
ID card)
$IWHUWKHUHPRWHHOHFWURQLFLGHQWLȴFDWLRQ
WKHEDQNSHUIRUPVWKHYHULȴFDWLRQRIWKH
provided documents and, should the
results of the controls be successful, opens
the account.
As a conclusion, for the same process, the
UHPRWHHOHFWURQLFLGHQWLȴFDWLRQDOORZVDQ
LQFUHDVHLQHɝFLHQF\DQGUDSLGLW\ZKLOH
keeping the same level of trust.
Further examples can be given, in
GLHUHQWLQGXVWULHVVXFKDVRQOLQHOLIH
insurance subscription, online telephone
subscription, online apartment, and house
rent subscription etc.
Information security challenges
For providing the required trust during a
UHPRWHHOHFWURQLFLGHQWLȴFDWLRQHQVXULQJ
the security of the data exchanged through
Internet is mandatory. Consequently,
the solutions and processes supporting
WKHUHPRWHHOHFWURQLFLGHQWLȴFDWLRQKDYH
to be securely designed, implemented,
and operated in order to ensure the
FRQȴGHQWLDOLW\LQWHJULW\DQGDYDLODELOLW\RI
these data. Appropriate security measures
must be adopted to reduce risks such as
data leakage and identity fraud.
/HJDOFKDOOHQJHVȂ)RFXVRQHΖ'$6
DQGTXDOLȴHGWUXVWVHUYLFHV
Another challenge for ensuring trust is to
XVHWKHUHPRWHHOHFWURQLFLGHQWLȴFDWLRQ
VROXWLRQVWKDWDUHDOLJQHGZLWKWKHGLHUHQW
regulations currently applicable for the
digital services.
Depending on the risks related to the
UHPRWHHOHFWURQLFLGHQWLȴFDWLRQDQGWKH
legal value expected from the digital
service, the regulation currently applicable
is the European regulation (EU) No
 WKHȊHΖ'$6ȋUHJXODWLRQ 1.
7KHHΖ'$6UHJXODWLRQDGGUHVVHVWKHFURVV
border harmonization at the European
level of the legal value of trust services
such as electronic signatures, electronic
seals, electronic time stamps, electronic

registered delivery service, and website
authentication.
7KHUHJXODWLRQDOVRGHȴQHVWKHVWDWXV
RITXDOLȴHGWUXVWVHUYLFHVZKLFKEHQHȴW
from the presumption of reliability in
OHJDOSURFHHGLQJVΖQWKHVSHFLȴFFDVHRI
WKHTXDOLȴHGHOHFWURQLFVLJQDWXUHVWKH
regulation goes even further by bestowing
DTXDOLȴHGHOHFWURQLFVLJQDWXUHWKH
HTXLYDOHQWOHJDOHHFWRIDKDQGZULWWHQ
signature.
In this context, a third player comes into
WKHHFRV\VWHPWKH7UXVW6HUYLFH3URYLGHU
which provides a trust service (e.g., an
HOHFWURQLFVLJQDWXUHFHUWLȴFDWH WRWKH
user at the end of the remote electronic
LGHQWLȴFDWLRQSURFHVVΖQWKHFRQWH[WRIWKH
online bank account opening, this could
allow the client to electronically sign a
contract at the end of his remote electronic
LGHQWLȴFDWLRQZKLFKZRXOGVXFFHVVIXOO\
conclude the client on-boarding process.
7KHHΖ'$65HJXODWLRQLQLWVDUWLFOH
addresses the requirements related to the
UHPRWHHOHFWURQLFLGHQWLȴFDWLRQSURFHVV
IRUHQDEOLQJWKHGHOLYHU\RITXDOLȴHGWUXVW
services:
Ȋ:KHQLVVXLQJDTXDOLȴHGFHUWLȴFDWHIRUD
WUXVWVHUYLFHDTXDOLȴHGWUXVWVHUYLFHSURYLGHU
shall verify, by appropriate means and in
accordance with national law, the identity
DQGLIDSSOLFDEOHDQ\VSHFLȴFDWWULEXWHVRIWKH
QDWXUDORUOHJDOSHUVRQWRZKRPWKHTXDOLȴHG
FHUWLȴFDWHLVLVVXHG
7KHLQIRUPDWLRQUHIHUUHGWRLQWKHȴUVW
VXESDUDJUDSKVKDOOEHYHULȴHGE\WKHTXDOLȴHG
trust service provider either directly or by
relying on a third party in accordance with
national law:
a. by the physical presence of the natural
person or of an authorised representative
of the legal person; or
E UHPRWHO\XVLQJHOHFWURQLFLGHQWLȴFDWLRQ
means, for which prior to the issuance
RIWKHTXDOLȴHGFHUWLȴFDWHDSK\VLFDO
presence of the natural person or of an
authorised representative of the legal
person was ensured and which meets
the requirements set out in Article 8 with
regard to the assurance levels ‘substantial’
or ‘high’; or

F E\PHDQVRIDFHUWLȴFDWHRIDTXDOLȴHG
HOHFWURQLFVLJQDWXUHRURIDTXDOLȴHG
electronic seal issued in compliance with
point (a) or (b); or
G E\XVLQJRWKHULGHQWLȴFDWLRQPHWKRGV
recognized at national level which provide
equivalent assurance in terms of reliability
to physical presence. The equivalent
DVVXUDQFHVKDOOEHFRQȴUPHGE\D
conformity assessment body.”
In this context, in order to provide the
highest level of trust, the main challenge for
UHPRWHHOHFWURQLFLGHQWLȴFDWLRQSURYLGHUV
DQG7UXVW6HUYLFH3URYLGHUVLVWRHQVXUH
WKDWWKHLULGHQWLȴFDWLRQPHWKRGV HJOLYH
YLGHRLGHQWLȴFDWLRQ DUHUHFRJQL]HGDW
national level as providing an equivalent
assurance as the physical presence.
Operational and technical challenges
2UJDQL]DWLRQVFKRRVLQJWREHQHȴWIURP
UHPRWHHOHFWURQLFLGHQWLȴFDWLRQDUHDOVR
facing operational and technical challenges.
They have to select secure and technically
mature solutions to provide the best
service to their customers; however, this is
MXVWWKHWLSRIWKHLFHEHUJ
Other key considerations are the technical
integration of the solution in the existing
infrastructure and processes while
assessing the organizational changes
towards their employees, clients and
partners this integration will create.
The solutions provided by remote
HOHFWURQLFLGHQWLȴFDWLRQSURYLGHUV
VXSSRUWHGE\WKH7UXVW6HUYLFH3URYLGHUV
try to tackle the challenges previously
mentioned, while ensuring the quality of
the digital services.

1.

REGULATION (EU) No 910/2014 OF THE
(8523($13$5/Ζ$0(17$1'2)7+(
COUNCIL of 23 July 2014 on electronic
LGHQWLȴFDWLRQDQGWUXVWVHUYLFHVIRU
electronic transactions in the internal market
and repealing Directive 1999/93/EC
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5HPRWHHOHFWURQLFLGHQWLȴFDWLRQDOORZV
processes such as bank account opening
and credit subscription to be performed
remotely and from any location, provided
that the client has an internet connection.

$YLVLRQRIWKHUHPRWHHOHFWURQLF
LGHQWLȴFDWLRQPDUNHW
Analysis of the market
7KHUHPRWHHOHFWURQLFLGHQWLȴFDWLRQ
market is still emerging. This can be
explained by the fact that the technologies
used to perform the remote electronic
LGHQWLȴFDWLRQDUHTXLWHUHFHQW
In addition, the capability to meet the
requirements of the digital services
UHJXODWLRQV HJHΖ'$6 ZKHQDSSOLFDEOHLV
in its infancy.
However, from a technological perspective,
video quality (particularly on mobile
devices) and network bandwidth are now
HɝFLHQWWKXVSDYLQJWKHZD\WRFUHDWLQJ
a strong technological market in the midterm.
ΖQRUGHUWREHQHȴWIURPWKHDGGHGYDOXH
related to trust services such as the
electronic signatures, the remote electronic
LGHQWLȴFDWLRQSURYLGHUVFRXSOHWKHLU
VROXWLRQVZLWKVHUYLFHVIURP7UXVW6HUYLFH
Providers such as LuxTrust, Namirial or
Infocert.
A good example of collaboration between
DUHPRWHHOHFWURQLFLGHQWLȴFDWLRQSURYLGHU
DQGD7UXVW6HUYLFH3URYLGHULVWKHRQH
between IDNow and LuxTrust for the
provision of added-value services such as
the online bank account opening.
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'LYHUVLȴFDWLRQRI7UXVW6HUYLFH
3URYLGHUVȇVHUYLFHV
In the context of a remote electronic
LGHQWLȴFDWLRQHQDEOLQJWKHGHOLYHU\RIWUXVW
VHUYLFHVWKHHΖ'$6UHJXODWLRQVWDWHVLQ
LWVDUWLFOHWKDWȊ:LWKRXWSUHMXGLFHWR
paragraph 2, trust service providers shall
be liable for damage caused intentionally
or negligently to any natural or legal
person due to a failure to comply with the
obligations under this Regulation.”2
Consequently, for having a competitive
advantage in the digital market, Trust
6HUYLFH3URYLGHUVQHHGWRGHPRQVWUDWH
WKDWWKH\PHHWWKHHΖ'$6UHJXODWLRQȇV
requirements, need to obtain the related
FHUWLȴFDWLRQVDQGWRHQVXUHWKHLQIRUPDWLRQ
security.

([DPSOHRIGLHUHQWLDWRUV
As in every new market, it is key for
providers to identify the features which will
DOORZWKHLUVROXWLRQVWRGLHUHQWLDWHIURP
others. In the context of remote electronic
LGHQWLȴFDWLRQWKHIROORZLQJDVSHFWVFDQEH
FRQVLGHUHGDVGLHUHQWLDWRUV

6LQFHHΖ'$6SURYLGHVDSDQ(XURSHDQ
framework for mutually accepted identities,
this represents an opportunity for
7UXVW6HUYLFH3URYLGHUVWRGLYHUVLI\WKHLU
VHUYLFHRHULQJDVDRQHVWRSVKRSIRU
VXSSRUWLQJUHPRWHHOHFWURQLFLGHQWLȴFDWLRQ
identity management, authentication and
electronic signing solutions.

• 0XOWLDQGRPQLFKDQQHOVHUYLFH DYDLODEOH
on any type of device or platform)

• User experience
• Compliance with applicable legislations
HJHΖ'$6*'35DQG36'IRUSD\PHQW
VHUYLFHV DQGUHODWHGFHUWLȴFDWLRQV
• Information security
• 5HXVDELOLW\RIWKHLGHQWLȴFDWLRQSURFHVV
for other added-value services allowing
for data portability and gain in time
and costs (as one avoids repeating the
LGHQWLȴFDWLRQSURFHGXUHV

7KHVHGLHUHQWLDWRUVLQJHQHUDOZLOOGULYH
partners and clients to trust the digital
VHUYLFHVRHUHGDQGZLOORSHQWKHZD\IRU
a swift and steadily growing adoption of
UHPRWHHOHFWURQLFLGHQWLȴFDWLRQ

 HΖ'$6DUWLFOHSDUDJUDSKȊ:KHUHWUXVW
service providers duly inform their customers
in advance of the limitations on the use of
the services they provide and where those
limitations are recognisable to third parties,
trust service providers shall not be liable for
damages arising from the use of services
exceeding the indicated limitations.”
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Conclusion
5HPRWHHOHFWURQLFLGHQWLȴFDWLRQ
is not a new topic. However, the
key challenges that should be
DGGUHVVHGZKLOHRHULQJWKH
H[SHFWHGTXDOLW\HɝFLHQF\DQG
legal value are becoming more
DQGPRUHVLJQLȴFDQW
Nevertheless, the legal framework
LQWURGXFHGE\HΖ'$6 VXFKDVWKH
TXDOLȴHGWUXVWVHUYLFHV DOORZV
leveraging on digital services that
sustain the cross-border digital
market in a trusted, innovative
DQGHɝFLHQWPDQQHU
Organizations choosing to
implement added-value services
based on remote electronic
LGHQWLȴFDWLRQKDYHQRZWKH
ground towards a digital
transformation in a trusted and
secured environment. Their
journey can start right now.
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Our expert authors, who are brimming
with excitement about these disruptive
topics, have written articles to help
decision-makers to apprehend
the new paradigms—
if not to understand them all
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