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Foreword

Welcome to the Deloitte Centre for Health Solutions’ report Pharma and the 
connected patient: How digital technology is enabling patient centricity.

Powerful forces are transforming healthcare from a provider-driven marketplace to a patient-centric health ecosystem. They include:

 • an ageing population with an increase in chronic diseases, placing unrelenting pressures on the capacity and financial viability of 
healthcare systems

 • policymakers and payers seeking to control costs by requiring evidence of value and comparative effectiveness

 • health technology, genomics, connected devices, big data analytics and artificial intelligence generating vast amounts of health data and 
insights, enabling providers to make better and faster diagnoses and more informed treatment decisions

 • the blurring of provider boundaries with new entrants, partnerships and collaborations forming part of the new health ecosystem

 • more informed, connected patients with heightened expectations of more personalised services and of playing a more active role in their 
own health.

These forces require, providers and the life sciences industry to become more agile, acquire new capabilities and adopt new business 
models. In response, most pharma companies are taking steps to do more for patients than deliver safe and effective drugs – they are 
beginning to utilise advances in digital technology to engage with patients to become more patient-centric.

Genuine patient centricity means having a deep understanding of the patient’s experience of their condition – what the individual patient 
values and needs, their attitudes and behaviours, and what is most likely to improve health outcomes. Listening to the voice of the patient 
provides insights that can inform every stage of a pharma company’s business, from drug discovery to winning regulatory approval to 
post-market disease management. This can help the company bring drugs to market that reflect patient needs, align with the reward-for-
outcomes that governments and payers require, and help patients and providers achieve better outcomes.

While patient centricity is important to all parts of the health ecosystem, our report focuses on how digital technology is enabling pharma 
companies to become more patient-centric and transform its business and operating models. Our findings are based on the results of 
extensive literature reviews, primary research into how health apps are being used to engage with patients and patient groups’ views 
on the use of these apps. We identify the challenges facing the industry in adopting the technology in pharma’s interface with patients, 
examine strategies being used to overcome these challenges and suggest future enablers of patient centricity.

We hope you find our assessment insightful and thought-provoking, and as always welcome your feedback on the findings and the 
implications for the pharma industry. 

Karen Taylor
Director Centre for Health Solutions

Hanno Ronte
Monitor Deloitte LSHC partner 

John Haughey
North West Europe LSHC Lead partner
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Executive summary

The pharmaceutical (pharma) industry is undergoing dramatic changes in its operating 
environment due to globalisation, heightened transparency expectations and an 
increased exposure to innovative technologies. Challenges impacting the traditional 
business model include escalating cost and pricing pressures, increasing competition, 
shorter time in market, expiring patents, declining profitability and mounting 
regulatory scrutiny. These challenges are compounded by the social and economic 
pressures facing the wider health ecosystem. 

Pharma’s initial strategies to address these challenges and 
preserve their traditional product-driven approach have included 
acquiring or merging with other companies, or becoming more 
focused on a narrower range of therapy areas. Many companies 
are also looking to demonstrate value for money through a 
combination of new pricing models, improved benefit tracking, and 
the introduction of ‘wraparound’ services that go ‘beyond the pill’. 

There is a growing realisation that a new business model is needed 
that involves patients more effectively. By engaging directly with 
patients and partnering with them across the entire pharma 
value chain, pharma companies can re-invent their business and 
operating models. This transformation towards patient centricity 
has the potential to revitalise the industry so that it remains 
relevant and profitable. 

A key enabler of this transformation is innovative digital technology. 
While pharma has been quick to respond to the increasing pace of 
scientific developments, it has been much slower in adapting to the 
technological revolution of the 21st century. This is now changing, 
with pharma seeing digital technology’s potential for creating a 
new patient-centric business model that combines connected 
devices with big data analytics and artificial intelligence to develop 
new, more personalised, drugs for smaller groups of patients while 
monitoring and managing patient adherence and health outcomes.

Over the past few years there have been numerous patient 
engagement initiatives involving regulatory bodies, patient advocate 
groups, healthcare providers and payers, and the pharma industry. 
Despite the increased dialogue and discussion around patient 
engagement and the declared aim of becoming more patient-centric, 
the industry recognises that it still has much to do.

Our research involved extensive literature reviews, supplemented by 
primary research that explored how 12 top pharma companies are 
utilising health apps to engage with patients. We also surveyed 190 
patient groups for their views on how health apps in general, and 
those developed by or for pharma companies, are being used. We 
found that while there has been a proliferation of health apps, with 
around 260,000 such apps available in major app stores, the pharma 
industry produces only a small percentage of these apps.  
Of the apps that have been produced by the top 12 pharma 
companies, five apps constitute over 50 per cent of downloads.

Meanwhile, patient groups told us that most of their members use 
at least one health app, with 29 per cent using them regularly and 
26 per cent occasionally. Some 76 per cent of patient groups who 
responded stated that patients have ‘high’ or ‘some’ trust in health 
apps developed by patient groups, but only 32 per cent could say the 
same for apps produced by pharma. Moreover, 83 per cent of patient 
groups said that their members would be ‘willing’ or ‘somewhat 
willing’ to share the personal data from their health app with their 
own specialist/consultant or primary-care doctor, while only 30 per 
cent would be willing to share their data with a pharma company.

Overall, we identified six main challenges facing the pharma industry 
in its ambition to become more patient-centric. Specifically:

 • the traditional product-based pharma culture can be at odds 
with the move to a more agile and responsive patient-centric 
culture – engaging differently with patients’ needs collaboration 
and co-ordination among cross-functional teams 

 • regulatory uncertainty with regard to digital technology 
and patient centricity – despite some guidance the rapid pace 
of technological advancement is adding to the already complex 
regulatory landscape, creating uncertainty amongst pharma as to 
regulators’ expectations and requirements
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 • data safety and privacy in the face of the proliferation of 
medical apps and other digital technologies – in moving from 
randomised controlled trials and anonymised data collection, 
to collecting identifiable data as part of a more patient-centric 
approach, pharma needs to ensure the highest levels of data 
safety, privacy and user consent are maintained

 • corporate reputation can undermine patient engagement 
with pharma – largely due to past publicity about excessive 
pricing and a lack of transparency, public confidence has been 
eroded, reducing patients’ willingness to engage with pharma

 • attracting talent with the skills to support a patient-centric 
ecosystem – pharma’s traditional risk averse corporate culture 
and perceived lack of agility and ‘fail-forward mentality’ that 
normally governs entrepreneurial endeavour can impact 
recruitment and retention of digital skills

 • low levels of health and digital literacy impacts patients’ 
ability to engage effectively – with between a third and a half 
of people having low health literacy, this can undermine patient 
engagement with mobile health technologies.

We identify five strategies that pharma are adopting to respond 
to the above challenges and help ensure that the vision of patient 
centricity becomes a reality. These are:

 • change corporate cultures and structures, based on shared 
values and cross-functional working to promote agility, foster 
innovation and attract and retain appropriate talent

 • develop partnerships to support the deployment of 
digital technology, including patient portals and engagement 
platforms, to help deliver a more patient-centric experience

 • automate processes supporting patient-facing activities and 
optimise the use of digital talent, which can benefit clinical trial 
management, drug launch monitoring and marketing content 
approval. The use of digital hubs can optimise deployment of 
digital talent

 • create new contracting and pricing models, underpinned by 
patient information and insights, and generated through the use 
of digital health technology and big data analytics

 • build collaborative relationships with patients, healthcare 
professionals and regulators to improve health and digital 
literacy, and predict and manage new risks, including data 
security and privacy risks.

As pharma moves from simply engaging with patients to 
becoming more patient-centric, more needs to be made of the 
opportunities and challenges of connecting with patients and 
their carers via digital and social media. Despite being a natural 
source of information for patients and healthcare professionals 
alike, using digital and social tools is still difficult in pharma. While 
it has become easier to provide patient apps, certainty over the 
regulatory response still needs to be clarified. This would result  
in better opportunities for the pharmaceutical industry to have  
a valuable ongoing conversation with patients and the teams 
that care for them. However, if patient centricity is to reach its full 
potential, it must be measured as accurately and as honestly as  
any other activity or variable in drug development and delivery. 

Looking to the future, pharma’s adoption of patient engagement 
strategies is inextricably linked to its digital technology-enabled 
transition to ‘wraparound’ solutions and a focus on improved 
outcomes. While these ‘beyond-the-pill’ or ‘around-the-pill’ services 
have been talked about for some time, they are now starting 
to gain traction. New disruptive technologies, like blockchain, 
gamification and 3D printing will provide further opportunities to 
guarantee the sustainability and growth of a more patient-centric 
pharma industry.

As pharma moves from simply 
engaging with patients to becoming 
more patient-centric, more needs to 
be made of the opportunities and 
challenges of connecting with patients 
and their carers via digital and social 
media. Despite being a natural source of 
information for patients and healthcare 
professionals alike, using digital and social 
tools is still difficult in pharma.
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1. From patient engagement  
to patient centricity

“ The patient vs. consumer conversation is a new one, as many 
are still adjusting to thinking of patients as consumers and the 
gatekeepers to their own health.” 
Akanksha Jayanthi, Becker’s Healthcare1

Patients are becoming increasingly connected via mobile technology and social media. 
Nearly 90 per cent of the US and UK populations use the Internet regularly, and 
smartphone penetration has reached 77 per cent in the US and 81 per cent in the 
UK.2, 3, 4, 5 In the rest of the world, 44 per cent of the population will own a smartphone 
in 2017.6 This increased connectivity will have a profound impact on how pharma and 
other stakeholders in the health ecosystem engage with patients.

The advent of the connected patient
In our 2014 report Healthcare and Life Sciences Predictions 2020:  
A bold future? we predicted that by 2020 patients would be more 
like consumers, able to understand their healthcare options 
and use information and data to get the most effective and 
convenient treatment.7 

Although the consumerisation of care that we envisaged is well-
established in North America and accelerating in Europe and 
emerging markets, there is still some way to go before patients 
become true consumers. However, the increased capacity and 
capability of digital technology are now transforming how patients 
interact with their own healthcare, whether through the use of 
smartphone apps, wearables or patient portals. Patients who 
utilise these technologies learn more about their conditions and 
treatment options than those who do not but are similarly affected. 
Moreover, the ‘quantified self’ movement – using wearable devices 
to allow consumers to track various physiological parameters – can 
enable patients and their doctors to measure and monitor health-
relevant variables in real time.

These advances are driving a completely different level of 
engagement and expectation from patients and carers. People 
are increasingly seeing technology as a key enabler in empowering 
them to take a much more proactive role in their own health. They 
are researching their family history for disease risks, modifying 
their diet and lifestyle, and taking preventative treatments. 
Increasing numbers are embracing health screening, advanced 
diagnostics and genetic testing. These changes are leading people 
to evaluate where and how they spend their own resources and 
to have a more informed view on the types of healthcare and 
treatments they want to access and how healthcare systems 
should prioritise their spending.

This more proactive role that people are taking is creating de facto 
partnerships with healthcare providers, payers and life sciences 
companies, with clear evidence that a more engaged consumer  
is almost always a healthier consumer.8
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Meanwhile, the healthcare ecosystem is facing a ‘tidal wave’ of 
complex age and behaviour related diseases, which are increasing 
healthcare costs and research risks, and challenging the pharma 
business model. Indeed, pharma is facing an increasing number 
of scientific, economic and delivery risks while having to manage 
an increasing number of contradictory demands and cost 
pressures, specifically:

 • patients, providers and payers seeking better, more effective 
medicines at affordable prices

 • expiring patents, increasing research and development 
(R&D) costs, slowing sales growth and declining profitability, 
while attempting to develop medicines that justify the risk 
and investment required to bring new drugs to market in an 
increasingly challenging regulatory environment.9 

In response, pharma companies, payers and clinicians are turning 
to new transformational health technologies, including deploying 
wearables, personal devices, mobile apps and patient portals to 
engage more effectively with patients. These technologies enable 
pharma to monitor the R&D process and patients’ compliance with 
and response to treatments; they are also crucial to improving 
patient engagement, finding better medicines and achieving better 
patient outcomes. 

Patient engagement empowers patients to get involved  
in their own health decision-making and treatments
Patient engagement is not just patient communication or education 
– nor is it simply implementing online patient portals. While there 
are numerous definitions of patient engagement, all share a set of 
common characteristics (see Figure 1).

“ If patient engagement were 
a drug, it would be the 
blockbuster drug of the century 
and malpractice not to use it.”
Leonard Kish, VivaPhi10

Our 2016 report Vital Signs: How to deliver better healthcare across 
Europe highlighted why no healthcare system can be sustainable 
without engagement with patients and carers. It also highlighted 
the importance of health literacy and how poor health literacy 
can prevent people from understanding the diagnosis they have 
been given and lead to misunderstandings and treatment errors. 
Engagement also enables patients to become more involved in 
decision-making, known as patient activation. 

Figure 1. Characteristics of patient engagement

Patient  
engagement

Active collaboration 
between patients and 

providers to design, manage 
and achieve positive  

health outcomes

The knowledge skills, 
ability and willingness  

of patients to manage their 
own and family members 

health and care

The culture of the 
healthcare organisation 

that prioritises and 
supports patient 

engagement

Source: 5 elements of a successful patient engagement strategy, athenahealth, 201411
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Patient engagement and activation are essential strategies for 
achieving the quadruple aim of healthcare (see Figure 2).

Figure 2. The quadruple aim of healthcare across a 
health system

What patient engagement means for pharma
Companies need to engage with patients across the entire pharma 
value chain, from R&D through to product launch. This could be 
particularly effective in developing and optimising a new model 
for clinical trials that decreases costs by improving the efficiency 
of patient recruitment and increases patient retention throughout 
the course of the trial. These are critical cost points in clinical trials, 
as patient recruitment can account for nearly a third of clinical 
trial costs,13 and approximately a third of phase III clinical trial 
terminations are due to enrolment difficulties.14

Patient engagement strategies can also improve adherence and 
the patient experience post product launch, resulting in cost 
savings and improved patient outcomes. Research estimates 
that 20 to 30 per cent of patients do not adhere to medication 
regimens that are curative or relieve symptoms, and 30 to 40 per 
cent fail to follow regimens designed to prevent health problems. 
When long-term medication is prescribed, 50 per cent of patients 
fail to adhere to the prescribed regimen.15 This leads to extensive 
revenue loss (see Figure 3). To combat this, pharma are deploying 
patient engagement strategies to improve adherence and keep up 
with changing patient expectations.

Source: From triple to quadruple aim: Care of the patient requires care of the 

provider, Annals of Family Medicine, 2014.12

Patient experience

Sustainable costs

Population
health

The quadruple
aim of healthcare

Sta� and carer 
well-being
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Figure 3. Non-adherence leads to large losses in revenue  
for pharma

Moving from patient engagement to patient centricity
Patient centricity is not the same as patient engagement. Genuine 
patient centricity means understanding the patient’s experience of 
his or her condition – what the individual patient values and needs, 
and what is most likely to result in a positive healthcare outcome. 
The insights gained by listening to the voice of the patient can be 
applied at every stage of a pharma company’s efforts, from drug 
discovery to winning regulatory approval to post-market disease 
management. This can enable a company to bring drugs to market 
that better reflect patient needs, better align with the reward-for-
outcomes that governments and payers now expect, and help 
patients and providers achieve better outcomes.

“ Patient centricity for pharma 
was a novel, futuristic concept 
three years ago, but today, it’s 
a pillar in every life science and 
healthcare company out there.”
 
Ido Hadari, CEO, Treato17

Most healthcare providers and payers have developed definitions 
of patient centricity, but these are not readily transferable to 
pharma. In 2016-17, AstraZeneca embarked on an initiative 
to develop a ‘consistent definition of patient centricity and its 
associated principles’ in partnership with patients and industry 
representatives. They defined patient centricity as:

“Putting the patient first in an open and sustained engagement of the 
patient to respectfully and compassionately achieve the best experience 
and outcome for that person and their family”.18 

2012

$564bn

$188bn

$637bn

$250bn

Lost revenue due to 
non-adherence globally

Lost revenue due to 
non-adherence in the US

2016

Source: Estimated annual pharmaceutical revenue loss due to medication 
non-adherence, Capgemini Consulting and HealthPrize, 201616
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Their intention is that this definition will evolve as patient 
engagement evolves and, in view of the extensive consultation 
involved in developing the definition, we have adopted it for this 
report. The definition encompasses five clear points of importance 
to patients, identified and validated through the research 
(see Figure 4). 
 
 

Figure 4. The five dimensions of patient centricity

Source: Defining patient centricity with patients for patients and caregivers: a collaborative endeavour. BMJ Innovations, 201719
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Pharma companies are now facing up to the need to frame their 
patient-centric strategies for operating in a new customer-centred, 
digital ecosystem. Breaking away from that model requires a 
new mind-set for companies accustomed to communicating with 
patients somewhat impersonally, for example through traditional 
media campaigns. But as new policies and technologies tilt the 
balance of power towards patients, all stakeholders in the health 
ecosystem will need to shift to a more direct, personal relationship.

Pharma companies 
are now facing up to 
the need to frame 
their patient-centric 
strategies for  
operating in a new 
customer-centred, 
digital ecosystem. 
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2. Advances in technology are pivotal  
to improved engagement 

The rapid advances in digital technology over the past decade are helping pharma 
companies put patient centricity at the heart of their new operating models. Pharma 
has recognised the opportunities that technological advances have brought and are 
looking to utilise their disease expertise and marketing capabilities to improve patient 
engagement and activation, improve outcomes and increase revenue.

“ The mobile revolution placed powerful, general-purpose 
computing in our hands, enabling users to take actions in the 
digital world while moving about in the physical world.” 
Tech Trends 2014, Deloitte University Press20

Figure 5. Pharma companies have lagged behind other stakeholders’ development of health apps

Source: Deloitte research commissioned from Research2Guidance, 2017 (see Appendix)

However, growth in the number of downloads of these apps has begun  
to stagnate
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The age of the smartphone
The most ubiquitous healthcare technology is the smartphone 
app, which is a ready-made platform for patient engagement and 
coordinated care solutions. In 2016, it was estimated that there 
were 260,000 mHealth apps on the market, which collectively 
generated 3.2 billion downloads.21 Pharma companies have 

begun to capitalise on the rise of health apps to engage more with 
patients, but research we commissioned from Research2Guidance 
found that the number of apps and downloads lags behind those 
produced by other stakeholders. Indeed, the top 12 pharma 
companies produced just under a thousand apps in 2016 that 
accounted for only 5.6 million downloads (see Figure 5).
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However, the move to a more patient-centric approach should 
result in much more engagement between pharma and patients, 
particularly through smartphone apps, with specialist research 
identifying seven main reasons why pharma companies should 
utilise smartphone apps (see Figure 6).

Create new 
relationships 

with 
healthcare 

professionals

Improve 
productivity 

and 
profitability

Learn how 
patients use 
and respond 

to medication

Benefit from 
smartphone 

reach

mHealth
apps

Differentiate 
its products 

from 
competition

Support 
patients 

to achieve 
better 

outcomes

Target 
marketing 
strategies 

more 
effectively

Figure 6. Seven reasons why smartphone apps should 
matter to pharma

Source: Research2Guidance research, 201422

Until recently, the impact of the smartphone on patient care has 
been limited, but many of the barriers that have prevented the 
wide-scale adoption of connected health technologies are now 
being addressed. As a result, patients are increasingly downloading 
health apps. Consequently, pharma companies are now well-placed 
to capitalise on patients’ familiarity and use of smartphone apps to 
engage more effectively with them, as part of their move to more 
patient-centric strategies.

Wearables are poised to enable patient centricity 

“ Wearable technology 
surrounds us with devices that 
primarily enable other devices 
with digital information, which 
in turn support us in taking 
real-world actions.” 
Tech Trends 2014, Deloitte University Press23 

Clinical-grade wearable technology (wearables) is similarly poised 
to contribute to pharma’s ability to engage with patients to create a 
more patient-centric ecosystem, often in tandem with smartphone 
apps. Wearables are smart electronic devices worn on, or implanted 
in, the body. They incorporate practical functions and features that 
can be used to identify changes in vital signs at an early stage. They 
include smartwatches and other wrist-worn vital sign trackers, smart 
clothing, sensing tattoos, eyewear and medical patches. Examples 
include the glucose sensor contact lens developed by Google,24 the 
glucose sensor temporary tattoo developed by UCSD,25 and the 
electronic chip-in-a-pill from Proteus.26

Wearables offer real-time data collection and continuous 
monitoring that can increase self-awareness and be used to 
increase personal safety or as a motivational tool to eat healthier, 
lose weight or simply track general health and fitness. If used 
regularly, the data generated from a wearable device can show 
trends in a consumer’s eating and exercising habits, which in turn 
can be used to set goals, reminders and incentives for living a 
healthier lifestyle.
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Transform management of 
clinical trials, particularly 
through improved recruitment 
and retention of patients

Monitor adherence with 
treatments in real-time and 
help predict or alert patients 
and healthcare professionals 
to changes in the patient’s 
condition to help avoid 
adverse outcomes

Improve 
productivity  
across the 
pharma value 
chain

Figure 7. Pharma could utilise wearables to transform their patient-centric business practices

Source: Deloitte research, 2017
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The total value of the wearables market is expected to reach 
$40 billion in 2018.27 The market is currently dominated by the 
smartwatch and fitness band, which is not expected to change 
in the next few years, but other devices, particularly eyewear, are 
expected to grow significantly in the short term. Pharma could 
benefit from incorporating wearables into their business practices, 
as shown in Figure 7 (previous page).

Patient portals are a key digital platform for patient 
engagement
Historically, pharma companies have controlled both the 
generation and dissemination of information about their products. 
However, patients are using apps, wearables and online patient 
communities to learn and share information about their health, 
weakening that control. Patient portals (or patient engagement 
platforms) are secure online websites that give patients convenient 
24-hour access to personal health information from anywhere 
via an internet connection, helping to drive patient engagement 
and activation. Research shows that patients are increasingly 
comfortable using patient portals as a way of accessing their 
medical records and communicating with their clinicians.

An important pillar in any pharma company’s patient centricity 
strategy is patient support, utilising a variety of tools and 
resources. A pharma-branded patient portal could help patients, 
providers and payers understand the benefits of the particular 
therapy, raise the profile of the sponsoring pharma company and 
create opportunities to reform the pharma business model.

Current research has demonstrated that patients’ interest and 
ability to use patient portals is influenced by age, ethnicity, 
education level, health literacy, health status and role as a 
caregiver. Healthcare provider endorsement and patient portal 
usability also contribute to patients’ ability to engage through 
and with the patient portal. Ultimately, adoption by patients and 
endorsement by providers will require the patient portal to align 
with patients’ and providers’ information needs and be intuitive 
and easy to use.

Big data analytics is an important tool in developing a more 
patient-centric approach 
The rapid proliferation of digital channels, apps, wearables and 
other health technology, together with the shift towards patient 
engagement, has generated an unprecedented amount of clinical 
and commercial data. Applying advanced analytics and artificial 
intelligence to these data can help pharma companies generate 
meaningful, actionable insights, and in turn, help pharma identify 
patient preferences and determine future engagement strategies.

Pharma marketers and patient engagement managers can use 
these data and multi-channel marketing channels to provide 
services more attuned to patient needs as part of their patient 
support programmes, and ultimately gain greater success in 
providing products that improve outcomes. In addition, big data 
analytics and machine learning can help improve the cost and 
efficiency of pharma R&D, including improving the chances of 
success of clinical trials (see Part 4).
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3.  Challenges in adopting digital 
technology

Consensus is growing around the benefits of a digitally-enabled patient-centric 
ecosystem. A 2015 survey of 1,600 pharma executives found that 86 per cent of 
respondents agreed that patient centricity is the best route to profitability.28 Similarly, 
a 2016 study of key industry stakeholders found that 68 per cent of participants believe 
patient centricity is a key business driver for using digital health.29 However, there are 
several key challenges impeding pharma’s move to becoming more patient-centric.

The traditional product-based pharma culture can be at odds 
with the move to a more agile and responsive 
patient-centric culture
In order for pharma to become patient-centric, it will have to tackle 
its entrenched culture. For example, the margins achieved by a 
digital health business are small compared to pharma’s margins 
from a blockbuster drug, making it harder to build a commercial case 
for investment. Also, the requirement for upgrades that digital device 
producers constantly face is at odds with the culture of an industry 
that traditionally takes more than a decade to get a drug from ‘bench 
to bedside’ and then expects to make no further changes once it 
has secured regulatory approval.30 This cultural shift is arguably 
pharma’s biggest challenge to becoming patient-centric.

An analysis of the 2016 RepTrak survey by the Reputation Institute, 
which surveyed over 23,000 participants across 15 countries, found 
that patient-centric initiatives were often seen as part of a corporate 
communication programme rather than an engrained step for culture 
change.31, 32 Interviews conducted in 2016 with 21 pharma industry 
professionals concluded that many were unsure on about when, how 
and which patients to involve in engagement strategies; the study 
also identified concerns about the risks in moving from randomised 
control trials and anonymised information on patients to a real-world 
evidence model that involves patients more fully in R&D.33 

Regulatory uncertainty in relation to digital technology and 
patient centricity
Pharma operates in one of the most regulated industries in the 
world. Global pharma and medical device regulations are currently 
undergoing profound changes.34 The rapid pace of technological 
advancement is adding to the already complex regulatory landscape 
as interoperable mobile apps, Health IT, telemedicine and wireless 
medical devices become more widely adopted.35 Interviews with 
clinical leads in large life sciences companies stress the need for more 
collaboration between industry and regulators when it comes to 
digital integration strategies, especially those digital technologies that 

aim to improve treatment, adherence, retention and health outcomes 
for patients participating in clinical trials.36 Ongoing regulatory change 
will impact the use of digital technology and the ability of pharma 
to engage with or monitor adherence of patients who have been 
prescribed a drug or want to understand treatment options. 

In a recent industry survey, 97 per cent of pharma participants 
indicated that they plan to use digital health technologies in clinical 
trials37 over the next five years, with 64 per cent having already used 
digital technologies in clinical trials. However, regulatory bodies are 
striving to keep up with these market trends, and although they have 
developed some guidance and initiatives to help support innovation, 
there remains a lack of clear guidance, which pharma executives 
suggest can undermine their confidence to deliver innovative 
patient-centric initiatives quickly, despite their enthusiasm to do so.38

Regulators have found the pace and rate of change challenging and 
continue to modify their policies and regulatory procedures to keep 
pace with the widening use of software products in healthcare.39 
For example, the FDA only classifies apps as devices if they are 
used in the diagnosis, treatment or prevention of a disease, or if 
they affect the structure or function of the body. In 2016 the FDA 
published guidance covering the use of mobile technology, among 
others, in clinical trials.40 It is developing a new Digital Health 
Innovation Plan to clarify the regulations around the adoption of 
health apps and other digital technologies aimed at encouraging 
safe and effective innovation. It also intends to pilot a new risk-based 
regulatory framework for overseeing medical technologies.41 

In the EU, the new Medical Devices Regulation (EU MDR), finalised 
in May 2017, will come into force over the next few years. It classifies 
all medical software apps as medical devices, under Annex VIII of 
the regulation. Most standalone medical apps will fall under Class I, 
unless they are used for diagnosis or influence diagnosis decisions, 
in which case it will be upgraded. Software that is used to control or 
influence a medical device would fall under the same class as the 
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Figure 8. Patient-groups’ perceptions of the pharma industry 
(2011-2016) that stated the pharma industry was ’Excellent’
or ’Good’
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device itself. While the safety of Class I devices will need to be self-
assured by manufacturers, higher risk Class II and III devices will 
have to go through a process of certification by Notified Bodies.42,43 
Currently, however, there is still uncertainty as to how regulators 
will respond to the growing use of innovative digital technology 
in running clinical trials, improving patient engagement and 
activation, and in monitoring treatment adherence. Consequently, 
pharma, alongside other health app developers, will need to 
engage directly with key regulatory bodies to clarify compliance 
requirements, given that the legal and financial ramifications of 
non-compliance could be significant.44 

Data safety and privacy in the face of a proliferation of 
medical apps and other digital technology
If pharma is to become more digitally-enabled and patient-centric, 
data safety and the way personal health data are acquired, analysed 
and stored, are crucial considerations. Generally, apps that fall within 
the remit of large healthcare organisations and life science regulators 
are more likely to be deemed safe for consumer use, due to the 
added layers of regulatory procedure required to gain approval. 
However, even these apps may not have adequate measures in place 
to ensure data safety. In 2015, a six-month review of 79 apps certified 
as clinically safe and trustworthy by the UK NHS Health Apps Library, 
found systemic gaps in compliance with UK data protection principles 
concerning information safety.45 The security concerns raised by this 
review resulted in the NHS Health Apps Library closing in 2015, due 
to gaps in compliance with data protection principles. It has since 
reopened (March 2017) but with far fewer apps.46 

Of particular concern to patients and regulators, considering the 
sensitive types of data that are inputted and transmitted via these 
apps, is the handling of health data by apps that fall outside the 
approval remit of large healthcare organisations or life science 
regulators. Research by the Future of Privacy Forum found that 
only 76 per cent of mobile health apps had a privacy policy that was 
readily accessible to users.47 This lack of adequate privacy policies 
could have legal ramifications downstream. For example, in March 
2017, the New York State Attorney General announced settlements 
with three mobile health app developers after an investigation 
revealed that users had been misled regarding the marketing and 
privacy practices of the apps; the developers agreed to change their 
labelling and privacy policy implementation and paid a combined 
$30,000 in penalties.48 

Also relevant for pharma is the implementation of the EU General 
Data Protection Regulation (GDPR) in 2018, which will add further 
regulatory, compliance and data protection obligations for all 
companies collecting data from EU residents, with significant 
financial penalties for non-compliance.49 

The potential for retrospective legal action in the general health apps 
market is therefore significant. Pharma needs to ensure that for 
even the most basic of health apps the highest levels of data safety, 
privacy and user consent are maintained. In addition to financial 
consequences, the potential damage caused to the industry’s 
reputation from a data breach could further deter patients from 
wanting to engage with a pharma industry striving to be digitally 
enabled and patient-centric. 

Corporate reputation can undermine patient engagement 
with pharma
Large pharma companies have often struggled with a negative 
reputation, which can undermine attempts to improve patient 
engagement. This perception is often the result of past stakeholder 
experiences with the industry, including factors such as failing to 
serve the needs of neglected patient groups, excessive pricing and 
a lack of transparency, which have eroded public confidence in the 
practices pharma has used to develop its products.50 

For the past six years, PatientView, a UK-based research company 
specialising in obtaining perspectives from patient groups, has 
evaluated the corporate reputation of pharma companies based on 
the perceptions of patient groups from across the world. Its 2016 
report, published in March 2017, evaluates the corporate reputation of 
47 pharma companies, based on responses from some 1,500 patient 
groups across 46 medical specialties in 105 countries. Its findings 
show that patient groups’ perception of the pharma industry’s 
corporate reputation fell in 2016, after reaching a high in 2015. Figure 
8 shows the trend in overall reputation and the changing perception in 
relation to transparency, access to clinical trials and fair pricing.

Corporate reputation of Pharma in 2016, PatientView51
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Our own research, commissioned from PatientView, included 
questions on the degree of trust patient groups afforded developers 
and producers of health apps. It found that for patient group 
respondents, 76 per cent stated their members have 'high' or 'some' 
trust in health apps developed by patient groups, but only 32 per 
cent could say the same for apps produced by pharma. Similarly, 83 
per cent of patient groups said their members would be 'willing' or 
'somewhat willing' to share the personal data from their health app 
with their own specialist/consultant or primary doctor, but only 30 
per cent would be willing to share the data with a pharma company 
(Figure 9). Our research indicated that this lack of trust among 

patient groups, especially surrounding data sharing, stems from a 
fear of negative personal consequences (e.g. loss of insurance), a 
lack of trust in data gatherers, the need to protect privacy protection 
and a lack of confidence in the ability to guarantee the security of 
personal data.  

Despite these concerns, patient groups highlighted a willingness to 
collaborate in the creation of apps with pharma. However, only 
15.1 per cent of the patient groups surveyed had been involved in 
co-creating a pharma health app.

Figure 9. Patient groups’ views of their members trust in health apps (top) and willingness to share data with pharma and 
other groups (bottom)

Source: Deloitte research comissioned from PatientView, 2017 (see Appendix)
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Attracting talent with the skills to support a 
patient-centric ecosystem
Attracting the right talent is crucial to the development of  
patient-centric initiatives and a wider digital agenda. However,  
as discussed above, the public’s negative perception of pharma 
could deter digital talent from joining the sector, thus slowing 
pharma’s progress in developing digital initiatives. 

One of the key hurdles in attracting talent is transforming pharma’s 
traditional business model to one that embraces the agile nature  
of digital technology innovation and development.52 Certainly, 
digital strategies need to be prioritised if the pharma industry  
is to be successful in achieving its agenda on patient centricity. 

A 2015 survey of 106 pharma industry experts found that 76 per 
cent of respondents identified the lack of digital talent as the main 
challenge to the transformation of pharma.53 

Low levels of health and digital literacy impact patients’ 
ability to engage effectively
Crucial to the success of digital patient-centric initiatives is a 
patient population that is literate in both the medical terminology 
surrounding their condition and the technology used to help 
manage that condition. However, health literacy, and the ability for 
patients to act on health information, is quite low (see Figure 10).
Low health literacy has been associated with higher use of medical 
services, less preventive care, greater difficulty managing long-term 
illnesses, poorer health, and higher mortality in older people. 

Moreover, low health literacy can also correlate with low levels of 
engagement with mobile health technologies. For example, a US 
study of 4,974 American adults, published in 2016, showed that 
only 25.7 per cent of patients with low health literacy had used a 
patient portal, compared with 42 per cent of those with adequate 
levels of health literacy.56 High usage of smart devices across the 
world means that many patients now have a wealth of health 
information at their fingertips. One in twenty Google searches in 
2015 was health related,57 and our research found that among 
patient groups, most patients use at least one or two apps to 
manage their condition, over 50 per cent use them ‘regularly’ or 
‘occasionally’, and 65 per cent of the apps are accessed via mobile 
phones (see Figure 11).

Figure 10. Health literacy in Europe and the UK
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Figure 11. Patient groups views on health apps used by their members to help manage their condition
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As a result, patients are more conscious of the options available 
to them to treat or manage their condition, even before they have 
consulted a healthcare professional. However, pharma has been 
slow to adapt to changing consumer behaviour. 

Addressing these challenges will allow pharma to understand 
better the behaviour of its consumers at an earlier stage, build 
better relationships with patients and develop products that better 
fit the needs of its consumers.
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4.  Strategies to improve patient 
centricity

Developing a digitally-enabled, patient-centric business model will take time and 
resources to achieve. However, despite the challenges involved, there are already a 
number of initiatives and partnerships developing across the pharma value chain. 
Pharma companies are using a number of key strategies to achieve their ambition 
of becoming more digitally-enabled and patient-centric.

Change corporate cultures and structures
The shift from the traditional product-driven model to one geared 
towards patient centricity will require major changes in the habits, 
attitudes, beliefs and values of pharma across its business. 

Adopting a patient focus requires a top-down approach that puts 
the patient agenda at the heart of everything a pharma company 
does, which means allocating the necessary resources and 
talents to drive patient-centric performance within the industry. 
Some strategic changes to organisational models that pharma 
companies are using are shown in Figure 12.58 Specific examples 
are highlighted in case example 1.

Introduce a new 
patient-centric 

department or hub 
for patient-related 

information and 
activities

Appoint a chief 
patient officer in 
charge of driving 

patient engagement 
across the  

organisation 

Integrate patient focus into 
everything and everyone, including 

hiring employees who subscribe 
to a set of shared values and 

behaviours that align with  
the company’s goal  

to be patient-centric

Figure 12. Pharma’s strategies to change corporate cultures and structures

Source: Adapted from Eye for Pharma59
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Case example 1. Strategies to change corporate cultures and structures

Restructuring marketing around Patient Value Units – UCB
UCB has put patient centricity at the heart of its values and 
has introduced several restructuring initiatives to bring the 
organisation closer to patients and made some adjustments 
to the executive committee, adding what they refer to as 
‘Patient Value Units,’ which are teams located in all major UCB 
therapeutic areas who facilitate the growth of cross-functional 

teams that are responsible for ‘patient value practices, 
patient value operations, and patient value functions’. In 
driving employees to understand the holistic experience of 
the patient, the organisation aims to reframe the problems 
that must be solved around the patients’ needs and imbed 
a culture which understands that success is only possible 
through cross-functional cooperation.60 

However, patient centricity strategies also need to be accompanied 
by the adoption of an agreed set of patient-focused metrics and 
departmental KPIs. The success of digitally-enabled patient-focused 
activities can be measured via appropriate, locally agreed, 
performance indicators. For example, surveys can be conducted to 
capture improvements of quality-of-life in programme participants 
and confirm the value of engagement activity.61

Pharma acknowledges the importance of patient education 
programmes, but measuring the outcomes as well as the return on 
investment for these programmes can be difficult.62

Learning outcomes need to be linked with commercial goals. Data 
analytics and big data, generated through digital technologies, 
can help provide a better view of the return on investment for 
such interventions. The same general movement within the 
industry towards utilising real-world evidence (RWE) for clinical 
trials could also help determine, at relatively low cost, investment 
opportunities to improve patient centricity more widely. This 
is especially applicable in the US market, where data is rich and 
available and pharma is allowed to have a more direct relationship 
with patients.63

The way companies reward their employees is also a key reflection 
of their culture. Currently, there is a continuum of incentive practices 
across big pharma’s commercial activities. At one end there is 
a non-financial oriented model that adopts individual and team 
targets linked to specific objectives such as service quality, technical 
knowledge and patient interaction. At the other, the more traditional 
model that assess financial performance against (say) quarterly 
revenue targets. Most companies fall somewhere between these 
approaches. While there is no ‘silver bullet’ solution, the incentive 
approaches that are most successful are those that adopt a holistic 
approach and look at incentives, training and recognition, while 
reinforcing employees’ engagement with the product and patients.  
If pharma is to truly embrace patient centricity they will need to build 
measures of it into their plans, either alongside or replacing financial 
performance measures.

Develop partnerships that utilise digital technology
Developing partnerships with technology companies is another 
key initiative that pharma has been utilising to be more patient-
centric and digitally-enabled across both their commercial and 
clinical spaces. Partnerships allow for innovative solutions to be 
tested, trialled and implemented faster and at reduced risk for 
both parties, especially when key digital skills are lacking in larger 
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pharma organisations. Such collaborations provide pharma with developed or highly 
tailorable platforms that bring them closer to how patients want to 
interact and have their healthcare managed. The success of these 
partnerships highlights the willingness of patients to engage with 
pharma and clinical research if the tools for collaboration are right 
(see case example 2).

 •

Case example 2. Partnerships between pharma and technology companies

PatientsLikeMe – an online portal and mobile application 
that allows people with health conditions to share information 
and data relating to health and clinical trials with other 
patients and researchers with the aim to improve patient 
outcomes and involvement in research.64 Currently, the 
platform has a network of over 500,000+ patients who have 
collectively contributed 40 million points of data about 
disease.65 PatientsLikeMe has collaborated on a number 
of projects with pharma companies in an endeavour to be 
closer to what concerns patients most, including with UCB 
to create a patient community around epilepsy,66 and Shire 
Pharmaceuticals to track and share experiences for patients 
and their caregivers living with rare diseases.67  

u-Motif – a collection of tools, including an easy to use 
mobile app and an online platform that has been validated 
for use in clinical trials, which enables patients, healthcare 
providers and life science companies to capture and analyse 
data surrounding health conditions.68 Its patient–centric 
approach was honed through working with IDEO, experts 
in embedding human-centred design processes. In the past 
year, the tools have captured 64 million data points from over 
18,000 patients who have chosen to take part in research 
studies.69 The company has worked with several large 
organisation within healthcare and life sciences. In 2016, the 
mobile application was used in a clinical trial to assess the 
impact of using a smartphone-based Parkinson’s tracker app 
to promote patient self-management, enhance treatment 
adherence and the quality of clinical consultation. 

After 16 weeks 72 per cent of participants continued to use 
the application, elucidating that smart-phone apps may be 
an effective way for patients to manage complex chronic 
conditions.70 In 2017, uMotif announced a partnership with 
AstraZeneca, which will use the companies’ technology in 
order to develop a more patient-centric, real world evaluation 
based approach for future clinical trials.71  

Voluntis – a technology developer that has created a range of 
Conformité Européenne (CE) and FDA-approved mobile apps 
in collaboration with big pharma.72 These include: 

 • Sanofi: Diabeo, a mobile application which is aims to better 
treat patients suffering with type 1 and type 2 diabetes. The 
application provides patients with decision-making support 
through algorithms that help calculate personalised doses 
of insulin and remote management of a patients conditions 
through connections via telemedicine with healthcare 
providers.73 Clinical evidence has shown that the technology 
significantly improves HbA1c in poorly controlled type 1 
diabetic patients.74 As a result of further clinical evaluation 
the application was approved CE certification in 2013.75 

 • Roche: this is a partnership that aims to develop an 
application for women afflicted with breast cancer. The 
application will require the patient to manually enter their 
symptoms into the application which then analyses the data 
and relay it back to the patients’ medical team to encourage 
personalised follow-up. The application will then facilitate 
tailored notifications and treatments to be pushed to the 
patient’s smartphone in order to facilitate better care.76 
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Case example 3. QuintilesIMS and the move towards the digital CRO

Contract research organisations (CROs) such as QuintilesIMS 
are currently working to digitally enable clinical trials. For 
example, in 2012, QuintilesIMS formed a digital patient unit, 
a database which has over three million patients, to provide 
patients with information to better manage their personal 
health and to provide them with opportunities to participate 
in clinical research, observational studies and programs to 
better manage their conditions.79 

This large repository of patients can then be reached through 
digital mediums (such as smart phones)80 and save pharma 
significant time and money in the clinical trial recruitment 
process.81 In 2016, QuintilesIMS unveiled its Solution Design 
Studio, which creates technology solutions that tackle some of 
healthcare’s biggest challenges,82 including integrating digital 
technology within clinical trials.83

Automate processes supporting patient facing activities 
(and optimise use of digital talent) 
Clinical-trial management, from recruitment to submission, is 
being transformed as a result of advanced automation. Targeted 
online recruitment and remote-monitoring technology are 
increasingly enabling clinical trials to take place in ‘real world’ 
settings, so that patients participating in a trial can go about 
their lives with only minor changes to their habits.77 Increased 
connectivity and automation in trial-management processes will 
also enable advanced trial design and monitoring approaches. 
For example, sites and sponsors can be connected to support the 
data management and analytics required for adaptive trial designs. 
Adaptive trials provide information on outcomes (and other 
measures such as side-effects) at prescribed intervals; this enables 
the parameters of the trial protocol to be modified in response to 
the observations, making clinical trials more flexible, efficient and 
fast (see case example 3).

Other activities, such as employee on-boarding, sales and operations 
planning, launch monitoring, and marketing-content approval, 
would also benefit from streamlined, automated work flows and 
increased transparency. This requires pharma companies to set up 
a collaborative environment to bring together the right people from 
IT, business compliance, and external partners (including patients), 
to run quick test-and-learn cycles. Positive results can then be scaled 
up and new ways of working formalised and integrated into business 
processes. While the availability of sufficient digital talent can be 
a barrier, solutions include adopting open innovation and other 
collaborative models to fill in-house capability gaps. Some companies 
are also developing hubs or digital centres of excellence, bringing 
together scarce capabilities and concentrating them into a critical 
mass. Such hubs can also be responsible for managing the portfolio 
of digital partnerships, managing ring-fenced funding for digital 
initiatives, and evaluating and disseminating lessons from internally 
and externally run digital initiatives across markets.78

Create new contracting and pricing models
Value-based contracts between pharmaceutical manufacturers are 
growing in number, with at least a dozen ‘value-based’ or ‘at-risk’ 
arrangements with manufacturers reached in the US since 2014.84 
These contracts bring higher payment rates for improving patient 
outcomes, supplanting traditional contracts in which payment is 
based on volume of sales and obtaining a place on the prescribing 
formulary. However, if pharma is to be paid on the outcome of a 
patient’s health, it needs to be able to control patient adherence. 

For example, diabetes treatments are based on over 90 years 
of refining treatment molecules, yet less than 10 per cent of 
patients have a level of control that would eliminate the risk of 
late-stage complications. Advances in technology such as machine 
learning and cloud computing are starting to solve this problem. 
A programme run by Livongo Health, a California-based start-up, 
measures a patient’s blood sugar levels and uses technology to 
determine the best course of treatment. Using the latest advances 
in cloud computing, a drop of blood is instantly analysed, and a 
text is sent suggesting a course of action. 
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At the press of a button, patients can also access further help 
over the telephone from a ‘coach,’ often a qualified dietitian. 
These emerging digital technologies are reshaping the 
treatment landscape.85 

Oncology offers opportunities for new outcomes-based contracting. 
However, a survey of 45 payers indicated that only 5 per cent 
of respondents reported they currently have outcomes-based 
contracts in place for oncology drugs. In contrast, 55 per cent of 
respondents have contracts for diabetes drugs, 45 per cent for 
hepatitis C drugs and 42 per cent and 41 per cent, respectively, have 
contracts underway for cardiovascular and respiratory agents.86 
While outcomes for these latter diseases are easier to measure 
using digital technology, the benefits of developing such contracts 
for cancer to provide RWE of the value to patients could deliver real 
business benefits.

A new generation of companies is also using big data, sensors 
and artificial intelligence to provide precise real-time monitoring 
of patients, especially those suffering from conditions such as 
diabetes and chronic obstructive pulmonary disease, which 
impose a heavy burden on overstretched health budgets. The 
products and services these companies are developing mean that 
a patient’s primary point of contact with the health system can be 
a remote monitoring centre or telephone advice line instead of a 
doctor’s office. Investors are starting to bet heavily on the potential 
of technological innovation to transform the way healthcare is 
delivered. A total of $4.2 billion was invested in the sector last year, 
with companies in the analytics and big data category attracting 
$341 million over 22 deals, more than double the amount in 2015.87 

Build collaborative relationships with patients, payers, 
healthcare professionals and regulators
Good digital and health literacy are key determinants of patient 
centricity. Pharma is well-placed to help improve patients' digital 
and health literacy by ensuring that the information provided is 
written in clear, simple language and readily understandable at 
basic levels. Pharma also needs to continue to foster meaningful 
relationships with patients and healthcare professionals to provide 
a consistent customer experience to improve health outcomes 
(see Figure 13).

Figure 13. The benefits of engaging with pharma

Source: Deloitte research , 2017
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In addition to partnering with online communities, crowdsourcing 
is another emerging engagement strategy. Crowdsourcing is an 
internet-enabled business model that harnesses creative input 
from external agencies.88,89 Crowdsourcing can help the full drug 
development process, from discovery to early development and even 
late-stage manufacturing and marketing (see case example 4).

Collaborative relationships can also help improve patient 
recruitment and retention in clinical trials, where delays can 
affect both study costs and sales. A key solution is to improve 
communication and public education about clinical trials. 
While greater communication between doctors and pharma 
is critical to improving recruitment and reducing delays, so 
too is improving communication with patients. Trials require a 
significant commitment from patients, and reasons for dropping 
out include forgetting visits, financial constraints, fear, anxiety 
and misunderstood expectations. Improving communication with 
patients through developing online information resources and 
optimising the use of digital channels, apps and mobile devices  
can help address this problem. 

Examples include Apple’s ResearchKit, which in the first few 
days following its launch in 2015, 60,000 patients signed up to 
clinical trials. Since then it has supported studies such as tracking 
Parkinson’s symptoms and a screening protocol for autism. 
Likewise, partnerships with Google and its AdWords service 
has been used to provide easier access to and management of 
potential trial participants. The evidence suggests that a digital 
strategy can dramatically improve recruitment and retention over 
traditional methods.91

Building a more balanced, collaborative relationship with regulators 
is also essential to ensure that digital technologies, whether used in 
clinical trials or in patient support initiatives, are not detrimental to 
patients, as highlighted in our recent report, Unravelling complexity: 
The challenge of compliance in the life sciences supply chain.92 While 
the fast pace of innovation in this area is challenging (see part 3), 
regulators are opening more formal channels of communication 
and major regulators, such as the FDA, are in the process of 
forming digitally focused units.93

Case example 4. How the crowdsourced innovation platform InnoCentive  
is helping pharma become more patient centric

InnoCentive provides an open innovation marketplace or 
platform linking the buyers (‘Seekers’), who are looking 
for an idea or a solution to problems they face within their 
organisation, with the sellers (‘Solvers’), who are providing the 
ideas and solutions. Following InnoCentive’s framework of 
Challenge Driven InnovationTM, problems are decomposed and 
formulated as ‘Challenges’ that are broadcast via their platform 
to their large and diverse global network, which can include 
patient groups. Under the terms of the ‘Challenge’ agreement, 
which covers IP treatment and restrictions on information 
disclosure, Solvers submit new insights and solutions. 

Challenges can request deliverables at various stages of 
development, from early-stage ideas to theoretical proposals 
and experimentally validated solutions. While there is a 
‘bounty award’ for the winner(s), the reasons for participation 
are numerous and diverse. Examples of applications can be 
found throughout the drug development pipeline, such as 
identifying new biological targets, seeking novel compounds 
and developing risk assessment tools. Examples can also 
be found post-launch, such as seeking new product uses. 
Challenges have been used to help organisations become 
more patient-centric and specifically engage patient groups.90
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5. Future enablers of patient centricity

“ The biggest innovations of the 21st century will be at the 
intersection of biology and technology.” 
Steve Jobs94

Innovation and new technologies are developing at an unprecedented pace and 
are transforming the art of the possible. While there are still barriers to wide-scale 
adoption, the utilisation of these technologies could enable a successful, digitally-
enabled, patient-centric pharma industry. Most big pharma companies are now 
moving towards a digital technology-enabled transition to ‘beyond-the-pill’ or ‘around-
the-pill’ services. This final section of this report looks at enablers, based on emerging 
technologies, which could help pharma deliver a truly patient-centric model of care.

Embed blockchain technology to improve efficiency, safety 
and traceability 
Blockchain technology is a shared, immutable record of peer-to-
peer transactions built from linked transaction blocks and stored 
in a digital ledger. This allows each separate patient data source 
to be a ‘block’ part of a complete, unalterable patient data profile 
which can then be shared securely with healthcare providers or 
research organisations. Using blockchain technology can help 
organisations bridge traditional data silos, dramatically increase 
IT and operational efficiencies, keep business and medical data 
secure, and streamline patients’ access to medical data. 

It provides a highly secure, decentralised framework for data 
sharing and has the potential to overcome the limitations of 
large-scale sharing of health data, namely data security and patient 
privacy concerns.95 

For pharma, the blockchain can record irrefutable evidence on 
the performance of a medicine and demonstrate adherence to 
the prescribed regimen, issues that are becoming increasingly 
important. Figure 14 and case example 5 (overleaf) explore ways 
blockchain technology could be used in the pharma supply chain.

For pharma, the blockchain can record irrefutable evidence on the performance of 
a medicine and demonstrate adherence to the prescribed regimen, issues that are 
becoming increasingly important. 
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1. Improve drug safety
the blockchain can provide the basis for tracing drugs 
from manufacture to end-consumer, identifying where 
the supply chain breaks down. It can help companies 
keep track of active pharmaceutical ingredients during 
the manufacturing process, detect drugs that by error 
do not contain the intended active ingredients they 
are meant to and filter out counterfeit drugs

Source: Deloitte research and Red Chalk Group96

2. Monitor movements through different channels
there are many links in the supply chain with multiple, 
incompatible legacy computer systems, leaving manufacturers 
with little visibility of end-customer sales; blockchain can help 
track how drugs move from manufacturer to end-consumer

3. Increase public safety
various public safety issues could be helped by 
blockchain technology, including product recall 
management and prescription drug abuse, which 
is often hampered by disconnected healthcare 
records across hospitals, walk-in clinics, doctors 
and pharmacies

Figure 14. Blockchain can benefit the pharma supply chain
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Case example 5. How two California start-ups are using blockchain  
technology to build an electronic, interoperable pilot system to track  
the movement of prescription drugs 

Blockchain startup Chronicled, which links the physical and 
digital worlds with cryptographic identity chips and blockchain 
technology, has partnered with the LinkLab, a life sciences 
supply chain consultancy, and launched a serialised ‘track and 
trace’ pilot for the pharmaceutical industry. The pilot launched 
at a one-day event, gathered feedback on the launch of a 
blockchain-based compliance protocol that will satisfy the Drug 
Supply Chain Security Act (DSCSA) which passed into law in 2013. 

It requires that by 2023 pharma companies should be able to 
track the production of drugs from raw materials all the way 
to dispensing to ensure safety and legitimacy, and that they 
should be able to do so in an interoperable, electronic way. 
Blockchain technology, allows for the posting of such serial 
number data unidirectionally, creating an unbroken chain 
where the many players of the drug supply line can verify the 
drugs they are receiving are arriving from the correct source.97 

Adopt gamification to enhance patient engagement, health 
literacy and medication adherence
Gamification is a way of engaging patients by providing a built 
in reward mechanism, stimulating further play and greater 
understanding of health conditions. There is an increasing body of 
evidence that demonstrates how gamification can have a positive 
impact on patient engagement, health literacy and adherence.98,99 
One example is the use of gamification in paediatric clinical 
research trials. Elements of incentivisation, challenge and reward 
can now be applied using digital technologies, allowing pharma 
to educate and engage paediatric patients in trials with greater 
success. This is transforming the scope for children to engage in 
trials rather than be bypassed by passing comprehensive study 
information through their parents/caretakers. Digital games 
provide a platform for communication directly to paediatric 
patients that is accessible, familiar, motivating, and can help 
educate future generations about the significance of clinical 
research in their overall healthcare.100 

Use 3D printing to transform all stages of the pharma 
value chain
3D printing technology has the potential to transform product 
development, manufacturing and distribution for pharmaceutical 
companies and improve drug discovery, dosing and delivery.
Benefits include not only the customisation and personalisation 
of drugs, but also cost-effectiveness, increased productivity 
and enhanced collaboration.101 It’s now two years since the first 
3D printed prescription drug received FDA approval, with the 
technology enabling companies to make fast dissolving, easily 
ingested formulations of high dose medications in a single pill. 

This technology is seen as the key to creating more personalised 
medicine, a concept that is growing in popularity, but which also 
introduces a set of new risks including cyber risks, including the 
safety and efficacy of 3D Printers, and product liability risk.102 

Optimise the potential of the connected patient to develop 
new outcome-based propositions
Pharma companies have acknowledged the need to move to 
outcome or value-based propositions, but to do this they need 
to understand what value means to each of their customer 
stakeholders. Pharma companies could become a central player in 
a learning healthcare system by leading the integration of clinical 
research into healthcare delivery and working with providers to 
embed continuous learning, including clinical trial results, into IT 
systems and next-generation electronic medical records. 

Pharma companies could also be more effective in adopting 
‘beyond-the-pill’ and ‘around-the-pill’ care services. This includes 
embracing approaches that improve the patient experience in 
using pharma products, support compliance and personalise the 
dose/dosing regimen for patients. 

At the same time, high-tech companies are poised to become 
increasingly pivotal in the biomedical arena, through digitally 
enabled innovations, such as high-resolution imaging, unobtrusive 
monitoring devices, near patient testing and big data integration.
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Drugs will increasingly be tailored to a patient’s clinical and lifestyle 
needs, while health professionals monitor a patient's condition and 
adherence to treatment remotely, all as part of a digital ecosystem 
that constantly monitors a patient's condition and provides 
feedback to the patient and other stakeholders. There is already a 
plethora of wireless sensors on the market measuring biophysical 
signals, and combining these with smart scales, glucometers, blood 
pressure cuffs, refrigerators, exercise equipment and others will 
lead to patients becoming ever more connected, linked through 
middleware like Apple HealthKit.103 Real-time alerts to caregivers 
will enable clinicians to respond quickly with targeted interventions.

One example is the role of electronic patient reported outcomes 
(ePRO) in which health apps are extending the lives of people with 
metastatic cancer (see case example 6).104

Case example 6. Electronic patient reported outcomes improve survival  
times in cancer patients

National studies have shown that doctors and nurses miss 
many of the symptoms that people experience during 
chemotherapy. Patients were therefore asked to report 12 
symptoms such as breathing and sleeping difficulties using an 
ePRO app. The system proactively monitored symptoms, so 
that the care team was able to intervene earlier and identify 
problems before they became more severe. The results, 
published in June 2017, found that patients using the app were 
able to stay on chemotherapy for substantially longer than 
others because they were less likely to deteriorate to the point 
where they could not handle more chemotherapy. 

The ePRO patients were also less likely to be admitted 
to hospital, reducing the risk of becoming bed-bound or 
acquiring a healthcare-associated infection. Patients who 
used the purpose-built app typically survived for 31 months 
versus 26 months for those who did not.105 Although the 
ePRO system used in the research was purpose-built for 
the hospital, an Israeli start-up has developed a commercial 
version known as Moovcare, a medical device Classe I 
(CE mark in July 2017), which has had an independent 
evaluation of its effectiveness in improving outcomes for 
lung cancer patients; use of the app helped extend average 
life expectancy to 19 months compared to 12 months in the 
control group and improve quality of life.106 

Make patients true partners in managing their 
own healthcare 
People will continue to expand their use of social media and 
other avenues to review symptoms, disease states, and potential 
treatments. Patients will also have increasing control of their data, 
enabled by trusted data-collection frameworks, such as Apple’s 
ResearchKit107 and platforms like PatientsKnowBest,108 which let 
patients decide who can access their data. 

The increasing connectivity of digital social networks will enable 
patients to own, operate and drive their own healthcare and, as a 
result, also become partners in clinical trials. Treatment management 
will also be revolutionised by biosensors, with connected patients 
using this information to gauge how effective their treatments 
are. This feedback will affect whether patients switch to a different 
therapy or remain on the prescribed one.

Drugs will increasingly be seen as part 
of a digital ecosystem that constantly 
monitors a patient’s condition and 
provides feedback to the patient and 
other stakeholders.
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Case example 7. How McLaren is helping GSK to improve monitoring  
of patients with neurological conditions during clinical trials

McLaren Applied Technologies was established to apply 
technologies, design and techniques developed in motorsport 
to other, highly regulated, data rich and safety critical, 
industries. Sensing, analytics, modelling and simulation 
technology and experience is being used to embed 
patients directly into the heart of pharma and healthcare 
industries. This is helping to drive a new level of connection, 
understanding and interaction with patients, resulting in 
digitally enabled programmes of care – ‘Digital Therapeutics’.

Biotelemetry involves real time data being processed using 
F1-derived modelling and simulation software, and decisions 
being made by patients and clinicians across three time frames 
– real time (decisions made by machines), right time (data 
informed human decisions/interventions) and design time 
(long term interventions/process changes). This approach has 
led to multiple programmes and products across the end-to-
end pharma process, ranging from development optimisation 
in R&D, to continuous monitoring of patients recovering from 
surgery to help deliver the best outcomes.

Applying advanced sensing and clinically sound algorithms can 
deliver clear and meaningful insights to clinicians and clinical 
trial study teams. McLaren has worked with GSK to apply 
biotelemetry technology to form the basis of important clinical 
trials and studies. Most notably, it has been used to provide new 
levels of objective and timely insight into patients recovering 
from strokes or managing neurological disorders such as motor 
neurone disease. By accurately charting an individual’s reaction 
to treatment and quality of life in the home, researchers, 
clinicians and patients themselves are able to gain greater depth 
of knowledge about therapy efficacy and disease progression, 
while doctors can develop a personalised plan to make the right 
interventions and best improve medical outcomes.

Having shown how the F1-derived methodology can be applied 
to clinical trials, McLaren is helping pharma to overcome 
many of the non-technical process and regulatory challenges 
associated with the technology. The opportunity which McLaren 
is now focussed on is industrialising the approach into platform-
based solutions so that these techniques can be applied 
appropriately on a systemic, business as usual basis.

Utilise non-traditional players’ experience of disruptive 
technologies and customer engagement 
We are already seeing massive disruption to healthcare in many 
different areas, with technology giants like Google, Apple, Microsoft 
and IBM Watson already active in the patient-centric health 
ecosystem. Every year new start-ups are also entering this space, 
with innovative and consumer-focused products and new business 
models. These partnerships will also lead to massive advances 
in R&D using artificial intelligence in genomics and precision 
medicine to develop a deep understanding of the root causes of 
cancer, heart disease and neurodegenerative diseases and what 
can be done about them.109 New arrivals also include big players 
from other industries, including McLaren Applied Technologies, 
which has formed a long-standing partnership with GSK (see case 
example 7).

Adopt distributed research networks and web-enabled 
virtual trials 
Distributed research networks linking alternative clinical settings 
or web-enabled ‘virtual’ trials have introduced innovation into 
clinical research, with new clinical trial models that are less costly 
and more efficient and convenient for patients. Decentralising 
clinical trials has the potential to transform the conduct of clinical 
trials and dramatically reduce the infrastructure costs associated 
with drug development. This more patient-centric view, which uses 
digital technologies, helps eliminate central research sites and 
enables patients to become the ‘site of data acquisition’. Lowering 
the cost of research should also make it cheaper to innovate, 
leading to an increase in the supply of new, more affordable 
drugs. Diversity, rather than scale, will become the new hallmark 
of the industry and will be the focus of new business and research 
models based on closer collaboration, data sharing and pre-
competitive agreements. Consortia, public-private partnerships, 
and crowdsourcing platforms will expand and become key drivers 
of a transformed clinical trial ecosystem.110 
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6. Appendix: Deloitte  
research methodology 
Research2Guidance
We commissioned Research2guidance, a digital health advisory 
and market research company, to provide a Q1 2017 update of 
the app portfolios for the top 12 pharma companies. This review 
in May 2017 updated and refined the figures included in the 
Research2Guidance Pharma App Benchmarking report, released in 
2014. The review focused on examining the number and types of 
health apps produced by the top 12 pharma companies from 2013 
to the first quarter of 2017. The companies included in the research 
were: Abbvie/Abbott, AstraZeneca, Bayer, Bristol-Myers Squibb, 
GlaxoSmithKline, Johnson & Johnson, Merck, MSD, Novartis, Pfizer, 
Roche and Sanofi. The project reviewed apps available on the 
Apple App Store (iOS) and Google Play Store (Android). 

PatientView
PatientView is a UK-based research company specialising in 
obtaining perspectives from patient groups across the world. For 
the past six years it has undertaken an annual evaluation of patient 
groups’ perspectives of the corporate reputation of six health care 
industries, including providing a long-term overview of changes in 
the corporate reputation of the pharma industry, based on what 
patient groups see as important over that timeframe (Ref 107). 
We commissioned PatientView to survey patient groups on their 
views regarding the use of health apps, including those produced 
or developed by pharma companies. The primary objective of the 
survey was to map the patient usage of health apps and determine 
patient group views of the usefulness of pharma health apps. 190 
patient groups responded to the survey, representing 56 therapy 
areas from 38 countries. A mix of 10 multiple-choice and open-
ended questions were asked, along with a number of profiling 
questions that were used to identify where the patient group was 
based and its disease specialty.

The Connected Patient
Insight for the report was also derived from working with Deloitte 
digital and other Deloitte teams working across the life science and 
healthcare industry teams in their development of the Connected 
Patient initiative. This is an immersive experience which looks at 
the various ways in which digital technology can be integrated into 
a patient’s life and the benefits it can bring to patients living with 
complex and chronic conditions. This initiative also explores how 
these digital technologies and be integrated into pharma’s business.

For more information on the Connected Patient initiative,  
please see: www.deloitte.co.uk/connectedpatient
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