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David Linthicum: 
Welcome to this Deloitte On Cloud Podcast Knowledge Short, exploring a specific topic related to cloud computing. This is a short tutorial talking about the 
real-world concepts in the emerging world of cloud computing. I'm your host, Dave Linthicum, cloud computing subject matter expert, author, speaker, and 
managing director with Deloitte Consulting. And this is, “What are industry clouds, and why should we care?” 
 



The short definition of industry clouds is going to be typically an infrastructure-as-a-service provider, even though SaaS providers can be industry clouds, 
that have certain capabilities that are purpose-built for a particular vertical market. And, so, that includes finance, retail, healthcare—anything where 
there's a certain way that they do processing, certain way that they store data, and they always have rules and regulations that they have to keep up with. 
 
So, industry clouds, certainly in the wide, are going to have these particular patterns. In other words, they're going to have core processing, core behaviors, 
core data storage capabilities, metadata models, things like that, that are built for a particular vertical industry. Thus, they call them industry clouds. Now, 
obviously, software-as-a-service clouds have focused on particular industries, and there are software-as-a-service clouds that are purpose-built for 
particular industries—healthcare, for example—and industry clouds have kind of emerged as being certain, more IT services, metadata, behavior, core 
microservices, that are built from the ground up to support a particular industry. 
 
So, while SaaS, which is really an application that's delivered over the open internet, are going to be static services, things you typically can't change, the 
industry-cloud services that are coming out of, typically, an infrastructure-as-a-service provider are going to be services that we can leverage in a 
composable way. So, in other words, we're able to leverage the data model without leveraging the behavior that may be bound to the data, as is the case 
with the certain software-as-a-service model. So, we can pick and choose the assets—storage assets, processing assets, security assets, governance assets, 
compliance assets, things like that—to leverage from this particular infrastructure-as-a-service provider that's providing these industry-specific services. So, 
that's kind of what's changed and what's new. So, when you hear the term industry clouds, typically they're referring to an infrastructure-as-a-service 
provider that's offering up services that are purpose-built for a particular industry. 
 
However, there are software-as-a-service providers that provide applications, which means data that's directly bound to behavior, that's directly bound to a 
user interface, typically, that's going to be static in nature. Things—while you can access some of the services, for the most part you're going to take it as it 
comes, as a whole, complete, tested application that's focused on a particular industry, versus discrete services—storage, metadata models, behavior, 
compliance tasks, things like that—that you can leverage out of an infrastructure-as-a-service provider and do so in a composable way, and certainly bind 
them into particular applications or composite applications. So, in other words, there's more flexibility with it. 
 
So, if we have to use industry-specific services instead of having to take the application wholeheartedly, in other words, it comes to us as something that's 
static, that we can't change, industry clouds related to infrastructure-as-a-service providers are typically going to be more dynamic. We can change them. 
We can adjust them. We can orchestrate them. They can be composable. And, so, that's why people are taking another look at industry-specific services, 
specifically industry clouds, as related to infrastructure-as-a-service providers. But they're still related to how software-as-a-service works. 
 
If that seems confusing, it's basically the way the market is defining itself at this particular time. And you can count on the fact that, as we start to move 
forward and the market matures, that we’ll invent other buzzwords, things that are particular or specific to the certain design patterns that we're seeing 
emerging today from the industry cloud providers. 
 
So, this market is starting to re-emerge, and we saw aspects of industry clouds over the years—I remember writing and speaking about it as far away as ten 
years ago—because the larger infrastructure-as-a-service providers, the hyperscalers, are focused on this area of the market. And, so, they're building out 
these services and building out these industry-specific capabilities, typically partnering with organizations to help them do it. So, they may be very good at 
building the technology aspect of it, standing up the services, but they're not going to have a lot of industry-specific skills such as finance, and, retail and 
healthcare, and, so, they're working with companies that have those skills. 
 
So, as we see this kind of come together, we're seeing industry cloud services that are emerging mostly out of these partnerships with the larger industry 
companies, people that are existing in the healthcare field, for example, or the banking field, for example, and the larger hyperscalers that are out there.  
So, it should be a one-plus-one-equals-three kind of outcome, because ultimately the industry players would like the hyperscalers to focus on building these 
services and building this technology as a service for them, and also the hyperscalers are able to sell more cloud services, so win-win. And this is why we're 
seeing an interest in this space right now. 
 
So, the other thing that we're noticing in the market, that industry-specific applications and industry-specific data was typically on older mainframe 
hardware and older legacy hardware that many enterprises are leveraging today. And they point to those systems as something they would like to move to 
cloud; however, in looking at the amount of work it's going to take to repurpose those applications or refactor those applications, redo those databases to 
exist on a public cloud provider, in many instances they're going to be uneconomically viable, at least in the current state. 
 
So, the idea also is that if we've migrated 20, 30 percent of the workloads to the public cloud, we can now see the potential benefits of having industry-
specific services with those public cloud providers in the fact that it takes a lot of these industry-specific applications that are running on older hardware 
and software in traditional enterprise datacenters with replacements, processes that other people are building, which allows us to retire those applications, 
retire those services, and start rebuilding newer, modern services and doing so in the cloud. 
 
And the industry-specific services and data models, things like that that the infrastructure-as-a-service providers are offering allows us to make those moves 
with a minimal amount of investment and also a minimal amount of risk. So, in other words, they're incentivizing companies to move to the public cloud 
providers by providing them with key services that they're able to use to replace the existing services in their legacy systems. So, it's getting them off the 
dime and moving the other 20, 30, 40 percent of existing industry-specific applications, verticalized applications, that the enterprises are leveraging today to 
run their business and replace them with services that the cloud providers are building and maintaining.  
 
And that's something that is going to be economically advantageous and also allows them to invest some of the money, instead of making of those moves 
and rebuilding those applications and investing into additional innovative infrastructure, to put it back into the business. Therefore, there's a strategic 
benefit to the enterprises in leveraging industry clouds in the fact that it's able to reallocate these resources back into the aspects of the business that you 
wish to grow and move faster. 
 
So, an example of an industry-specific feature say, in the healthcare world, would be the ability to process information in a way that's compliant with the 
HIPAA regulations and also deal with the protection of PII, of personally identifiable information. So, there's rules and regulations, and for good reason, for 
processing patient data or processing clinical information and outcome information, which is private to us as an individual, and in doing so, the government 



looks out for how that information is going to be processed. So, it's up to the enterprise, in this case the healthcare enterprise, to figure out how best to 
secure the information and live up to the rules and regulations of, in this case, HIPAA. 
 
So, industry-specific clouds, they can provide much of that processing. They can provide those data models. They can provide HIPAA-compliant security, the 
different encryption standards that we need to live up to. So, it's not necessarily putting the onus on them to think about everything that needs to be done 
to comply with HIPAA in the case of the United States—there's other regulations in other countries—but the ability to do this in such a way that it's not on 
them to do it. So, in other words, they're outsourcing those capabilities. 
 
They're leveraging those capabilities as a service. So, they're able to typically deal with higher-quality services, higher-quality applications, higher-quality 
data models because it's not only leveraged by them, but it's leveraged by other healthcare institutions as well. And they're able to pick and choose only the 
resources that they need. So, in some instances, they may choose to deal with the HIPAA-compliant data storage stuff but not necessarily the processing 
because of their own internal policies and the way the company runs. 
 
Others may deal with both the processing and the HIPAA-compliant storage. Others may deal with the processing. Others may only pick and choose parts of 
the processing and parts of the data model. So, again, it provides a more dynamic and a more agile way in looking at how we're going to leverage this 
technology and allows the enterprises in the particular industry to leverage whatever aspects of these services they need to take them to where they need 
to be. 
 
The result of all this is that many Global 2000 companies want industry-specific cloud services right now, and they—based on the value I just explained—
they're able to get faster to the cloud and do so in leveraging other people's services that other people are maintaining, and, therefore, they can go faster, 
remove some of the risk, and at the end of the day, they should be able to get a better product, better services because you're dealing with a productized 
system. It's not built just for the particular enterprise and the needs of that particular enterprise. It's built for lots of different enterprises; therefore, the 
standard of testing and the standard of quality, standard of security, standard of governance should be next level, at least hopefully so. 
 
Now keep in mind that the larger cloud providers are going to be all over this. They're starting to move in the industry-specific directions now because it's 
going to open up another area of the market. So, they're able to sell more services, sell more storage, sell more compute by localizing these services, 
storage and compute, security, governance, things like that for industry-specific ways that are able to be more saleable to folks in particular industries. In 
other words, instead of just selling storage or selling databases, I'm selling databases that come with predefined metadata models around a particular 
industry. I'm selling compliance services that are able to deal with governance, so we are able to automate some of the compliance features in the systems 
and make sure that if something goes out of bounds, or something is deemed to be illegal or outside the bounds of the regulation, that it's going to be 
caught and there's going to be guardrails placed around it. 
 
So, the large hyperscalers are seeing this as a huge opportunity for a couple of reasons. Number one, as I mentioned earlier, it's going to get the existing 
industry-specific applications off the dime and into the cloud. Where they once were uneconomically viable to move, now with industry-specific services 
they may be. And it also allows them to upsell their other services as part of the ecosystem. So, the more industry-specific cloud services they're able to 
leverage, chances are the more storage services, generic storage services, processes, application development systems, Kubernetes deployments, all these 
sorts of—security deployments, governance compliance, that comes out of the cloud, which is more general purpose, not industry-specific, but those will 
kind of come along with for the ride. In other words, razor-razor blades. You're going to be into the industry clouds for the particular reasons of leveraging 
these industry-specific services, but you're going to be the other generalized services as well. That's just the way people build systems. 
 
So, the short answer is that we're going to see a lot of announcements from the big hyperscalers on industry-specific features, and I think that's a step in 
the right direction. They're going to be able to increase their sales and the value that they can bring to their clients, and I think there's many clients that 
need these industry-specific services to get them faster down the road to cloud computing and also leverage services, data models, storage systems, 
security systems that are going to be purpose-built for their particular needs. In other words, they're not going to have to customize everything for their 
particular industry and their particular needs as a business. They're able to get most of the way down the road using these services, hopefully so, and do so 
with minimum cost and minimum risk. 
 
So, we talked about the upsides; what are the downsides of industry clouds? Well, there is going to be a certain amount of lock-in that you're going to have 
to accept in part moving to these clouds. In essence, the services, the data models, security parameters, governance systems, custom policies around 
particular industries—if you're leveraging those, they're going to be only produced by a particular cloud provider. And, so, if for some reason you need to 
move to another cloud provider, you're going to have to decouple those services and recouple them to another cloud provider, or custom build them 
yourself, or hit the reset button and move back to the existing on-premise systems that may have your industry-specific capabilities.  
 
So, that's a bit of a risk. You kind of have to look at where the cloud providers are going and understand that this is going to be more of a partnership. 
They're not just providing a storage service. They're not just providing a compute service. They're not just providing a security service. But they're providing 
specific features that are going to be more native to your business, so they, in essence, will be running many aspects of your business. You're buying these 
processes. You're buying the way the data is stored, because it's designed around your particular industry and how you process information. But if you want 
to change, if you want to move into other marketplaces, depending on how coupled you are into their industry-specific features, in other words how many 
of them that you're using, how many of them are part of an application, part of a composable system, orchestration, those sorts of things, you have to 
consider the risk of decoupling and then recoupling in another way.  
 
And those downsides are always going to be a part of cloud computing. I think people often talk about avoiding lock-in. There are certain things you can do 
to diminish the impact of a lock-in, but typically lock-in is going to be a fact of life in moving to any particular technology. Public cloud is no different. 
 
So, the final thing to mention, that this is emerging technology. So, while we've been talking about industry clouds for years, the reality is there's probably 
not enough industry cloud-specific features out there in the hyperscalers to push everybody into looking at this technology now and jumping into this 
technology now. We're starting to see the projects and the systems starting to emerge, and chances are over the next two to five years we're going to see a 
huge movement in the industry-specific place where the larger hyperscalers are going to be, in essence, moving in this particular direction. 
 



And, by the way, at the same time building their horizontal capabilities but understanding that the vertical capabilities are going to be needed to be built in 
their clouds to get to their horizontal capabilities. So, kind of keep that in mind as we're looking at this technology. It's going to be something that's 
emerging. So, you need to look at it now, see where it's going, look at where the trends are going, and when you jump into it really kind of depends on 
where the technology is at and what your requirements are. And you can always check back with us at Deloitte, and we're happy to help you out. 
 
So, if you enjoyed this podcast, make sure to like us, rate us, and subscribe. You can also check out our past episodes including those hosted my good friend, 
Mike Kavis. Find out more at DeloitteCloudPodcast.com, all one word. If you'd like to contact me directly, you can e-mail me at DLinthicum@Deloitte.com, 
L-I-N-T-H-I-C-U-M. So, until next time, best of luck with your cloud journey. You guys stay safe. Bye-bye. 
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