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New EU wide General Data Protection Regulation

Final deadline
Compliance must be
reached by 25 May, 2018

Topic

Why important /
Risk to manage

How to manage

The General Data Protection Regulation (GDPR) has
been approved, with the objective to harmonize the
current fragmented legal framework for data privacy
across Europe and introduce a high level of protection
for individuals.
The GDPR will be enforced as from 25 May 2018 directly
across all 28 EU Member States after a two years
implementation period.
Non-compliance is subject to an administrative fine up
to EUR 20 million or 4% of the global revenue,
whichever is higher.
The companies should launch a GDPR compliance
project
• to assess their current state of compliance with the
GDPR,
• to develop an action plan to close the gaps, and
• to implement the actions required to achieve GDPR
compliance.
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Quick GDPR Overview
Key changes

Broader territorial scope
•

The regulation applies on a broader territorial scope which means that even if the data is not processed inside EU, as
long as data subjects are EU citizens, the organization will have to comply in certain cases.

Significant increases in fines
•

Failure to comply with the GDPR can result in heavy fines and restitution—upwards of 4% of your global revenue or
€20m, whichever is higher. Other administrative measures may also be imposed such as deletion of client database in
case of unlawful data processing.

Mandatory disclosure of data loss incidents
•

•

If an organization loses personal data, it has 72 hours to inform the local regulator. At that point, information on the
circumstances of the breach and the technical measures that were in place to safeguard the data must be given to
the regulator. The individuals whose data has been lost must also be informed “promptly”.

Increased powers of Data Protection
Authorities
Multinational companies will be regulated by the supervisory authority where they have their “main establishment”.
Data Protection Authorities (DPA) of main establishment can act as lead DPA, supervising processing activities
throughout the EU (One-stop-shop). However, other “concerned” authorities may also be involved in handling
complaints about them.

Quick GDPR Overview
Key changes

(Mandatory) Data Protection Officer
•

Many organizations will be required to appoint a data protection officer (DPO) as a result of the GDPR.

Focus on accountability & transparency
•

The new concept requires the companies the ability to demonstrate compliance with the GDPR, e.g. keep detailed
records, implement appropriate technological and organizational measures.

Right to data portability
•

Where the processing of personal data is carried out by automated means, Clients and employees will have the right
to request and receive their own data in a structured, commonly used, machine-readable and interoperable format,
and to transmit it to another party.

International data transfers
•
•

Data transfers to countries outside the EEA continue to be prohibited unless that country ensures an adequate
level of protection.

Deloitte’s approach
GDPR Compliance Program
GDPR Compliance Program
Project Preparation

Project kick-off

•

Project kick-off workshop with
the relevant stakeholders and
project members to describe
Deloitte’s approach, the goal
and the timing of the project

•

Mutual definition of personal
data with the Client

•

Designate key contact
personnel, set out the rules for
cooperation

•

Notification about relevant ongoing projects

•

Introduction of Deloitte’s
project members

•

I. Gap analysis

II. Develop an Action
Plan

Perform Gap
Analysis

Develop an Action
Plan

Request and review relevant
documentation, internal policies
(e.g. contracts, notification and
consent templates, policies).

• Develop an action plan
• Develop recommendations to
mitigating measures, activities
and prioritized timing to close
the gaps identified during the
gap analysis phase

III. Implementation

Provide support and
project management
during the
implementation
• Provide professional support and
consultation throughout the whole
implementation phase
• Provide professional
recommendations, best practice,
review documents, provide quality
assurance

•

In-person interviews with the
relevant stakeholders

•

Validation workshop

•

Detailed gap analysis and
validation

• Optionally to train the Client’s staff

•

Indicate high priority issues and
develop implementation plan for
these gaps

• Provide support and advice in legal
interpretation
• Advise regarding processes,
information- and data security
issues relevant to data protection
• Project management

Deliverable:
• Report on the results of the
gap analysis

Project kick off: Day 1
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4-6 weeks

Deliverable:
• Detailed action plan draft

3-4 weeks

Deliverable:
• Defined on a case-by-case
basis

10-18 weeks
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