Contacts
Dublin
Deloitte
Deloitte & Touche House
Earlsfort Terrace Dublin 2
T: +353 1 417 2200
F: +353 1 417 2300

"We recognise that every organisation is different.
Our flexible, pragmatic and independent approach to managing
cyber security means that we work with you, from network to
boardroom, to address the constantly changing threats."

Cork
Deloitte
No.6 Lapp’s Quay
Cork
T: +353 21 490 7000
F: +353 21 490 7001

Colm McDonnell, Partner, Risk Advisory Services

For more information please contact:

Colm McDonnell
Partner, Risk Advisory Services
T: +353 (0)1 417 2348
E: cmcdonnell@deloitte.ie

Limerick
Deloitte
Deloitte & Touche House
Charlotte Quay Limerick
T: +353 61 435500
F: +353 61 418310
www.deloitte.com/ie

Jacky Fox
Cyber & IT Forensic Lead
Risk Advisory Services
T: +353 (0)1 417 2208
E: jacfox@deloitte.ie
Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a private company limited by guarantee, and its network of member
firms, each of which is a legally separate and independent entity. Please see www.deloitte.com/ie/about for a detailed description of the legal
structure of Deloitte Touche Tohmatsu Limited and its member firms.
With nearly 2,000 people in Ireland, Deloitte provide audit, tax, consulting, and corporate finance to public and private clients spanning
multiple industries. With a globally connected network of member firms in more than 150 countries, Deloitte brings world-class capabilities
and high-quality service to clients, delivering the insights they need to address their most complex business challenges. With over 210,000
professionals globally, Deloitte is committed to becoming the standard of excellence.
This publication contains general information only, and none of Deloitte Touche Tohmatsu Limited, Deloitte Global Services Limited, Deloitte
Global Services Holdings Limited, the Deloitte Touche Tohmatsu Verein, any of their member firms, or any of the foregoing’s affiliates
(collectively the “Deloitte Network”) are, by means of this publication, rendering accounting, business, financial, investment, legal, tax, or other
professional advice or services. This publication is not a substitute for such professional advice or services, nor should it be used as a basis
for any decision or action that may affect your finances or your business. Before making any decision or taking any action that may affect your
finances or your business, you should consult a qualified professional adviser. No entity in the Deloitte Network shall be responsible for any
loss whatsoever sustained by any person who relies on this publication.
© 2015 Deloitte. All rights reserved

Cyber Security
Evolved

Aware
Aware

Prepare
Prepare

Respond
Respond

Cyber
evolving
Cyberthreats
threatsare
aremany,
many, varied
varied and
and always
always evolving

Making
skills
Makingsure
sureyou
youhave
have the
the capability
capability and
and skills

Supporting
network to
to boardroom
boardroom
Supporting you
you from
from network

Being
on so
so you
you can
can figure
figureout
outwhat
what
Beingaware
awareisis“knowing
“knowing what
what is
is going
going on
totodo”.
threats are
arerelevant
relevanttoto
do”.The
Thechallenge
challenge isis to
to know which cyber threats
your
next threats
threatswill
willbe
beand
and
yourorganisation
organisationand
and to
to anticipate
anticipate what the next
where
wherethey
theywill
willcome
come from.
from.

Although
cyber attack
attackmust
mustbe
be
Althoughthe
thetechnical
technical defences
defences against
against aa cyber
built
have far
far reaching
reachingbusiness
business
builtby
byIT,
IT,aabreach
breach of
of those
those defences can have
consequences.
and deciding
decidinghow
howand
and
consequences.Identifying
Identifying the business risks and
when
starting points
pointsinin
whencyber
cyberissues
issues should
should be
be escalated are the starting
developing
response.
developingan
aneffective,
effective, coordinated
coordinated business response.

When
occurs the
the response
responsemust
mustbe
befast,
fast,thorough
thoroughand
anddecisive.
decisive.
When aa breach
breach occurs
Immediate
required on
on several
severalfronts.
fronts.The
Thenature
natureofofthe
thebreach
breach
Immediate action is required
must
the losses
lossesand
anddamage
damageunderstood.
understood.Further
Further
must be established and the
attacks
prevented by
by urgent
urgentaction
actionwhile
whileaalonger-term
longer-termsolution
solution
attacks must be prevented
isis found.
found.

Deloitte’s
of the
the
Deloitte’scyber
cyberaware
awarecapability
capabilitygives
givesorganisations
organisations situational
situational awareness of
cyber
organised
cyberthreats
threatsfacing
facingthem.
them.Whether
Whetherthe
thethreats
threatscome
come from
from insiders,
insiders, from organised
cybercriminals,
criminals,from
fromhacktivists
hacktivistsor
orfrom
fromsophisticated
sophisticated attackers
attackers using innovative
cyber
innovative
techniques,our
ourservices
serviceshelp
helporganisations
organisationsto
tounderstand
understand the
the threats, how they
techniques,
they affect
affect
their
businessand
andhow
howtotodeal
dealwith
withthem.
them.
their
business

Protecting
is
Protectinginformation
informationassets
assetsininan
analways-on
always-onand
and always-connected
always-connected world is
ofof
critical
criticalimportance
importancetotothe
thesustainability
sustainabilityand
andcompetitiveness
competitiveness of businesses
businesses
today.Effective
Effectivesecurity
securityisisthe
thedifference
differencebetween
between success
success and
and failure; between
today.
between
understandingand
andignorance;
ignorance;between
betweencompliance
compliance and
and non-compliance;
non-compliance; between
understanding
between
winningand
andlosing.
losing.
winning

Management
are judged
judged on
on their
theirability
abilityto
torespond.
respond.Slow
Sloworor
Management and
and security
security teams are
ineffective
reputational damage,
damage,decreases
decreasesininshare
sharevalue
valueand
and
ineffective response
response can mean reputational
potentially lead
lead to
to litigation
litigation costs or further
potentially
further attacks.
attacks.

Cyberintelligence:
intelligence:Our
Ourcyber
cyberintelligence
intelligencecentre
centre draws
draws on
on real
real time security
Cyber
security
intelligencefrom
fromour
ourstrategic
strategicpartners
partnersininthe
thesecurity
security industry,
industry, from
from our
intelligence
our own
own
platformsand
andtools,
tools,and
andfrom
fromour
ourclients’
clients’own
ownsystems.
systems. Our
Our operational
operational security
platforms
security
expertsanalyse,
analyse,contextualise
contextualiseand
andintegrate
integratethese
these diverse
diverse feeds
feeds with
with our
experts
our unparalleled
unparalleled
understandingofofbusiness
businessprocesses
processesand
andrisks
risksto
to give
give our
our clients
clients enriched
enriched situational
understanding
situational
awarenessand
andpragmatic
pragmaticactionable
actionableinformation
information to
to address
address threats
threats as
awareness
as they
they arise.
arise.
Managedsecurity
securityassessments:
assessments:Our
Ourdedicated
dedicated team
team of
of security
security penetration
penetration testing
Managed
testing
experts
can
carry
out
a
range
of
system
security
assessments.
From
experts can carry out a range of system security assessments. From light
light touch
touch
vulnerability assessment through to controlled yet relentless attacks on an entire
vulnerability assessment through to controlled yet relentless attacks on an entire
organisation’s systems and processes, we can identify where there are weaknesses,
organisation’s systems and processes, we can identify where there are weaknesses,
what impact they might have on business value and help you manage the risks in a
what impact they might have on business value and help you manage the risks in a
pragmatic and business-focused way.
pragmatic and business-focused way.
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to quickly define roles and responsibilities, complete a risk and impact assessment and
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Cyber Forensics: Specialist teams can assist you to conduct technical root cause
Cyber Forensics: Specialist teams can assist you to conduct technical root cause
assessment, breach analysis and forensic investigation.
assessment, breach analysis and forensic investigation.
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