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David Dalton
Partner, Financial 
Services Lead
ddalton@deloitte.ie 
+353 1 407 4801

Foreword
It is with great pleasure that I introduce our new publication, 
FinSight, issue one which brings you our latest articles, 
perspectives and market developments from Deloitte 
professionals and experts within the financial services industry.

In this issue, our articles share a 
common theme around transformation. 
We examine significant emerging 
technologies and highlight results from 
recent Deloitte research including a 
study conducted jointly with the World 
Economic Forum which examined 
how artificial intelligence is changing 
operating models, strategic priorities 
and competitive dynamics, and raising 
challenges for public policy. AI will make 
front and back office operations look 
radically different, create major shifts in 
the structure and regulation of financial 
markets, and raise critical challenges 
for society to resolve. Nothing less 
than a collaborative effort will triumph 
over these challenges and unlock 
AI’s benefits for the best interests of 
business and society. 

Other technology-related articles 
present highlights of our global survey 
of banking which suggests consumers 
expect more digital engagement 
from their banks, and coverage of a 
recent Deloitte cybersecurity survey 
where chief information security 
officers from over 50 companies 
were asked how they are discharging 
their responsibilities in protecting the 
digital fortresses at banks, investment 
management firms, insurance 
companies, and other financial services 
institutions. 

Overall, this study found organisations 
are working within a broad spectrum 
of cybersecurity strategies, structures, 
and budget priorities. The findings 
suggest that clear differences exist 

within the industry based on company 
size, maturity level, and even ownership 
structure. While it’s important to have 
an adequate budget for cybersecurity, 
how a program is organised, and 
governed may be equally, if not more, 
impactful than how much is spent 
relative to a company’s overall IT budget 
or revenue.  

Elsewhere, we take a deep dive into 
culture and diversity, highlighting 
among other issues the key questions 
supervisors consider when assessing 
whether firms are promoting 
constructive challenge at all levels in the 
organisation, and we have a brief look 
at the opportunities and potential of 
smart cities.

mailto:ddalton%40deloitte.ie%20%20?subject=
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We also share an interview with 
Joe Duffy, Country Executive for 
BNY Mellon in Ireland and Chair of 
FSI Executive Board. The work that 
FSI does is vital for the continuing 
development and growth of Ireland’s 
Financial Services industry.

Finally, we explore what’s ahead 
for fintech where collaboration and 
co-development are on the rise and 
the lines between incumbents and 
insurgents are blurring. One point we 
heard repeatedly during our fintech 
research is that financial institutions 
have become much more demanding 
about what they expect from fintech’s 
pitching products or investment 
opportunities 

I hope you enjoy reading these articles 
and that you will find them useful and 
thought-provoking.

For more information visit 
Deloitte.ie/Financial-Services

https://www2.deloitte.com/ie/en/industries/financial-services.html
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The new physics of 
financial services

As artificial intelligence (AI) significantly changes the 
traditional operating models of financial institutions, 
shifting strategic priorities and upending the 
competitive dynamics of the financial ecosystem. 
How can financial institutions better embrace AI 
and prepare themselves for the future?  

How artificial intelligence is 
transforming the financial 
ecosystem

Bob Contri
Principal, Deloitte United States
Global Financial Services 
Industry Leader

Rob Galaski
Partner, Deloitte Canada
Global Banking & Capital 
Markets Consulting Leader
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Much ink has been spilled 
on the role of artificial 
intelligence (AI) in financial 
services. But the bulk of it 

has been about technical requirements 
or near-term trends. For those trying to 
understand the strategic implications of  
AI in the industry, the body of work has 
been slim. 

Our Deloitte Consulting team recently 
joined with the World Economic Forum 
(the Forum) to address this gap. Over 
ten months, we conducted a half-
dozen global workshops and more 
than 200 interviews with experts. The 
results of that research are contained 
in the Forum report, The New Physics 
of Financial Services: Understanding 
how artificial intelligence is transforming 
the financial ecosystem. This article is a 
summary of those findings. 

Our aim is to help financial executives, 
regulators, and policy makers gain 
clarity around the ways that AI is 
changing the operating models of 
financial institutions, affecting strategic 
priorities and competitive dynamics, 
and raising challenges for public policy. 

Since 2015, Deloitte has worked with 
the Forum to gauge the forces of 
change in financial services. Our work 
represents four years of research into 
ways that technology is disrupting the 
financial services ecosystem. 

These advances are rapidly changing 
what it takes to build a successful 
business in financial services. 
Eventually, an unfamiliar environment 
will appear, one that has been 
reassembled to deliver new kinds 
of value, reshape operating models, 
upend competitive dynamics and take 
public policy into uncharted territory. 
The result? A great upheaval - of 
capabilities, resources, relationships, 
and potential. Old bonds will break. 
New ones will form in unexpected 
ways. The centre of gravity will shift, 
and where it comes to rest depends 
on the choices that stakeholders make 
today.

 “The opportunities 
of the exponential 
era are not limited to 
those new companies 
that have been 
designed to capitalise 
on its opportunities. 
Traditional 
organisations can learn 
from their non-linear 
competitors, and lots 
of opportunities exist. 
AI is a game changer 
and is one of those 
technologies anyone 
can adopt.”  
Petri Heinonen, 
Partner, 
Banking lead, 
Deloitte Ireland LLP
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Value creation
AI is changing how financial institutions 
get and keep customers. Even as it 
commoditises traditional points of 
differentiation, AI offers the opportunity 
for significant market innovation. The 
one certainty is that firms must adapt 
their products and services for the day 
when AI automates customers’ financial 
lives - or much of it, anyway - and 
improves their financial outcomes. 

A new proving ground for customer 
loyalty 
Historically, financial institutions relied 
on price, speed, and access as ways to 
attract customers. But online platforms 
are making it easier for customers to 
compare prices. Emerging technologies 
are reducing instant product and 
service delivery to a basic expectation. 
And thanks to digital distribution, 
there’s less need for intermediaries in 
the course of doing business. 

As the old levers become less 
effective, new ones emerge in their 
place: customisation of offerings to 
customers’ specific financial needs 
and objectives; engagement through 
ongoing and integrated interactions 
beyond financial services (such 
as offering forecasting services to 

merchants or booking repairs for auto 
damage); and curated ecosystems 
based on data from consumers, 
corporate clients, and third parties. 
These new levers will provide stronger 
ways for financial institutions to 
compete on value, retain customers, 
offer differentiated advice, and provide 
one-stop solutions.

Our insight
Institutions that procrastinate 
in creating new ways to 
differentiate their products 
face an uphill battle at 
preserving margins, especially 
once technology normalises 
traditional metrics like price and 
speed.

Key questions to consider 

What are the most effective offerings companies can pursue? 

How can institutions go about implementing this change in mentality? 

What does it take to be sustainably different? 

What capabilities do they need to build or acquire? 
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Self-driving finance 
Financial advice, part of every product, 
is often generic and impersonal. It also 
tends to be overly reliant on subjective 
advice from different customer service 
agents. The product and customer 
information needed to improve 
financial outcomes can be hard to 
pull together, both within and across 
institutions. 

Enter self-driving finance. In this 
reimagined experience, consumers 
interact with an AI-based agent for 
advice and product customisation. 
The self-driving agent offers guidance 
on complex decisions such as home-
buying, retirement planning, or 
corporate financing. At the same time, it 
automates routine transactions such as 
bill payment and refinancing. Products 
come from financial institutions, as they 
do today with human agents. 

AI enables self-driving finance in three 
key ways. First, the technology can 
compare products and providers to 
arrive at an optimal price and fit for 
the customer. It also can personalise 
both the advice and the products it 
offers to a degree that isn’t economical 
for human agents to do. Finally, a self-
driving agent can manage day-to-day 

finances entirely behind the scenes. 
It avoids fees, monitors for better 
deals, and more on the customer’s 
behalf, without the customer having to 
intervene. 

Still unknown is who delivers the self-
driving agent. Will it be incumbents, 
new entrants, or large technology 
companies? Neither is it clear how the 
interests of consumers will align with 
those of product manufacturers and 
self-driving agents. Put another way, the 
accountability framework for algorithm-
driven decision-making has yet to be 
determined.

Our insight
As the customer experience 
becomes automated, fewer 
interactions take place between 
provider and customer. But 
the interaction points that do 
persist become increasingly 
important and centred around 
advice.

Key questions to consider 

How can companies stand out in a self-driving future? 

What does channel strategy look like with a self-driving channel in 
the mix? 

What “quick wins” can financial institutions achieve to delight customers? 
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Operating models
AI isn’t just for the front of the house. It 
also holds exciting changes for the back 
office, potentially improving it to the 
point where institutions make parts of 
it available as a commercial service. 

From cost centre to profit centre 
AI may end up prompting firms to turn 
their centres of excellence into services, 
while outsourcing most other back-
office capabilities. Why? Because it’s 
hard to excel at everything, and over 
time competitors are likely to replicate 
the processes that are efficient but 
not best in class. At the same time, the 
processes that do achieve excellence 
under AI could improve so rapidly that 
it becomes impossible for others to 
catch up. At that point, the centre of 
excellence becomes both a defensible 
advantage and a sustained revenue 
source for the institution. 

That’s not to say AI won’t affect other 
parts of the back office. Intelligent 
technologies are coming along at a 
time when financial institutions are 
looking to modernise their operations, 
for example by using cloud-based 
architecture. Moving to the cloud 
makes it easier to “plug and play” with 
third-party services. It also makes 
it easier to turn internal centres of 
excellence into commercial offerings. 
And if the commercial offerings are 
enhanced with AI, they can bring in 
more data for the technology to learn 
from and continuously improve. 

Existing software-as-a-service offerings 
provide a blueprint for AI-based 
outsourced services. With that, 
incumbent institutions still must figure 
out how to build centres of excellence 
that are attractive service offerings. 

Key questions to consider 

What capabilities does it take to build an AI centre of excellence? 

How will data regulations impact the globalisation of financial services? 

What process areas should institutions build out internally 
versus outsource? 

Another quandary is how to protect the 
value of proprietary data when firms 
must share that data with competitors 
in order to achieve minimum 
requirements of efficiency. The effect 
of data regulations on outsourced 
back-office processing might impact 
the globalisation of financial services. 
Finally, concerns about data security 
and cloud architecture have yet to be 
resolved. 
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Finding a balanced approach to talent 
It’s entirely possible that the business models and competitive 
dynamics that AI generates will lead to net new opportunities 
for talent. And success in these new business realities will be 
predicated on distinctively different strategies around roles, culture, 
and rewards. Failure to adapt could result in stalled capacity for 
innovation, a myopic focus on the near term and strategies that 
reward the status quo.

In short, the industry confronts an historic under-investment in 
talent and technology. To head this off, financial executives should 
weigh what to do differently to manage their talent needs. What 
kinds of talent do firms need for new business models? How can 
humans keep pace with technological transformation? 

Our insight
Financial institutions that create new talent 
experiences via elevated and evolved policies, 
processes, and structures become leading 
executors of business transformations.

Key questions to consider 

What could financial executives do differently to manage talent 
transformation more effectively? 

How can financial institutions accelerate transformations when 
training, learning, and adapting takes place at human speed? 

What are the specific talent archetypes that financial services will 
need to evolve and perform within new business models? 

Competition
The economics of AI will push market 
structures to extremes, giving the 
advantage to large-scale players and 
agile innovators. If this happens, mid-
sized firms can become a thing of the 
past. In this scenario, regulators will 
need to decide how to respond to 
the increased consolidation of assets. 
They also may be pressed to reduce 
regulatory barriers to enable new 
entrants. An open question is to what 
extent consolidation of scale players 
becomes a cross-border phenomenon, 
with international firms aggressively 
expanding in domestic markets. 

Our insight
To retain the favour of 
recommendation algorithms, 
scale players maximise their 
economies of scale by focusing 
on key products and divesting 
from peripheral activities that may 
undermine price and performance.

Key questions to consider 

What can mid-sized players do to avoid being acquired? Build niche 
capabilities? Look at selective investments in AI? Or perhaps explore 
partnerships? 

As operational barriers to entry give way, how will institutions plan for 
regulatory changes aimed at maintaining a level playing field, enabling 
competition and consumer protection? 

With the likelihood of increased consolidation in the industry, how will 
companies navigate greater cross-border activity to thrive or survive? 
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Uneasy data alliances 
Partnerships may be a quick way to 
get the depth and breadth of data 
firms need for more accurate models 
and more complex use cases. But 
the risks of partnerships will be long-
term. The customer experience tends 
to be winner-take-all, especially in 
platform and self-driving ecosystems. 
Winners gain excessive market power, 
enabling them to pit providers against 
one another. But they also gain more 
exposure to security and privacy 
risks that could break apart their 
partnerships. They might also end up 
with diminishing power of assets scale 
if the data gap between large techs 
and incuments continues to grow. 
And then there's partnership lock-in. 
A too-great reliance on data flows 
from partnerships can perpetuate 
relationships that serve firms poorly in 
the end. 

Of course, all these tensions are 
manageable. Other firms have figured 
out how. Will financial institutions, 
especially in light of open banking? Time 
- as it generally does - will tell. 

Our insight
Developing the right data 
partnerships while mitigating 
potential tensions in those 
relationships allows firms to 
sustainably develop unique and 
differentiated products, insights, 
and experiences. Firms that 
oppose data sharing struggle 
to form the data partnerships 
necessary to develop AI 
capabilities, which risks leaving 
them uncompetitive.

Key questions to consider 

Who will retain control of the customer experience in 
partnerships between tech companies and financial 
services firms? 

How will smaller companies negotiate effectively with 
large tech companies, particularly if they already have 
major financial services partners? 

What products and services will be most reliant on 
third-party data to be competitive? 
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Public policy
At the centre of the AI story lies 
data. With expansive amounts of 
data powering the virtuous cycle of 
improvement, financial institutions may 
find it practical to pool what they have 
so they can build common solutions 
for non-competitive functions. If that 
happens, firms could not only realise 
mutual efficiencies in operations - they 
could make the financial system safer 
as well. 

But there are regulatory issues to 
consider. Rules around data privacy 
and portability will affect the relative 
ability of financial and non-financial 
institutions to deploy AI. On top of 
this are AI’s potential risks to societal 
and economic well-being. Addressing 
these issues will go a long way toward 
encouraging institutions to adopt more 
transformative AI capabilities. 

Collective solutions for shared 
problems  
AI-driven utilities offer a chance to 
address some of the challenges of 
today’s financial system. They can do 
this by addressing data asymmetries 
that impede fraud prevention, anti-
money laundering, and other processes 
intended to make our financial system 
safer and more reliable. A solution 
becomes even more important given 
that a problem with the process at one 
institution can have a ripple effect on 
other institutions across the ecosystem. 

Since these processes are rarely 
strategic, and often generic across 
product categories, institutions might 
find it’s worth trading their proprietary 
approach for the flexibility and 
efficiency of a mutual one. AI can then 
recognise patterns across the shared 
dataset and develop insights on threats 
that cross institutional boundaries.

Our insight
Real-time scanning, using full-market data, dramatically increases 
institutions’ ability to head off threats and nip malicious activities in the 
bud. Companies like ComplyAdvantage and Shift Technology have shown 
significant benefits to using AI-based algorithms to monitor transactions. 
ComplyAdvantage claims to have achieved an 84 percent reduction 
in false positive alerts for anti-money laundering risk data, while Shift 
Technology is using AI to help insurers fight claims fraud. 

Key questions to consider 

How will utilities, collectives, and individual institutions share 
liability for errors and compliance failures? 

Is it possible to develop cross-border solutions given a growing 
divergence in financial and data regulations? 

What is the right ownership framework for collective utilities to 
ensure their interests are aligned with their stakeholders? 
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Regulatory and ethical dilemmas  
Global data regulations are undergoing 
a period of unprecedented change 
as governments move to adopt new 
rules to protect and empower citizens. 
These rules affect the development of 
AI in a number of ways, including the 
use of cloud-based services, use of 
personal data and access to financial 
data. Other risks of AI are beyond the 
scope of financial regulators. They can 
affect such things as financial safety, 
global and regional economic growth, 
consumer protection and the public 
interest, employment and human 
capital, and the experience of other 
industries. 

For all the good AI can and will do, its 
potential risks to economic and societal 
well-being are too great to be left to 
chance. 

Our insight
As consumers gain control over 
how their data is used, they 
need an easy way to manage 
consent and authorisation. 
The likely solution is a digital 
identity system. 

Key questions to consider 

What norms will develop 
regarding international data 
flows? How will divergent 
rules affect cross- border 
data flows? 

What solution is there 
to address consumer 
concerns regarding 
improper data usage and 
data sharing? 

What form will new open 
banking and data privacy 
rules take around the 
world, and how will it affect 
financial institutions? 

Concluding thoughts
Understanding and adapting to AI is 
a journey. It’s a journey subject to the 
headwinds and tailwinds of economic, 
social, and political change. It’s also a 
journey no firm should take on its own. 

The future of financial services lies 
in its ability to fully benefit from new 
technologies. AI is a new technology 
that will make front and back office 
operations look radically different, 
create major shifts in the structure 
and regulation of financial markets, 
and raise critical challenges for 
society to resolve. Nothing less than 
a collaborative effort will triumph 
over these challenges and unlock 
AI’s benefits for the best interests of 
business and society. 

Where to go from here? We suggest 
the following: 

 • Continue with short-term value. 
However, don’t let short-term 
priorities distract from understanding 
the long-term implications of AI and 
making the appropriate investments 
to prepare for transformation. 

 • Form strategic collaborations. 
Rely on open forums to solve 
issues collectively. Meanwhile, take 
advantage of shared capabilities to 
fulfil supervisory responsibilities. 

 • Work with policymakers. Concentrate 
on the ways AI will change various 
segments across the system as well as 
on new mitigations to explore. 

We’ll leave you with this thought. AI 
in financial services - for individual 
institutions, the economy, and society 
- is a long-haul flight. Getting it done, 
and done well, will take extensive 
and unglamorous work. Will it add 
complexity? Yes. Does it represent great 
progress? Also yes. 

This article is sourced from 
The new physics of 
financial services 
Deloitte.com/AU

https://www2.deloitte.com/au/en/pages/financial-services/articles/artificial-intelligence-transforming-financial-ecosystem.html
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Accelerating 
digital 
transformation 
in banking
Findings from the global 
consumer survey on 
digital banking
Consumers around the globe expect their banks to 
act and interact more like top technology brands. Our 
latest global consumer survey on digital banking reveals 
where the gaps are and what banks can do to meet 
heightened expectations.

Val Srinivas
Banking & Capital Markets Research Leader
Deloitte Center for Financial Services

Angus Ross
Managing Director
Deloitte Consulting LLP
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Today, many consumers have a 
stronger emotional connection 
with leading technology 
brands than they have with 

their primary banks. If banks want to 
keep up, they will have to engineer 
the digital experience they offer to 
make these emotional connections 
which can ultimately translate into 
sticky interactions and more profitable 
customers. 

In May 2018, Deloitte surveyed 17,100 
banking consumers across 17 countries 
to measure the current state of digital 
engagement. The results confirmed 
findings that we have observed in 
other Deloitte studies: Consumers’ 
overall satisfaction with their primary 
banks is generally high.1 Nearly two-
thirds of consumers in our global 
sample are either completely satisfied 
or very satisfied with their primary 
bank. But this measures emotional 
engagement with broad strokes; it does 
not paint a full picture of customer 
satisfaction. Consumers feel best-in-

class digital service providers including 
Apple, Google, Amazon, Samsung, 
and Microsoft, outperform banks in 
providing quality, convenience, and 
value via an exceptional digitally driven 
consumer experience.

Our study indicates that consumers 
are ready for a higher level of digital 
engagement from their banks. This 
clearly presents an opportunity for 
banks; if they can improve their digital 
offerings, they could increase customer 
engagement.

Of course, many consumers already 
interact with digital banking channels 
quite frequently, which is a highly 
positive development. Our study found 
86 percent of consumers use branches 
or ATMs to access their primary bank; 
84 percent use online banking; and 
72 percent use mobile apps to access 
their primary bank. But tellingly, digital 
channels are used more frequently 
than branches and ATMs across all 
generations, and in all countries. While 

the frequency of digital channel usage 
is a positive sign, there is an important 
distinction to make here regarding 
quantity versus quality of interactions. 
Digital channels are mostly limited 
to informational and transactional 
services while consumers still prefer 
traditional channels for complex or 
advisory services, however. Of the 
respondents who filed a complaint with 
their bank, 42 percent used contact 
centres, 26 percent used branches, and 
only 30 percent used digital channels 
(online or mobile). The trend is also 
true for applying for new products, 
especially loans that require multiple 
verification and documentation steps. 
And although few banks allow their 
customers to apply for a consumer 
unsecured term loan or small business 
loan through digital means, fintechs 
have been allowing this for almost a 
decade.2 For the most part, retail banks 
still require human intermediaries and 
cumbersome nondigital documents to 
process loan applications.3 

Further, banks’ “pull” approach versus 
a “push” approach to digital service 
could be standing in the way of 
creating emotionally engaging digital 
interactions. Today’s consumers still 
come to the bank’s platform to meet 
their needs—be it monitoring account 
details or understanding their spending 
patterns—and banks tend to react to 
their needs. Meanwhile, fintechs have 
shown a better way to digitally engage 
consumers through a “push” strategy 
that includes sending them intelligent, 
tailored insights based on their 
spending behaviour or notifying them 
about discounts or loyalty offers at  
nearby retailers.4  

Although banks have made the 
important step of making the login 
process easier by having mobile devices 
remember information in a secure 
manner, they can invoke more push 
strategies, such as providing customers 
with alerts regarding unusual 
movement in their accounts.5 

1.  Val Srinivas, Steve Fromhart, and Urval Goradia, First impressions count: Improving the account opening process for millennials and digital banking customers, Deloitte University Press, September 6, 2017.
2.  Peter Renton, “The new intersection of banks and marketplace lending,” Lend Academy, December 21, 2016.
3.  Srinivas, Fromhart, and Goradia, First impressions count.
4.  Chris Skinner, “Big banks are not fleeing the fintech heat (yet),” The Finanser, accessed July 31, 2018.
5.  Shirra Frost, “Engage customers with financial alerts,” ABA Bank Marketing, March 8, 2017.
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The digital-emotional connection
To understand how digital engagement 
varied across customer segments, we 
ran a cluster analysis of almost 14,000 
global respondents which highlighted 
three distinct consumer segments.6 
We name these groups traditionalists, 
online embracers, and digital 
adventurers.

 • Traditionalists (28 percent of our 
sample) are light digital users who do 
most of their banking in branches and 
through ATMs. Nearly one-quarter of 
traditionalists have never used online 
banking to access their primary bank 
and 44 percent have never used 
mobile apps to access their primary 
bank. Traditionalists also hold fewer 
products, such as debit and credit 
cards, than the other segments.

 • Online embracers (43 percent) are 
more digitally engaged with their 
banks than traditionalists, but prefer 
online over the mobile app channel 
for types of transactions that banks 
have spent years perfecting online, 
such as balance and transaction 
inquiries, transferring funds, and 
paying bills. They have higher product 
holdings than traditionalists and 

transact with their banks more 
frequently, but not all the time; about 
20 percent of online embracers 
accessed their bank online more than 
10 times a month, and 25 percent 
accessed their mobile apps more than 
10 times  
per month.

 • Digital adventurers (28 percent) 
use mobile and online channels to 
inquire about their account, transfer 
funds, and pay bills. Over half of 
users of online and mobile banking 
in this segment have accessed these 
channels 10 or more times a month. 
A significant proportion of digital 
adventurers prefer to use online and 
mobile channels combined rather 
than visiting a branch to apply for 
simple products such as debit cards 
and checking accounts. Most tellingly, 
digital adventurers demonstrate 
the highest levels of satisfaction 
and are most likely to recommend 
their primary banks. They also 
generally express a deeper emotional 
engagement with their primary banks 
compared to online embracers and 
traditionalists, at least in absolute 
terms. 

The gaps between emotional connection to favorite 
brands and primary banks
Percentage of respondents who believe the statements 
describe their top brands and banks

21%

15%

18%

12%

12%

16%

26%

13%

18%

11%

12%

20%

30%

14%

20%

14%

16%

23%

They “wow me” with the quality of their products and services

Traditionalist

Online embracers

Digital adventurers

They make it easy for me to use their products and services

They offer me the most value compared to the same types of products and services

They know me and what I need

They are transparent on product/service terms and fees

They routinely look for ways to improve my experience or deliver greater value

Source: Deloitte Center for Financial Services analysis. 6.  For our cluster analysis, we included data for 13,912 respondents on channel usage behaviour.
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When looking at digital adventurers’ 
emotional engagement with their 
banks compared to their favourite 
brands, an interesting twist emerges. 
Although digital adventurers are the 
most emotionally engaged banking 
consumers in absolute terms, the 
gap between engagement with their 
favourite brands and primary bank is 
higher for four of six parameters. This 
is where we ask ourselves, “Are banking 
consumer relationships truly sticky? 
If these favourite brands become 
financial services providers, then what?”
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More real in digital and digital in 
real
According to our survey, consumers 
are more likely to increase use of digital 
channels (both online and mobile) if 
banks increase security, provide more 
real-time problem resolution, and allow 
for more regular banking transactions 
to be handled digitally. 

On the other side, adding digital self-
service screens at brick-and-mortar 
locations, or being able to connect 
with a bank representative virtually will 
increase consumers’ likelihood to use 
branches. 

Consumers are likely to bank more on a mobile 
app if the following features are offered
Percentage of respondents who replied ‘likely’ or 
‘very likely’ to use mobile apps more 

52% 44% 44%

Stronger data security

Making the login/
authentication process easier

Additional features such as 
budgeting, tax preperation, etc.

Allowing me to submit e-signatures 
and complete applications entirely 
on the mobile app

Prepopulating transaction 
forms with my information

Offering access to a banking 
advisor through the mobile app

Better integration with apps, 
devices, and other websites

Ability to do more of 
my regular banking 
transactions on the 

mobile app

More real-time 
problem resolution

52%

36%39%

36%
38% 33%

Source: Deloitte Center for Financial Services analysis. 
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Consumers are likely to bank more at a branch 
if the following features are offered
Percentage of respondents who replied ‘likely’ or 
‘very likely’ to use a bank branch more

Ability to schedule a personal 
appointment for a virtual 
video meeting with a 
representative

Source: Deloitte Center for Financial Services analysis. 

Branch that resembles a café 
where you can plug in, hang 
out, and work

Digital screen self-service, 
with option to reach a 

representative

Extended service hours 
through virtual remote 

services with a representive

52% 36%

36% 34%
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Across all geographies, we noticed a 
common theme: There needs to be an 
evolution in how consumers interact 
with their banks, and customers 
expect that progression to begin now. 
As the progression unfolds, human 
interactions will likely remain important, 
especially for milestone decisions 
in consumers’ financial journeys. 
However, digital will be at the heart of 
personalising consumers’ day-to-day 
interactions to enhance their emotional 
connection to bank brands. 

Perhaps the key takeaway is that 
customer satisfaction is relative. In the 
end, to capture the hearts, minds, and 
wallets of customers, banks will need to 
accelerate their digital transformation 
and reconfigure each channel to serve 
every need customers have. Only 
this level of transformation is likely to 
strengthen banks’ emotional ties with 
consumers and earn them a top spot in 
the list of consumers’ favourite brands.

Bolster security measures for all 
consumers. 
Stronger digital security will increase the 
likelihood of customers using digital channels 
in the future. Bolstering security using tools 
such as biometrics is paramount. Banks 
should advertise such security features more 
prominently and differentiate messaging for 
different segments.

Emphasise the convenience of digital with 
traditionalists. 
A big reason many traditionalists do not use 
digital channels is that they simply do not see 
their merit. Therefore, raising awareness around 
the convenience of banking on-the-go (mobile) 
or banking from anywhere (online) is pivotal.

Expand mobile apps’ capabilities to 
simplify its user interface to engage online 
embracers. 
A factor limiting embracers’ mobile banking 
usage could be the app’s limited functionalities 
compared to online banking portals. To increase 
online embracers’ willingness to use mobile 
banking, banks should focus on making mobile 
apps more intuitive and more comprehensive. 

Action points

Transform mobile as an experiential channel for 
digital adventurers. 
Banks should use mobile as a differentiator to build 
sticky experiences. Here, banks could position 
chatbots as the go-to help tool or allow consumers 
directly connect to a bank representative in the 
mobile app. These are good starting points, as this 
segment expects more real-time problem resolution 
in digital banking channels. In fact, enthusiasm among 
adventurers could be dampened by apps that lack 
customer service avenues.7 Moreover, banks can 
encourage digital adventurers to step up their use of 
digital channels by simply providing smarter account 
opening features. Options such as pre-populating 
forms on websites and apps, making authentication 
easier, and allowing e-signatures or fingerprint 
scanning will likely simplify and enrich consumers’ 
product buying experiences.

Lastly, break the channel silos. 
Branch, ATMs, online, mobile, and call centres all 
need to be connected, along with third-party digital 
assistants such as Google Home and Amazon Alexa. 
Consumers’ fascination for omni-channel experiences 
is real. Seventy percent of consumers in our study 
consider a consistent experience across channels to 
be extremely important or very important in selecting 
their primary bank. Therefore, banks must have a 
seamless flow of data across all channels. Having a 
360-degree view of consumer interactions across 
channels, products, and systems will pay off by 
building stickier emotional engagement.

7.  Lisa Joyce, “What consumers love (and hate) about mobile banking apps,” The Financial Brand, April 24, 2018.
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 “Most banks are making good progress in 
putting customer centricity at the forefront of 
their strategic agenda. Truly delivering on this 
agenda will require banks to restructure their 
organisations and operations to deliver a new 
flow of digital products and services that meet 
these needs. These products and services 
must continue to iteratively evolve as customer 
behaviours and wants emerge. Banks that 
evolve to agile digital organisations will be able to 
innovate faster than their competitors and stand 
to gain significant advantage in the market.” 
David Conway, 
Partner, Deloitte Digital,
Deloitte Ireland LLP

This article is sourced from 
Accelerating digital 
transformation in banking 
Deloitte.com/Insights

https://www2.deloitte.com/insights/us/en/industry/financial-services/digital-transformation-in-banking-global-customer-survey.html
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An interview 
with Joe Duffy
Country Executive for BNY Mellon in Ireland 
and Chair of FSI Executive Board.
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Joe Duffy
Country Executive 
for BNY Mellon in 
Ireland and Chair of 
FSI Executive Board

Joe Duffy is Head of Global Client 
Management, EMEA and Country 
Executive for BNY Mellon in     
Ireland. As Country Executive, Joe 

        is BNY Mellon’s chief strategist, 
leader and senior representative in 
Ireland and is responsible for oversight 
of the company’s relationships with 
legislators, regulators, clients and other 
key stakeholders.  
 
In February 2017, Joe succeeded Susan 
Dargan as Chair of Financial Services 
Ireland (FSI), an Ibec cross-sector FS 
industry association which represents 
banks, insurance companies, fund 
administrators and managers, and 
investment companies.

Let me begin by asking about 
your role with BNY Mellon and 
your responsibilities as Chair of 
Financial Services Ireland.
I moved to Bank of New York from JP 
Morgan in October 2006. Then in July 
2007, Bank of New York and Mellon 
Corporation merged to form BNY 
Mellon. My role has changed lots of 
times since then, which is great and 
part of what’s kept me working with 
the company. Currently, I run a team 
of senior client relationship managers 

across EMEA. My team ensures that our 
clients’ growth strategies align with BNY 
Mellon’s strategies. My team members 
are some of the most senior people in 
our firm and my role is to be available 
to them and be in front of our clients 
wherever they are across EMEA. I am 
also Country Executive for Ireland at 
BNY Mellon. We have offices in Cork, 
Dublin and Wexford, and we’ve been 
here 25-26 years through different 
iterations. We are typically known as a 
custodian and a funds administrator in 
Ireland as the majority of people who 
work for us are involved in that part of 
the business but we do a lot more than 
funds servicing. As a global bank, we 
are a bank for banks, asset owners and 
asset managers, pension funds and 
central banks. 

In February 2018, I became chair of 
Financial Services Ireland where my role 
is to steer the board and ensure that 
the priorities of our member firms are 
represented. One tremendous benefit 
of FSI membership is that you don’t 
have to go it alone on any particular 
challenge or issue - you may have the 
voice of one but you have the power 
of many. Also, being part of Ibec, FSI 
provides a forum where firms can 

 “The great thing about 
Ireland is that we have 
so much connectivity. 
We are perfectly 
positioned to take what 
is really good, copy 
and enhance it, and do 
better.”

connect with different businesses and 
trade organisations and look, see and 
understand what is common to all 
industries operating in Ireland. 

Looking at the lay of the land, what 
trends are you seeing in FS at the 
moment?
For an outsider, it is reasonably easy 
to join a whole group of different 
businesses together and call them 
financial services. But when you’re in 
the industry there are many different 
component parts: insurance, asset 
management, wholesale banking, retail 
banking, investment banking, etc. 

For trends hitting right now, you have 
to segment a little to understand what 
is going on. What we’re seeing in the 
banking sector in EMEA, for example, 
is consolidation. It has been difficult for 
banks in the EU to consolidate when 
they’ve been focused on their business 
models, on what is core and non-core, 
turning non-performing loans into 
performing loans, selling assets off their 
balance sheets, understanding what 
they’re going to prioritise and focus on. 
But now that activity is largely over and 
the focus is turning to consolidation. 
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When you look at something like 
blockchain, everyone now can grasp 
what this technology can bring and the 
costs are better understood so people 
are beginning to focus more on the 
problems they are trying to solve rather 
than jumping in and then thinking, “why 
are we doing this?” Similarly, I recently 
spent time with one of our clients who 
showed me what they are doing with 
Artificial Intelligence. They have made 
it slick and interactive, so that when 
you open a bank account, the digital 
offering to consumers really feels like 
you are dealing with a human but 
then they realised that actually to have 
the human would be cheaper. I’m not 
saying that organisations, especially 
organisations in FS, can’t deploy new 
technologies in a way which sharpens 
their business model, makes them 
more resilient and helps them become 
much more efficient but you have to 
really think through the outcome you’re 
trying to achieve, and then think about 
how you are setting yourself up to 
achieve it, before you get too caught 
up with “it’s a new tech and we should 
deploy it”.

Is it about scalability and that, 
over time, organisations will get 
their return on investment back 
but they have to bear with it in the 
meantime?
I don’t think you can be really focused 
on your ROI and setting historic ROI 
measures on whether you deploy 
or invest. If that’s the approach then 
you probably won’t do anything new. 
Understanding the power of data and 
how to employ data, the lessons that 
are in data and how to consolidate 
data in single, consumable ways, that’s 
becoming much better understood 
now across FS globally. 
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Do you think Ireland is well-
positioned to leverage these 
technologies? 
Ireland is a small open economy 
which lends itself to the challenges 
presented by data. We’re used to data 
moving cross border and servicing an 
international community. Time-wise, 
we are perfectly positioned between 
east and west. The fact that you’re in 
a central position means you’re open 
when both your client sets are open - 
catching the end of the day for eastern 
clients and start of the day for western 
clients - so you’re a natural bridge and 
that helps from a data perspective. 
The storage of data needs cooling 
energy, but when you’re in a climate 
that doesn’t have large variations 
between hot and cold, that reduces 
the energy cost around data storage 
so we are perfectly positioned from 
that perspective. And if we don’t have 
the talent at any given time, we’re only 
an advertisement away from talent 
coming in - talent flows into Ireland all 
the time. We have the big technology, 
data, and data storage companies here. 
Everything is in our favour for a world 
that is becoming more data-driven.

You mention the many different 
component parts that make 
up financial services. Does the 
complexity make it difficult to 
standardise regulation? 
Every financial services firm in the EU 
27 and in EMEA is subject to regulation 
in some form to different degrees, 
typically depending on how much 
interaction they have with the public 
and in how they conduct business. 
So, regulation is constant but different 
depending on the type of activities 
you’re engaged in - and rightly so. 

To what extent will Brexit impact 
FSI and what will it mean for the 
future of financial services in 
Ireland?
The CBI has been busy licensing new 
firms who are going to conduct activity 
from Ireland and passport into the 
EU 27 post-Brexit. Some are UK firms, 
some are non-UK, and some weren’t 
operating in the EU or in the UK prior 
to the Brexit decision being made. 
Nothing ever stops, it almost feels like 
you’re changing a tyre on a moving car 
and you’re trying to figure  
out how much activity is going on all 
around you.

The impact for FSI is that there should 
be a wider disbursement of member 
firms. Our membership is growing all 
the time and that is what any trade 
association wants - a growing, active 
and involved membership. The firms 
that are coming here are focusing on 
the EU rather than Ireland and they’ll 
add greater diversity to FSI, when 
they join up. But what they’ll also do, 
in this economy, is that they’ll provide 
different routes to employment, 
different learning opportunities, and 
different paths to participation in a 
global FS industry. It is all good from 
a FS industry perspective but it is not 
without challenges. Every firm coming 
here needs a compliance resource and 
a risk resource, an advisor resource. 
That puts pressure on resources but 
those stresses and strains tend to be 
short term as more resources become 
available through natural emergence, 
people returning to Ireland and people 
coming to Ireland who’ve never worked 
here before. This then has a broader 
effect because they then consume 
services like schools for example, which 
is another challenge, but these are 
good challenges to have. It is better to 
be in a growing economy than in one 
that is stagnant. 

In terms of Ireland’s future, do you 
have any comments on the IFS2020 
Action Plan and what do you think 
should be the next priorities in 
developing Ireland’s international  
FS sector? 
When the IFS 2020 plan was conceived 
the focus was on jobs because at 
the time that was absolutely what 
was needed but what you’ll see in IFS 
2025 is a maturing of thinking - an 
understanding that jobs may not be 
the single measure of success and that 
creating value could be much more 
important into the future. Connectivity 
to different markets, accreditation in 
a global financial services index, how 
we’re recognised as an FS centre, 
how we’re treated globally, the quality 
of our regulatory environment, the 
quality of industry participants, the 
safeness and security of the industry 
that is conducted from here - all of 
these things are difficult to measure 
but having an ambition to make Ireland 
a go-to FS hub for cross border FS, 
both globally and in the EU, is both 
aspirational and is appropriate at this 
point in time.



24

FinSight  | An interview with Joe Duffy

If you look at the member firms of FSI, 
you see globally recognised brands 
that have been operating in Ireland for 
years. Similarly, all the top technology 
firms have Irish operations and there 
is an understanding that agendas are 
getting closer and closer together. FSI’s 
newly appointed CEO, Paul Sweetman, 
will focus on achieving greater 
alignment in this area between now 
and 2025.

When you look at FS centres around 
the world, there are really wonderful 
lessons to learn. You could look to 
Israel and say we could learn a lot in 
terms of how Ireland supports fintech 
and startup. In Israel, they have a 
single point of contact for entry into 
the marketplace and a single point 
of contact for any emerging firm that 
wants funding or wants and needs 
support. There is also strength in 
the Luxembourg model, there is a 
nimbleness of government and an 
understanding within government 
of just how important FS is to the 
economy. Then if you go to Singapore, 
you’re not concerned about whether 
your broadband is going to work or 
not. We take so much technology 
infrastructure for granted.

The great thing about Ireland is that 
we have so much connectivity. We are 
perfectly positioned to take what is 
really good, copy and enhance it, and 
do better. We are already leaders in 
areas like aviation leasing and finance 
but when you’re a leader, everyone else 
is looking at you, and trying to copy and 
capture the business you’ve got, so we 
have to be very focused on defending 
what we’ve got as well as growing. 
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The state of 
cybersecurity 
at financial 
institutions 

Measuring what “good” looks like when it comes to 
cybersecurity at financial services companies is difficult at 
a time when shifting business priorities and exponential 
technology forces are changing how many organisations 
approach their management of cyber risks. 

There’s no “one-size-
fits-all” approach

Jim Eckenrode
Managing Director
Deloitte Center for Financial Services

Sam Friedman
Insurance Research Leader
Deloitte Center for Financial Services
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A recent Deloitte study surveyed 
chief information security 
officers (CISOs) from over 50 
companies about how they 

are discharging their responsibilities 
in protecting the digital fortresses 
at banks, investment management 
firms, insurance companies, and other 
financial services institutions (FSIs).1 

While the findings may not represent 
the full diversity of practices in the 
industry due to the small sample size, 
learning from the experience of peers 
can help FSIs avoid having to reinvent 
the wheel in efforts to protect their 
people and systems against the latest 
cyber threats. 
 

Overall, the study found organisations 
are working within a broad spectrum 
of cybersecurity strategies, structures, 
and budget priorities. The findings 
suggest that clear differences exist 
within the industry based on company 
size, maturity level, and even ownership 
structure.

While it’s important to have an 
adequate budget for cybersecurity, how 
a program is organised and governed 
may be equally if not more impactful 
than how much is spent relative to 
a company’s overall IT budget or 
revenue. Indeed, many companies 
with below average cybersecurity 
budget allocations managed to achieve 
a high program maturity level, while 
some that had higher than average 
spending were actually less advanced. 
This dynamic could, in part, reflect the 
challenges larger, more complex global 
organisations often face in advancing 
capabilities versus their smaller 
counterparts. 

1.  The survey upon which this article is based was fielded by the Financial Services Information Sharing and Analysis Center (FS-ISAC), in conjunction with Deloitte’s Cyber Risk Services practice.

If money is not the sole criterion 
of cybersecurity effectiveness, 
what factors differentiated the risk 
management approaches and practices 
of adaptive respondents from their 
lower maturity level counterparts? Here 
are a few observations:

Accountability starts at the top.  
Almost all board and management 
committee members at responding 
companies were keenly interested in 
their company’s overall cybersecurity 
strategy. However, those from 
adaptive companies suggest their 
boards are more likely to delve into 
the details of the cybersecurity 
budget, specific operational roles and 
responsibilities, as well as the program’s 
general progress than are boards 
of less advanced peer companies. 
Respondents from informed companies 
(see image below), which fall two tiers 
below adaptive on the maturity scale, 
reported their boards were typically 
significantly less interested in reviewing 
current threats, program progress, and 
security testing results.
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Partial
Organisational cybersecurity risk 

managment practices are not 
formalised, and risk is managed 

in an ad-hoc and sometimes 
reactive manner. 

Repeatable
The organisation’s risk 
management practices 
are formally approved and 
expressed as policy. 

Informed
Risk management practice are 
approved by management but 
may not be established as an 

organisation-wide policy. 

Adaptive 
The organisation adapts its 
cybersecurity practices based on 
lessons learned and predictive 
indicators derived from previous 
and current cybersecurity activities. 

Cybersecurity maturity levels

Source: NIST framework as decribed in the FS-ISAC / Deloitte Cyber Risk Services CSO Survey. 

Shared responsibilities make a 
difference.  
More than one-half to three-quarters of 
respondents, depending on the sector, 
had a fully centralised cybersecurity 
function. Among the respondents from 
the largest participating companies, 
two-thirds reported a centralised 
approach. However, respondents from 
adaptive companies were more likely 
to favour a hybrid approach—featuring 
centralised functions, but with each 
business unit and/or region given 
strategy and execution capabilities and 
coordinating with one another.

Multiple lines of defence are 
maintained.  
Most respondents from adaptive firms 
said their organisations tended to 
have two separate, independent lines 
of cyber defence—the first involving 
security at front line units, and the 
second being organisation-wide cyber 
risk management operations.

Cyber risk exposure is distributed. 
Nearly one-half of respondents at 
the informed maturity level said 
their organisations did not buy any 
insurance to specifically cover cyber 
risks. In contrast, two-thirds of those 
from adaptive companies said their 
organisations had purchased adequate 
cyber insurance to cover almost all 
expected loss scenarios, while one-
quarter had insurance to cover at least 
one-half of their anticipated exposure.

Outside support is sought.  
Respondents from companies with 
less mature security programs were 
more likely to externally source their 
cybersecurity functions or personnel 
than were adaptive companies. 
However, across the board, the most 
prevalent outside source of help was 
with “red team” operations, in which a 
company tests its preparedness to be 
secure, vigilant, and resilient given the 
threat of a cyberattack.
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FSIs may not be allocating enough 
resources.  
For the largest FSI companies, 
analysis of available survey data 
seems to suggest that their cyber 
risk management budgets can range 
anywhere from 5 percent to 20 percent 
of the total IT budget, with a mean 
of about 12 percent. One-half of the 
large FSI companies reported that 
cyber risk management spending was 
$20 million or less. Given the potential 
operational disruption, reputational 
damage, investigation and customer 
costs, and remediation expenses that 
could emerge from a single successful 
breach, this may not be enough.

Type of ownership makes a 
difference.  
Publicly held FSI companies responding 
were likely to spend more than their 
privately owned counterparts for 
cybersecurity. Among large public FSI 
companies, about one-third had a 
budget in the $4 million to $20 million 
range. This contrasts with respondents 
from large private FSIs, nearly all of 
whom indicated that their cybersecurity 
budgets were in the $4 million to $20 
million category. This dynamic likely 
reflects concerns at public financial 

institutions over a potential multiplier 
effect from a high-profile breach, 
which could roil shareholders and 
analysts as well as undermine market 
capitalisation.

Meat and potatoes over dessert. 
Survey respondents spent more 
than two-thirds of their cybersecurity 
budgets on operational activities, vs. 
less than one-third on transformational 
initiatives, with cyber monitoring and 
operations taking up the biggest share 
of budget and staff allocations. By size, 
respondents from large companies 
indicated that less than one-third of 
their cyber risk management budgets 
was allocated to transformational 
initiatives, while those from midsize and 
smaller companies reported allocating 
only around one-quarter of budgets 
to transformation. Although the way 
respondents defined “operational” 
vs. “transformational” may be partly 
responsible here, our survey sample 
seems to suggest that spending on 
cyber risk management may need 
to pivot to keep up with the level of 
spending on innovation by the business 
overall.

CISO reporting relationships vary.  
More than one-half of CISOs 
responding from smaller companies 
reported directly to the chief executive 
officer, which likely reflects a flatter 
organisational structure. At the largest 
responding companies, the CISO 
was more likely to report to the chief 
information officer (CIO), chief operating 
officer, or chief risk officer (CRO). Half 
of the midsize respondents said their 
CISO reports to the CRO.

 “The financial services industry in Ireland 
is facing an ever increasing volume of 
regulations. Currently we have GDPR, 
NISD, PSD2 with TIBER following up closely 
behind. While compliance with regulations is 
important, organisations should not presume 
that being compliant is being secure.” 
Jacky Fox, 
Director, Cyber,
Deloitte Ireland LLP

Innovation is a top priority.  
Respondents rated mobile, cloud, 
and data/analytics as the top-three 
priorities for adoption at their 
companies in the next two years, while 
embedding cyber defences into these 
new digital initiatives took top rank as 
the most important business issue 
with security implications. When it 
comes to new investments, innovation 
and emerging technology are top-of-
mind for CISOs, with cloud, data and 
analytics, and social media topping the 
list of technology items that warrant 
attention at the large firms.
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Where might FSIs go from here?
While this survey represents a small 
sample of the financial services 
community, the results nevertheless 
indicate steps companies can consider 
as they continue to upgrade their 
cybersecurity capabilities and maturity 
level. As a whole, companies should 
keep raising their game to stay on 
top of evolving cyber exposures while 
enabling secure innovation. To help 
improve the balance between risk and 
innovation, financial institutions should 
consider the following actions:

Proactively engage the board.  
Provide board members with the 
details of how management is 
addressing this critical exposure. 
Heightened attention will likely not 
only keep top management more 
focused on perfecting their approach 
and improving metrics, but such high-
level scrutiny should also resonate 
throughout the organisation.

Engage the entire organisation in 
cybersecurity.  
With so few full-time employees 
devoted to cybersecurity, everyone in 
the organisation should understand 
and embrace their vital role and 
responsibilities in detecting intrusions, 
reporting red flags, and maintaining 
good security hygiene to help prevent 
events from happening in the first place 
and limit the damage if they do occur.

Provide multiple lines of defence. 
Companies should aim to embed 
cybersecurity practices and personnel 
within business units and regional 
offices to support the central cyber 
risk management team. As it should 
be everyone’s job to manage cyber 
risk, make sure awareness and duties 
permeate the organisation, and share 
accountability.

Alter the mix of a CISO’s 
responsibilities. 
Last but not least, to do their jobs 
effectively, CISOs should be reporting 
beyond the CIO and regularly interact 
outside the IT department. Most 
CISOs already wear a number of hats, 
but unfortunately many are often 
focused on their traditional roles as 
technologists and guardians. As the job 
has become more complex, however, 
they should strive to spend two-thirds 
of their time as strategists and advisors 
to better support their management 
teams and boards.2 

2.  Deloitte Cyber Risk Services CISO Transition Lab analysis, Deloitte Financial Advisory Services LLP.
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Chief information security officer 
Secure | Vigilant | Resilient

Strategist 
Drive business and cyber 
risk strategy alignment, 
innovate, and instigate 
transitional change to 
manage risk through 
valued investment. 

Guardian 
Protect business by 
understanding the threat 
landscape and managing 
the effectiveness of the 
cyber risk programme. 

Advisor 
Integrate with the business 
to educate, advise, and 
influence activities with 
cyber risk implications.

Technologist 
Assess and implement 
security technologies 
and standards to build 
organisational capabilities.

Current 12%

35%Desired

Current 15%

32%Desired

Current 41%

12%Desired

Current 33%

12%Desired

Note: Through research conducted at Deloitte’s CISO Lab sessions, a divergence was discovered in the time spent 
in each of the four roles CISOs are performing vs. what is likely to be a more desirable allocation of responsibilities 
in a world of evolving cyber risks. As indicated above, CISOs should move more into strategic and advisory roles, 
rather than spend the bulk of their time, as they are likely to be currently, as guardians and technologists.

SourceL Khalid Kark, Monique Francois, and Taryn Aguas, ‘The new CISO: Leading the strategic security 
organization,” Deloitte Review 19, July 25, 2016.

The four faces of the CISO Getting to the next level on 
cybersecurity.  
As cybersecurity is expected to 
continue to be an integral function 
for financial institutions, improving 
capabilities will likely be an ongoing 
challenge as threats keep evolving in 
scope, technique, and sophistication. 
FSIs should keep adapting to stay one 
step ahead of threat actors that intend 
to do them harm.

While benchmarks can help financial 
institutions assess their readiness to 
handle cyber risk, remaining secure, 
vigilant, and resilient also likely requires 
the industry to look beyond its own 
experiences and continue working 
with broader communities facing 
the same threats. At a minimum, 
financial institutions should closely 
follow cyber war stories to learn from 
the experience of peers. This could 
help FSIs avoid having to reinvent the 
wheel in efforts to protect their people 
and systems against the latest cyber 
threats.

This article is sourced from 
The state of cybersecurity 
at financial institutions
Deloitte.com/Insights

https://www2.deloitte.com/content/dam/Deloitte/lu/Documents/risk/state-cybersecurity-financial-institutions.pdf
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You and I were
meant to fly 

As financial institutions navigate today’s unpredictable 
economic and regulatory landscape, the pressure on 
risk and compliance operating models has never been 
greater. Adoption of managed services is rising as 
firms seek a more strategic response in order to better 
organise, operate, and safeguard their business. Given 
that the adoption of managed services entails the transfer 
of a higher degree of control to a third party, determining 
when and how to adopt them is key. Get it right, and the 
potential rewards are significant.

The rise of managed
services

Hugo Morris
Risk Advisory
Deloitte UK

Mark Whitehead
Risk Advisory
Deloitte UK
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Since the financial crash of 
2007-2008, business models 
have faced extreme pressure 
from market, regulatory, and 

macroeconomic forces. As firms 
have felt the burn on revenue, cost, 
and capital, the focus on operational 
efficiency and effectiveness has 
sharpened.

Risk and compliance functions are by 
no means immune given soaring costs 
to meet the demands of regulatory 
compliance. According to Citigroup, 
the cost is US$270 billion annually - 10 
percent of the operating - across the 
banking industry.1 Much of this is due 
to a doubling of the size of compliance 
and regulatory teams in many of 
the biggest global banks,2 a trend 
replicated across financial services.

These resources are often tied up 
managing manual internal control 
processes, thus limiting their 
availability to address pressing risk and 
compliance trends. Many processes are 
supported by legacy systems beset by 
under-investment as firms move to a 
“one-system” strategy.

1. Martin Arnold, “Banks’ AI plans threaten thousands of jobs,” Financial Times, 25 January 2017
2. Ibid

External and internal forces driving 
firms to consider new operating 
models Macroeconomic landscape

Artificially low interest rates, 
volatile and unpredictable 
environment.

Rising costs
Rapid growth in risk and compliance 
teams to meet demands of 
regulatory compliance.

Manual controls
Growing number of controls, 
many of which are manual.

Scarcity of talent
Scarcity of internal and deep technical 
knowledge and experience to stay ahead 
of risk and compliance trends.

Technological change
Pressure to focus on innovation 

while keeping pace with 
fast-changing technological 

advancements.

Market and regulatory change
Structural market shifts, intense 

regulatory action, increased 
capital requirements.
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Refocusing attention where it 
counts
Banks and other financial institutions 
are increasingly turning to managed 
services to address these challenges 
and to enable them to refocus their 
time and skills on activities of the most 
value to their business.3 Market analysis 
indicates the global managed services 
market is expected to grow to US$229 
billion by 2020.4 Risk and Compliance 
are on a similar trajectory, as we see 
more Chief Risk and Compliance 
Officers turn to managed services to 
proactively limit enterprise risk and 
strengthen compliance.

What is a managed service?
In a managed services model, a 
strategic partner takes on, transforms, 
and runs business operations and 
processes to improve operational 
quality and efficiency on a long-term 
basis. It works particularly
well for processes, people, and 
locations that are increasingly 
expensive to maintain and are not 
competitive differentiators. Within Risk 
and Compliance, the areas gaining 

most value from the managed service 
model range from third-party risk 
management and software asset 
management, to a range of cyber 
services, model risk management, and 
regulatory reporting.

More than a cost reduction 
exercise
The long-term, tightly integrated nature 
of a managed services partnership 
offers substantial strategic benefit 
in addition to cost reduction. In our 
experience, risk and compliance leaders 
are looking to transform business 
critical risk processes, taking advantage 
of scalable, innovative technology and 
expertise too expensive and time-
consuming to build in-house, while also 
benefiting from predictable, outcome-
based pricing, and reduced exposure to 
financial risk.

3. Deloitte University Press, "Managed Services: a catalyst for transformation in banking"
4. Statista.com, "Managed Services market size worldwide 2014-2020"
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Benefits of managed services

Continuous improvement
A relentless focus on continuous 
improvement of operational and 
business processes.

Agility
Flexible service models 
and scalable infrastructure, 
which make it easy to 
respond to change.

Execution excellence
Specialist resource to 
deliver a
best-in-class service for the 
long term.

Market-leading technologies 
and platforms
Access to cutting-edge thinking,
methodologies, and technology 
that are commercially unattractive 
to build in-house.

Time and resource 
efficiencies
Making it easier to focus time and 
skills on activities of value to the 
business.

Cost efficiencies
Cost reduction and enhanced
financial planning through:

 • A predictable pricing model

 • Reduced exposure to 
financial risk

 • Outcome-based pricing

 • Reduced fixed headcount 
fees

 • Reduced third-party fees

Advisory expertise
Continuous access to advisory
expertise to solve complex 
business problems.

Deep industry and sector 
insight
Application of cross-industry,
cross-sector specialist knowledge 
to improve solutions.

Global reach
Access to worldwide talent and
expertise; solutions that connect 
and operate across a global 
network.
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Growing adoption across Risk and
Compliance
We are seeing institutions across 
financial services explore how they 
can realise these benefits within the 
Risk and Compliance functions. In 
one recent case study, a global bank 
deployed a managed services
solution to reduce the cost of client 
tax reclaims and tax reporting while 
also improving service coverage and 
scalability. Given the nature of the 
service, it was critical for the bank to 
remain the “face” of the service to 
their clients, maintaining client data 
confidentiality, and a high level of 
service quality. The managed service 
achieves all these aims. Both running 
costs and annual maintenance costs 
are significantly reduced, by more 
than 30 percent and 100 percent 
respectively. Accessing a scalable, global 
third-party delivery infrastructure on 
a pay-per-use basis enables the bank 
to increase domicile and investment 
country coverage and increase volume 
without additional investment. As the 
white-labelled service meets rigorous 
compliance and quality assurance 
standards, it also ensures the bank 
continues to deliver a seamless, high-
quality service to its clients.

Another recent example saw a US 
bank needing a more effective way 
to address new lease accounting 
and reporting standards, ASC842 
and IFRS16, which require all lease 
transactions and financial disclosures 
to be captured on the balance sheet 
by January 2019. Like many other 
companies, the bank relied on mostly
manual processes to manage this  
data and initially focused on software 
solutions such as SAP ERP to achieve 
compliance. However, after realising 
technology alone could not support 
the adherence and compliance 
requirements, the bank turned to a 
managed services solution designed to 
both meet the regulatory priority and 
deliver wider long-term benefits. With 
the solution in place, the bank benefits
from a re-engineered lease accounting 
and reporting model driving faster, 
more accurate processes, and 
improved confidence in compliance 
through access to trained staff, ongoing 
support, and high-quality, audit-ready 
monthly reporting packages. The total 
cost of ownership is also lower, and 
outcome-based pricing gives the bank 
the flexibility to scale up or down to 
meet current and future reporting 
commitments, as well as compliance 
mandates.

Our insight
Accessing a scalable, global third-party 
delivery infrastructure on a pay-per-use basis 
enables the bank to increase domicile and 
investment country coverage and increase 
volume without additional investment.

Determining the best fit sourcing model
With the variety of sourcing models on 
the table, how firms determine which 
fits a particular operation or process 
is critical. We believe the interplay of 
12 criteria determines the suitability 
of a particular process for insourcing, 
outsourcing, or a managed service.

Typically, a managed service is most
applicable when failure poses a high
enterprise risk, when the need for
expertise is urgent, specialised, and
evolving quickly, and when competitive
differentiation is low. In these scenarios,
the costs and challenges of building a
cutting-edge function in-house may not
pay off through market differentiation,
while the transactional, shorter-term
nature of traditional outsourcing 
models represents too high a risk.
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Profiling a process or operation 
suitable for managed services

Cost base

FTE

Manual

Impact of error

Error increase risk

Expertise required

Expertise change over time

Industry standards apply

Transaction volume

Competitive differentiator

Data access required

Reg/compliance drivers

Low HighCriteria
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 “We are seeing an increasing demand from firms, in 
particular financial service firms, for support with 
ongoing technical requirements such as Regulatory 
& Tax Reporting, Internal Audit, and Compliance 
Obligations Management. The ongoing management 
of these obligations requires configurable and scalable 
technological solutions, subject matter expertise, quality 
assurance and corporate memory to ensure that the 
obligations can be consistently met and validated on 
an ongoing basis. As the requirements change (which 
they do regularly), firms are tasked with interpreting the 
impact of the changes, re-configuring reporting tools and 
potentially applying additional resources to handle the 
change. It is therefore necessary for firms to either build 
the capabilities in-house with potentially spiralling costs, or 
outsource to a managed service provider who can achieve 
the consistency and quality, whilst containing the costs.” 
Laura Wadding, 
Director, Risk Advisory, 
Deloitte Ireland LLP
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Let’s consider the example of 
model risk management.
The number of models relied on by 
banks and other large institutions is 
rising fast—by 10-25 percent annually 
according to McKinsey.5 These models 
support ever-expanding areas of 
decision-making with increasing 
sophistication, enabled by technology 
developments, such as automation and 
Big Data analytics. Global regulation 
is also increasing, as the US SR11/7 
standard becomes the “de-facto” 
benchmark for model risk management 
functions on both sides of the Atlantic. 
These factors mean managing the 
risk of defective or misused models is 
increasingly important, complex, and 
expensive. In addition, workload peaks 
and troughs are putting more pressure 
on specialised skills that can be hard 
to source and maintain in line with the 
latest intelligence. While risk models 
can certainly provide competitive 
differentiation for a firm, a standardised 
model validation process does not. 
Therefore, model risk management 
fits the profile for managed services—
increasing cost, high enterprise risk, low 
competitive differentiation, and scarce 
talent. 

By leveraging a strategic partner’s 
specialist, multi-faceted technology, 
processes, and expertise to run all or 
part of the function, a firm can deliver 
the complexity and volume of firm-wide 
modelling more efficiently. This frees up 
the in-house workforce to focus on the 
higher value tasks of decision-making 
and independent challenge through 
monitoring, reporting, validation, and 
governance. In addition, the partner’s 
knowledge of industry-leading practices 
and regulatory expectations improves 
confidence in production models by 
normalising them against best practice 
and global regulations. Operational 
costs also benefit from the scale 
efficiencies of a global “around-the-
clock” utility service, and from more 
predictable pricing-based on outcomes. 

Implementing managed services 
successfully 
Clearly, the transfer of more business 
critical operations to a third party 
requires careful management under 
the watchful eye of regulators. 
Four aspects are particularly key to 
successful implementation: 

 • Choice of managed service provider 
Although cost inevitably plays a role 
when choosing a teammate, to realise 
the longterm innovation, talent, 
and quality benefits of managed 
services requires a stronger focus on 
strategic fit, and on a provider’s level 
of investment, global consistency, and 
domain and regulatory maturity. 

 • Transition approach  
Given that managed services may 
move control of a process externally 
for the first time, the right approach 
to transition—whether it be parallel 
runs, staggered transitions, or 
piloting—is critical to ensuring 
adequate safeguards and oversight 
are maintained through  
the process. 

3. McKinsey & Company, "The Evolution of Model Risk Management," February 2017

 • Vendor management  
Introducing a long-term partnership 
model will require enhanced 
governance procedures for many 
vendor management functions. New 
procedures will ensure partners 
have the capability to meet required 
outcomes, both at the point of 
selection and throughout the 
subsequent delivery of services. 
Clear dispute resolution mechanisms 
and decision-making accountability 
will further aid robust vendor risk 
management. 

 • Stakeholder management  
As one would expect when adopting 
a new operating model that transfers 
a greater degree of control to a 
third party, how the concerns of 
stakeholders such as regulators, 
investors, and employees are 
managed will be critical to a smooth 
and timely implementation, and to 
realisation of the desired benefits. 
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A path forward through an 
uncertain future 
Looking ahead, the forces driving 
institutions to adopt the next evolution 
of outsourcing are unlikely to weaken 
their pull. Risk and compliance leaders 
will continue to feel pressure to cut 
costs and improve the effectiveness 
of processes from cybersecurity 
to reporting, remediation, and 
legal advice, all while responding to 
regulatory expectations and delivering 
against core business priorities. For 
the firms responding by adopting a 
managed services model, the potential 
rewards are significant. In addition 
to cost efficiency, scalable access to 
the latest technologies, expertise, 
and knowledge is already improving 
outcomes across a wide spectrum 
of critical risk, regulatory, cyber, 
legal, and compliance operations. As 
confidence in the model grows, we 
believe adoption will widen further, 
enabling firms across financial services 
to focus their precious resources and 
skills where it matters most—on driving 
growth and competitive advantage.

This article is sourced from 
You and I were 
meant to fly
Deloitte.lu

https://www2.deloitte.com/lu/en/pages/risk/articles/rise-managed-services.html
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Culture in 
Financial 
Services
Culture and diversity, alongside 
remuneration, risk management and 
individual accountability, have become a key 
focus for financial services regulators.

Ronald Koppen
Partner, Risk Advisory

Eelco Schnelzer
Director, Risk Advisory
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Regulators have come to a 
clear view that well-designed 
formal governance processes 
and controls are not, by 

themselves, enough to secure good 
regulatory outcomes: unless the right 
cultural mindsets and behaviours are 
embedded throughout an organisation 
at the operating level, the control 
environment can still be undermined. 
Recent statements from senior 
regulators emphasise responsibility and 
accountability, changing behaviour and 
mindsets, and recognition of the wider 
public interest and social outcomes. 
What has been much less clear is 
how, in practice, front line supervisors 
will assess a firm’s culture and by 
implication the performance of the 
board and senior management in this 
area.  

To assist firms, the Deloitte EMEA 
Centre for Regulatory Strategy has 
drawn together examples of key 
positive and negative indicators, across 
six areas, which we expect supervisors 
will evaluate through the supervisory 
process, and which we consider 
will strongly influence their ultimate 
judgement as to the culture of a firm 
and hence their supervisory strategy 
and approach towards it.

Regulators have repeatedly emphasised 
the importance of moving the industry 
away from shorttermism and a 
“tickbox” compliance mentality towards 
an approach that puts regulatory 
priorities and public interest objectives 
(such as the protection of customers) 
at the heart of decision-making. The 
role that behaviours and attitudes or 
mindsets play in securing this shift is 
seen as key.

The “tone from the top”
The role of the leadership in 
setting, communicating and 
challenging the firm’s culture

Purpose and strategy
A clear sense of purpose 
and alignment between 
strategy, culture and values

Individual accountability 
Enhanced individual 
accountability for specific 
roles and responsibilities

Remuneration and incentives
Remuneration and incentives 
that promote good outcomes 
for the firm, customers and the 
market

Governance and controls 
A culture that reinforces good 
governance and controls

Mindsets and 
behaviours 
Mindsets and behaviours 
that reflect the firm’s 
target culture and values

Culture – Supervisory areas of focus



42

FinSight  | Culture in Financial Services

 “Culture is clearly a hot topic for regulators at the moment and the reasoning 
makes sense, if a firm has a good culture and good governance then it increases 
the likelihood that systemic bad behaviour will be avoided or at the very least 
will be identified early and addressed appropriately. But culture is much deeper 
than this and it goes to the core of the relationship of trust and reliance between 
a financial services provider and its customers. It is not always easy to define 
and it’s even harder to capture in a process or procedure but it requires a firm to 
communicate in a way that it is clear what the expectations are at each individual’s 
level and also where those individuals are acting as a group across all levels in the 
firm. It should be a guiding light for what to do and how to do it even when there 
is no clear procedure. While it can be hard to define, most people will recognise 
good and bad culture when they see it. That is why much of the work in this space 
focuses on outcomes, case studies and insightful management information. 
Change of this type can be challenging and it invariably takes time and requires 
appropriate encouragement but most important is consistency in messaging and 
communications across all channels. While the focus and methods might seem 
new, culture has always been a key consideration for regulators and its one that is 
likely to get more and more attention over the coming years.” 
Sean Smith, 
Partner, Regulatory Risk, 
Deloitte Ireland LLP
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Diversity and inclusion
One of the key questions that 
supervisors consider when assessing 
a firm’s culture is whether it promotes 
constructive challenge at all levels in the 
organisation. If appropriate challenge 
is not encouraged, accepted and acted 
upon, even the clearest articulation 
of a firm’s culture and values, or the 
best designed control frameworks, 
will fail to prevent excessive risktaking 
and misconduct. The underlying 
supervisory concern is whether there 
is any tendency towards “group-think”, 
especially at board level. 

In this crucial regard, supervisors are 
highlighting, with increasing frequency, 
the role that diversity and inclusion 
play in improving culture within firms. 
The Central Bank (CBI), in its recent 
report on the behaviour and culture 
of Irish retail banks, found that the 
banks “have much more work to do in 
terms of ensuring their organisations 
are sufficiently diverse and inclusive, 
particularly at the senior levels, to 
prevent groupthink, guard against 
over-confidence and promote internal 
challenge”. The CBI observes that, in its 

experience, a lack of diversity at senior 
levels is a leading indicator of “elevated” 
behavioural and cultural risks. The CBI 
is therefore expecting all banks to take 
meaningful action to address the lack of 
diversity and inclusion at senior levels in 
order to improve cultures. If, in its view, 
improvements do not materialise, it will 
“consider whether it is necessary to put 
further specific requirements in place”.1 

At the European level new board 
suitability guidelines from the EBA 
and ESMA came into force in June. 
These guidelines, which have been 
incorporated into the ECB’s fit 
and proper assessments, seek to 
strengthen corporate governance, 
inter alia, by setting out how different 
aspects of diversity should be taken 
into account in the recruitment 
process for members of the Board. 
And from a global macroeconomic 
and systemic perspective, Christine 
Lagarde, reflecting on the financial 
crisis ten years on, has highlighted 
the IMF research finding that a higher 
proportion of women on the boards 
of banks and supervisory authorities 
is associated with greater financial 
stability.2

1.  Central Bank of Ireland, Behaviour and Culture of Irish Retail Banks, July 2018
2.  Christine Largarde, Ten Years After Lehman—Lessons Learned and Challenges Ahead https://blogs.imf.org/2018/09/05/ten-years-after-lehman-lessons-learned-and-challenges-ahead/?utm_source=GDPR&utm_
campaign=b399efe6e1-EMAIL_CAMPAIGN_2018_08_31_07_39_COPY_01&utm_medium=email&utm_term=0_7c51e322b7-b399efe6e1-278593397

https://blogs.imf.org/2018/09/05/ten-years-after-lehman-lessons-learned-and-challenges-ahead/?utm_source=GDPR&utm_campaign=b399efe6e1-EMAIL_CAMPAIGN_2018_08_31_07_39_COPY_01&utm_medium=email&utm_term=0_7c51e322b7-b399efe6e1-278593397
https://blogs.imf.org/2018/09/05/ten-years-after-lehman-lessons-learned-and-challenges-ahead/?utm_source=GDPR&utm_campaign=b399efe6e1-EMAIL_CAMPAIGN_2018_08_31_07_39_COPY_01&utm_medium=email&utm_term=0_7c51e322b7-b399efe6e1-278593397
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 “We are seeing an increase in organisations putting diversity and inclusion 
on their agenda and expect this to increase across organisations in 
Financial Services following the CBI report. Diversity is also expanding 
in its reach beyond gender, ethnicity, age and the other frequently 
referred to areas of diversity.  It now also looks at diversity of thought 
and perspective. Having a diverse group of people in an organisation 
is very important in creating a strong and positive culture within a FS 
environment. It is important to note that in order for organisations to 
create a culture of inclusion there needs to be commitment from the top 
down. Any company needs to understand that a policy is just a starting 
point and like all policies, unless it is lived and breathed it isn’t worth 
much. Role modelling, leadership behaviours, promotion of diversity and 
inclusion actions are all critical in establishing the desired culture and it’s 
not just the senior leadership who need to be aware of this. It is important 
that people at all levels are aware of and understand the organisation's 
values around D&I and how they expect people to live out these values by 
having a clear understanding of the ‘way we do things here’." 
Valarie Daunt, Partner, 
Human Capital, Consulting, 
Deloitte Ireland LLP

Monitoring culture change
A firm’s culture needs to be 
understood, assessed and monitored. 
Supervisors can be expected to 
assess critically how well a board 
is doing in that regard. Specifically, 
supervisors will challenge the board 
and senior managers on how they 
assure themselves that the business 
is achieving its strategic objectives in 
accordance with the desired culture 
and values of the firm. 

They will ask in particular how the 
board can be confident that the 
culture it wishes to see is operating 
in practice and delivering acceptable 
outcomes, both from a regulatory and 
a strategic and commercial perspective. 
These supervisory challenges will lead 
inexorably to the question of what 
MI the board, board committees and 
senior management are receiving on 
culture. To be able to respond to this 
challenge, boards and senior managers 
need to be able to point to insightful 
MI which demonstrates how  they 
understand, monitor and manage their 
culture. 
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In order to do this effectively, the 
first step is to articulate what “good” 
behaviours look like and choose 
appropriate metrics and indicators 
to measure these behaviours. MI on 
culture has to be drawn from diverse 
sources and impartially analysed and 
assessed.

In large firms, or diverse groups, 
boards and senior management 
need to recognise that there may be 
subcultures present. While there may 
be a strong rationale for the existence 
of these sub-cultures, they must be 
identified and appropriately monitored; 
for example, a fast-paced trading 
room may have a different culture to 
a bank branch dealing with vulnerable 
customers.

MI presented to the board and senior 
management should include insightful 
analysis, high-lighting key messages, 
trends and identifying areas of concern 
and recommendations for action. Clear 
presentation and appropriate tailoring 
of information for different audiences 
are key.

The frequency with which cultural MI 
needs to be collected will depend on 
the circumstances of the firm but any 
analysis and assessment of cultural MI 
should take into account where a firm is 
at on its cultural journey. MI is expected 
to show peaks and troughs in certain 
metrics depending on the stage of 
cultural change.

To safeguard confidence in the 
accuracy of the MI, there should 
be appropriate governance around 
its design, monitoring and analysis. 
Equally important is the competence, 
knowledge, independence and 
authority of the team responsible for 
collating and analysing the MI.

 “Appropriate governance arrangements around the design, 
monitoring and analysis of culture Management Information 
(MI) is improved with diversity, adding perspectives and skills 
desired such as; risk management, a conduct focus, talent 
management and strategic thinking. The board need to assist 
senior management to articulate the target culture in terms 
of what “good” behaviour looks like. Following that, they must 
ensure that metrics and indicators are chosen to measure 
these behaviours. Some firms and teams still struggle to 
acknowledge that cultural issues may exist. We know that it 
can be difficult for them to be objective when assessing their 
own cultures. Therefore in assessing culture, staff need to be 
willing to challenge their own beliefs based on objective data. 
Remember that within larger firms, there may be sub-cultures 
across countries, business lines, markets and grades, so the 
data analysis needs to take this into account, and to identify 
outliers. MI collection also needs to be supported by the 
appropriate capabilities, including people, processes and IT 
systems to be able to effectively connect the dots between 
different cultural indicators and understand the firm’s 
culture." 
Gerry Fitzpatrick, Chairman,  
Board of Deloitte Ireland and Partner,  
Audit and Assurance Services, 
Deloitte Ireland LLP
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The principles of good culture MI
We set out eight principles for collecting culture MI which will help 
boards and senior management to assess and manage their culture

Source: Deloitte, Management Information on Culture -- Connecting the Dots, April/May 2016

Measured against 
the firm's target 
culture

Supported by 
appropriate governance 

and capabilities 

Objective whenever 
possible

Considers the pace of 
culture change

Drawn from a range 
of sources

Tailored to the audience

Captures 
information on sub-
cultures

Contains evidence 
based analysis and 
recommendations

Principles for 
culture MI

Strengthening resilience and 
consumer protection
In its latest three-year plan, the Central 
Bank of Ireland sets out strategic 
priorities for 2019-2021. These include 
strengthening resilience so that the 
financial system is better able to 
withstand external shocks and future 
crises, mitigating the risks posed to the 
economy by Brexit and strengthening 
consumer protection. 

Individual accountability
In its recent report on the Behaviour 
and Culture of the Irish retail banks, 
CBI recommended to government an 
Individual Accountability Framework, 
similar to the Senior Managers Regime 
in the UK. These proposals would apply, 
beyond banks, to certain insurance 
undertakings and investments firms.
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CBI is also proposing Conduct 
Standards, which set out the behaviour 
the Central Bank ex-pects of firms and 
the people working in them. In the 
case of individuals working in regulated 
financial services providers, we are 
proposing that they would be required 
to:

 • Act honestly, ethically and with 
integrity;

 • Act with due skill, care and diligence;

 • Be open and cooperative with the 
Central Bank and other regulators and 
deal 

 • with them in good faith;

 • Act in the best interests of 
customers and treat them fairly and 
professionally;

 • Observe proper standards of  
market conduct.

Additional standards would be imposed 
on individuals at a senior management/
executive level recognising the 
additional responsibilities which fall to 
them.

A decade on from the start of the 
financial crisis, a cultural thread now 
runs through all aspects of the global 
regulatory agenda. In Deloitte’s view, 
promoting and instilling the right 
culture makes commercial as well as 
regulatory sense. Firms that target and 
achieve positive cultural outcomes 
are likely to be more trustworthy and 
appealing to customers and employees 
alike; such firms are thus better placed 
to achieve long-term sustainability. 
Conversely, cultures that fail to 
consider the impact of their actions 
and decisions on staff, customers and 
the market risk the firm’s long-term 
future as well as regulatory scrutiny and 
censure in the short-term.

Supervisors look ultimately to boards 
to demonstrate that they are working 
to establish the right culture and 
have a clear, achievable strategy to 
disseminate it throughout the firm. 
Nevertheless, achieving enduring 
changes in culture is complex, and 
takes time, effort and persistence from 
senior leaders. Whilst supervisors will 
not expect to see overnight results, 

they will expect to see strong board 
engagement and responsibility, a 
clear link between the firm’s purpose, 
strategy and stated values, and 
evidence that the right drivers are in 
place to secure positive outcomes.

To help firms understand which 
influencers and/or drivers of their 
culture need the most attention, 
Deloitte has developed an automated 
culture database that enables rapid 
risk culture survey assessments with 
customised dashboard reporting, 
including bench-marking. This allows 
firms to evaluate and track their 
performance over time, identifying are-
as for improvement. Firms that target 

and achieve positive cultural outcomes 
are likely to be more trustworthy and 
appealing to customers and employees 
alike; such firms are thus better placed 
to achieve long-term sustainability. 
Conversely, cultures that fail to 
consider the impact of their actions 
and decisions on staff, customers and 
the market risk the firm’s long-term 
future as well as regulatory scrutiny and 
censure in the short-term.

The best cultural change initiatives will 
not be one-off exercises but long-term 
programmes, incorporating realistic 
expectations and supported by regular 
assessment and committed senior 
management. 
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Deloitte’s Cultural Assessment Framework
Deloitte's culture influencers

Competance

The collective competence 
of an organisation
 • Knowledge 
 • Skills
 • Learning
 • Recruitment, induction 
and retention  
(incl. succession)

Organisation

How the organisation is 
structured and valued
 • Strategy, purpose and 
objectives

 • Values and ethics
 • Policies, processes and 
procedures

 • Governance

Relationship

How people in the 
organisation interact with 
others
 • Challenge
 • Management 
 • Leadership  
(incl. "tone from the top")

 • Communication

Motivation

The reasons and emotions 
which cause people to act 
the way they do
 • Performance 
management

 • Incentives
 • Orientation and midsets
 • Accountability

Articulate what “good” behaviours look like and choose appropriate metrics 
and indicators to measure these behaviours. MI on culture has to be drawn 
from diverse sources and impartially analysed and assessed. 

MI presented to the board and senior management should include insightful 
analysis, highlighting key messages, trends and identifying areas of concern 
and recommendations for action. Clear presentation and appropriate 
tailoring of information for different audiences are key. 

The frequency with which cultural MI needs to be collected will depend on 
the circumstances of the firm but any analysis and assessment of cultural 
MI should take into account where a firm is at on its cultural journey. MI is 
expected to show peaks and troughs in certain metrics depending on the 
stage of cultural change. 

To safeguard confidence in the accuracy of the MI, there should be 
appropriate governance around its design, monitoring and analysis. Equally 
important is the competence, knowledge, independence and authority of the 
team responsible for collating and analysing the MI.  

In large firms, or diverse groups, boards and senior management need 
to recognise that there may be sub-cultures present. While there may be 
a strong rationale for the existence of these sub-cultures, they must be 
identified and appropriately monitored; for example, a fast-paced trading 
room may have a different culture to a bank branch dealing with vulnerable 
customers. 

Key takeaways

This article is sourced from 
Culture in financial services
Deloitte.com/NL

https://www2.deloitte.com/lu/en/pages/financial-services/articles/culture-in-financial-services.html
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Closing the 
gap in fintech 
collaboration
Overcoming obstacles to 
a symbiotic relationship
These days, most conversations with financial services 
executives inevitably circle back to what’s happening in 
fintech. The industry is buzzing with chatter and activity 
on fintech strategy, experimentation, investment, 
acquisition, and integration. 

Kenny M. Smith
Financial Services 
Industry Leader

Jim Eckenrode
Managing Director
Center for Financial Services
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No function, department, or 
individual seems immune in 
an environment where the 
nature of work across almost 

every industry is being disrupted by 
a number of factors. Rapidly evolving 
digital technology is driving increased 
automation, affecting the proximity 
of where work is performed, and 
giving rise to new and open talent 
models. With so much change in the 
air, many provider organisations are 
understandably apprehensive about 
how to grapple with such exponential 
change and its implications on how, 
where, and by whom work gets done. 
What these organisations need to keep 
in mind with this shift is the immense 
opportunity to alleviate current 
pain points like nursing shortages 
and physician burnout, and refocus 
professions on mission-oriented, 
fulfilling work.   

World Economic Forum founder, 
Klaus Schwab, has dubbed this 
transformation in the way work is 
performed “the Fourth Industrial 
Revolution”—making the distinction 

that it is not about replacing people, 
but rather how new technologies 
are “fusing the physical, digital, and 
biological worlds.” This augmented 
workforce combines people and 
machines to get things done in a way 
that is not only more productive, but 
also more rewarding to the worker. 

While these conversations have been 
taking place for several years now, 
what seems to have changed is the 
tone, content, and sense of urgency 
in such discussions. We’ve moved well 
beyond speculative theory about what 
fintechs might be able to do for the 
industry and into practical application. 
Most incumbents recognise that while 
some fintechs may be coming after a 
piece of their market share, more often 
than not these tech-driven startups 
offer new tools, platforms, capabilities, 
and approaches to improve customer 
experience and bolster operations. 
With collaboration and co-development 
on the rise, the lines  between 
incumbents and insurgents  
are starting to blur. 

Yet many institutions dealing with 
fintechs are finding the transition 
in mind-set and operations to be 
challenging, even frustrating. Interviews 
with more than two-dozen incumbents, 
fintechs, and accelerators from across 
the industry and around the world 
identified a number of hurdles, both 
internal (often involving organisational 
or corporate culture issues) and 
external (such as regulation and lack 
of industry-specific expertise among 
startups) still to be overcome. 

Problems: Obstacles hinder 
emerging ecosystem
Generic pitches, lack of industry 
experience undermine startup 
credibility  
One point we heard repeatedly 
during our interviews is that financial 
institutions have become much more 
demanding about what they expect 
from fintechs pitching products or 
investment opportunities. “Incumbents 
are no longer being taken in by fintechs 
that merely ‘talk the talk,’” according to 
a leading fintech accelerator. Indeed, 
they noted, the focus has shifted 

1. Deloitte Centre for Financial Services, “Closing the gap in fintech collaboration: overcoming obstacles to a symbiotic relationship,” 2018.
2. Jim Eckenrode and Sam Friedman, “Fintech by the numbers: Incumbents, startups, investors adapt to maturing ecosystem,” Deloitte Center for Financial Services November 2017, https://www2.deloitte.com/content/dam/
Deloitte/tr/Documents/financial-services/dcfs-fintech-by-the-numbers.pdf.

from “cool” generic ideas to practical 
solutions addressing specific problems 
in a particular financial services sector. 

Moreover, we were told that these 
days most financial institutions and 
individual investors prefer to see 
evidence that fintechs can deliver on 
what they promise, rather than place 
their bets on theoretical pitches. This 
seems to be reflected by the recent 
pivot in investment trends, with the 
number of new fintech launches down 
substantially, yet the amount of capital 
being raised remaining robust1. With 
launches in steep decline, money is 
now flowing into later funding rounds, a 
trend Deloitte first identified last year in 
our initial report on fintech investment 
trends.2  

https://www2.deloitte.com/content/dam/Deloitte/tr/Documents/financial-services/dcfs-fintech-by-the-numbers.pdf
https://www2.deloitte.com/content/dam/Deloitte/tr/Documents/financial-services/dcfs-fintech-by-the-numbers.pdf
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 “One of the biggest challenges facing fintechs is the difficulty 
of achieving mass market adoption and scale. This is where 
banks have the advantage. The question for fintechs is 
whether to scale independently, prove value and a better 
client experience or to collaborate with a bank partner.” 
Cillian Leonowicz, Director, Consulting, 
Head of Business Development,  
EMEA Blockchain Lab, 
Deloitte Ireland LLP
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Process barriers often a major 
hurdle 
Structural handicaps and lack of 
coordination within incumbents were 
the most common obstacles cited 
by the fintechs interviewed. Internal 
awareness and communication are 
often lacking, accelerators told us, 
which should highlight the importance 
of establishing coordination among 
various departments and business 
units when engaging with fintechs, 
whether as an investor, partner,  
or acquirer.

Many incumbents we spoke with 
conceded this point. “We probably don’t 
do a great job of coordination,” said 
one global bank. “We come at this from 
a number of different perspectives,” 
including an in-house venture capital 
entity, an innovation lab, an accelerator 
to drive internally developed solutions, 
and initiatives by individual business 
units. “We don’t have a single common 
thread to interact with fintechs across 
the firm.” 

Collaboration across teams is key, says 
Leonowicz. “Banks need to broaden 
their perspective while fintechs need to 
realise they won’t make it if they speak 

solely to the innovation team at the 
bank. Both parties need more people 
around the table.”

Organisational speed bumps can 
undercut fintech propensity for 
rapid experimentation 
Rather than adopting the quick 
decision making and fast-fail approach 
common within the fintech community, 
incumbents may be undermining 
attempts at collaboration with their 
own decision-making processes and 
risk management requirements. 
Most institutions we spoke to agreed 
the industry needs to be more 
decisive when doing due diligence 
and negotiating deals with fintechs, 
as well as faster in prototyping and 
wider-scale implementation after an 
investment is made. However, some 
incumbents noted that speeding up the 
process may be easier said than done. 
One large bank said the challenge is 
usually multifaceted and not simple to 
overcome: “How do we transform our 
culture to not be afraid of failure, to 
be more agile, to work as teams, and 
transform our mentality on tech to be 
much more aligned to the needs of a 
digital organisation than just a banking 
organisation?” 

Yet some fintechs suspect the 
typical barriers they run into— 
including regulation, compliance, and 
cybersecurity concerns—may often 
be more of an illusion or the result of 
overcompensation than actual hurdles. 
“The mind-set is often ‘regulators won’t 
like this,’ or ‘this is how we’ve always 
done it, so better to be safe,’” according 
to one Swedish fintech. “Regulators 
want banks to be more efficient, 
have better technology, to be more 
transparent, to provide better services, 
yet banks seem hesitant to test how 
far they can push things. It’s a hard 
balance.” 

Financial institutions struggle to 
establish expectations, measure 
success 
While incumbents continue to 
demonstrate their commitment to 
innovation by pouring capital into 
fintechs, there’s far less certainty as 
to how to measure the success of 
such investments. Some have exact 
quantitative expectations, while others 
emphasise qualitative considerations. 
Neither is right or wrong, but the 
narrower the definition of success, the 
less likely institutions are to benefit 
from experimentation. 

 “Procurement is another area 
where process barriers exist. 
Banks typically require vendors 
to have a balance sheet of 
€5m to €10m something very 
unrealistic for a fledgling fintech. 
More flexible arrangements are 
needed. Some banks provide 
incubators as a safe environment 
in which to grow while others 
allow fintechs to subscribe to an 
app store concept provided by 
the large traditional core system 
vendors.” 
Cillian Leonowicz, Director, 
Consulting, Head of Business 
Development,  
EMEA Blockchain Lab, 
Deloitte Ireland LLP



53

FinSight  | Closing the gap in fintech collaboration

Some FIs won’t engage with a 
fintech without quantifiable ROI...

Not just activity, but revenue 
produced— e.g., number of 
policies sold, loans executed online, 
transactions via app

Hard targets for time and cost savings 
over specific periods

Sales of fintech solution to the 
broader financial services market

Quantitative

...but most FIs also have goals 
that are qualitative or “squishy”

What have we learned from the 
investment?

Have we significantly changed how 
we do business?

Have we moved our overall 
transformation vision forward?

What is the feedback from internal 
and external customers?

Qualitative

Metrics

Solutions: Bridging the chasm preventing 
effective collaboration 
Incumbents prefer dealing with more advanced 
fintechs, for a variety of reasons. Besides technical 
know-how, they are seeking fintechs that are better 
positioned to meet the requirements of major 
financial institutions and understand what’s practical, 
achievable, and scalable for their particular sector. 

On the other hand, experience doesn’t necessarily 
equal value when it comes to breakthrough 
innovations. While mature fintechs with specific 
industry expertise may be more attractive to 
incumbents in many respects, there are also likely 
to be innovative ideas introduced by new startups 
relatively unfamiliar with the financial services 
industry. Even industry novices may provide a fresh 
perspective that could make a dramatic difference, 
particularly in areas of financial services where 
transformation appears to still be in its very early 
stages, such as commercial insurance. 

Therefore, some suggested that it might be unwise to 
discount generic proposals out of hand if the startup 
has an intriguing idea that could be customised 
for a more distinctive use in financial services. 
One European bank noted that, “it’s sometimes 
the dreamers who come up with something that 
becomes very relevant. You do not want to limit these 
dreamers.”
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The possibilities may seem endless, and 
it’s nearly impossible to identify all the 
most promising fintech investments, 
partners, or targets. Several executives 
noted that this is where they rely on 
advisors, such as accelerators or other 
expert third parties familiar with the 
global fintech marketplace. Even with 
sensing and tracking processes, it is 
often difficult for institutions to allocate 
the resources and find the time to meet 
with and understand the solutions of 
so many fintechs, spread out around 
the world. They expect these trusted 
partners to bring them recommended 
solutions. 

Incumbents require a quicker, 
clearer, more coordinated 
collaboration process 
A better-coordinated governance 
and organisational structure could 
solve many ills hampering fintech 
collaboration. Yet while some 
incumbents we interviewed have more 
formal systems in place than others, 
most don’t have a clear port of entry 
for fintech proposals, or a defined 
path for fintechs to navigate once an 
institution indicates its interest. 

From sensing to due diligence, from 
experimentation or investment to 
implementation and achieving scale, 
incumbents should have a clear path, 
dedicated roles, and accountability for 
success. One institution established 
standardised filters to assess whether 
a fintech investment or collaboration 
is worth their time and money and fits 
into the company’s overall strategy. 
Among a host of factors to consider: 
the experience of the founders and the 
team; the network of advisors that they 
have built; how well they have defined 
and addressed a specific problem; how 
well capitalised they are; who financed 
them and how many people/entities 
are involved; and their ethos as relates 
to data security and monetisation. 

Fintechs we interviewed often 
suggested that it would help if 
incumbents appointed a single 
individual or dedicated coordination 
unit with wide visibility and sufficient 
authority to clear internal roadblocks, 
resolve interdepartmental conflicts, 
and keep projects moving forward. 
Several institutions established a 
central clearinghouse to keep key 
players in the loop and avoid working at 

cross-purposes among the company’s 
innovation lab, venture capital fund, 
and corporate development team. 
Early-stage plans, success stories, and 
cautionary tales are shared during 
regular status meetings. 

Such coordination can make a big 
difference. One bank has at least 
five fully staffed teams that work 
together to take fintech projects from 
experimentation to commercialisation 
within 90 days. They operate as squads 
in an assembly line, leveraging skills 
from across the bank. But no matter 
how incumbents choose to manage 
their fintech initiatives, maintaining 
a centralised knowledge base and 
facilitator should help avoid duplication 
of effort, inefficiencies, and other 
logistical problems down the road. 
For fintechs, there are numerous 
advantages to operating within 
the banking industry including the 
mass audience that banks provide 
along with access to direct payment 
systems, regulatory frameworks and 
approval from licensing authorities. 
These advantages may be critical 
to generating scale and achieving 
profitability.

 “The trick is getting the 
bank business, operations, 
compliance and product 
development teams to make the 
dreams a feasible reality.” 
Cillian Leonowicz, Director, 
Consulting, Head of Business 
Development, EMEA 
Blockchain Lab, 
Deloitte Ireland LLP
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Investment decisions may go 
beyond dollars and cents 
So, how do incumbents determine 
where to place their investments? 
We found a variety of standards and 
expectations among those interviewed. 

Some are willing to invest pre-revenue, 
but not pre-product. Most appear to 
prefer a pitch that shows a little traction 
a prototype over a blueprint, at the very 
least. But for the right opportunity and 
fit especially for ideas that are a little 
further out there in terms of potentially 
shaking up standard products or 
operating procedures  investing pre-
revenue may make sense, especially if 
it’s going to be a while before market 
demand develops. 

In addition, while having a tightly 
focused fintech strategy is important, 
it also could be risky for institutions 
to restrict investments to the exact 
number of areas they put on a white 
board. Their ability to respond might be 
limited if they come across innovations 
they hadn’t anticipated. 

When investing, goal setting whether 
quantitative or qualitative  should 
depend on what the institution is 

looking to achieve and the type of 
relationship they have with the fintech. 
An insurer partnering with an online 
distributor focuses on the number of 
policies sold monthly and average face 
amount, as well as the percentage of 
applicants needing regular medical 
underwriting versus straight-through 
processing. They hold regular 
touchpoints to review 
results and investigate the reasons 
behind any problems meeting 
expectations on both sides. 

Others were less concerned about 
meeting hard metrics versus 
determining a fintech’s overall 
transformational impact. When 
assessing return on investment, one 
insurance carrier said, “It’s a little bit 
squishy and qualitative as to results. We 
don’t draw clear lines in the sand about 
what we expect to get up front. It’s a 
learning experience, not just a financial 
investment.” We heard the same from 
a payments company. Learning, while 
hard to measure, is certainly a key 
expected outcome of an investment. 
For example, having an opportunity 
to serve on the board of a fintech and 
observe could be a meaningful learning 
experience. 

Other institutions defined fintech ROI 
as return on innovation, rather than 
on pure financial investment. What is 
the impact of a particular solution on 
ease of doing business and the client 
experience? Which business units 
are actually making a change in their 
platform or product offering as a result 
of their engagement with fintechs? 

Financial institutions should also 
appraise fintech investments 
holistically. For example, merchants 
may look not only to get cheaper 
payments through a fintech solution, 
but at how to get more comprehensive 
data on their customers for service and 
marketing advantages at the  
same time. 

 “Do the banks really have a choice but to change 
their culture and approach? The reality is that 
market confidence, in once trusted brands, has 
been eroded. This is reflected in declining share 
prices with global brands witnessing double digit 
year on year losses in stock valuations. If a bank is 
to survive and thrive into the future, then its vision 
and mission, and moreover its modus operandi 
must be centered on 'customer centric digital 
platforms'. Fintech assimilation and collaboration 
will be central to this!” 
Cillian Leonowicz, Director, Consulting, 
Head of Business Development, 
EMEA Blockchain Lab, 
Deloitte Ireland LLP
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What’s ahead for incumbents and 
fintechs? 
Most expect the relationship between 
incumbents and the fintech world 
to keep maturing over the next few 
years, probably at an accelerated pace. 
Consolidation and more platform 
plays are likely as fintechs begin 
to seek traction in an increasingly 
competitive market and incumbents 
look for more sophisticated partners. 
Meanwhile, many venture capital and 
private equity firms are likely to cash 
in on their early investments and start 
selling off the survivors. This trend may 
create more acquisition opportunities 
for financial institutions and other 
fintechs interested in absorbing their 
competition or expanding capabilities 
and offerings. 

To advance collaboration, financial 
institutions and fintechs need to be 
more open-minded, tolerant, and 
accommodating to facilitate, rather than 
hamper, innovation and transformation. 
By realising a mutual need for 
coexistence and codependency, 
incumbents and fintechs are more 
likely to survive and thrive amid the 
rapidly changing competitive landscape 
and rising customer experience 
expectations. If they can overcome the 
inherent obstacles holding them back 
from working together more effectively, 
that would be to their mutual benefit, 
and ultimately, to the benefit of financial 
services customers. 

Key takeaways

Financial institutions are far more likely to collaborate than compete 
with fintechs, yet often struggle to interact effectively with the faster-
paced, less structured fintech world. 

These incumbents often lack a clear path for fintech approval and 
development and struggle with setting benchmarks to measure 
success. 

Going forward, consolidation is likely as fintechs seek more traction in 
an increasingly competitive market and financial institutions look for 
more sophisticated partners. 

For their part, fintechs must refine their pitches to align to real-world 
challenges and demonstrate both industry and technical expertise. 

To overcome these barriers, incumbents should implement a fast-
fail approach to fintech experimentation and establish a precise 
engagement path with a single point of initial contact. 

This article is sourced from 
Closing the gap in fintech 
collaboration
Deloitte.com/US

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/financial-services/us-fsi-dcfs-fintech-collaboration.pdf
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Asset management 1000+

Banking

Citi
JP Morgan
BOI Global Markets
Bank of America Merrill Lynch
Barclays
Credit Suisse
Goldman Sachs
Ulster Bank
Wells Fargo
AIB

10000+

Aircraft leasing

Avolon
AWAS
GECAS
ORIX
SMBC
FLY
AerCap

600+

Insurance

Aegon Ireland
Allianz Re
Allianz Worldwide Care
Augura Life
AXA Life Europe
AXA MPS
Barclays Assurance
Barclays Insurance
Canada Life Europe
Darta Saving Life
Europ Assistance
Generali PanEurope
Hawthorn Life
MetLife Europe
New Technology
Old Mutual International
PartnerRe
Prudential International
Scottish Mutual International
SEB Life International
St. James’s Place International 
XL Group

4000+

Payments

Paypal
Elavon
Chase Paymentech
Mastercard
Western Union
Realex

3000+

Funds (incl. Asset mgmt)

State Street
BNY Mellon
BNP Paribas
HSBC Securities Services
Northern Trust
CITCO
JP Morgan
Quintillion
HedgeServ
GlobeOp
Citi

10000+

Payments & transactions 1000+

Mobile banking 400+

Financial advisory 400+

)

Risk & compliance

Security & privacy

FX

Trading

P2p lending & crowdfunding 100+

1000+

700+

200+

100+

Other

IT Solutions
Professional Services
Corporate Treasury

5000+

Incubators/accelerators

Launchbox
NRDS Launchpad
Propeller Venture 
Accelerator
Nova UCD
NRDC Fintech
Dogpatch 
MasterCard start path
HubSpot

IFS

Industry/Academic Collaborative 
Research Centres

UCD Centre for Cybercrime Investigation
UL Data Communications Security Lab
DCU Dependable Systems Group
CeADAR
INSIGHT
GRTCG
LERO
TSSG
ICHEC
GRCTC

Investors

ACT Venture Capital
The Bank of Ireland Capital VF
Frontline Ventures
Ion Equity
Cardinal Capital Group
Better Capital
Halo Angel Network
Insure.vc
Atlantic Bridge
Delta Partners
NDRC

Industry Labs/Accelerators/
Research Centres

Citi Innovation Lab
Aon Centre for Innovation and Analytics
Accenture Innovation Lab
Mastercard Labs
Zurich Cyber Security Centre
Liberty Cyber Security Centre
Fidelity Software Development Centre
Pramerica Software Development Centre
Deloitte EMEA Financial Services Blockchain 
Lab
INTEL
First Data
IBM
SAP

Industry Labs/Accelerators/
Research Centres

Citi Innovation Lab
Aon Centre for Innovation and Analytics
Accenture Innovation Lab
Mastercard Labs
Zurich Cyber Security Centre
Liberty Cyber Security Centre
Fidelity Software Development Centre
Pramerica Software Development Centre
Deloitte EMEA Financial Services Blockchain 
Lab
INTEL
First Data
IBM
SAP

Funding 

New Frontiers ED Programme
HPSU Feasibility Grant
Strategic Marketing Review
Eurostars
Competitive Start Fund

Events/Iniatives/Associations

Blockchain Ireland - IDA Initiative 
Blockchain Association Ireland - blockchain 
advocates/network
Crypto Coast - services/events
FinTech & Payments Association of Ireland 
(FPAI)
FinTech Ireland - association/network
CHAINHACK - events/ blockchain hackathon

Government supports

Science Foundation Ireland (SFI)
Enterprise Ireland  (EI)
Irish Development Agency (IDA)
The Irish Business and Employers 
Confederation (IBEC)

Support for 
FinTech & 
Blockchain 
startups/
scaleups

FinTech & 
Blockchain in 

Ireland

An overview of International Financial 
Services in Ireland, with an estimate of 
employee numbers in each sector. 

An overview of companies operating in Irish FinTech 
& Blockchain with an estimate of employees in most 
domains.

An overview of organisations and Government 
agencies supporting FinTech & Blockchain 
startups/scaleups.

3

About the FinTech 
and Blockchain 
eco-system Map
This map shows 3 key elements of the FinTech 
and Blockchain eco-system that exits in Ireland 
and the key organisations in each sector. The 
essence of Ireland's successful FinTech and 
Blockchain eco-system is how each element works 
in colloboration to support the rise in startups and 
scaleups whereby a global hub for FinTech and 
Blockchian in Ireland is fast emerging.  

3 collaborating elements

1 FS Current Situation

FinTech and Blockchain in Ireland2

Support for FinTech and Blockchain 
Startups/Scaleups

3

Support for FinTech & Blockchain 
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AWAS
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MetLife Europe
New Technology
Old Mutual International
PartnerRe
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Scottish Mutual International
SEB Life International
St. James’s Place International 
XL Group

4000+

Payments

Paypal
Elavon
Chase Paymentech
Mastercard
Western Union
Realex

3000+

Funds (incl. Asset mgmt)

State Street
BNY Mellon
BNP Paribas
HSBC Securities Services
Northern Trust
CITCO
JP Morgan
Quintillion
HedgeServ
GlobeOp
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10000+
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Mobile banking 400+
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Other

IT Solutions
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Accelerator
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MasterCard start path
HubSpot

IFS

Industry/Academic Collaborative 
Research Centres

UCD Centre for Cybercrime Investigation
UL Data Communications Security Lab
DCU Dependable Systems Group
CeADAR
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GRTCG
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Funding and 
financing 
strategies for 
Smart Cities
Increased urbanisation, a focus on sustainability and 
citizen demand for smart services are driving cities to look 
to upgrade their infrastructure with smart technologies. 
Paying for those projects presents a significant challenge. 
Constrained by tight budgets, cities need to identify 
business models that can help to attract private sector 
participation in order to make the introduction of smart 
cities sustainable, viable and financeable.  

Michael Flynn
Partner, Real Estate Ireland Lead
Global, Government and Public 
Services Financial Advisory Lead
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Several factors make it difficult 
to finance smart cities projects. 
One common obstacle 
involves technology risk: the 

project may be the first to deploy 
a particular technology, reducing 
investor confidence in the integration 
and usability of the technology in the 
absence of demonstrable proof of 
concept. It may also be hard to secure 
financing for a smart city project where 
it is difficult to monetise the benefits of 
the project.   

For example, a project might offer a 
clear positive socio-economic impact, 
but there may be no way to assign a 
euro value to that benefit, including the 
potential to generate revenues.

Other impediments to financing 
include: projects that do not have a 
clear path to steady revenue; where 
the return on investment (ROI) is 
uncertain; and/or the unconventional 
nature of smart cities projects based 
on interconnectivity (of the Internet, Wi-
Fi, fibre-optic cable, etc.) with physical 
devices and infrastructure, which often 
lack the traditional, single-sector focus 
that conventional financing favours. 

Lastly, the types of financiers that will 
generally understand smart cities often 
have an infrastructure background; 
however, their preference is for long-
term projects. The shorter term nature 
of technology-related projects can be 
outside their remit or bring additional 
risk and challenges to smart cities 
projects that need to be considered. 

A key step in any smart city financing 
effort is developing a comprehensive 
strategic plan to capitalise on the 
project’s strong points. This can help 
to improve the initiative’s “investment 
readiness” and its access to finance. 
The plan should include a robust 
business model, a creative approach to 
funding and financing sources (finding 
new sources of revenue for projects 
and new business models for recovery 
and value capture), and innovative 
financing structures for investors.

A smart city initiative can put a 
digital overlay on any physical asset, 
opening the way for unprecedented 
opportunities, increased productivity, 
and new revenue streams. One 
important factor that can make a smart 
city project successful is determining 

a clear path to steady revenue (its 
revenue model). A clear funding stream 
is especially critical if the project is 
seeking private financing.

To determine the most effective way 
to finance a smart city project, it 
must be decided who will pay for the 
service and assume the associated 
risks. Historically, the public sector 
has been the first choice. Often, the 
government pays to build and operate 
the service, receiving a return in the 
form of savings or greater efficiency. 
But the government could also recoup 
its investment by getting the public to 
pay fees (directly or indirectly) to use 
the service. In an alternative scenario, 
revenues to support a smart city 
project could come from selling value 
generated to other third parties. The 
project sponsor might, for example, sell 
advertising space on an asset, monetise 
data that the service collects or form 
affiliate or strategic partnerships, and 
use these revenues to pay for the asset 
or the service for the city/public.

The sponsor should continuously 
look for opportunities to leverage the 
technology platform and network 
to generate additional smart cities 
revenue streams. Vendors and 
partners can find creative ways to 
generate revenue from the solutions 
and services they provide
in each layer of the business 
architecture. These opportunities may 
mirror the revenue models used in the 
wider digital economy. The four most 
effective digital revenue models to 
date are: using advertising to support 
a service; selling an “all-you-can-eat” 
subscription; data monetisation (e.g., 
selling data captured by a service to 
companies for marketing purposes); 
and pay-as-you-go user fees.
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Key questions to consider

Does the project capture economic benefit through 
direct revenue streams? Will it generate any free cash 
flow (money left over after all costs have been paid) that 
can be used to cover various expenses, such as up-front 
capital and finance costs and ongoing operation and 
maintenance?

As the project sponsor evaluates potential revenue models for 
a smart city project, here are some questions to consider:

What kinds of risk connected with free cash flow, 
quantum, certainty, and source does the project face, 
and how do those risks affect the kind of finance the 
sponsor may source?

Is the present value of the total investment costs greater 
than the present value of net revenues? If such a funding 
gap exists, the sponsor will need to identify alternative 
funding mechanisms.

Can public and private sources of finance be combined? 
This is sometimes done if the cash flows are insufficient 
to repay finance from the private sector, which will 
include a premium for the level of risk transferred.

Value capture and asset recycling 
The introduction of any infrastructure 
tends to create value for the city and often 
the surrounding real estate and business 
operations. While the public sector is often 
responsible for delivering and funding the 
infrastructure, the value generated is often 
greater to others. If not properly planned 
in advance, the public sector will miss any 
opportunity to share in the value uplift. 
If properly captured, along with more 
traditional funding strategies, a city can use 
its share of the value captured to provide 
a contribution to funding for a smart city 
project.

Direct value capture generates value directly 
within a project, using strategies such as 
revenue sharing, profit sharing, refinancing 
gain share, user fees, and impact fees. 
Indirect value capture creates value as a 
result of government decisions (e.g., a zoning 
change) or investments (e.g., developing a 
new transit system) that benefit developers. 
A government might also capture more value 
from a project, for example, by leasing air 
rights above the property, or swapping a 
piece of public land that a developer wants 
for a piece of privately owned property.

Another option is asset recycling. In this 
strategy, the government sells (or leases) 
a public asset to a private entity for value 
and then uses the proceeds to fund future 
investment. The government might sell an 
asset it no longer needs, sell an asset to take 
advantage of its current capital value and 
then lease it back for public use, or conduct 
an asset swap or share arrangement to help 
with a private sector development plan. In 
each case, the goal is to use existing assets 
to enhance the overall government portfolio 
while achieving value for money.

Financing options
Smart cities projects often require multiple 
investors. Attracting appropriate sources 
of capital (debt or equity) for a given 
project requires effort, innovation, and a 
sophisticated understanding of the project’s 
fundamental components. Some investors 
will invest only in traditional infrastructure 
such as roads and transportation systems, 
while others will invest only in projects 
that match investment strategies focused 
on particular assets, sectors, countries, or 
themes. Therefore it is important to develop 
a strategic plan to secure financing from 
different sources for different aspects of the 
project as required. 
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Appropriate match 
to financing source

Senior debt
Exchequer
 financing

Government
    funding Grant 

funding

Debt

Funding

Hybrid

Equity Bonds
Sponsor 
equity

Export credit
Infrastructure 
funds

Vendor 
financing

Multilateral 
finance

Alternative
lenders

Mezzanine 
finance

Typical financing mechanisms

 • Project financing: Focuses on the 
financial assessment of a given 
project.

 • Traditional loans and leases: 
Focuses on paying for infrastructure 
investment over time. Repayment 
can come from public sector or third-
party/user payments. Financing is at 
the project level and involves a private 
equity partner.

 • Vendor finance: An equipment 
vendor; an engineering, procurement, 
and construction (EPC) contractor; or 
another supplier will offer financing for 
the project. Because an equipment 
vendor, for example, may have a 
better understanding of a project’s 
technical risks, or of the industry 
concerned, it might be more willing 
than a commercial lender to assume 
those risks.

 • Consumption-based financing: Project 
sponsor pays for technology based 
on usage and adjusts capacity up and 
down as needed. Financing is at the 
supplier level rather than project level.

 • ‘As-a-service’ financing: Rather than 
purchasing technology, project 
consumes it as a service. Financing is 
at the supplier level.

 • Concession financing: Project gains 
the benefits of technology at little to 
no cost, while enjoying incremental 
revenues and cost savings.

 • Revenue share financing: Project 
obtains funding for technology 
investments in exchange for a share 
of the revenues from customer 
contracts. Revenues may be 
committed or uncommitted.

 • Equity financing: Scales business 
across multiple cities with capital and 
expertise from a strategic private 
equity partner.
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Procurement structures
Just as different funding and financing 
strategies work best for different 
smart cities projects, so do different 
procurement structures, and specific 
procurement mechanisms are 
required in order to accommodate 
different funding/financing strategies. 
Often public sector determines the 
procurement strategy from the outset 
before the detailed analysis has been 
completed. Our advice is that the 
procurement method should only be 
determined when all of the analysis, 
value capture potential and financing 
source work has been completed. 
Options include:

 • Direct Delivery: The public sector 
provides goods or services directly 
to the customer utilising the public 
sector staff/assets.

 • Conventional Procurement: The 
public sector defines its requirement 
for goods and/or services, procures 
them via traditional procurement and 
contracting methods, and pays for 
them.

 • Operating Contracts: The public 
sector contracts with a vendor 
to provide goods and services. 
These contracts may cover a 
range of activities, from technical 
assistance to full responsibility for 
the operation and management of a 
public infrastructure asset. They are 
generally shorter term in nature.

 • Licensing: Typically used for procuring 
technologies, these agreements 
generally come in two varieties. The 
first is a perpetual license, which is a 
one-time, up-front purchase funded 
by the CAPEX budget. The other is a 
subscription license, supported with 
periodic payments from the OPEX 
budget.

 • Long-Term Lease: Leasing property 
or equipment, rather than buying, 
provides flexibility and reduces up-
front costs.

 • Joint Venture (JV): In this Private 
Sector Participation (PSP) model, the 
public sector joins with the private 
sector to jointly deliver a service/asset 
in an effort to utilise the best of each 
party. In many cases, this structure is 
utilised by the public sector to involve 
itself in a project (often) without 
providing funding; however, it can 
make an asset available for use  
to the JV.

 • Public-Private Partnership (PPP): 
Under this structure, the government 
contracts with the private sector 
(usually long term) for the provision 
of a service. The delivery of the 
service may involve the construction 
of a related and underlying asset; 
however, payment is made based on 
performance and availability of the 
service. By the use of risk transfer, 
the public sector pushes manageable 
risks to the private sector to deliver 
value for money.

 • Franchising: An agreement to 
operate government-owned assets 
on a commercial basis to generate 
returns (e.g., rail operator contracts 
where government supplies the rail 
infrastructure).

 • Privatisation: This is where the 
private sector is fully responsible for 
the design, delivery, and operation of 
projects that provide (or previously 
provided) a public service. The public 
sector has no direct control over 
these entities except for legislation 
and regulation. In certain cases, 
these project services may have 
been provided by government, and 
the private sector may acquire the 
project/asset for consideration.

While the smart cities movement 
offers exciting new opportunities for 
governments, citizens, and businesses, 
finding the money to support such 
products or services can be a complex 
undertaking. When government officials 
understand the full range of options for 
funding, financing, and procurement, 
analyse the advantages of each, and 
choose strategies that best fit their 
situation, they can vastly increase the 
odds that their smart city initiative will 
succeed. 

This article is sourced from 
The challenge of paying 
for smart cities projects
Deloitte.com/US

https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Public-Sector/gx-ps-the-challenge-of-paying-for-smart-cities-projects1.pdf
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