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Recent trends in cyber
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Companies need to prepare to recover from catastrophic cyber events

The world in which you operate is changing
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Pharma, Healthcare, Wealth & 
Investment Management, Insurance, 
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Prior to 2017 Now

Compression

The threat landscape continues to evolve 
and attacks no longer discriminate: 

Attacks are becoming more 

sophisticated, frequent and far-reaching

Attack surfaces have increased through 

network integration and inherited 

vulnerabilities

Attackers are organised, less restrained

and more networked

Increased number of high impact cyber attacks since 2017
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Ransomware 2021
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Ransomware attacks follow a similar pattern. The attacker obtains access, escalates privilege and then introduces 
ransomware. In some cases the attacker will also ex-filtrate data and use this as an additional way to extort payment.

Typical anatomy of an attack

Financial Services (Human Operated Ransomware)

Phishing email

Automated malware 
download

Attacker escalates 
privileges

Attacker gains 
remote access

Attacker spreads 
advanced malware

Aerospace (Human Operated Ransomware)

Transport and Logistics (Automated Exploit)

Insecurely 
configured 

cloud servers

Attacker escalates 
privileges

Attacker introduces 
ransomwareAttacker gains 

remote access

Oil and Gas (Human Operated Ransomware)

Automated 
Ransomware 

Infection

Compromised 
third party 

Automated vulnerability 
exploitation & privileged 

escalation

Infected
software update

Attacker 
introduces 

ransomware

Phishing email

Automated malware 
download

Attacker escalates 
privileges

Attacker gains 
remote access

Attacker destroys 
backups

Attacker disables 
security controls

Ineffective Anti-

Phishing Controls

Insufficient Internet 

Egress Filters

Local Administrative 

Privileges on 

Endpoints

Insufficient Privileged 

Access Controls

Active Directory 

Vulnerabilities
Cloud Vulnerabilities Unpatched Systems

Common Weaknesses Exploited
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This model is widely used in safety and engineering environments to evaluate hazardous events and we can use it in a 
cyber security context

The bow tie model 

Identify & Protect 

Event

Recover & Respond

Bad 
ventilation

Oily rags/ 
fumes

Open flame

Loss of life

Destruction of 
assets

Production 
outage
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Once you know where to focus, you need the right balance of preventative and reactive controls for your industry 
and business context. 

Balancing our Cyber controls
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Incident 
Reporting

Resilience 
Playbooks

Backup & 
Restore

Protect Respond / Recover

We typically adapt this model to map how deploying proactive and reactive controls 
contribute to driving balanced outcomes in line with business strategy. 

Event

Cyber
Example 
controls

Example 
controls

Protective 
monitoring

Malware 
prevention & 

detection

Asset Inventory

Remote Access

OS Patching & 
Hardening

System 
Segregation & 
Architecture

Network 
Security

Threat 
Monitoring

Identity and 
Access 

Management

Management of 
Change

Training & 

Awareness

Governance, 

Risk & 

Compliance

Overarching Controls
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Invest in protecting the most critical or important things

Focussing on the right things

Lower impact events that 
must not distract us from 

the fundamental purpose of 
the strategy

Individual system outage or data loss

Isolated impact to critical system or process

Compliance / GDPR

Online customer platforms / DDOS / website 
defacement / minor data loss

Focus investment on 
areas that reduce 

greatest enterprise 
impact

Events where we could lose a 
significant component of the 

company

Extinction 
events

Brand destruction

Major fraud and system outage

Sensitive or personal data loss

Th
reat M

o
d

el
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Critical Business Services - Set Impact Tolerance Limits (ITL)

✓ The level of service to be achieved within a certain timeframe or by 
a point in the business cycle after which the impact becomes intolerable

✓ An indication of how long contingency arrangements needed to meet 
the impact tolerance can be sustained before they become unworkable

✓ How the impact tolerance statements will help focus investment on 
resilience measures and direct actual response during a disruption (e.g. 
support escalation to the Board)

Because no impact is unrealistic

Because institutions must have clear measurable limits beyond which 
the business could no longer withstand a severe but plausible event

Because these limits can be used as a tool during a response to a 
disruption

Because the limits can be used as a planning tool in ‘peace time’ to 
frame investment decisions regarding Operational Resilience

1

2

3

4

Why set impact tolerance limits? What to consider when setting impact tolerance limits?

Widespread harm 
and/or financial 

system failure and/or 
firm failure

Desired Recovery 
Time (RTO)

Impact 
Tolerance Limit

Point of Intolerable 
Disruption

Buffer Zone

02 0403
Point of 
Disruption

01
Business as 
usual (BAU)

Increasing severity of impact

What is meant by 
‘acceptable level of 

disruption’?

The impact tolerance would describe the maximum acceptable level of disruption to an important business service, 
assuming disruption to the supporting systems and processes will occur.
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Board need to agree on the impact that will be tolerated in a disruption

Conducting self-assessment

Board review and oversight of the approaches taken by the organisation to build and maintain resilience

Key questions

Do we understand how our important business services have been identified and 

impact tolerances set?

What vulnerabilities have been identified and how will we address them?

Do we agree with the scenario testing that has been performed and understand the 

findings?

Common pitfalls

Generic, off-the-shelf 

continuity plans

Testing scenarios 

that do not align to 

the risks the 

organisation is 

actually worried 

about

No clear link between 

test outcome and 

business service

Do we understand the action plans the we have to remain within its impact 

tolerances?



Anti-ransomware capabilities
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These are the critical capabilities that are required to reduce the likelihood and impact of a ransomware attack 

Critical anti-ransomware capabilities

Prevent Intrusion
Prevent an attacker from gaining a 

foothold in the IT environment

Endpoint Security Hygiene

Advanced Web Proxies

Advanced Email Filtering

Continuous Cloud Security 

Compliance

Identity Protection (Inc. MFA)

Zero-Trust Architecture

Privileged Access Management

Rapid Recovery
Rapidly recover from an attack and restore 

critical business services

Endpoint Detection Traditional Log Monitoring and Correlation

Organisational Readiness

Recovery Planning

Recovery Building Blocks (Inc. 

Backups)

Burst Capacity

Communications

Limit the “Blast Radius”
Limit the damage that an attacker can 

inflict, should they enter the environment

Critical Data Encryption

Endpoint Response (Isolation)

Advanced Web Proxies

Identity Protection (Inc. MFA)

Zero-Trust Architecture

Privileged Access Management

Monitoring
Monitor for attacker intrusion

User Behaviour Analytics
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Where we see our clients managing these challenges well, they generally tend to focus on five key pillars for successful 
enterprise recovery that resonate as best practices

Enterprise Recovery – Deloitte’s Experience

Organisational 
readiness and 

alignment

Burst capacity
Building blocks of 

recovery
Prioritised 

recovery planning

• Governance decision trees 
and preordained decisions 
made

• Crisis team, procedures 
and processes are in place 
to enable an enterprise-
wide recovery

• This would include drills, 
exercises and learning
from previous incidents to 
continuously improve

• Awareness where the 
crown jewels are

• Technical and non-
technical plans and 
playbooks to take the 
company through the 
stages of recovery

• Operations will be rebuilt 
in a prioritised way 
according to business 
criticality

• Up to date asset register
• The actual recovery 

components, right tools
and materials are in place 
to rebuild a company. 

• This could be a data vault 
or offline copies that are 
used to begin the 
recovery. 

• Ability to provide scarce 
resources where needed 
and guide those of which 
there are too many 

• This will include physical 
resources such as laptops 
and USBs to third parties
provisions

• Clear, frequent and 
consistent messaging to 
remain calm, focused and 
in control

• Both internal and 
external communication 
is vital to coordinate the 
recovery in a calm and 
focused way

Effective 
communication

The capabilities required for Enterprise Recovery may be compared to running your own kitchen and having everything that is required for that available

Waiters at the restaurant getting 
the orders

The recipes that you need to 
create and the core team creating 
them

The ingredients and kitchen 
utensils that you require

The pastry chef for the one 
wedding cake or the additional 
outside tables on the terrace on a 
summer day

During the dinner rush, waiters 
coordinating talking to customers 
and passing on the requests to the 
kitchen staff (incl. allergies) 



Remuneration trends
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Overview/agenda

Wider landscape –
recent themes

ESG, workforce and 
diversity 

Approaching year end 
– key decisions

• New policies

• Global talent market

• ESG and climate

• ESG metrics

• Ethnicity pay reporting

• Engaging with the workforce on pay

• Salary increases

• Incentive out-turns

• Disclosure and reporting

Interactive session with 
polling questions

Submit Q&A via the chat 
function
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Approaching year end – key decisions
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Salary 

increases?

Annual 

bonus and 

LTI out-turns

Target setting DRR 

reporting

Considering key decisions
Approaching year end
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FY 22 salary review

The Deloitte Academy

www.deloitteacademy.co.uk

‘Increases to salary, if necessary, should be in line with 
changes to the wider workforce.’      

IA Principles of Remuneration 2021

Workforce increases – higher in 2022?

ISS area of focus

FY21/22 CEO salary increases (FTSE 350 March to September year ends)
% increase

0%

5%

10%

15%

20%

25%

Disclosure and rationale

To date more than half of 

companies have awarded salary 

increases for FY22

Typical increases 

c.2 - 3%

c.35% awarding no 

increase – in line 

with pre-COVID 

practice

Company
IVIS – ISS -

GL 
AGM vote Summary of concerns

B&M 
European 
Value Retail 
(FTSE 100)

● ● ● 77% - DRR
FY22 base salary increase of 23.3% for 
the CEO.

Recent case study
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The year ahead – return to normal?

0%

20%

40%

60%

80%

100%

2016 2017 2018 2019 2020 2021?
March to

September
year ends

FTSE 100 - median CEO annual bonus out-turn    
(% of max)

Continued use of 

discretion 

Return to ‘normal’ level 

out-turns? 

Annual bonus out-turns

Based on 28 March - September 

year ends (to date) - median bonus 

c.80% of maximum

0%

20%

40%

60%

80%

100%

Use of government 

support (furlough / 

business rates relief)

Recent FTSE 100 annual bonus payouts (March to September y/e to date) 

% of maximum
Recent FTSE 250 annual bonus payouts (March to July y/e) 

% of maximum

0%

20%

40%

60%

80%

100%

2016 2017 2018 2019 2020 2021?
March to
July year

ends

FTSE 250 - median CEO annual bonus out-turn 
(% of max)

Based on 48 March - July year ends 

(to date) - median bonus c.85% of 

maximum

0%

20%

40%

60%

80%

100%

7 companies used furlough (not 

repaid) – zero bonuses 
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The year ahead – return to normal?

Long-term incentive vesting

Recent FTSE 100 LTI vesting (March to September y/e to date) 

% of maximum

Recent FTSE 250 LTI vesting (March to July y/e) 

% of maximum

0%

20%

40%

60%

80%

100%

0%

20%

40%

60%

80%

100%

0%

20%

40%

60%

80%

100%

2016 2017 2018 2019 2020 2021? March
to Sept year

ends

FTSE 100 - median CEO long-term incentive vesting level 
(% of max)

Based on 28 March - September 

year ends (to date) - median LTI 

vesting c.60% of maximum
0%

20%

40%

60%

80%

100%

2016 2017 2018 2019 2020 2021? March
to July year

ends

FTSE 250 - median CEO long-term incentive vesting level 
(% of max) 

Based on 48 March - July year ends 

(to date) - median LTI vesting c.55% 

of maximum



9

DRR considerations

Setting decisions in the wider context

Single figure –

wider 

stakeholder 

experience

Real Living 

Wage, 

employee 

experience

Pay ratios –

explaining 

movement

“Remuneration Committee chair statement should 
explain why ‘single figure’ total pay is appropriate in 
context of “wider stakeholder experience”.
LGIM Principles of Executive Pay, October 2021

LGIM expect the remuneration committee to
“challenge management if the company is paying 

less than the real living wage as set out by the Living 
Wage Foundation or if the company is not offering all 

employees the chance to work a minimum of 15 
hours per week. This represents the absolute 

minimum a company should be doing to reduce 
income inequality and poverty within its workforce.”

LGIM Principles of Executive Pay, October 2021
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Target setting
Annual bonus plans – FY 21

Broader ranges?

Discretion and adjustments -30%

-20%

-10%

0%

10%

20%

30%

Profit targets - % range around Target (threshold to maximum) - FTSE 100
‘Normal year’

Target

Maximum

Threshold

Typical approach 

FTSE 100 companies most 

commonly set a range of 

+/- 5% to 10% around target

Threshold to maximum 

range of  c. +/- 20%, typically 

in more uncertain business 

circumstances (e.g.  

commodity volatility)  

Continued uncertainty –

e.g. supply chain crisis, 

consumer behaviour
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Award levels and target setting
Long-term incentives

Windfall gains 

– proxy and 

investor focus

Limited recent 

examples of 

delayed target 

setting

Lower target 

ranges last 

year? 

Revisiting 

approach
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Wider environment – key themes
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Remuneration policies 
Greater diversity of incentive structures now in place

Performance 
share plan

76%

Restricted share 
plan
11%

Performance 
shares + other

6% Other/no LTI
7%

Greater diversity of incentive structures and increased 
prevalence of restricted share plans (FTSE 100) 

Plan type Company IVIS – ISS - GL AGM Policy vote

Restricted share 
plan

Glencore ● ● ● 74.2%

Bunzl ● ● ● 94.4%

Informa ● ● ● 59.4%

IAG Group ● ● ● 94.2%

ITV ● ● ● 92.2%

Single incentive 
plan

Rolls-Royce ● ● ● 97%

One-off incentive 
award

Ashtead ● ● ● 60.7%

New incentive structures – FTSE 100 (2021 AGM season)

Continued 

adoption of 

restricted 

shares?

Incentivising 

recovery and 

growth

Global talent 

market
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Emerging themes
Global talent market - recruitment and retention pressures?  

“Markets have changed and become even more 

differentiated in 2020. Strong leadership performance 

can more than ever drive exceptional success.

The importance of being able to offer our impactful 

CEO a remuneration package competitive with our 

European peers, has been a key theme in consultation 

discussions with our shareholders.”  AstraZeneca plc

“The Group seeks to retain and recruit the most talented people in all the 

jurisdictions in which it operates and its remuneration package, 

particularly, but not exclusively, in North America has fallen behind current 

market practice making the retention and recruitment of talent a 

significant challenge.”  Ashtead plc

“The Committee is concerned that over 

time, HSBC’s overall remuneration 

opportunity has fallen behind desired 

levels to reflect the calibre of the 

executives and market positioning.”  

HSBC plc

“…finding a means to bridge the considerable 

gap in compensation practice between the UK 

and the US, Andy’s home market, where both 

amounts and structures are quite different.   The 

Committee developed a one-off arrangement, 

the co-investment award, to help bridge this 

gap.”         Pearson plc
“Our Executive Directors are high performing with an excellent track record in 

delivering both strong company performance and growth as evidenced by 18 

consecutive years of record profit and a TSR of 690% over a ten-year period, 

making them highly attractive beyond the FTSE and the UK.” Halma plc

“Based on close examination of both the defence industry 

and FTSE 50 median reward levels, it had become 

increasingly clear that Dr Woodburn’s current 

remuneration no longer reflected his value to the Company 

or standing in the market.” BAE Systems plc

Leadership skills –

pace and 

innovation

Changing voting 

risk appetite?

Facilitating 

investor dialogue

FTSE 100 median CEO pay falls for fourth 

year in a row July 2021
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ESG, workforce, fair pay and diversity
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Other areas
Incorporating ESG metrics under incentive plans – recent themes

Focus on 

climate / 

net zero

Executive pay and climate: can bonuses be 

used to reduce emissions? FT, November 2021

Net zero pledges: not even next 

management’s problem FT, September 2021

D&I 

metrics 

Typical weighting 

10-20%

Recent FTSE100 examples (March to July y/e)
“Where ESG metrics are included as part of the 

long-term incentive, we would not expect this 

to be weighted more than one-third of the total 

award” 

LGIM October 2021

• Identifying areas of focus in the organisation 

• Multiple reference points under one metric e.g. 

• Gender diversity  

• Ethnic diversity 

• Representation areas e.g. Top 100, senior 
management, workforce

• Talent pools (leadership pipeline)

• Pay gaps 
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Scope 1 & 2 emissions  – increasing prevalence of climate metrics in LTIPs 

Climate & environmental metrics
Recent examples (March to September y/e)

Other environmental metrics

15% of LTIP

15% of LTIP
“Our commitment to reach a carbon net-zero position by 2040 is reflected in the 
introduction for the FY2022 LTIP of a metric measuring the reduction in greenhouse gas 
emissions.”

10% of Annual 
Bonus

Waste reduction – a new sustainability metric which focuses 
the business on reducing waste and making a positive impact 
on the environment. 
Reduction of total waste generated compared to FY21.

10% of one-off 
strategic 

award

10% of Annual 
Bonus

• Recycling by increasing e-waste Take Back
• Reducing scope 1 and 2 carbon emissions

“During the course of the next 12 months we will be developing a carbon reduction plan to 
set out our move towards a net zero carbon emissions position. To further emphasise the 
importance of ESG to our business, it is intended that for PSP awards in FY23 a carbon 
reduction measure will be included [..].”

FY23 LTIP

20% of LTIP

7.5% of LTIP

‘Land Positive’ – “our key target for 2030 is that we will save 
more land than we use”.
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D&I metrics
Market examples – considering multiple reference points

Committing to a 

sustainable future
Strategic Scorecard

FY20 measures included:
• Gender pay gap target of less than/equal to 22% 

• Less than/ equal to 30% females in top 100 

• Maintain less than/equal to 40% females named as 
green or amber successors 

• Reduce environmental impact

Diversity 12.5% PSP

“A portion of the PSP on a basket of Diversity metrics. The Board strongly believes 
that increasing the diversity of our workforce will increase access to external and 
internal talent, underpin employee engagement, and therefore performance, and 
improve Group decision-making which we believe will drive execution and therefore 
shareholder value.”

Colleague 

representation targets

Basket of strategic 

indicators (20%)

Female leaders & 

ethnically diverse leaders

LTIP - basket of 

ESG metrics (20%)

LTIP ESG metric split across 3 metrics:

• % of senior leadership roles in UK, Ireland and Canada
• % of ethnic minority employees in senior leadership roles 

in UK
• % reduction in CO2 intensity of shareholders’ assets

10% LTIP
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Ethnicity pay gap reporting

While ethnicity pay gap reporting is 

not yet mandatory, we are seeing a 

shift in voluntary disclosure in this 

area.

Other areas

Increasing examples of more 

detailed information around pay 

gaps by ethnic group (e.g. pay gaps 

in Black, Asian groups).  

-5% 0% 5% 10% 15% 20%

Voluntary disclosures: 

Median ethnicity pay gaps (Non-BAME vs BAME)

Just 13% of FTSE 100 employers reveal 

ethnicity pay gap  Guardian, September 2021

Case study – Lloyds Banking Group

Typical range to 
date  5% - 15%                 
(median pay gap)
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Engaging with the workforce on executive remuneration policy and outcomes

‘There should be a description of the work of the remuneration committee in the annual report, including what engagement has taken 
place with shareholders and the impact this has had on remuneration policy and outcomes; and what engagement with the 
workforce has taken place to explain how executive remuneration aligns with wider company pay policy’  Provision 41

“While the majority of companies show 
evidence of clarity in their engagement with 
shareholders, this was lower when discussing 
their engagement with the workforce.” 
FRC report on remuneration reporting, May 
2021

How are companies engaging with workforce on executive remuneration?  
‘Best practice’ examples

Employee representative 
invited to RemCo meeting

RemCo chair attending 
Workforce Forum / works 

council

Workforce NED sits on 
RemCo to feedback direct 
engagement on executive 

pay

Employee AGM / Board 
Q&A includes executive 

remuneration 

Direct 
engagement 
approach 
supplemented 
by other 
methods

Intranet Q&A, RemCo
chair video or email to 

workforce

Dedicated email address / 
feedback channel for Chair 

of RemCo (queries or 
comments)

HR-led focus groups and 
feedback to RemCo

Employee AGM / Board 
Q&A includes executive 

remuneration 

Direct 
engagement 

Other 
approaches

Case study: DS Smith
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On the horizon

New investor 

guidance

2022 AGM 

season

BEIS White 

paper – final 

report?
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