
Introduction
In this era of the Internet of Things (IoT), 
we are rarely without some kind of smart 
device and everything we do is shaped 
by a digital economy. We can track our 
health, be notified when we need milk 
and control our home heating from 
anywhere. Smart devices have changed 
the way we work and live and this societal 
impact has become essential to our day 
to day operations. The development 
and success of this type of technology 
relies heavily on data and data sharing, 
so much so, that data protection 
safeguards have become paramount 
to individual rights. In this article, we 
take a closer look at connected vehicles, 
the recently adopted European Data 
Protection Board (EDPB) guidelines1 (the 
“guidelines”) and also take a look at a use 
case focusing on telematics and analytics 
for usage-based insurance.

Connected Vehicles

The new generation of vehicles have 
changed the way we travel. No longer are 
modern vehicles treated as just means 
of transport that take a person from one 
place to another. Modern vehicles have, 
in fact, transformed the way we travel, 
not only in terms of luxury models but 
also through smart technology such as 
autonomous driving, advanced driver 
assists, safety systems and smart device 
connectivity. Now, not only are vehicles 
run on electricity and fuel, but they also 
rely on huge amounts of data through 
integrated sensors and sophisticated 
onboard equipment. While the collection 
and processing of large scale data such 
as: statistics on engine performance, 
driving habits/patterns, road conditions, 
traffic/geolocation data, data on fatigue/
stress while driving, and biometric data 
for the purpose of uniquely identifying 
a person or even to identify drivers eye 

movements or pulse (to name but a 
few), is predominantly aimed at safety 
on the roads, it is not the only use for 
this data. Key components are also 
based on boosting the lifetime value of 
the vehicle, personalising the customer 
journey and also increasing brand loyalty 
and revenue streams in the mobility 
sector. This reliance and monetisation 
of an astronomical amount of data is 
significant from the point of view of an 
individual’s privacy and, at the core of 
that, the individual’s trust. When we 
talk about ‘individual’ we need to keep 
in mind that this can be, not only the 
driver, but the passengers and even 
pedestrians. Organisations such as 
manufacturers, but also third parties 
such as car dealerships, car insurers, car 
repairers, entertainment providers, have 
a lot to gain in terms of connectivity-
as-a-sell but could have a lot to lose if 
privacy-as-a-sell is not also at the heart 
of what they do. 
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1. Guidelines 01/2020 on processing personal data in the context of connected vehicles and mobility related applications

https://edpb.europa.eu/system/files/2021-03/edpb_guidelines_202001_connected_vehicles_v2.0_adopted_en.pdf


EU Guidelines on Connected Vehicles 
and Data Protection
The GDPR and ePrivacy Directive (sets 
the standard for storing and accessing 
personal data on terminal equipment) 
are fundamental in terms of safeguarding 
personal data and data subjects’ rights. 
Together with these general principles, 
the recently adopted (March 2021) EDPB 
Guidelines provide clarity when taking into 
account the collection and processing of 
personal data in relation to any connected 
vehicle as well as of any standalone 
mobile application that interacts with the 
vehicle. The guidelines focus on the non-
professional use of connected vehicles by 
data subjects: e.g., drivers, passengers, 
vehicle owners, other road users, etc. 
More specifically, the guidelines deal with 
“the personal data: (i) processed inside the 
vehicle, (ii) exchanged between the vehicle 
and personal devices connected to it (e.g., the 
user’s smartphone) or (iii) collected locally in 
the vehicle and exported to external entities 
(e.g., vehicle manufacturers, infrastructure 
managers, insurance companies, car 
repairers) for further processing”. We’ve 
already mentioned that connected vehicles 
collect huge amounts of data and some 
of the key data collection points are driver 
data (think driver behaviour for safety 
reasons, in-car entertainment and voice 
controlled features), performance data 
(mileage, fuel consumption, emissions 
etc.), location data as well as data related 
to the car environment. To add to the 
complexity of this data landscape, privacy 
challenges become more difficult to 
navigate as connectivity increases, which 
raises a risk around full transparency with 
data subjects. The Guidelines place a focus 
on some key risk areas as follows: (i) data 
security and control, (ii) lack of control and 
information asymmetry between all data 
subjects involved, (iii) quality of the user’s 
consent, (iv) further processing of the 
personal data including international data 
transfers.

While the guidelines underpin that all 
principles of the GDPR and the ePrivacy 
Directive (where applicable) must be 
complied with in relation to the personal 
data, they emphasise the importance 
of compliance with data minimisation, 
transparency, information and access, 
purpose limitation as well as:

• Consent
Prior, specific and informed consent is the 
dominant legal basis for the collection and 
processing of personal data in relation to 
connected vehicles (Article 6 of the GDPR 
and Article 5(3) of the ePrivacy Directive). 
In practice, this is a challenge due to 
variances between vehicle owners, drivers 
and passengers. In addition, any further 
processing carried out after the initial 
capturing of consent must be based on 
one of the lawful bases as per Article 6 of 
the GDPR.

• Data Protection by Design
Configuration that respects the privacy of 
data subjects by applying data protection 
by design and by default is a requirement 
when the volume and diversity of personal 
data produced by connected cars is 
taken into account. The Guidelines place 
emphasis on the recommendation that 
technologies ‘should be designed to minimise 
the collection of personal data, provide 
privacy-protective default settings and ensure 
that data subjects are well informed and have 
the option to easily modify configurations 
associated with their personal data’. This 
data protection-first approach can also be 
underpinned by additional practices such 
as (i) ensuring the personal data is only 
processed locally and, where possible, 
not transferred outside of the vehicle;
(ii) where it is necessary to transfer data 
outside of the vehicle, consideration 
should be given to anonymisation and 
pseudonymisation so that the personal 
data is rendered in such a way that the 
data subject is no longer identifiable; and 
(iii) performance of a data protection 
impact assessment (DPIA) as early as 
possible in the design process in order to 
factor in data protection requirements into 
the design proactively and always prior to 
the roll-out of new technologies. 



Use Case: Insurance Industry
While the guidelines are broad, and the 
key understandings are intended to be 
applicable across many industries, there 
are also specific requirements given to 
the insurance industry. Interestingly, the 
guidelines specifically state that vehicles 
equipped with image recording devices 
(dashcams, car parking cameras) are out 
of scope due to the nature of the footage 
and filming in public places and that ‘this 
requires an assessment of the relevant 
legislative framework which is specific to 
each Member State’. 

The primary insurance industry business 
models impacted by the Guidelines are 
“pay as you drive” and “pay how you drive”. 
These intend to reward safe drivers by 
giving them lower insurance premiums 
and are a form of usage-based insurance. 
Normally, as a part of their contract, the 
driver will install a telematics service, a 
built-in module or a mobile application that 
tracks driver behaviour and the mileage. 
The information will allow the insurance 
company to assign driver scores in order to 
assess what risk the individual poses to the 
insurance company. 

Legal Basis
Under the ePrivacy Directive (art. 5(3))
usage-based insurance should rely on 
consent and must also meet all the 
requirements as provided by art. 4(11) and 
7 of the GDPR. The Guidelines therefore 
iterate that the policy holder must have the 
choice to subscribe to a non-usage-based 
insurance policy. Otherwise, consent 
would not be considered freely given as 
the performance of the contract would 
be conditional on the consent. Further, 
drivers, like any data subject, must have the 
right to withdraw consent.

Additionally as provided for under the 
ePrivacy Directive, when data is collected 
through an electronic communication 
service (i.e. sim card contained in the 
telematics device), as often occurs in a 
usage based insurance contracts, consent 
will be needed to access information that is 
already stored in the vehicle.

The Guidelines state that following the 
storage or access to end-user’s terminal, 
insurance companies may rely on Art. 6(1)
(b) provided that there is a valid contract 
with the end user and the processing is 
necessary for the performance of such 
contract. The protection from the ePrivacy 
Directive is lowered in such instances.

Key Recommendations in relation to 
data collection
The Guidelines give consideration to two 
types of data collected by car insurers: (i) 
commercial and transactional data such as 
identifying information, transaction related 
and payment data; and (ii) usage data 
which means data generated by the vehicle 
such as location and driving habits. A key 
risk that the EDPB point out, is the very real 
one that the collection of such data via the 
telematics box could build a very detailed 
and precise profile of a driver’s movements. 
The data protection related obligations as 
to such profiles will raise the risk profile 
of an insurer if they were to handle such 
raw data. There are some key actions 
that insurers can take to minimise risk to 
the data subject, their own processing 
environment as well as recommendations 
driven by types of personal data that are 
higher risk: 
• The EDPB recommends that detailed raw 

data is processed: inside the telematics 
box or in the user’s smart device so that 
the insurer only accesses results data 
or by the telematics service provider 
on behalf of the insurer (as the data 
controller) to generate numerical scores 
that are transferred to the insurer. In this 
instance, neither has the full raw data set.

• Insurers must keep data minimisation 
and purpose limitation requirements in 
mind so that only personal data strictly 
necessary to provide the service under 
the contract is collected, processed and 
kept in an identifiable format.

• In consideration of storage limitation 
requirements, insurers should only retain 
commercial and transactional data in 
an active database for the duration of 
the contract. After which, it should be 
archived until any statutory limitation 
periods have been reached and then 
securely deleted or anonymised. Where 
usage data is concerned, the Guidelines 
state that any raw data should only be 
retained as long as there is a requirement 
to aggregate the data.



• Data transparency requirements should 
be met. This is particularly difficult given 
the nature of the types of interface’s 
drivers use, however they will need to be 
made aware of their data subject rights. 

• Special attention should be paid to the 
use of biometric data and should not 
be made mandatory. The data subject 
should have full control over their data 
and be offered non biometric alternatives.

• Processing of location data should 
be on a strictly necessary basis; any 
required consent should be collected 
and geolocation should not be turned on 
by default and a simple option must be 
provided for turning it off.

• As potential data relating to criminal 
offences or other infractions may be 
collected, the data controller should 
ensure sufficient security measures to 
offer appropriate protection and ensure 
that this data is only collected locally so 
that the user has full control.

• Appropriate safeguards to protect any 
raw data collected must be put in place. 
Under Art. 32 GDPR, companies must 
apply appropriate level of security to 
reduce risks and avoid accidental or 
unlawful destruction, loss, alteration, 
unauthorised disclosure of, or 
access to personal data transmitted, 
stored, or otherwise processed. The 
Guidelines recommend anonymising 
or pseudonymising data where local 
processing is not possible and limit 
further processing of data where data has 
been collected solely based on consent. 

• Insurers must incorporate a data 
protection by design approach where 
the introduction of new technologies are 
planned, and this must form part of the 
pre-requirements and throughout the 
design phase. This safeguards against 
‘just in case’ excessive data collection. 
In addition, DPIAs must be carried out 
where data concerning connected 
vehicles is generated and the processing 
of personal data results in high risks to 
the rights and freedoms of individuals. 

• Where personal data is transferred 
outside the EU/EEA, companies are 
advised to have special safeguards in 
place to make sure data protection is 
maintained throughout the transfer. 

Considering the future, there is also a 
clear focus on the share economy, where 
no one owns a car and all cars are shared 
and the insurance model will be to insure 
for a specific journey.  This will also have a 
significant impact on what data is collected 
and when.  The insurance industry have a 
lot to think about in terms of developing 
technologies, revenue models and there is 
a clear correlation with the rights of data 
subjects and data protection as a whole.

Striking a balance 
Our increasingly connected world, 
involving complex data ecosystems is 
ever-changing and developing. We are 
becoming more and more ‘plugged-in’ and 
while the efficiencies, cost savings and 
personalistion are highly attractive from 
a user’s perspective, and brand loyalty, 
monetisation and new revenue streams 
are top priority for organisations, there is 
a balance to be struck. The Guidelines go 
some way to breaching that gap between 
data protection and connected cars but 
newer technologies, that rely on more data, 
resulting in more and more connectivity is 
a continuous part of the future. The key is 
to consider a privacy-first approach that 
relies on proactive safeguarding of data 
and data subjects’ rights.
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