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to be and should not be used by anyone other than these specified parties.

PCAOB
What is the PCAOB and why been established
• The SOX was enacted with a mission to increase the investment
community trust in the wake of the Enron scandal
• The PCAOB was formed by Congress to improve the investors trust in the
audit process
This is achieved via1.

Issuing standards for the
auditors to follow in performing
the audit

2. The requirements for any firm
signing an opinion filed with the
SEC to be registered with the

3. Conducting inspections on
audit firms

PCAOB

• By signing opinions under PCAOB standards you are held for higher standards.
• If not inspected due to national limitations (e.g., China and till recently few
countries in Europe) the PCAOB considered having firms provide caveat
language regarding the inability to inspect.
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PCAOB & SEC
Recent trends is Audit Committee rule making
There is a growing requirements from regulators to increase
audit quality (By exposing the audit process to investors)

This is done via increasing the involvement of audit committee.
• The involvement is by requiring audit committee enhanced reporting
in overseeing the audit (SEC Concept release)
• Increasing the dialog between audit committees and auditors
– By discussing Audit Quality indicators (discussed later)
– By requiring greater communications that auditor must have with Audit committee
(PCAOB AS 16)

• By considering changes to the auditors report
• By naming the audit partner and other participating parties in the audit.
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SEC Release
Recent trends is Audit Committee rule making
SEC
Concept
release on
Audit
Committee
reporting

•

•

•
A. Audit
Committee’s
Oversight of
the Auditor

•
•
•

The responsibilities of audit committees have changed significantly
since the SEC’s adoption of audit committee disclosure requirements
in 1999
SEC seeks feedback on the release, particularly those pertaining to
disclosures about audit committees’ oversight of independent auditors

Additional Information Regarding the Communications Between the
Audit Committee and the Auditor
The Frequency with which the Audit Committee Met with the Auditor
Review of and Discussion About the Auditor’s Internal Quality Review
and Most Recent PCAOB Inspection Report
Whether and How the Audit Committee Assesses, Promotes and
Reinforces the Auditor’s Objectivity and Professional Skepticism
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SEC Release
Recent trends is Audit Committee rule making
•
Audit
Committee’s
Process for
Appointing or
Retaining the
Auditor

Qualifications of
the Audit Firm
and Certain
Members of the
Engagement
Team Selected
By the Audit
Committee

•
•

•
•
•
•

How the Audit Committee Assessed the Auditor, Including the
Auditor’s Independence, Objectivity and Audit Quality
If the Audit Committee Sought Requests for Proposal for the
Independent Audit,
The Board of Directors’ Policy, if any, for an Annual Shareholder Vote
on the Selection of the Auditor

Disclosures of Certain Individuals on the Engagement Team
Audit Committee Input in Selecting the Engagement Partner
The Number of Years the Auditor has Audited the Company
Other Firms Involved in the Audit
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PCAOB
Recent trends is Audit Committee rule making
PCAOB’s Concept Release on AQIs
The PCAOB’s objective is to develop a portfolio of AQIs that may provide
new insights about:
• How to evaluate the quality of audits.
• How high-quality audits are achieved.

The PCAOB believes that the use of AQIs would help:
(1) inform discussions between audit committees and audit firms
(2) improve audit execution
(3) encourage audit firm competition based on audit quality, and
(4) increase the transparency of audits.

© 2016 Brightman Almagor Zohar & Co.
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PCAOB
Recent trends is Audit Committee rule making
PCAOB’s Concept Release on AQIs
the AQIs presented are grouped into three categories:
Audit
Professionals

measures dealing with the availability, competence, and
focus of those performing the audit

Audit Process

measures concerning an audit firm’s tone at the top and leadership,
incentives, independence, investment in infrastructure needed to support
quality auditing, and monitoring and remediation activities.

Audit Results

measures relating to financial statements (such as the number and impact
of restatements, and measures of financial reporting quality), internal
control over financial reporting, going concern reporting, communications
between auditors and audit committees, and enforcement and litigation.

The Concept contain 18 indicators that are currently in the release for public comments.
© 2016 Brightman Almagor Zohar & Co.
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PCAOB AS16, Communications with audit committees
Overview
In its introduction, the standard encourages effective two-way
communication between the auditor and the audit committee throughout
the audit to assist both parties in understanding matters relevant to the
audit.
Communications that are tailored to the circumstances and informative,
rather than "boiler-plate" or standardized, will enable the auditor and the
audit committee to engage in a dialogue that is more likely to benefit
both the audit committee, in conducting its oversight responsibilities,
and the auditor, in conducting an effective audit.
Effective communication between the auditor and the audit committee
may involve many forms of communication, such as presentations,
charts, written reports, or robust discussions.

© 2016 Brightman Almagor Zohar & Co.
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PCAOB AS16, Communications with audit committees
(cont’d)
Overview
• The auditor should communicate to the audit committee an overview of
the overall audit strategy, including the timing of the audit, and discuss
with the audit committee the significant risks identified during the
auditor’s risk assessment procedures.
• Obtaining Information Relevant to the Audit
– The auditor should inquire of the audit committee about whether it is aware of
matters relevant to the audit, including, but not limited to, violations or possible
violations of laws or regulations

• Accounting Policies and Practices, Estimates, and Significant Unusual
Transactions
• Disagreements with Management
• Auditor's Evaluation of the Quality of the Company's Financial Reporting

© 2016 Brightman Almagor Zohar & Co.
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PCAOB AS16, Communications with audit committees
(cont’d)
Overview
• Communicate significant changes to the planned audit strategy or the
significant risks initially identified and the reasons for such changes.
• Communicate difficult or contentious matters for which the auditor consulted
outside of the engagement team if determined to be relevant to the audit
committee.
• When applicable, communicate certain matters relating to the auditor’s
evaluation of the company’s ability to continue as a going concern.
• Communicate certain matters related to the auditor’s report (e.g., qualified
opinion).
• Communicate other matters that are significant to the oversight of the financial
reporting process.
• Communicate assessment of and qualitative aspects of significant/critical
accounting policies and practices.

© 2016 Brightman Almagor Zohar & Co.
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PCAOB AS16, Communications with audit committees
(cont’d)
Communication of internal control deficiencies for integrated audits
Auditor communicates in writing to the Audit Committee:
All material weaknesses … regardless of who identified or whether it
has already been communicated to the audit committee.
All significant deficiencies … regardless of who identified or whether it
has already been communicated to the audit committee.

Auditor communicates to management:
All material weaknesses … regardless of who identified or whether it has
already been communicated to management.
All other deficiencies (deficiencies or significant deficiencies)… unless
they have been included in previously issued written communications.

© 2016 Brightman Almagor Zohar & Co.
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PCAOB’s Disclosures About Certain Audit Participants
Overview
The PCAOB’s transparency project has been a multiyear effort to increase the
information available about certain audit participants.
This one relates to disclosing the following:

The name of the engagement partner on
the current-year audit.

The names, country locations of
headquarters, and extent of participation of
other public accounting firms participating in
the audit (above a 5 percent threshold
based on total audit hours).

• This disclosure would include certain non-U.S. member firms of global networks.
• The information required will be filed on PCAOB form5 (“Form AP”) filed with the
PCAOB rather than in the auditor’s report
• The information provided on Form AP would be available for public review
indefinitely via a searchable database on the PCAOB’s Web site.
© 2016 Brightman Almagor Zohar & Co.
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PCAOB’s Proposed Auditor’s Reporting Model
Overview
The PCAOB proposed auditing standards on the auditor’s reporting model.
The significant proposed changes include:
• A new section in the auditor’s report on critical audit matters specific to the
audit:
•

Critical audit matters are defined as those matters the auditor addressed during
the audit of the financial statements that (1) involved the most difficult,
subjective, or complex auditor judgments; (2) posed the most difficulty to the
auditor in obtaining sufficient appropriate audit evidence; or (3) posed the most
difficulty to the auditor in forming an opinion on the financial statements

• Enhanced language in the auditor’s report on auditor responsibilities
• New statements in the auditor’s report providing more information on areas
such as auditor independence and tenure

© 2016 Brightman Almagor Zohar & Co.
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צדדים קשורים
Related-Parties
Didi Gottlieb
Partner, SEC companies group
January 2016
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דוגמאות מהעיתונות

16

דוגמאות מהעיתונות
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חומר מקצועי רלוונטי לנושא צדדים קשורים

FASB- Accounting
Standards
Codification (ASC)
850- Related
Party Disclosures

AU Section 334
(SAS No. 45)

PCAOB Auditing
Standard No.
18- Related
Parties

18

הגדרת צדדים קשורים

1
2
3
4
5

Affiliates of the entity.
Entities for which investments in their equity securities would be required,
absent the election of the fair value option under the Fair Value Option
Subsection of Section 825–10–15, to be accounted for by the equity
method by the investing entity.
Trusts for the benefit of employees, such as pension and profit-sharing
trusts that are managed by or under the trusteeship of management.
Principal owners of the entity and members of their immediate families.
Management of the entity and members of their immediate families .
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 המשך-הגדרת צדדים קשורים

6

Other parties with which the entity may deal if one party controls or can
significantly influence the management or operating policies of the
other to an extent that one of the transacting parties might be prevented
from fully pursuing its own separate interests.

7

Other parties that can significantly influence the management or
operating policies of the transacting parties or that have an ownership
interest in one of the transacting parties and can significantly influence the
other to an extent that one or more of the transacting parties might be
prevented from fully pursuing its own separate interests.
(The FASB ASC glossary also defines the terms affiliate, control,
immediate family, management, and principal owners).
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הלכה למעשה

באחריות הנהלת החברה לעצב וליישם תכנית של בקרה פנימית שתדע למפות את
הצדדים הקשורים על מנת שיינתן גילוי בדוחות הכספיים ליתרות ולעסקאות
עמהם.

באחריות ועדת הביקורת לפקח על הנהלה ולוודא כי יש יישום של התכנית כאמור.

באחריות רו"ח לבקר את הבקרה הפנימית ואת הגילויים בדוחות הכספיים ולתת
חו"ד בנושא.
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דוגמא מה"שטח"....
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סיכום
עם מה יוצאים לדרך....

מודעות והבנה שהנושא "חם"
בעיניו של הרגולטור האמריקאי

תקן חדש של PCAOB
דורש מרו"ח לערוך ביקורת
בנושא צדדים קשורים
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אחריות של ועדת
הביקורת לפקח על
הבקרה הפנימית בנושא
זה

Highlights from the 2015 AICPA
Conference Current SEC and PCAOB
Developments
Asher Mechlovich
Partner, Head of SEC companies group
January 2016
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Key Topics

Enhancing Transparency –
Disclosure Effectiveness

Non - GAAP Measures
Segment Reporting
New Revenue Recognition StandardImplementation Activities
Main Restatement Issues

25
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Disclosure Effectiveness –
Use of Accounting Judgments
Enhancing transparency and improving ICFR were key topics in the 2015 conference
because of the critical role they play in protecting investors.

Well- reasoned, practical judgments on financial statements disclosures are critical to
providing high- quality decision –useful information to investors.

SEC and FASB coordinate on ways to improve the effectiveness of financial
statement disclosures and to minimize duplication with other existing disclosure
requirements.

FASB recently issued a proposal aimed to facilitates clear communication of the
information material to users of a company's financial statements and moving from a
checklist model to a principle-based model. (Omitting a disclosure of immaterial
information would not be an accounting error).

26
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Disclosure Effectiveness –
Use of Accounting Judgments
SEC recently issued a request for comment on the effectiveness of financial disclosures
requirements in Regulations S-X that apply to certain entities other than the registrant
(Rule 3-05- Financial statements of businesses acquired).

Examples of new accounting standards that are part of the FASB initiative to reduce
complexity in accounting standards (the Simplification Initiative):

1. Balance sheet
classification of
deferred taxes.

27

2. Discontinued
operations.
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Non- GAAP Measures
Non- GAAP measures may be a source of potential confusion for investors.

Questions that companies should consider when using non- GAAP measures:
“Why are you using the nonGAAP measure, and how does it
provide investors with useful
Information?”

“Are you giving non-GAAP
measures no greater
prominence than the
GAAP measures, as
required under the rules?”

“Are your explanations of how you are using
the non-GAAP measures — and why they are
useful for your investors — accurate and
complete, drafted without boilerplate?”

“Are there
appropriate
controls over the
calculation of
non-GAAP
measures?”

Labeling of adjustments between GAAP and non- GAAP should be clear.
28
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Registrants should periodically reassess their identification of operating
segments, in particular after a change in organizational structure, key
personnel changes, or significant acquisitions and dispositions.
Relevant management's controls with respect to segment reporting.

29
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New Revenue Recognition Standard –
Implementation Activities
Revenue recognition implementation Activities:

75%

A recent survey indicated that
of responding companies had not completed
their initial assessment and, of those, a third had not begun.
Because the measurement and recognition of revenue will be governed by a principlesbased standard that replaces nearly all existing guidance, including industry-specific
guidance, all companies will experience some degree of change.
That change may include the creation of new business processes, systems and controls;
the need to make additional estimates and judgments; and a requirement to provide
expanded disclosures.
As a result, a change management project plan should be a high priority for management
and their Audit Committee to make progress during this transition period.
Of course, successful implementation of the plan will require the allocation of sufficient
resources with the appropriate skill sets across the relevant areas of the business.

30
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Main Restatements Issues

Debt/ Equity
Accounting

31

Statement of
Cash Flows
Classifications

Income Tax
Accounting
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Risk, Internal Control,
Corporate Governance Hot
Topics
Irena Ben-Yakar, Partner
Head of Deloitte Center for Corporate
Governance
January 2016
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COSO 2013 – internal control framework

2013 Framework and Guidance
Summarized Principles

Components

Control Environment

1.
2.
3.
4.
5.

Demonstrates commitment to integrity and ethical values
Exercises oversight responsibility
Establishes structure, authority and responsibility
Demonstrates commitment to competence
Enforces accountability

Risk Assessment

1.
2.
3.
4.

Specifies relevant objectives
Identifies and analyzes risk
Assesses fraud risk
Identifies and analyzes significant change

Control Activities

1. Selects and develops control activities
2. Selects and develops general controls over technology
3. Deploys through policies and procedures

Information & Communication

Monitoring Activities

34

1. Uses relevant information
2. Communicates internally
3. Communicates externally

1. Conducts ongoing and/or separate evaluations
2. Evaluates and communicates deficiencies

© 2016 Brightman Almagor Zohar & Co.

2013 Framework and Guidance
Specific significant enhancements to the 1992 Framework that may pose challenges to management:

Risk Assessment

• More detailed
discussions about risk
assessment concepts,
including those related
to inherent risk, risk
tolerance, how risks
may be managed, and
linkage between risk
assessment and control
activities
• Considering the
potential for fraud risk
when assessing risks to
the achievement of an
organization’s
objectives

35

Outsources Service
Providers (OSPs)

Information
Technology (IT)

• Considerations
related to OSPs are
included throughout
the framework,
including 12 out of
17 principles

• Considerations
related to IT are
included in 14 of 17
principles

• Requires
management to
specifically consider
how OSP’s are
monitored

• Discussion of using
IT to assist in
continuous
monitoring
• Requirements for
ensuring quality of
information (data
integrity)
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Common implementation challenges –
at the Board level

Lack oversight of the ethics programs by the Audit Committee

Expectations of integrity and ethical values are not communicated to
OSPs and failure to monitor control activities at OSPs
Fail to sufficiently implement and closely monitor ethics
program in an acquisition and in relation to OSPs
Fail to reevaluate fraud risk annually and/or as significant
changes in the entity and its environment occur

Board is
responsible

Not review the results of the fraud risk assessment with the audit committee,
or Audit Committee may not effectively challenge management on the results
of the fraud risk assessment including the risk of management override

36
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Cyber Security

New technologies, new threats

38
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Cyber risk—Drivers
The forces driving growth and efficiency may create a broad
attack surface
Technology becomes more pervasive
• Internet, cloud, mobile, and social are mainstream platforms
inherently oriented for sharing
• Employees want continuous, real-time access to their information

Technology
expansion

Changing business models
• Service models have evolved—outsourcing, offshoring,
contracting, and remote workforce
More data to protect
• Increased volume of customers’ personal, account, and credit
card data, as well as
employee’s personal identifiable information and also company
trade secrets

Data growth

Cybersecurity

Evolving
business
models

Motivated
attackers

• The need to comply with privacy requirements across a wide
array of jurisdictions
Threat actors with varying motives
• Hackers to nation states
• Continuously innovating and subverting
common controls
• Often beyond the reach of a country’s
law enforcement
39
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Response

Attack

The need for speed

Initial attack
to initial
compromise

Seconds

Minutes

43%

29%

Hours

Days

Weeks

Months

Years

4%

11%

7%

7%

0%

8%

8%

0%

24%

39%

Initial
compromise to
data exfiltration

8%

Initial
compromise to
discovery

0%

0%

0%

0%

1%

9%

Discovery to
containment

38%

25%
14%

27%

9%

32%

38%

17%
4%

Source: Verizon 2013 & 2104 Data Breach investigations Report
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Cyber risk—Appetite
Management should develop an understanding of who might attack, why, and how

41
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Easy questions and difficult answers…
Cyber Governance
CEO: “I read about

CIO: “Where and how
Board: “What is our

phishing in the news.

level of resilience

Are we exposed?”

against these Cyber

much do I need to invest
to optimize my Cyber
capabilities?”

attacks?”

Business Unit:
“What are the Cyber
threats relevant to my
business?”

42
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Understand your business services, communication
channels, etc.
Protecting the business …

In order to define your Cyber Threat Landscape, you need to
understand the characteristics of your Business Services and
related communication channels:
Include your organisational structure,
geographical locations, criticality of the
•

Who is using the Business Service?

business, etc. This organisational

•

Which information is accessible through the Business Service?

structure represents what you want to

•

Which connectivity is available (Internet, Managed IP, internal network)?

•

Which technology is used?

protect against cyber threats.

Organisational structure
BU1

BU2

BU3

BU4

• Business service 1

• Business service 1

• Business service 1

• Business service 1

• Business service 2

• Business service 2

• Business service 2

• Business service 2

• Business service 3

• Business service 3

• Business service 3

• Business service 3

• Business service 4

Communication channels & characteristics
43
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Other corporate governance trends

Introducing the Deloitte Governance Framework
This Framework forms the basis for the
tools that help boards and executives
quickly identify potential opportunities to
improve both effectiveness and efficiency.
Elements of corporate governance
Underlying all the elements of the
Framework is the corporate governance
infrastructure.
Governance infrastructure is the
aggregation of governance operating
models — the people, processes, and
technologies — that executive management
has put in place to govern the day-to-day
activities of the company, as well as the
processes used to accumulate information
and report it to the board and external
stakeholders. This is represented by the
blue band that encircles the entire
Framework.
© 2016 Brightman Almagor Zohar & Co.

Elements of Corporate Governance

The board establishes structures and processes to fulfill board responsibilities
that consider the perspectives of investors, regulators, and management, among
others. The board selects its members and leader(s) via an inclusive,
independent, and thoughtful process, aligned with company strategy. The board
establishes structures and processes to fulfill board responsibilities that consider
the perspectives of investors, regulators, and management, among others. The
board selects its members and leader(s) via an inclusive, independent, and
thoughtful process, aligned with company strategy.

Integrity

The board advises management in the development of strategic priorities and
plans that align with the mission of the organization and the best interests of
stakeholders, and that have an appropriate short-, mid-, and long-range focus.
The board also actively monitors management’s execution of approved strategic
plans as well as the transparency and adequacy of internal and external
communication of strategic plans.
The board reviews and approves company strategy, annual operating
plans, and financial plans. It also monitors management execution against
established budgets as well as alignment with strategic objectives of the
organization.

The board sets the ethical tenor for the company, and actively participates in
programs designed to promote legal and regulatory compliance and appropriate
standards of honesty, integrity, and ethics throughout the organization.

The board understands and
appropriately monitors the
company’s strategic, operational,
financial, and compliance risk
exposures, and it collaborates with
management in setting risk appetite,
tolerances, and alignment with
strategic priorities.

Risk
Governance

The board selects, evaluates, and compensates the CEO and oversees the
talent programs of the company, particularly those related to executive
leadership and potential successors to the CEO. The board communicates
executive compensation and succession decisions in a clear manner.

46
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Governance Framework Maturity Model
Unaware

Fragmental

Governance

Board activities are not
structured.There are no board policies,
procedures and charters. There is no
definition of board-management
interface. The board is not independent
in its operation.

There are some documents intended to
define board activities. Board meetings
are not planned as an annual work plan.
Board-management interface is
intuitive.

Basic board roles and responsibilities
are defined – at least those required by
the law/rules/regulations. Board
members independence is reviewed
and documented. Board meetings are
routine but not planned in an annual
plan.

Basic board procedures are
documented. The board activities are
planned for at least a year in advance.
The board activity plan is a board
secretary initiative and is updated by
him.

Board work plan in place for at least a year in
advance. The Board initiates its activities,
plans them ahead, establishes its vision and
sets expectations of its members (all is
documented). Annual effectiveness
assessment is in place.

Strategy

Strategy has not been set in a formal
way. Vision and long term objectives
have not been defined. No discussions
on strategy between Board and
management.

General strategic goals exist but there
is no defined plan on how to achieve
them. There is no link to performance
and risk management. No discussions
on strategy between Board and
management.

Some strategy exercises were done
with initial linkage to performance and
risk management. Some discussions
between board and management on
strategy are in place.

Strategy document is in place covering
all principal business activities and
units, including embedded risk
management metrics and measurable
KPIs. Board discusses actual
performance against KPIs.

Comprehensive strategy document which is
based on common methodology is in place.
Strategy is embedded into the day to day
business. Strategy is updated as needed
when market, regulation or other major
changes occur.

Performance

The company has no formal
performance KPIs. The Board has not
defined KPIs for its own performance.

Basic KPIs have been set for some
business units. These KPIs are
monitored and reported to the Board
sometimes. The Board has not defined
KPIs for its own performance

Financial KPIs have been set for the
majority of operations and units. These
KPIs are monitored and reported to the
Board/its committee quarterly. Board
KPIs exist but mostly intuitive.

KPIs have been defined, deriving from
the strategic plan for all operations.
They are measured and reported to the
Board regularly. There is a predefined
process for cases of significant
deviations.

The company embeds KPIs in all its
business operations including non-financial
KPIs. All stakeholder expectations are
addressed. KPI measurement is methodical
and supported by relevant software.

Talent

The board or its committees are not
involved in Talent management. There is
no succession plan in place. No
identification of key employees has
been done.

Talent management is performed ad
hoc. The board or its committees are
not involved in Talent management. . No
identification of key employees has
been done.

There is a basic HR plan including
certain talent aspects in place. The plan
mostly refers to training, benefits and
annual appraisal processes.HR issues
are rarely reported to the Board.

The company makes investments in its
talent management. Key employees
have been identified. Succession plan is
in place. Talent management is
communicated to the Board at least
once a year.

The Board leads Talent management policy
and oversight on its implementation. Talent
policy has been developed into specific plan
of talent retention and development. Talent
commitment is measured.

Integrity

Integrity and ethics is not specifically
addressed by the Board. There is no
Code of ethics in place. No activity is in
place to encourage ethics and integrity
among the employees.

Employment agreements include a
general clause dealing with ethical
behaviors and integrity. In addition to
that, no specific activities are in place.
The Board does not deal with
Ethics/Integrity.

Standard Code of Ethics is in place and
communicated to the employees. New
employees acknowledge compliance
with the Code by signature. The Board
has approved the Code but did not deal
with it since then.

Code of Ethics has been tailored to the
company and its business environment,
operations and culture. Appropriate
implementation plan is in place. The
Board is/was involved in establishing
integrity values.

Comprehensive code of ethics is in place
and suited to the company’s business and
culture. The code was translated to all the
relevant languages and assimilated at all
levels and imposed on third parties. The
Code is updated as needed.

Risk
management

No risk management function in place.
No risk management framework in
place. The Board risk oversight
responsibilities were not established.
Risk appetite was not defined.

No risk management function in place.
Internal Auditor implements risk based
approach in his audit plan but this
approach is not implemented in the
business processes. Risk discussions
held ad hoc.

Designated risk management function
in place. There is a basic risk
management framework. Sometimes the
board is updated on risk management
issues.

Risk management function has
established risk management
framework and risk referents in the
business units. There is a structured
framework including key risk indicators.
Routine risk reporting to the board is in
place.

A comprehensive Enterprise Risk
Management framework is in place with an
appropriate org. structure covering all
business units and processes. There is a
risk management reporting program to the
Board.

Developmental
Unrewarded

Top-down

Transitional/Progressive

Systematic

Intelligent

Optimal
Mature/Rewarded
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US Securities Law:
SEC Hot Topics
January 12, 2016
Perry Wildes,
Partner

What we will discuss

General trends in U.S. securities laws
SEC enforcement trends
Recent SEC rules - raising funds in U.S.
Proposed SEC rules

49

General Trends
Shareholder Activism as the New "Normal"

 U.S. companies more often face proposals by hedge funds and
activists to

- Spinoff non-core businesses
- Increase dividends and Increase
- Decrease executive compensation
 Significant increase in funds under management by activist
funds

 Formerly passive institutional investors now joining activist
shareholders

 Companies often negotiate board seats to avoid proxy contests
- see Orbotech Ltd.

50

General Trends
Shareholder Activism as the New "Normal“

(cont.)

 NYC Comptroller has proposed to 75 U.S. companies to allow
shareholders to nominate directors

 21% of S&P companies have adopted proxy access – up from
1% in 2014
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General Trends
Shareholder Activism as the New "Normal“

(cont.)

 Companies should
- Listen to shareholders throughout year, and consider nonmanagement director meetings if appropriate

- Monitor shareholder base for signs of activist positions
- Examine weaknesses – strategic, financial, governance
areas that could draw criticism

- Takeover defenses
- Board composition (tenure, overboarding, expertise)
- Provide more thorough proxy disclosure, including how
company operates and makes decisions
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General Trends
Responsibility Reports

 Covers broad range of issues - climate change, environmental
matters, workplace safety, integrity, community engagement,
corporate citizenship, human rights and diversity

 Pressure from shareholders
 Gaining momentum in U.S.
 72% of S&P 500 companies published reports in 2014 – up
from 20% in 2011

 Voluntary in U.S. while 2014 EU directive will require for
large companies

 Boards should be aware of social issues most relevant to the
company and its shareholders and consider disclosure
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General Trends
Cybersecurity Risks Growing

 Technology – internet, cloud, mobile – exposing new avenues for
attack

 Breaches by nation states, criminals, activists growing in
frequency and intensity



Spurred by high-profile cyber attacks

- SEC may make mandatory a set of voluntary 2011 disclosure
guidelines – for risk factors, business description and MD&A

- In August, federal court upheld FTC enforcement action

against public company for failure to safeguard consumer
private information

- Several class actions filed in U.S. claiming breach of duty by
directors for not taking reasonable measures
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General Trends
Cybersecurity Risks Growing (cont.)

 Boards should
- Stop treating as "IT thing" rather than "governance thing"
- Devote board time to periodically evaluate risks and tailor
controls

- Ensure there is adequate response plan in event of data
breach

- Seek outside expertise as needed to assess pre and postbreach concerns

- Ensure effective MD&A disclosure of material risks and
specific incidents if material
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Enforcement Trends
Targeting "Gatekeepers" Including Independent
Directors

 Increased enforcement actions against independent directors,
attorneys and compliance officers

- March 2014: Audit committee chair for alleged failure to

investigate and disclose accounting fraud by foreign branch
executives after repeated red flags

- Sept. 2015: Audit committee chair that allegedly understated
value of various executive perks – ignored advice of outside
expert hired to review such perks

- Sept. 2015: Former board chair for alleged misstatements to
auditors and in annual report he signed re: $2.3 million
certificate of deposit of company
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Enforcement Trends
Targeting "Gatekeepers" Including Independent
Directors (cont.)

 Lessons for directors
- Take gatekeeper obligations seriously
- Set and maintain tone at top
- Prompt action to investigate red flags
- Ensure independence of controller function and adequacy of
controls

- Open and robust dialogue with auditors
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Enforcement Trends
Targeting Individuals Not Just Entities

 Punishments increasingly target individuals – and not just
companies

 SEC fines against individuals doubled in 10 years from $60,000
median to more than $122,000

 DOJ directive to all federal prosecutors in Sept. 2015 targets
individual executives for corporate wrongdoing

- Companies to receive credit for cooperation only if turn
over all evidence of individual wrongdoing

 Heightens importance of indemnification rights and D&O
insurance
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Enforcement Trends
Growing Importance of Whistleblowers

 Permits awards of 10-30% of sanctions collected to providers
of "original information" in enforcement cases

- Tips increasing each year – 3,923 in FY 2015 up nearly

30% from FY 2012 prompted dozens of SEC investigations

- Awards growing – eight this year for total of about $38
million

 Of award recipients to date
- About 50% were current or former employees
- Of those, 80% first reported internally or knew
supervisors/compliance were aware
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Enforcement Trends
Growing Importance of Whistleblowers

 Of tips received in FY 2015
- Nearly 50% fell into three categories – corporate

disclosure and financials (18%), offering fraud (16%) and
manipulation (12%)

- About 10% from overseas, including seven from Israel –
only 11 countries were source of more tips

 In FY 2015, company paid fine to settle enforcement action for
restrictive language in confidentiality agreements

- Importance of reviewing all non-disclosure agreements to
ensure compliance
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Enforcement Trends
SEC Focuses Enforcement on "Broken Windows" Violations

 Record SEC cases in last two fiscal years (755 + 807)
 Stated SEC goal: stop minor violations from becoming bigger
ones

 Sept. 2014: 28 insiders (including officers, directors and large
shareholders) for failure to promptly file reports on
shareholdings and trades

- Included late reports on Schedule 13G and 13D
 Nov. 2014: 10 companies for failure to file immediate reports
on sales of unregistered securities that dilute company stock

 March 2015: eight officers, directors and shareholders for

failure to update Schedule 13D filings to report plans leading
up to going private transactions
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Enforcement Trends
SEC Focuses Enforcement on "Broken Windows"
Violations (cont.)

 Sept. 2015: FCPA case - company discovered $130,000 in

questionable payments by Guinean subsidiary to third party

- No allegations of bribery – rather allegation of weak internal
controls

- Company agreed to settle and pay $75,000 despite swift

remedial action, including replacement of senior management
and entire board

- Company incurred $12.8 million in legal and other fees in
investigation
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Raising Funds in U.S.
"Accredited Crowdfunding" Starts Slowly

 Reg D – popular method of raising capital in U.S. without
registration

 In 2014, $1.3 trillion raised in 33,429 Reg D offerings
 SEC adopted Rule 506(c) in Sept. 2013
 First time - permits general solicitation (including websites and
social media) without registration

- Only accredited investors may purchase
- "Reasonable steps to verify" accredited investors status
 Only 2% of capital raised in Reg D offerings used 506(c) since
effectiveness
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Raising Funds in U.S.
Crowdfunding Rules Finally Adopted

 Adopted in October, permits small public offerings, minimal
disclosure regulation, and no prior SEC review

 Issuer may raise up $1 million in 12-month period
 Investor may invest up to $100,000 in 12-month period across
all crowdfunding offerings, depending on annual income and
net worth

 Certain disclosure required in initial and annual filings to SEC
 Financial statements either certified by CEO or reviewed or

audited by an accountant, depending on size of issuance – but
audited not required for first crowdfunding offering
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Raising Funds in U.S.
Crowdfunding Rules Finally Adopted (cont.)

 Can only offer securities through broker-dealer or funding
portal registered with SEC

 Securities subject to certain transfer restrictions for one year
 Not available to foreign issuers or reporting companies
 Unclear if small companies will utilize - given its conditions
and complexity
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Raising Funds in U.S.
"Mini-IPO" Option Now Available

 Reg A+ adopted in March – smaller companies may raise funds
without full registration

- Tier 1 – may raise up to $20 million in 12-month period
- Tier 2 – may raise up to $50 million in 12-month period
 Between full IPO and private placement
 Like full IPO
- Must submit offering document subject to SEC review and

ongoing reports for Tier 2 – but other disclosure not as
extensive as public companies

- Shares offered are not restricted securities
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Raising Funds in U.S.
"Mini-IPO" Option Now Available (cont.)

 Like private placement
- Some limits on investment amounts by non-accredited

investors for Tier 2 offerings – but general solicitation ok

 Not available to foreign companies or companies currently
registered with SEC
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Recent SEC Rule
"Pay Ratio" Disclosure Soon Required in U.S.

 In August, SEC adopted rule requiring disclosure of ratio of
CEO compensation to that of median employee

- Flexible on identifying median employee compensation so
long as method disclosed

 Disclosure first required in annual reports and/or proxy
statements in 2018 (for FY 2017)

 Highly controversial
 Smaller companies and foreign private issuers exempt
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Proposed Rules
"Clawback" of Excess Incentive Pay After Restatement

 SEC rules proposed in July to require stock exchanges to

mandate company policy to "clawback" excess compensation

 Triggers:
- Restatement to correct error deemed “material” to previous
financials would trigger clawback

- Applies to incentive based compensation tied to financial
results or stock price

- "Excess" if would not have received in restatement
- Mandatory – minimal exceptions
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Proposed Rules
"Clawback" of Excess Incentive Pay After Restatement

 Form 20-F would require disclosure of company policy and
actions under such policy

 Would apply to any foreign private issuer listed on NYSE or
Nasdaq

 Strengthens current SOX clawback rules:
- Covers any executive officer with "policy making functions"
(SOX - only CEO and CFO)

- No-fault trigger (SOX - required misconduct)
- Recovery period is three years (SOX - one year)
 Companies should consider amending employee agreements to
make subject to any clawback policy adopted in future
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Proposed Rules
Disclosure Effectiveness Project Promises Future
Changes

 SEC project to modernize/streamline disclosure in registered
offerings and periodic reports

 Intended to lessen burden in some areas and increase burden
in other areas

 SEC urges companies not to wait for rule changes but to
improve disclosure now

- Reduce repetition – make greater use of cross-references
- Tailor risk factors to company rather than boilerplate
- Review and eliminate outdated information
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Proposed Rules
Audit Committee Oversight of Outside Auditor

 SEC "concept release" explores requiring disclosure of how
audit committee fulfills its duties:

- Oversight of auditors, including enhanced disclosure of
communications and meetings with Audit Committee,
review of PCAOB inspections, and assessment of
objectivity

- Process for appointing and retaining auditor
- Qualifications of auditor and certain members of
engagement team

-

****
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