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The rise of the Business Email Compromise attack
Some background

Deloitte's cyber security teams have recently tracked a sharp rise in BEC (Business Email Compromise) campaigns.
In mid-2018, these campaigns have evolved to a level of sophistication and complexity previously unseen.
BEC attacks circumvent many of the traditional cyber protections. Moreover they utilize current technologies to
gain much deeper footholds and trust, which they leverage for successful attacks. Fraudsters are now
manipulating this situation to proﬁts of billions of dollars a year.
Our cyber experts have seen criminal groups narrow their focus to the pharmaceutical, construction, property,
and legal industries. Our global team notes that businesses working in these realms are targeted because of the
nature of their interactions with their suppliers, and the large amounts of money transfers they conduct - typically
based on email instructions alone. Additionally, since they are not IT-specialists, they do not consider cyber
security on a daily basis or practice the required vigilance.

A recent example

In a recent case, we saw fraudsters gain access to a company’s email and then proceed to spend weeks learning the
organization before making their move. They took this time to learn their target, understand the operating
procedures and zero-in on the right personnel, and plan their attack.
When the fraudsters began sending their emails impersonating suppliers and company personnel, they already
understood what would be expected, who best to approach, and how to overcome any obstacles in the standard
operating procedures. In this speciﬁc example, the fraudsters contacted accounting employees and tricked them
into making payments for invoices they already knew were outstanding, but to bank accounts controlled
by the fraudsters.
This may sound mundane and trigger a "this can never happen to me" response – but the level of sophistication
demonstrated may well surprise you too.
The BEC frauds of 2018 have clearly evolved. The threat actors are now integrating careful planning together with
advanced social engineering and technological expertise. Consequently, businesses need to rethink their cyber
defences and deploy a correspondingly sophisticated response.

What’s new in 2018?
Factors that make these new cyber-attacks more dangerous than before:
Speed
We have seen evidence of a rapid response
deployed by attackers when there is a chance of
a victim discovering the truth. Acting across
time zones in such a speedy manner is
indicative of a sophisticated organization behind
an attack.

Patience
By taking the time to study their victims, the
fraudsters are obviously increasing their chances
of success, but this is a new development. They
have also deployed additional operational
security measures, including registering their
faked domains (e.g. hssbc.com instead of
hsbc.com) at the last minute in order to avoid
suspicious behaviour that could be detected by
outside cyber security teams.

Enhanced social engineering
Until 2018 it was common for fraudsters to impersonate a CEO (in fact, BEC
attacks were frequently called “CEO scams”). Today we are seeing them play
several roles at once as a mechanism to build trust with their targets: often
cc’ing themselves to improve credibility with victims.

Who are the next targets?

Proliferation
We have seen examples of attackers trying to ﬁnd
their next victims using the existing company’s
ﬁeld of inﬂuence. In cases like this, where attacks
are ‘chained’, the fraudster will leverage the
information leeched from one company and
continue to the next. Thus, the knowledge
compromised from your organization may lead to
further negative impacts on your business, your
partners, and your industry as a whole.

Trust
By combining the above, and adding abuse of email platforms (such as
Oﬃce 365), fraudsters gain internal and trusted personas which they
utilize in their social engineering to quickly overcome trust barriers.

Our research has uncovered groups that are currently operating globally with tens of targets across multiple industries.
In just one of the latest campaigns, we collected evidence that companies have been targeted in Europe, America, Australia, and Canada.
The majority of these potential victims are in the pharmaceutical, healthcare and construction realms (together with their related services
- legal representatives, technology providers, shipping companies).
In addition, we have identiﬁed that one such group has set their sights on targets in hotel, tourism, and entertainment industries
(including online gaming and entertainment businesses).

How to defend yourself
Deloitte oﬀers a wide range of Cyber risk and intelligence services. Many of which are speciﬁcally focused on countering
the emerging danger of Business Email Compromises. Services oﬀered by Deloitte’s global cyber security team include:
Posture assessment: What makes your company susceptible to BEC attacks?
Does your cloud
deployment
unnecessarily
increase exposure?

Are you using
multi-factor
authentication
where necessary?

Do you enforce
eﬀective controls on
the devices employees
use for email access?

Would your operating
procedures relating to your
service providers identify
manipulation by a fraudster?

Anti-phishing protections: Many BEC scams begin with a phishing mail. Although a spear-phishing campaign
is usually easy to spot for cyber security professionals, it’s harder for the uninitiated. In addition, more widely
distributed phishing operations rely on the probability that at least one employee will follow the instructions
and ultimately provide the attacker with credentials to begin their fraud.
Assessments of your SOPs (Standard operating procedures): As external experts, Deloitte’s cyber security
team is able to review your SOPs and reﬁne/replace them as necessary to ensure you have the procedures
in place to avoid becoming the next victim of BEC (or any other cyber threat).
Awareness training: At its heart, BEC targets people not systems. So companies need to ensure their
employees are equipped with the tools and education necessary to spot these frauds and respond
appropriately.
Incident response, tracking the fraudsters, ﬁnding the goods: Even if you fall victim to one of these frauds
and transfer money or intellectual property, the event may not yet be over. Deloitte’s cyber security team can
help determine exactly what went wrong, whether your system is now secure (or is still being inﬁltrated), and
help you with eﬀorts to try to track and retrieve what was stolen.
Compromised email simulations: Regardless of how an email account is compromised – whether through
phishing, malware, or a technological hack – Deloitte can help simulate the end result and run a series of ‘war
games’ to test your organization’s resilience and abilities to handle the situation.

Do you practice
eﬃcient monitoring
to stop such attacks?

Summary
The number of successful BEC
frauds continues to rise and they
are evolving in sophistication,
scale, and complexity. No
business is immune to the threat
of a BEC attack – regardless of
size or ﬁeld.
Deloitte’s cyber security team is
ready and able to assist you
prepare for such attacks. We can
also help you handle a BEC event
at your organization, as well as
the aftermath.
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