Operationalising third-party
risk management

A broad array of risk domains can be customised to meet
requirements.
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Data privacy/infosec/ cybersecurity

Fails to comply with organisation and/or legal/regulatory
standards for the management and protection of your
organisation’s personal and/or sensitive data

Concentration risk

Contracted exclusively to perform critical/high-risk functions
exposing your organisation to overreliance on a single
organisation for service provision

Environmental impact and health and safety

Does not comply with an organisation’s standards for workplace
health and safety, and delivers goods or services in a manner that
causes harm to employees or customers or environment

Fourth-party/sub-contractor risk

Involves the risk of a fourth party or sub-contractor with
inadequate internal operational and information security
controls; this could expose the client organisation to supply chain
risk, resulting in reputational, regulatory, legal and/or operational
risk

Performance management and contract compliance
Adheres to contractual requirements, defined SLAs, industry
standards and requirements, regulatory guidelines, etc.;
compliance to key contract clauses

Business continuity/ resilience

A failure to supply goods or services due to the inability to
adequately manage a disruptive event in their supply chain,
resulting in an adverse impact on the organisation

Conduct/ethics

Provides goods or services on the organisation’s behalf that
leads to customer detriment or has an adverse impact on market
stability or effective competition; additionally, background of
promoters and key management personnel

Geopolitical

Is in a geography that is exposed to political or economic
instability, which could expose the client organisation to supply
chain risk in the form of a natural disaster or

political event

Regulatory compliance, including sanctions and

exports

Provides goods or services in a manner that is not compliant with
local and national regulations, international sanctions, and export
control regulations, exposing your organisation to reputational
risk or fines

Labour rights

Uses unethical labour practices, such as child labour, forced
labour, discrimination, and unfair pay, to deliver goods or
services; this results in reputational, regulatory, legal and/or
operational risk

Financial health
Is no longer financially viable and therefore, unable
to deliver a stable service or product, resulting in operational risk
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Governance of third parties Operationalising third-party risk management

Policy, procedures, standards, and guidelines
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parties and risk management functions to ensure consistency and quality in
programme activities

Coordinated communication channel to inform stakeholders of the TPRM
and the programme’s business value programmes to educate stakeholders of
responsibilities at each stage of the TPRM lifecycle

Manage, monitor and remediate

Formal processes to assess the effectiveness of the TPRM programme against Reporting
programme and organisational requirements l

CISO team Chief risk office Supply chain Business controller

Key Performance Indicators (KPI)

Contracts to act as legally binding agreements that recognise and govern the
rights and duties of the parties to the agreement

- . Enablers - Automation
Tools and technology driving groups to use common risk management

processes that enhances the effectiveness and efficiency of the TPRM
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programme operational components to ensure data quality, and accuracy and
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